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Dependability as a generic concept
[Laprie 1985]

Secure systems from insecure components
[Dobson & Randell 1986]

Intrusion-tolerant file system
[Fraga & Powell 1985]

Intrusion-tolerant security server
[Deswarte, Blain & Fabre 1991]

Intrusion-tolerant data processing
[Fabre, Deswarte & Randell 1994]

Dependable Computing: Concepts, Limits, Challenges
[Laprie 1995]

Dependability: Basic Concepts and Terminology
[Laprie 1992]

Dependability

!Property of a computer system such
that reliance can justifiably be placed
on the service it delivers

J.-C. Laprie et al., Guide de la sûreté de fonctionnement, 324p.,
ISBN 2-85428-382-1, Cépaduès-Editions, Toulouse, 1995.
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The Dependability Tree
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Security Properties
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Security Properties

!Confidentiality
!Integrity of
!Availability

Information
Meta-information

• existence of operation
• identity of person
• personal data
• message content
• message origin
• sender, receiver identity

Accountability A+I
Anonymity C
Privacy C
Authenticity I
Non-repudiation A+I

Intrusion-Tolerance Concepts

!Intrusion vs Attack
!Outsiders vs Insiders
!Security Methods
!Intrusion Detection
!Loss of Confidentiality
!Security Guarantees
!Intrusion Tolerance
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Intrusion-Tolerance Concepts

!Intrusion vs Attack
!Outsiders vs Insiders
!Security Methods
!Intrusion Detection
!Loss of Confidentiality
!Security Guarantees
!Intrusion Tolerance

Fault, Error & Failure

ErrorError

FailureFailure

adjuged or
hypothesized
cause of an
error

that part of system state which
may lead to a failure

Fault

occurs when del ivered service deviates from
implementing the system function

H/W faultBugAttackIntrusion
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Internal,
dormant fault

Example: Single Event Latchup
SELs (reversible stuck-at faults)
may occur because of radiation

(e.g., cosmic ray, high energy ions)

Satellite on-board computer

Internal,
active fault

SEL

Internal,
externally-induced

fault

VulnerabilityCosmic
Ray

External
fault

Lack of
shielding

Internal,
dormant fault

Intrusions
Intrusions result from

(at least partially) successful attacks:

Computing System

Internal,
active fault

Intrusion

Internal,
externally-induced

fault

Attack

External
fault

Vulnerability

account  with
default password



8

Intrusion-Tolerance Concepts

!Intrusion vs Attack
!Outsiders vs Insiders
!Security Methods
!Intrusion Detection
!Loss of Confidentiality
!Security Guarantees
!Intrusion Tolerance

Outsiders vs Insiders

!Outsider ⇔ Privilege = Ø?
o Privilege: set of rights
o Right: authorization(operation x object)

!Quid “open” systems?
!Need different definition

o types of possible attack
o sub-set (domain) of universe of

object-operation pairs
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Outsiders vs Insiders

Outsider: not authorized to perform any
of specified object-operations

!Insider: authorized to perform some of
specified object-operations

D: an object-
operation domain

A: privilege
of user a

B: privilege
of user b

outsider intrusion
(unauthorized increase in privilege)

insider intrusion
(abuse of privilege)

!Outsider: not authorized to perform
any of specified object-operations

Intrusion-Tolerance Concepts

!Intrusion vs Attack
!Outsiders vs Insiders
!Security Methods
!Intrusion Detection
!Loss of Confidentiality
!Security Guarantees
!Intrusion Tolerance
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The Dependability Tree

Dependability

Fault Prevention
Fault Tolerance
Fault Removal
Fault Forecasting

Impairments

Attributes

Availability
Reliability
Safety
Confidentiality
Integrity
Maintainability

Fault
Error
Failure

Methods

The Dependability Tree

Dependability

Fault Prevention
Fault Tolerance
Fault Removal
Fault Forecasting

Impairments

Attributes

Availability
Reliability
Safety
Confidentiality
Integrity
Maintainability

Fault
Error
Failure

Methods



11

Dependability Methods:
how to prevent the occurrence or introduction of
faults

how to provide a service capable of or imple-
menting the system function despite faults

how to reduce the presence (number, severity) of
faults

how to estimate the presence, creation and
consequences of faults

Fault prevention

Fault tolerance

Fault removal

Fault forecasting

Security Methods:

how to provide a service capable of or imple-
menting the system function despite vulnerabilitiessynonym for intrusion tolerance

how to reduce the presence (number, severity) of
vulnerabilities

how to estimate the presence, creation  and
consequences of vulnerabilities

how to prevent the occurrence or introduction of
vulnerabilitiesVulnerability prevention

Vulnerability tolerance

Vulnerability removal

Vulnerability forecasting

how to prevent the occurrence of intrusions
(vulnerability + attack prevention)

how to provide a service capable of or imple-
menting the system function despite intrusions

not meaningful

how to estimate the creation  and consequences of
intrusions (vulnerability + attack forecasting)

Intrusion prevention

Intrusion tolerance

Intrusion forecasting

Intrusion removal
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Intrusion-Tolerance Concepts

!Intrusion vs Attack
!Outsiders vs Insiders
!Security Methods
!Intrusion Detection
!Loss of Confidentiality
!Security Guarantees
!Intrusion Tolerance

Error Detection

ErrorError

FailureFailure

Fault

Error ProcessingError Processing

Detection & RecoveryDetection & Recovery

Intrusion

Intrusion
detection ?
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What is Intrusion Detection?

!When?
o after the fact

" post-mortem analysis

o near real-time
" for SSO intervention

o real-time
" support of automated

countermeasures

off-line diagnosis
part of curative maintenance

error detection + on-line diagnosis
for operator-assisted fault treatment

error detection
for automatic error recovery

What is Intrusion Detection?

!How?

=

≠

error report

anomaly detection

misuse detection

normal
behavior

reference

observed
behavior

observed
behavior

intrusive
behavior

reference
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Intrusion Detection System

!Facility aimed at discovering the
presence of intrusions
o set of sensors or error detectors (including

anomaly and misuse detectors), and
o intrusion diagnosis mechanism that collates

sensor outputs to decide whether the
detected errors are symptomatic of
intrusion

Intrusion-Tolerance Concepts

!Intrusion vs Attack
!Outsiders vs Insiders
!Security Methods
!Intrusion Detection
!Loss of Confidentiality
!Security Guarantees
!Intrusion Tolerance
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Loss of Confidentiality

!No equivalent in traditional fault-
tolerance

!Implies that information is in some
place it should not be
o this is an error!

!Detection? — “undetachable” labels?
!Recovery? — substitute new secret?

Intrusion-Tolerance Concepts

!Intrusion vs Attack
!Outsiders vs Insiders
!Security Methods
!Intrusion Detection
!Loss of Confidentiality
!Security Guarantees
!Intrusion Tolerance
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Fault-tolerance guarantees

!Cannot place restriction on what an
arbitrarily faulty component can do

!So guarantees are restricted to fault-
free components

!An atomic component (from the
viewpoint of fault-tolerance) has been
called a “fault containment region”

access point intrusion
containment region

Intrusion-Containment Regions

corrupt

non-corrupt

user

administrator

A

B

C D

E

F

G

H

I
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Intrusion-Tolerance Concepts

!Intrusion vs Attack
!Outsiders vs Insiders
!Security Methods
!Intrusion Detection
!Loss of Confidentiality
!Security Guarantees
!Intrusion Tolerance

Fault Tolerance

ErrorError

FailureFailure

Fault

Fault Treatment
Diagnosis
Isolation

Reconfiguration

Fault TreatmentFault Treatment
DiagnosisDiagnosis
IsolationIsolation

ReconfigurationReconfiguration

Error ProcessingError Processing

Detection & RecoveryDetection & Recovery
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4 5 6 7

12 1311

1 2 3

3

1 2 3

1 2 3

1 2 3

4 5 6 7

4 5 6 7

Backward recovery

Forward recovery

Compensation-based recovery (fault masking)

Error Processing

Error Processing (wrt intrusions)

!Error (intrusion-symptom) detection
+ Backward recovery (availability, integrity)
+ Forward recovery (availability, confidentiality)

!Intrusion masking
o Fragmentation (confidentiality)
o Redundancy (availability, integrity)
o Scattering
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Past Work on FRS

... ...

User Sites

Storage 
Sites

Security 
Sites

Data Processing 
Sites

Networks

Application
Windows

Application 
Fragment

File 
Fragment

Key 
Shadows

Smartcard

[Blain & Deswarte 1994]

[Fraga & Powell 1985]
[Fray et al. 1986]

[Deswarte et al. 1991]

[Fabre et al. 1994]

MAFTIA authorization server
tolerating accidental and deliberately malicious faults

f3

ps1 p4
u

JavaCard

Security
kernel

Security
kernel

Security
kernel

(distributes vouchers and capabilities)

capability
verification

delegation
by vouchers

fs2
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Fault Tolerance

ErrorError

FailureFailure

Fault

Fault Treatment
Diagnosis
Isolation

Reconfiguration

Fault TreatmentFault Treatment
DiagnosisDiagnosis
IsolationIsolation

ReconfigurationReconfiguration

Error ProcessingError Processing

Detection & RecoveryDetection & Recovery

Fault Treatment

!Diagnosis
o determine cause of error, i.e., the fault(s)

" localization
" nature

!Isolation
o prevent new activation

!Reconfiguration
o so that fault-free components can provide

an adequate, although degraded, service
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Fault Treatment (wrt intrusions)

!Diagnosis
o Accidental or deliberate fault (intrusion)

" Attack (to allow retaliation)
" Vulnerability (to allow removal)

!Isolation
o Intrusion (prevent further penetration)
o Vulnerability (preempt further intrusion)

!Reconfiguration
o Contingency plan to degrade/restore service

" inc. attack retaliation, vulnerability removal

Fault-tolerance Structuring

administration
 (sub-)system

component or (sub-)system

Error processing Fault treatment

masking

a posteriori
error

detection

service userservice user

API

service exception

error reports

fault isolation
system reconfigurationrecovery

detection/recovery

error
detection

error
detection

fault
diagnosis

(from possible lower level)

service exception
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Intrusion-tolerance Structuring

security administration
 (sub-)system

component or (sub-)system

Error processing Fault treatment

masking (FRS)

a posteriori
error

detection

intruder alert

System
security
officer (SSO)

service userservice user

API

service insecurity
signal

error reports

intrusion and vulnerability isolation
system reconfiguration

(from possible lower level)

service insecurity
signal

error
detection

standalone
sensors recovery

detection/recovery

error
detection

error
detection

intrusion, attack and vulnerability
diagnosis
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