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Abstract

S/rice 1973, C.1.l. has been developing a high-power computer archi-
tecture built around approximately 100 Interconnected microprocessors.
Special hardware and software studies have been conducted to maximize
processing throughput, and an architecture simulation system has been
built (l).

This paper discusses a high safety architecture derfved from the
one above. Special emphasis has been placed on multl-microprocessor
appllcab!llty Of the MAR IGNAN Method (2) which features

- al I-processing dual-redundancy,
dual processing result comparison for result verification,

- sequence restart If failure (s) detected.

Permanent fatlures entail automatic faulty microprocessor ellmlnatlon
and, in turn, automat IC rol Iback of Interrupted processes.

This proposed architecture offers the followlng advantages

high safety-to-cost ratio,
- hardware/ software compattbllity with standard multiprocessor

architecture,
- software transparency.

Introduction

LSI technology developments have led to the appearance of micropro-
cessors on the market that are being used to build low-priced, low-
throughput computers In a few packages. Current evolution of these micro-
processors tends to increase power and reduce prices, but foreseeable per-
formances of the microprocessors are not envisaged to attain those of
current large-scale computers at reasonable costs.

As a result of this C.i,l, has undertaken structure research based

on the asSOClat/On of a large rwmber of microprocessors to attain the
power of current large-scale computers The structural aspects of this
research could be feasible during the first half of the 1980s.

Foreseeable user needs concerning safety and availability in the
1980s WIII be much more important than now, in particular, in the fields
most apt to be developed : data base management, transaction management..

Thts paper discusses how the mult!-microprocessor structure may
ach!eve high safety at mln, mal costs

Overview of the non-redundant mult microprocessor architecture

Main Multi-Microprocessor Architectural Characteristics will be dis-
cussed. For more details, refer to the various technical reports of the
project.

Hardware structure

Assume that we wouId I ike 10 build a large-scale computer for data
processing center appllcatl Ons (e g., data base management, transactlOn
management) with microprocessors. Estimating throughput of each micro-
processor to be 1/ 10 of the large- scale computer throughput and architec-
tural efficiency to be approximately 1/ fO, the required microprocessor num-
ber wi I I be approximately 100. SO that the computer has features compa-
rable to those of current large-scale computers, these microprocessors
should share a high-capacity main memory (Several megabytes) slow enough
to be cost-effective. All these character !stlcs lead to the following archi-
tecture :
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FIG 1- NON-REDUNDANT MULTI-MICROPROCESSOR ARCHITECTURE

The microprocessors (called “atoms”) are grouped Into “molecules”.
Each “molecule” comprises

- a feW atoms (on the order of 4 to 8),
- a local memory,
- a “molecule” processor.

Molecutes accesa main memory via a memory bus. Main memory IS ma-
naged by a memory processor.

“Atoms”-------

Atoms are microprocessors all with the same hardware but specia-
lized firmware to execute one of the follo’wing functions

execution of” Cll X-coded inatructtons (Cll machine code close
to the IBM 360 code),

- execution of high-level-language programs (COBOL, ALGOL,
FORTRAN...),

- data base management,
- peripheral management

. disks

. printers

. transmission Ilnes

. etc ...

Each molecule can contain only atoms of the same type.

Molecule processor---------------

The molecule processoi is used to manage exchanges between main
memory and local memory and excha”3es between atoms snd Iocsl memory.

Moreover, ]t managee f Ine paral Ieltsm (see paragraph “F/rre para//e//srn”).

Local memory----------
The local memory comprises an assoclat!ve cache buffer (CB) sto-

rage and memory areas used for fine paral Ielism management (see paragraph
“Free parallelism”).



The programmer-transparent cache buffer storage ia used more to
reduce the number of accesses to main memory than to reduce access time
from the atoms.

Information stored (both In rrraln memory and In the cache buffer sto-
rage) consists of three types :

- program Instructions these are ahareable between processes,
tlut cannot be modified,

- global data these are data shareable between processes, but
under associated resource protection via InstructIons TES (TEst and Set)
and RESET,

- local data they belong only 10 a single process.

operating system organization.—
Any processing IS d!vlded Into “processes” managed by conven-

tional FOFiK and JOIN prlmlt!ves.

The process-to-processor all ocation mechanism (the “hypervlsor”) IS
based on the concept of a “Logrc Processor” which groups processing ‘
capacities of the same type All physical microprocessors of the same type
(emulators of a given code or Input/ output processors that share multlple-
access peripherals, etc. ) constitute a Ioglc processor with an aasocl ated
queue. A process that shall be executed on a logic processor will be,
therefore, either active on one of the microprocessor associated with thm
logic proc(?ssor or waltlng If the number of active processes on the logic
Iprocessor equals the number of microprocessors

When a process IS placed in the queue of a logic processor, a signal
(“bell”) IS sent to all the physical microprocessors Inactive microproces-
sors consult the queue of the logic processor to which they are associated.
If the queue is empty, the microprocessor does nothing. If it IS not empty,
It acquires the first process of the queue and tests If all the queues are
!?mpty , if so, “bell” goes low.

“Bell” IS not the only means for Interprocesaor dialoguing. In fact, a
process should be capable of being halted, e.g. In case of Iooplng. To do
this, a HALT signal or “ANTI-BELL” signal IS tested periodically by the
active microprocessors If HALT is high, the microprocessor will consult a
queue of processes to be halted and compare the name of the process that
ISbe!ng executed If identical, the microprocessor aborts Its process and
goes Inactive

Microprocessors are not Ident!f!ed (except by the process name that
they execute). Therefore. they are not addressable. All microprocessors
associated with a logic processor are non-special Ized. Any inter-process
(data commun!catlon paases, therefore, through main memory. Moreover, a
Iprocess is created or destroyed by processing queuea in main memory
(FORK, JOIN) , that is thus costly. Consequently, !t la desirable to define
a finer parallelism.

Fine parallelism—.
It entails scattering a process !nto several branches (“mini-process”)

In as flexible a way as possible for execution on the different microproces-
sors of tht? same molecule.This offers the advantage of hawng easy corn-
munlcation between branches via the cache buffer storage (C B). Moreover,
cache bufler storage utilization is optimized stnce the various branches
work on the same data copy in the cache buffer storage.

Amtnlprocess management which is Ilghter than process management
hastobeenvlsaged, and, in particular, queue procesaings should be
avoided. Thus the tree structure generated by the mini-forks and mini-joins
WIII be stared by counters and pointers at the local memory level of the

molecule ~andmanaged by the molecule processor which could also be res-
ponsible forcache buffer storage management Like BELL and ANTl-BELL
for process management, aMIN1-BELL and aMIN1-ANTl-BELL ex!sts at the
molecule levelfor mlniprocess management

High safety structure constraint sand ob)ectlves

Satety rather than avail abllltyor reliability

First, these terms WIII bedef[ned within the multl-processor context :

- rellabilltyat the component level Is the probability that at any
given time the component has not failed At the system level, reliability IS
the probab!llty that the system satisfies its “mission”. This notion of
“mlsslon” IS perfectly defined in time and in processing forcertaln special
systems such as e g. systems on-board space vehmles. But the concept
la leas prf?clse for a data processing center system

- ava!lablflty is genera llydeflned as the ratio of system opera-
tional time to total ttme

MTBF
MTBF +MTTR

Inamultl-processor system, it is more natural to walkabout “avalla -
bility ratio” defined as the proportion of the system which IS In an opera-
tional state.

-safety Is not universally defined In data processing. In fact, It
is linked to the “seriousness” of the failures which can be defined only for
an application known with precision From a first approximation, however,
any failure will beconsldered “serious” that cauaesan error that might be
propagated outside the system, I e. on lnpu!/output devices, eg. by
transmitting an Incorrect message on a term]nal, or bywrltlng a false record
on a file, etc Serious failures are distinguished from “fatal failures” which
halt the system Basedon these definltiona, asenousf allure maybe not
tatal an a fatal failure maybe not serious Nowsafetywlll be defined as the
probability that noserlous failure occurs inatimeunlt. Reliabllitywlll be
rather the probality that no fatal fa}lure occurs in aglventlme.

Foramult!-microprocessor, processor non-special ization and structure
modularity makea fatal failure improbable provided certain crltlcal pointa
have been studied carefully to insure high reliability power-supply, memo-
ry bus, etc.

Outside these criiical pointa, rellab!lity IS not a major problem,
because the failure of one of numerous Identical un!ts will just Iead toa
graceful degradation.

Moreover, the number of phyatcal processors of themultl-
mlcroprocessors IS around 100 But first estimates lead us to belleve that
It will be d! fficult to obtain such a high parallelism. There will, therefore,
be anumberof Inact!veprocesaors Hence -for a repairable “dataproces-
slng center” type system - availability wllf only bea secondary problem
It Is easy to schedule sufficient maintenance with respect to component
reliablflty so that the number of falfed processors does not significantly
penalize overall system throughput

Onthe other hand, system safety IsamajorobJectlve In fact, high
parallelism may provoke error propagation faster andmore extensively than
in a single-processor system thereby making roflback and failure Iocallzatlon
procedures more difficult In addltlon, considered from theviewpolntof a
Iarge number of resource-sharing users (rather than tlme-sharlng users),
fife recovery or inputl output correction procedures may become partlcu-
Iarly arduous for both thesystem designer and user

Cost/ safety tradeoff

safety, of course, IS not free; It requires errOrdetectl On andc Orrec-
tlonorerror masking devices that will be costly In time and/or hardware,
these devices woufd not be real fy necessary if throughput were the only
objective,

Twoextreme positions -both unacceptable- are

- a system with zero throughput; it will, of course, be comple-
tely sure, but will not becost-effect!ve,

- a system without any safety device, It wiff, no doubt, have an
interesting throughput, but results wifl be questionable

Tooptlm!ze these opposed criteria, oneshoufd be expressed in terms
of the other ; e.g estimate cost of a serious failure and deduct thestruc-
tureat minimum globaf cost. This type of estimate could reemployed for
certain precise reaflzatlons. But for a general-purpose system, conslder!ng
the Iarge number of different applications, it isdlfficult to estimate the cost,
e.g. if aflle !s destroyed.

Llkewiae, in the current state of this mufti-m lcroprocessor study, the
cost of each unit cannot be set precisely

Consequently, a more Intuittve approach will haveto be used. Our
search will be to find satisfactory salety for a reasonable coat.

Compatibll!ty with non-redundant structure

C l.l. Multl-m!croprocessor Structure research has been s!gnlflcantfy
developed baaed on hardware/ software aspects with performance rather than
safety as the prime criterion.

To take full advantage of the most Interesting orlg!nal concepts of
thts research, It iades!rable that the high safety structure becompatlble
with the non-redundant structure in terms of both software and hardware.

Hence, !t will be necessary

-to Insure redundant structure transparency at the software fevel,
-tominlmize hardware modlflcatlons.

Moreover, it Isconcelvabfe in the foreseeabl e future that both struc-
tures will coexist

- i.e , acost-effective structure w]th conventional test, reconfi-
guration, and rollback means for data Processing cenker system Oriented
toward batch processing,

- a high safety structure for systems under extremely severe requi-
rements real-time systems, highly Interactive sYstems, etc.

Under theaecondltlons, two structure compatibility IS dea[rableto
reduce study, manufacturing, and oPeratlOflal costs.
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Proposed redundant structure

Initial assumption

Interrnlttent failure detection- —-------------- .._-

Based on our def:nitlon of safety, a certain number of requirements
will now be deduced

Different studies (4, 5j have shown that 80 to 90 % of the errors
arising In data processing non-redundant systems are due to Intermittent
failutes Since these errors are qu It? capable of affect!rrg Input/ output,
these errors are “serious”, and should be detected. Therefore, It is not
sufficient to pertodlcally check system operation [programmed or m[cropro-
gramlmed tests) ; processed infotmatlon val Idlty as well as processing vail -
dlty have to be continuously monitored

Redundant codes-------- -----
But the multl-microprocessor structure does not permit easy conti-

nuous monitoring of information with low redundancy (anthmetlc codes on
arithmetic operators, duplication for the logic operators, detecting or cor-
recting codes on data transfers ,and commands, instruction retry. ) because
this would require major mod! f!cat, ons of microprocessors which would not
be compatible with the non-redundant structure and which could not be
easdy built with standard LSI packages.

In addlt!on, redundant code safety IS I!mlted by different factors

- command mon[torlng d! fflculties,
- artthmetlc operation verification dlfflcultles (arithmetic codes)

and log!c operation verification dlfflcultles (dupl!catlon IS the least costly
code for logic operations),

- detector fraglltty

The refore, these codes cannof be used for processors. On the other
hand, correction codes can be used for memories and buses due to their low
overhead and their efficiency In these fields

MOd!.rlar redundancy---------------
ModLllar redundancy IS preferred at least for processors It entai Is

perfwmlng the same processing several times on the same unit (time
redundancy) or on several different units (space redundancy), and then com-
paring the results

T(me redundancy IS a priori rejected because It does not permit detec-
ting permanent failures (which are also capable of atfectlng input/ outputs),
and because It is also as costly for multi-processor availability as space
redLlndancy.

And the redundancy level now has to be selected. Several levels are
possible between the component and the global system. For the sake of
simplicity and comfratib!llty with the non-redundant structure, It seems
worthwhile to add redundancy to the molecule level. Each processing will
be performed on several molecules and results WIII be compared.

It is now necessary to specify the degree of redundancy :

- dual redundancy permits detection of all simple fatlures and
nearly ail multiple failures that have produced an error on processing- (t IS
therefore extremely “safe” , but error correction must be Insured by other
methods , breakpoints, fai Iing processor idenflflcation

- a higher redundancy that permits masking the error by a maJo-
rlty vote, but this soluton IS at least 1.5 times more costly than the pre-
VIOUSone.

The most reasonable structure In terms of cost and safety that can
be Intuitively def!ned IS therefore a dual space modular redundancy at
the molecule level

The results from one of our previous studies (2) can now be recalled
and adapted to the context of the multl-microprocessor structure.

The Marlgnan method principle
—

The method selected conststs of executing the same processing on
two processors ; these two processors must wait for one another at the end
of each “sequence” to exchange check-sums computed on the results of thew
processing , If both find check-sums equal, they execute the next sequence,
oth(?rwlse, they return to the beginning of the sequence.

The “sequence” Is def Ined as be!ng the largest portion of the exe-
cut(on of a task In which - If a failure occurs - it IS sure that an error
cannot be propagated outside the task In practice, the sequence IS the
secluencing of a task between events Itable to propagate the error such as :

- global data modification,
resource releasel reservation,

- process creatton,
- Input/ output operation

Let us see how these principles can be applled to the mult!-
mlcroprocessor structure

Pa{rmg-------
Molecules are statically paired any processor of one molecule IS

bonded to the corresponding processor of the other

Thjs bond WII I be discussed below (paragraph “/?esurnpt/on - Su/c/de
Fratr/c/de). Processors (resoect Ively, molecules) paired are called brothers

(or sisters)

m----------------
I I

I I

Fratricide-suicide wl!e

FIG 2- REDUNDANT STRUCTURE

Static pairing offers the following advantages :

- greater Inter-brother bond slmpliclty,
- higher su!cide reliability (reter to “Resumpt/orr -._Su/c/de

Fratricide),
- no processor addressing.

The disadvantage of a lower availability In case of several proces-
sors falling can be neglected in the context of a data processing center
system where maintenance is poss{ble before a large number of processors
are out of aerwce

Note that th(s dual redundancy at the molecule level permjts checking
the processlngs executed by the atomic processors and by the molecular
processors as wel I as local memory cache buffer operation

Notion of sequence , comparison , deferred COPY------------------ --------------------- -
Any process accepted by a processor IS also accepted by the

“brother processor”.

“End of sequence” event

Both processors perform the same processing up to the next “end
of sequence”. Practically, the event causfng an end of sequence is
always a TES or a RESET. In fact, TES and RESET protect

- system table access,
- resource reservation or release,
- global data reservation,
- process creation and end

The mlnl-process management system is simply protected by reser-
ving the non-shareable resource that IS the molecule processor Since this
reservation remains within the molecule, it cannot cause an “end of
sequence”,

Deferred copy

During a sequence, any store in memory will be limited to the cache
buffer storage. Main memory will be modified only at the “end of sequence”
thle IS the deferred copy for which solutions of the non-redundant structure
deferred copy method shal I be used

Since data from a process in main memory is not modified during a
sequence, they can be used as a “snapshot” for possible rollback to the
beginning of a sequence. Consequently, cf-teckpointtng IS very cheap.

“End of sequence” sequencing (see flow chart 1)

At end of sequence, the molecule processor computes the check-sum
CHS of data modlfled during a sequence by the processor reaching its end
of sequence , then the molecule processor wi II store the computed check-
sum in the process control block. Both processors at end of sequence looP
on the read of both check-sums. When a processor has read both check-
sums, It compares them ; if it finds them equal, !t sets indicator EG in the
control block, and loops until its brother has also set its indicator EG’.
When this IS done, It reinltlallzes the breakpoint (save program status in
the process’ control block ordinal counter, Indicators, registers... )
executes (alone) the deferred copy, and both processors go on with the
execution (next sequence).
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Resumption - suicide - fratricide------------- ------------- -
If a synchronization has not been made (exchange of CHS or

exchange of equality indicators EG), or if both check-sums are different,
a failure is deduced to have occ~rred during the sequence. Therefore, it
IS necessary to resume execution at the beginning of the sequence by
restoring the Iaat program stat~s and by disabling the process-modified
blocks in the cache buffer storage. However, If the failure is permanent,
all rollbacks will fail, and the (WO brother processors WIII have to be pla-
ced off-line from the rest oi the structure to reinitiate the process
elsewhere.

t
Resd next instruction

~ ‘Cw.,ea.d

Sublet’to M P

- store CHS

t
CPTR : =0

k I
Read 2 CHS in M.M.

CPTR : = (CPTR)+ 1 I

{
yes I

Set indicator EG
CPTff : = O I

TRead other indicstor EG!
CPTR : = (CPTR)+ 1

tsyes EGV=l?

[Execute TES or RESET) no
Reinitialize br.sakpomt :
;tore program status in the
wocess control block : no

CPTR = MSX ?
Reset CPTRR, EG, CHS.

I yes

I
1

-1
I Increment processor reeumptlon

counter : CPTRR

I

+ifi’dduri”ge;elective copy in M.M. of

f-b
Dmable CB Rollback
on Main Memory (M. M.)

%lic,de and

L Fratnclde J
FLOW CHART 1 : END OF SEQUENCE

To do this, a rol Iback counter CPTRR Incremented at each
ROLLBACK is associated with each processor, and reset at each end of
sequence without error. If the rollback counter exceeds a maximum value,
the error is declared permanent and both processors must 90 of f-1 inc. To
do this, they are bonded together by a “fratricide-suicide” wire. It ia
sufficient that one of the two brothers acts on this wire for both processors
to be isolated from the system , this wire is the minimum link between the
two brother-processors. The process which was active on these two
processors wi II be reinitiated by the watchdog timer.

Remarks--------

Reliability - safety:

The fratricide - suicide wire causes a reduction in reliability ; it is
suff!c!ent that one processor by mistake (even intermittently) activate this
wire for both processors to be lost for the system. On the other hand, this
solution provides better safety , if a processor is permanently faliin!J, itS
brother kills It and itself before the failure can be propagated as an error
outside the sequence. Note that the probabil ity of a processor with an
Intermittent failure randomly activating the suicide wire is extremely low
since the corresponding micro-instruction is rare. Reliability of this sys-
tem is therefore correct.

Molecule processor and memories safety:

This redundancy method doubles the processing of the “atom” pro-
cessors but also the molecule processors and the local memory. Hence
their proper operation is indirectly checked In case of permanent failure
on a molecule processor, the molecule does not commit “suicide” immedia-
tely. But all processors of the molecule will successively commit suicide.
The molecule wil I thus be “isolated” from the eystem. Consequent y, in
the redundant structure, the following wi II not be doubled :

- the memory bus
- main memory and auxl Iiary memory,
- the memory processor.

The memory bus, matn memory, and auxiliary memory are especially
protected by us}ng a correction code on the Information (and, if necessary,
on the addresses). The memory processor role is to act as an interface
betwaen main memory and the memory bus (and, if necessary, to manage
the transformation of a virtual address into a real address, if the cache
buffer storage “works” in virtual address which makes access faater facili-
tating address transformation table management), Safety IS insured by
realizing It in the form of two identical computers either mlcrosynchronlzed
with a comparison by special hardware, or synchronized with each output to
the memory bus or to main memory with result comparisons, Rollbacks are
faci Iited by the non-volati Ie feature of the inputs : main memory or buffer
of the interface with tha memory bus.

Input/ output:

Two cases have to be etudied ; that of auxi I iary memories and that
of other peripherals.

For auxiliary memories, it is generally possible to double the peri-
pherals. Thm IS the .sImplest, conventional solution in certain transaction
management or data base management systems with high safety.

Input/output processors are doubled in this case leaving them asyn-
chronous for outpute but with a check-sum computation performed In the
local memory buffers for inputs and a check-sum comparison.

For other peripherals, which normal Iy are not doubled, both input/
output processors will be compared before each output. This comparison
wi 11, therefore, be performed by special hardware. In input, the same infor-
mation from the peripheral IS sent to both processors and is buffered in
local memory where two check-sums are computed and compared before one
of the processors makes a copy in main memory. Under these conditions,
neither the peripheral nor the peripheral-comparison hardware link are
checked since they cannot be doubled,

Safety consequences-----.-------- ----
The processing of each atom processor IS checked for each sequence,

Likewise, the consequences of processing molecule proceaaors on
sequences evolution, on check-sum computations, and on memory access
management are checked. Check-sum computation at end of sequence on
data modified in the cache buffer storage permits checking the validity of
information that wil I be copied in main memory. Cache buffer storage f ai-
Iures liable to contaminate main memory are therefora also detected. Even
if data exist in a single copy in main memory, there ia a guard against
mOSt Of the bus and storage fai lures encountered by us}ng a ~orrection
code Good Input/ output safety can be !naured by the mechanisms proposed
in “lrrput/Output”.

Cost consequences-----------------
For processing, two molecules are required where only one was

sufficient in the non-redundant structure. For a given number of molecules,

aPParent avai Iabi IIty is thus half of that of the non-redundant structure.
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This should not reduce machine throughput to half since it IS probable
that It WIII be dlfflcult to obtain a parallelism that suffices to use at the
same time all mlcroprocassors, and Iherefore that a certain number of micro
processors will be inactive

Reciprocally, to keep the same throughput, twice as many micro-
processors WIII have to be in the redundant structure as In the non-
redundant structure. But this should not cost twice aa much due to system
modularity and element standardization.

Moreover, In a machine such as the multl-microprocessor, It is pro-
bable that main memory WIII represent a major portion of the global cost.
And th!s memory is not doubled ; a correction code is simply added and the
data path widths will be Increased approximately 15% (main memory and
memory bus).

Other special architecture features

A certain number of other problems have been resolved, but their
development is too long to be discussed here.

There are

- process acceptance- realized by a brother microprocessor to
brother microprocessor dialogue,

- cache buffer storage management
. structure
, deferred copy
. consistency between the various caches
. read direct (RD) in main memory
, saturation
watchdog rlmer - realized by permanent processes,

- resource recovery in case of a permanent failure - realized by
watchdog processes scanning the resource tables.

Conclusion

The feaslb!llty study has shown that the envisaged architecture
responds to the objectives that we Imposed, VIZ. :

safety,
- reasonable cost (processor duplication and Inexpensive check-

point usage],
- compatibility.

A bread board model of th IS archl tecture is underway to evaiuate
with greater precision the safety, cost, and throughput parameters related
to the non-redundant architecture
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