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Dependability as a generic concept
[Laprie 1985]

Secure systems from insecure components
[Dobson & Randell 1986]

Intrusion-tolerant file system
[Fraga & Powell 1985]

Intrusion-tolerant security server
[Deswarte, Blain & Fabre 1991]

Intrusion-tolerant data processing
[Fabre, Deswarte & Randell 1994]
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Delta-4
project

Workplan

!WP1: Conceptual model and architecture
!WP2: Dependable middleware
!WP3: Intrusion detection
!WP4: Dependable trusted third parties
!WP5: Distributed authorization
!WP6: Assessment
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Fault, Error & Failure
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Internal,
dormant fault

Intrusions
Intrusions are resulting from

(at least partially) successful attacks:

Computing System
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Dependability obtained through:
how to prevent the occurrence or introduction of
faults

how to provide a service capable of or imple-
menting the system function despite faults

how to reduce the presence (number, severity) of
faults

how to estimate the presence, creation  and
consequences of faults

Fault prevention

Fault tolerance

Fault removal

Fault forecasting



For intrusions:

how to provide a service capable of or imple-
menting the system function despite vulnerabilitiessynonym for intrusion tolerance

how to reduce the presence (number, severity) of
vulnerabilities

how to estimate the presence, creation  and
consequences of vulnerabilities

how to prevent the occurrence or introduction of
vulnerabilities

Vulnerability prevention

Vulnerability tolerance

Vulnerability removal

Vulnerability forecasting

how to prevent the occurrence of intrusions
(vulnerability prevention + attack deterrence)

how to provide a service capable of or imple-
menting the system function despite intrusions

not meaningful

how to estimate the creation  and consequences of
intrusions (vulnerability + attack forecasting)

Intrusion prevention

Intrusion tolerance

Intrusion forecasting

Intrusion removal

Fault Tolerance

ErrorError

FailureFailure
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Fault TreatmentFault Treatment
DiagnosisDiagnosis
IsolationIsolation

ReconfigurationReconfiguration

Error ProcessingError Processing

Detection & RecoveryDetection & Recovery
MaskingMasking



Intrusion tolerance

!Error processing:
o Intrusion-symptom detection + recovery
o Intrusion masking

!Fault treatment
o Intrusion diagnosis (+ retaliation?)
o Vulnerability removal

FRS

Intrusion Masking: Delta-4 (86-96)
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[Blain & Deswarte 1994]

[Fraga & Powell 1985]
[Fray et al. 1986]

[Deswarte et al. 1991]

[Fabre et al. 1994]



Ideal Fault-tolerant Component
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