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Abstract

Many distributed systems have been designed to toler-
ate accidental faults because distribution enables iso-
lation of elements so that error propagation can be
prevented or limited. The same approach can be ap-
plied to tolerate not only accidental faults, but also
intentional operational faults, i.e. intrusions. A dis-
tributed system is intrusion-tolerant if it is designed so
that any intrusion into a part of this system will not
endanger confidentiality, integrity and availability. By
intrusion, we mean not only computer break-ins by
non-registered people, but also attempts by registered
users to exceed or abuse their privileges. in particular,
possible malice of security administrators is taken into
account.

Fragmentation-Redundancy-Scattering is a technique
which enables to recover erroneous data destroyed or
contaminated by accidental faults or by intrusions,
while preserving the confidentiality of sensitive data.
This technique has been applied to different functions
of distributed systems such as persistent file storage,
security management and data processing.
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Introduction

Most of the currently developed secure systems are
based on paradigms such as access control matrix, ref-
erence monitor, security kernel or trusted computing
base concepts. These concepts are essentially central-
ized, in order to keep their implementation simple and
verifiable. Such a centralized approach is inconsistent
with distribution, local autonomy and concurrency that
distributed systems are supposed to provide. Moreover,
a centralized implementation of these concepts would
constitute a "single point of failure", with respect both
to accidental faults (a single site failure can produce a
denial of service for the whole distributed system), and
to intrusions (a successful intrusion into a single site is
sufficient to annihilate the security of the whole dis-
tributed system). In addition, administrators may be
targets for bribery.

In our approach, the required trust comes from the co-
operation and the consensus of a majority of security
entities. Each entity can be individually untrusted, as
long as a majority of them can be trusted. Therefore, an
intrusion into a part of the system will have no conse-
quence on the system security if only a minority of the
security entities is affected by the intrusion : this ap-
proach is thus "intrusion-tolerant”.

More precisely, let us consider a distributed system
composed of standard workstations, the clients, and of



intrusion-tolerant distributed servers. Each server is
constituted by a set of untrusted sites, the server being
trusted as a whole. That means that an intrusion into
the distributed server sites should not endanger the
confidentiality and integrity of the sensitive data stored
or processed by the server, and should not produce any
denial of service: to be successful, an attacker would
have to intrude into a majority of the server sites, or
bribe a majority of the site administrators. This ap-
proach can be envisaged for application servers, such
as file servers or data processing servers, as well as for
specific security servers, responsible for user authenti-
cation and for authorization (i.e. control of access to
application servers).

1 Intrusion tolerance

By intrusion we mean a large class of attacks, covering
not only computer break-ins by external attackers, but
also illegitimate use by registered users [3]. Such in-
trusions can be classified according to the intruder
privileges, or according to the intrusion targets.
Intruders can be:

e external intruders, i.e. who are not registered as
users of the computing system; thus, they have to
deceive or by-pass the authentication and autho-
rization mechanisms, or

* internal intruders, i.e. who are registered as legit-
imate users, but who:

- try to exceed their privileges, for instance by
trying to read confidential data or modify sensi-
tive information for which they have no autho-
rized access: to do this, they have to by-pass the
authorization mechanisms, or

- abuse their privileges for some illegitimate (but
authorized) actions; for instance a security offi-
cer can (but should not) take malicious actions,
or an operator can (but should not) halt a com-
puter at some inappropriate instant, causing a
denial of service.

Intrusion targets can be:

¢ information confidentiality: the intrusion attempts
to disclose confidential information,

¢ information integrity: the intrusion attempts to
create false information or to alter or destroy
sensitive information,

e service availability: the intrusion attempts to pre-
vent legitimate users from using the system
(denial of service).

2 Fragmentation-Redunadancy-Scattering

In dependability terminology [7], intrusions are inten-
tional operational external faults, i.e. one particular
class of faults. Classically, dependability is obtained by
a mixture of fault prevention and fault tolerance. This
dual approach can also be applied to intrusions, i.e. we
can consider intrusion prevention and intrusion
tolerance. Intrusion prevention is the aim of most of
physical and logical access control mechanisms. When
one considers the possibility that such mechanisms can
be defeated, intrusion tolerance techniques can be con-
templated.

Our approach to intrusion-tolerance takes advantage of
the geographic distribution of a distributed system in
order to achieve confidentiality and integrity of sensi-
tive information, and availability for the service. One
of the techniques we propose for this purpose is the
fragmentation-redundancy-scattering technique [2],
which consists in first cutting all sensitive information
into fragments, in such a way that any isolated frag-
ment does not contain significant information, and sec-
ond scattering the fragments among the different sites
of the distributed system, so that an intrusion into a
part of the distributed system give access only to unre-
lated fragments. Redundancy is added to the fragments
(e.g. by replication) in order to tolerate accidental or
deliberate destruction or alteration of fragments. The
following chapters show how this technique can be ap-
plied to different functions.

3 Distributed security management

The fragmentation-redundancy-scattering has been ap-
plied to distributed security servers, responsible for
user registration and authentication, as well as for au-
thorization (i.e. access control) [1].

3.1 User registration and authentication

An intrusion-tolerant registration and authentication
server must tolerate all the kinds of intrusions which
have been presented in section 1. This can be done by
the use of distribution among a set of authentication
sites. Thus, availability of the authentication function
can be achieved in spite of failures of one or a minority
of sites. Another characteristic is that each site can be
managed by a different security administrator: this en-
ables intrusions by a minority of malicious security
administrators to be tolerated. Thus, the authentication
server can be viewed as composed of a trusted set of



untrusted authentication sites managed by a trusted set
of untrusted security administrators.

Registration of a new user in the system must be per-
formed under the control of the security administrator
at each authentication site. The user is registered at the
first site by the first security administrator, at the sec-
ond site by the second administrator and so on. At each
site, the identity of the user is stored with some au-
thenticator which will be used by the authentication
process to verify the claimed identity. The
authenticator can be a password, a secret permanent
key or a public key. However, except if public keys are
used, different authenticators have to be stored on the
different authentication sites for the same user. This
can be considered as an implementation of the concept
of separation of duty: one or a minority of security
administrators cannot register an illegitimate user and
cannot prevent the registration of a legitimate user at a
majority of authentication sites. Moreover, if such
malicious administrators try to use local information
stored on their sites in order to impersonate a registered
user, they will fail because they cannot be
authenticated by the other sites.

When a registered user wants to access remote servers
from a workstation, he/she has to be authenticated by
the authentication server: an authentication protocol
has to be run between the user site and the authentica-
tion sites. This protocol is composed of three phases. In
the first phase, the user site attempts an independent
authentication with each of the authentication sites.
This authentication can be based on classical authenti-
cation algorithms, but with different authenticators (or
different challenges with public key systems) for the
different authentication sites. In this first phase, each
authentication site independently decides, for itself,
whether or not the authentication attempt succeeds.
During the second phase, each authentication site
broadcasts its individual decision to all the other au-
thentication sites, and receives the decisions of these
other sites. In the third phase, according to the majority
of all the received decisions and its own decision, the
authentication site authorizes (or not) the session for
the user, and confirms this session authorization by
sending to the user site a session key (or a ticket con-
taining the session key, depending on the authentica-
tion algorithm which has been selected). A different
session key is randomly generated by each authentica-
tion site. This session key or ticket will be used by the
user site to authenticate its requests in the authorization
process.

In this protocol, majority voting on the different au-
thentication decisions enables the system to tolerate ac-
cidental faults affecting the registration data stored on
the different authentication sites or communication
faults during the protocol, as well as to tolerate intru-
sions into a minority of authentication sites which
could lead to false local decisions. Moreover, different
session keys are generated independently by each au-
thentication site, and sent only to the user site; thus, no
intruder, even with the complicity of an administrator,
can impersonate the user site (except if he/she breaks
the classical authentication algorithms).

3.2 Authorization

The aim of this section is to describe a distributed, in-
trusion-tolerant authorization server. This server has to
store and manage access-rights and to grant or deny
user accesses to remote application servers. The server
is made intrusion-tolerant using distribution among a
set of authorization sites and the application of the fol-
lowing techniques: replication, secret sharing and
agreement.

An authorization server has to check the rights of users
who wish to access remote servers or objects. It also
manages all user rights for all objects which could be
accessed and which need to be protected. When a new
object is created by a user or when a new server is in-
stalled, the authorization server stores the access rights,
the reference (information which enables direct access
to the object) and other information, which together
form the object or server descriptor. The access right
management must obey an authorization policy, which
has to be implemented by the authorization server.

In our approach, the authorization server is responsible
for access right checking and access right management,
and when an access from a user site to an object is
granted, tickets are distributed by the authorization
server to the user site and to the server managing the
object, so that the user site can directly access the
server for all its requests to that object: when the ap-
plication server receives a request, it has only to check
that this request is allowed by the corresponding ticket.

The authorization protocol is quite similar to the au-
thentication protocol: whatever the user request, first a
local decision is taken by each authorization site ac-
cording to the user access rights which are locally
stored; then this local decision is broadcast to the other
authorization sites; the authorization decisions received
from the other sites are voted on locally (together with



the local decision), and, according to the result of the
vote, the user request is locally executed or not. This
majority voting technique ensures that a legitimate re-
quest cannot be denied and an illegitimate request can-
not be granted, unless a majority of authorization data
copies have been destroyed or altered.

4 Persistent file server

The application server presented here is a persistent
file server, i.e. a server which stores the user files
between user sessions [4, 5].The fragmentation and
scattering technique when applied to file storage
involves cutting every sensitive file into several
fragments in such a way that one or several fragments
(but not all) are insufficient to reconstitute the file. The
level of information granularity is such that the con-
tents of one or several fragments together do not
disclose any significant information. The fragments are
stored in several copies on different geographically
distributed sites, which can be viewed as fragment
server machines (see figure 1).
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Figure 1: Fragmentation-and-scattering applied to persistent
file storage

Conclusion

The intrusion tolerance approach looks very promising
for open distributed systems whose elements cannot be
all trusted. In particular, the intrusion-tolerant authenti-
cation and authorization servers enables a consistent
security policy to be implemented on a set of heteroge-
neous, untrusted sites, administrated by untrusted (but
non-conspiring) people.

A prototype of the persistent file server presented in
this paper has been successfully developed and imple-
mented as part of the Delta-4 project of the European

ESPRIT programme. An intrusion-tolerant security
server, gathering the authentication function and the di-
rectory and authorization function, is currently being
developed for the Delta-4 project; completion of a pro-
totype is planned for the end of 1991. In parallel, ap-
plication of the fragmentation-redundancy-scattering
technique to data processing is explored [6, 8]: in that
case, process parallelism and distribution are used to
prevent information disclosure, while process replica-
tion is used to ensure availability and integrity.
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