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: User : Reference monitor (RM)
of the user host

: Authorization
Server (AS)

: RM of the invoked 
object

Access request 
with parameters

Verification of the AS signature Sending object to invoke

Method invocation

Sending request with 
parameters and 
context values

Extract the 
concerned security 

rules 

Evaluate rules with 
parameters

Resolution of 
conflicting 

rules
Generate 

authorization 
proofs

Proofs signature
Sending signed proofs 

Sending encrypted and signed proofs

Signature verification (with the remote RM public key)

Proofs decryption (with its private key))

Permission or forbiddenOK or not OK
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