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Abstract - A recent branch of cryptography
focuses on the physical constraints that a real-life
cryptographic device must face, and attempts to
exploit these constraints to expose the devices se-
crets. This gave birth to implementation-specific
attacks, which often turned out to be much
more efficient than the best known cryptanalytic
attacks against the underlying primitive as an
idealized object. This talk aims to review some of
the physical weaknesses of present technologies
and to discuss how future technological scalings
may affect these physical security issues.

Physical attacks - The classical cryptographic
setting only considers abstract computational ad-
versaries, modeled as Turing machines. By con-
trast, the aim of physical cryptography is to
include adversaries taking the specificities of ac-
tual cryptographic implementations into account.
Side-channel and fault attacks are typical exam-
ples of such techniques. In side-channel attacks,
an adversary monitors the physical leakages of
a device (such as its power consumption [8] or
electromagnetic radiation [1]) in order to learn
about its internal configuration. In fault attacks
[2], he tries to affect a devices’s proper behavior
(e.g. by the use of glitches or lasers) in order
to obtain the result of some faulty computations.
Both side-channels and fault insertion provide
adversaries with enhanced capabilities that can
be turned into very powerful attacks. Their effi-
ciency depends on the physical strength and gran-
ularity of the adversary. That is: “How precisely
can he monitor the leakages / insert a fault?”.

Technology scalings - For four decades, the
semiconductor industry has progressively scaled
its devices down to the nanometer size. But the
end of scaled CMOS devices (presently 45-nm
large) predicted by the International Technology

Roadmap for Semiconductors [6] underlines the
need of alternative (nano) technologies to extend
Moore’s law beyond 2016. Just as for present
digital circuits, alternative (e.g. optical, elec-
tromechanical, quantum) technologies not only
raise performance issues, but security ones. For
example, side-channel and fault attacks are worth
being re-considered in these new contexts.

As far as side-channel attacks are concerned,
it is noticeable that certain physical leakages are
inherently attached to the notion of computation.
Computing takes some time and, up to a certain
extent (e.g.the possibility to carry out reversible
computers [5]), requires some power. The execu-
tion time [7] or power consumption of a device
can consequently be exploited as side-channels,
whatever the (possibly nano) technology consid-
ered. By contrast, the actual representation and
scale of these physical leakages is technology-
dependent. For example, the dynamic power con-
sumption in former CMOS devices could be ex-
ploited by side-channel adversaries through very
simple leakage models (based on the switching
activity). Technologies with little (or constant)
dynamic power consumption would result in dif-
ferent needs for the adversary. Similarly, fault
attacks are an issue for any cryptographic imple-
mentation, but technology scalings may affect the
difficulty of inserting a fault within a device. For
example, default and fault tolerance are generally
more critical for smaller technologies [3]. Im-
portantly, just as technologies are scaling down,
the means of physical adversaries are evolving
too. More precise measurement apparatus are
developed for side-channel attacks (possibly at
a lower price), higher computational powers are
available to exploit the side-channel leakages or
faulty computations via enhanced strategies.



Distributed information - While the very ex-
istence of physical threats for micro and nano
electronic devices remains mainly unchanged
with technology scalings, an important difference
relates to the applications taking advantage of
these technologies. Small embedded devices al-
low the distribution of digital information over
a continuously larger spectrum of applications.
Copyrighted medias, intellectual properties, med-
ical or private identification data, . . . although
protected by powerful cryptographic techniques,
may be the target of various physical attacks.
Radio Frequency Identification Devices and sen-
sor networks raise additional privacy issues. As
a matter of fact, with this “embedded systems
everywhere” paradigm comes an “embedded se-
curity everywhere” question that is far from be-
ing answered by present technologies. Physical
attacks are particularly critical with this respect.

Towards a physical cryptography - From a
theoretical point of view, side-channel or fault
attacks are less generic than classical cryptanaly-
sis in the sense that they target a specific imple-
mentation rather than an abstract algorithm. This
also makes their evaluation and analysis more
difficult. “How to properly assess the security of
a cryptographic implementation” has been a long
standing open question. Consequently, the defini-
tion of sound evaluation criteria is an important
aspect in the understanding of physical security
issues. From sound criteria and methodologies
directly derive properly understood tradeoffs. For
example,physical security generally has to be
balanced with implementation cost in real world
applications. It requires to have a clear idea of
what hardware cost and physical security actually
mean. In this context, the building of concrete
foundations for a physical cryptography appears
as an important research challenge for the coming
years. Separate attempts to model certain parts
of the physical reality (e.g. fault or side-channel
attacks [9], [10]) have been introduced. Their
application to different technologies, combination
within a unified framework and the design of
implementations with provable security against
various types of physical adversaries are inter-
esting cryptographic research problems.

Conclusion - Physical attacks pose a serious
threat to the security of cryptographic implemen-
tations. They have been largely applied to vari-
ous algorithms implemented on CMOS devices
[4]. But technology scalings are not expected
to remove the theoretical threat of side-channel
or fault attacks (although they could result in
different constraints for the adversaries). Due to
the proliferation of small embedded devices, the
investigation of these physical security issues is
particularly critical for future technologies and
could serve as an evaluation criteria, just as cost
and efficiency. For these purposes, it is impor-
tant to develop good foundations for the under-
standing of physical cryptography. This requires
to extend the classical cryptographic setting in
order to establish a relation between the digital
information and its physical representation.
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