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Trust through Liveness

“It Is ‘Liveness’, Not Secrecy, That Counts.”
Denning, Information Security Magazine, 2001

(I.e. a stolen biometric is not useful)

Laptop Display High-quality photo mask Low-quality photo paper

Low-quality 3D mask Medium-quality 3D mask High-quality 3D mask . : 5‘
Face Spoofs Fingerprint Spoofs Iris Spoofs
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Biometrics - Comparison + Liveness —

Comparison

Does the sample
match the stored

@ / reference? \
m Liveness
Is the sample /

Decision

Biometric captured from a live
Capture person and NOT a
fake?

Both critical components for effective biometric recognition

© 2025 CITeR
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Biometric Security—Attack Examples

Presentation Attack

Detection i
(spoof/liveness Override or modify database “ Storage

detection)

Modify Biometric Reference

Signal . -
P - Comparison Decision ] .
‘Processing Best practices in
information
security should
Modify Modify Modify be used
Biometric Override FTobe  (guerride SCOT€  Qverride
Sample  gjgnal Processor Comparator Decision throughout the
pipeline.

Figure 2 — Examples of points of attack in a biometric system (from ISO/IEC 30107-1)
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[phone X - Face

“To counter both digital and

physical spoofs, the TrueDepth
camera randomizes the sequence

of 2D images and depth map

captures, and projects a device-

specific random pattern.” *

ECITeR &

Center for Identification
Technology Research

WEARIAD

WE TRIED REALLY IARD T0
BEAT FACE ID—AND EAILED (S0

HACKERS SAY THEY'VE BROKEN
FACE 1D A WEER AFTER IPHONE
\ RELEASE

How Bkav tricked iPhone X's Face ID with a mask Q ~

VS

>

) 'ﬁ:ﬁi

= The mask ¥ FaceID

This article has been updated below with another, more
convincing video demonstration of Bkav’s Face ID spoofing,
which the firm revealed two weeks after the original.

When Apple released the iPhone X on November 3, it
touched off an immediate race among hackers around the
wrarld ta ha tha firet tn fanl tha camnany’/e fiitnrictie nawr

*FacelD Security Guide, 2017, https://www.apple.com/business/site/docs/FacelD_Security Guide.pdf
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1. Liveness not related to challenge-response (“passive”)*

2. Involuntary Challenge Response

e.g. random colors of light; change in pupil dilation due to
random input

3. Voluntary Challenge Response

e.g. blinking/smiling at a specific time; saying specific words that
are randomly given

Active PAD not defined in 150 From: ISO/IEC 30107-1, Information

Technology — Biometrics -- Presentation
Attack Detection

© 2025 CITeR
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Challenge

Evaluation of PAD needed to ensure
usable, effective performance
in the face of evolving attacks

BIOMETRICS®
INSTITUTE
A LLIAN C E
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Lab Controlled Spoofing




: LivDet-Iris 2015 LivDet-Iris 2013
ECITeR & Benchmark Datasets from LivDet g 5 i@

Center for Identification
. . 4
- Figure X Trnages froan LG Tharaser. Left to right; Live, Patemmed,
Printed

Technology Research

* QOver 100,000 spoof and lives images shared
* Over 400 requests from over 40 countries

Det 2009  LivDet 2011  LivDet 2013
6 °
<

dataset, Lol Top: Known Fignee 3, 8 imnpes - M e Knemn i
L, "_'In-\ Koo Prnr, Left Botran: Lakrawn Lo, Kight Palbemed Contet, Butloan: Unknown ]‘:Ih.n:m](uul,_n.ls -i-| & lees o Wana mizest
Butlom: Unknewn Price.

H LivDet-Iris 2020  LivDet- Iris 2023
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LivDet 2021 to 2025

(a) Task 2: Morphed sample (b) Task 3: Bona fide (¢) Task 3: Pixeclated (d) Task 3: High quality

L|vDet Face 2025

(@GBCC (MHDLCC (c)GBSS (d)DLSS

LivDet 2025

ACRA

(a) Printed (b) Ecoflex PAI (c)Latex PAT  (d) Playdoh PAI () Wood Glue PAI (HLive  (g) Synthetic
Finger photo Fingertip PAT

azqined smage

Purnapatra, et al 2023. Liveness Detection Competition-Noncontact-based Fingerprint Algorithms and Systems (LivDet-2023 Noncontact Fingerprint). In 2023 IEEE International Jomt Conference on Blometrlcs (1JCB) (pp. 1-10). IEEE.
Micheletto, M., Orru, G., Casula, R., Yambay, D., Marcialis, G.L. and Schuckers, S.C., 2022. Review of the Fingerprint Liveness Detection (LivDet) competition series: from 2009 to 2021. arXiv preprint arXiv:2202.07259.

Igene, L. et al, 2024, September. Face Liveness Detection Competition (LivDet-Face)-2024. In 2024 IEEE International Joint Conference on Biometrics (1JCB) (pp. 1-9). IEEE.

Tinsley, P., et al, 2023, September. Iris liveness detection competition (livdet-iris)—the 2023 edition. In 2023 IEEE International Joint Conference on Biometrics (IJCB) (pp. 1-10). IEEE.

Purnapatra, S, et al., 2023, September. Liveness detection competition-noncontact-based fingerprint algorithms and systems (livdet-2023 noncontact fingerprint). 2023



Data collection process for mannequin and white mask&cITeR &

face projection

* Projector display resolution 1920 x 1080.

e Under various lighting conditions.
* Images were collected using a DSLR and an iPhone

camera SCensor.

Mannequin head

Projector

Igene, L, et al 2024, September. Development of Novel 3D Face Masks ssessment of Face

Recognition Systems.

Probability Histogram for match scores Technology Research

. Match

| Match score distribution== ronmaten

Probability

o
0.0 0.2 0.4 0.6 0.8 10 1.2 1.4

White resin 3D mask  White filament 3D mask

White resin 3D mask ~ White filament 3D mask
with projection with projection

10
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Multi-distance
benchmark: Fixed stand-
off distances (1-100 m).
Multi-session, multi-
environment: 283
sessions across indoor
and outdoor settings
Image and video data

Spoofing/obscuration at a distance

100 meter

Image Type 1 meter | 10 meter I 50 meter 75 meter

Live

Sunglasses
as a Prop

Hats as a
Prop

With a face
mask as a
Spoof

e

Chowdhury, et al, "MORSE-Face: A Multi-Distance Occlusion-Rich Spoof and Real
Face Dataset." IEEE DataPort. DOI: https://dx.doi.org/10.21227/pw2z-ya50.

Chowdhury, et al, MORSE-Face Dataset: A Multi-Distance, Occlusion-Rich, Real and
Spoof Evaluation Face Dataset, submitted, 2026




LivDet over the years ECITeR &

Fingerprint Face Iris
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Average of APCER and BPCER for top two performers across all databases
tested in LivDet competitions

Micheletto, M., Orru, G., Casula, R., Yambay, D., Marcialis, G.L. and Schuckers, S.C., 2022. Review of the Fingerprint Liveness Detection (LivDet) competition series: from 2009 to

2021. arXiv preprint arXiv:2202.07259.
Yambay, D., et al, 2023. Review of iris presentation attack detection competitions. In Handbook of Biometric Anti-Spoofing: Presentation Attack Detection and Vulnerability

Assessment (pp. 149-169). Singapore: Springer Nature Singapore.
© 2025 CITeR *Crossmatch removed



Lesson

While academic (and commercial) algorithms are improving,
PAD is still not a solved problem.



Challenge
Replace weak passwords and phishable
second factors with strong authentication

f o

ALLIANCE




FIDO Authentication “Passkey”: How it works

= @/ ey J

Y Private key dedicated Challenge
‘/ | to one app

: FIDO
e Authenticator .
Authentication
]
Require user gesture before ( Signed) Respons® Public key stored

private key can be used at service provider

15 © FIDO Alliance 2025
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Challenge

Lack of an ecosystem of
certified biometrics products

Requirements defined by subject matter experts




FIDO IDV and Biometric Certification

é Document

Authenticity

« Tests for authenticity of
government-issued ID
documents

« Verifies the authenticity
of government-issued
documents during initial
account set up and account
recovery (i.e., employees,
citizens)

« Complements the FIDO IDV

Face Verification program

© FIDO Alliance 2025

Face
¥, Verification

- Tests for security, bias,
accuracy, and liveness of
facial biometrics

- Verifies identities using “selfie-
match” technology matched to
the user’s government-issued
ID (i.e., employee onboarding
with -9 and passport)

« Complements the IDV
Document Authenticity
program

Ay Biometric
)

) Components

- Tests for security, bias, and
accuracy of biometric
performance during FIDO
authentication

« Assures performance,
interoperability, and security
of biometric components used
in FIDO authentication

« Complements the FIDO

Certified Authenticator
program




Spoof Type Triaged by Attack Potential

Fingerprint

Face

Iris/Eye

Voice

Level A Time: <1day
Expertise: layman
Equipment. standard

paper printout, direct use of
latent print on the scanner

Source of biometric characteristic:
easy to obtain

lift of fingerprint off the phone

paper printout of face
image, mobile phone
display of face photo

photo from social
media

paper printout of iris
image, mobile phone
display of iris photo

photo from social
media

replay of audio
recording

recording of voice

Level Time: <7 days
B Expertise: proficient
Equipment. standard, specialized

fingerprints made from artificial
materials such as gelatin,
silicon.

Source of biometric characteristic: Lift of latent print from

paper masks, video
display of face (with
movement and
blinking)

video of subject, high

video display of an
iris (with movement
/blinking); paper
printout w/ contact
lens/doll eye

video of subject, high

replay of audio
recording of specific
passphrase, voice
mimicry, voice
synthesis (easy)

recording of voice of

moderate elsewhere, stolen fingerprint quality photo quality photo specific phrase
image
Cooperative molds - out of scope
Level Time: >7days 3D printed spoofs silicon masks, contacts lens or voice synthesizer

C Expertise: expert(s)
Equipment: specialized. bespoke

Source of biometric characteristic:
difficult

3D fingerprint information from
subject

Schuckers, et al FIDO Biometrics Requirements 4.1, January 06, 2025;

theatrical masks,
deepfake display

3D face information
from subject

https://fidoalliance.org/specs/biometric/requirements/Biometrics-Requirements-v4.1-fd-20250106.html

prosthetic with a
specific pattern

high quality photo in
Near IR

(sophisticated)

multiple recordings
of voice to train
synthesizer
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Challenge

Trust in technology—Securing Against the Use of
Deepfakes that Interfere with Biometric Recognition

Science and
s Technology
Ly ,L.‘b' A

I * Government Gouvernement
of Canada du Canada
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Challenge: Deeptakes and Biometric Recognition

o = @NNIWorId Africa Americas Asia Australia China Europe India More v ® Watch ) Lister
Problem:
. . . . Finance worker pays out $25 million after video
e M day | nte rfe re wit h b lometric call with deepfake ‘chief financial officer’
re CO g n I t I O n n X@ :\m::)read - Published 2:31 AM EST, Sun February 4, 2024

— E.g. can impart “liveness”
characteristics to a stolen image

Forbes

Now Al Can Bypass Biometric Banking Security,
Experts War

y Davey Winder, Seniol or. © Davey Winder is a veteran cybersec.

“.....face-swapping technologies enable attackers to replace
one person’s face with another’s in real time using just a
single photo........ [and] deceive facial recognition systems
due to their seamless, natural-looking swaps and the ability
to convincingly mimic real-time expressions and

movements.”
https://www.forbes.com/sites/daveywinder/2024/12/04/ai-bypasses-biometric-security-in-1385-

miIIion-financiaI-fraud-risk/

© 2025 CITeR
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Biometric Security—Attack Examples ECITeR &

Presentation Attack Pt
: Override or modify database
Detection y “ Storage
(spoof/liveness
detection) Modify Biometric Reference
Slgna! Comparison Decision
Processing
Present
Deep Fake Modify M Modify Modify
to Biometric I gyerride Probe  gyerride  S€OT€  Qverride
Biometric . \Sample dignal Processor Comparator Decision
Sensor " :
\ Challenge response, deep fake detection

(e.g., random pattern on face)
? — Examples of pdints of attack in a biometric system (from ISO/IEC 30107-1)

“Inject” Deep Fake
Bypassing the Sensor

©CITeR



PAD and Injection Attacks

Presentation Attack Detection™

* ISO/IEC 30107

* (Categories
— Liveness not related to challenge-
response (“passive”)
— Involuntary Challenge Response

* e.g.random colors of light; change in pupil
dilation due to random input

— Voluntary Challenge Response

* e.g. blinking/smiling at a specific time;
saying specific words that are randomly
given

*Active PAD not defined in ISO

ECITeR &

Center for Identification
Technology Research

Injection Attack Detection

e |SO/IEC 25456 (under development)

* Possible similar solutions:
— Deepfake detection not related to
challenge-response (“passive”)

— Involuntary Challenge Response

* e.g.random colors of light; change in
pupil dilation due to random input

— Voluntary Challenge Response

* e.g. blinking/smiling at a specific time;
saying specific words that are randomly
given

— Best practices in IT security



Threats: Challenges in Face Recognition Technology €ciTer @
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Matched- unmatched frames example of SlmSwap model

Source Target

*Green frames = Matched; *Red frames = Unmatched



Face Swap

Identity Preservation Results Across Various
FaceSwap Models — High Resolution

ECITeR &

Center for Identification
Technology Research

Pair REFace | CanonSwap | VFace | BlendFace | GHOST |DeepFac| E45 | 3d3wa | VividFace | Reliable | FaceDan
eLab 4] Swap cer

Pair1 (000_525) | 90.00% 99.33% 84.67% 68.00% 100% 100% 0.00% 0.00% 0.00% 99.33% 26.00%
Pair2 (074_829) | 53.33% 73.33% 77.33% 0.00% 100% 100% 76.00% | 0.00% 0.00% 4467% 0.00%
Pair3 (082_132) | 56.67% 99.33% 99.33% 0.00% 100% 100% 68.67% | 0.00% 0.00% 72.00% 46.67%
Paird (117_769) | 91.33% 36.67% 80.00% 2.00% 100% 100% 4867% | 0.00% 0.00% 86.67% 51.33%
Pair5 (658_416) | 94.00% 60.67% 62.67% 0.00% 100% 9933% | 4533% | 0.00% 0.00% 2.67% 80.67%

Average 77.07% 73.87% 80.80% 14.00% 100% 99.87% | 47.73% | 0.00% 0.00% 61.07% 40.93%

Jahangir Khondkar, Weston Bondurant, Srijan Das, S. Schuckers, Unpublished


http://drive.google.com/file/d/1dDnjHu_dmoHc2hPruhQojZrJZCDztm5y/view

EX&HIPIQ Face SW&pS 3D Aware

Features

* Face swappingis

3D Aware
Encoder

1-4 | 59

10-14

primarily evaluated on
pose, expression, and
identity preservation

* Preserving source face
identity makes it more
challenging to preserve
target face pose and
expression

e New method,
Diffswap++, estimates 3D
features in order to o [ | 30| |m
better preserve identity

W. Bondurant, Srijan Das, et al, DiffSwap++: 3D Latent-
Controlled Diffusion for Identity-Preserving Face
Swapping, 2025

© 2025 CITeR

3D to 2D
Renderer

3D
Generator

Camera
Direction

Diffusion Face Reconstruction

Diffusion Face Swapping

CCITeR S

C eeeee for Identlﬁcation

Real or
Fake

Discrim-
inator




—
Example Face Swaps ECITeR

Technology Res

Source  Target Ours DiffSwap FaceDancer HifiFace SimSwap REFace DiffFace

-~

© 2025 CITeR W. Bondurant, Srijan Das, et al, DiffSwap++: 3D Latent-Controlled Diffusion for Identity-Preserving Face Swapping, 2025
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Quantitative Results

CelebA (In Domain) FFHQ (Out of Domain)
ID retrieval 1 ID retrieval 1
Method FID| Top-1 Top-5 Pose| Expr., Method FID| Top-1 Top-5 Pose| Expr.]|
HiFiFace [34] 13.97 86.4% 93.9% 3.01 1.19 HiFiFace [34] I1.85 74.0% 86.3% 3.20 1.39
FaceDancer |29] 12.25 79.09% 929% 232 0.65 FaceDancer |29] 945 759% R7.6% 243 0.70
DiftFace [16] 9.49 93.0% 97.2% 3.19 1.0l DiftFace [16] 872 86.9% 94.0% 3.67 130
DiffSwap [38] 820 16.9% 34.9% 213 0.76 DiffSwap [38] 6.21 349% 557% 243 1.03
SimSwap [5] 10.61 90.3% 933% 221 0.78 SimSwap [5] 948 77.8% 81.7% 2.39 092
REFace |1] 7.01 92.7% 96.9% 3.30 1.0l REFace 1] 6.45 91.0% 955% 3.69 1.07
DiffSwap++ (w/o 3D) 8.80 86.0% 94.1% 348 1.06 DiffSwap++ (w/o 3D) 995 84.2% 924% 356 1.09
DiffSwap++ 642 94.7% 98.2% 329 1.00 DiffSwap++ 6.57 95.1% 98.4% 3770 1.07
User Study
ﬂgfsh“d ;Eﬁ E’flg“;sf““ gﬂgsﬂ « Performance validated on 2 public datasets.
Wﬂp++ . 5 d . . .
REFace 39 399 348 * User study reveals DiffSwap++ preserves identity
HifiFace 2.58 2.72 3.08
DiffSwap 2.46 3.57 4.11

© 2025 CITeR W. Bondurant, Srijan Das, et al, DiffSwap++: 3D Latent-Controlled Diffusion for Identity-Preserving Face Swapping, 2025



ECITeR@ Deepfake-O-Meter

Center for Identification
Technology Research

(a) Homepage (b) Result Page

HOME ACCOUNT MY SUBMISSION CONTACT LOG OUT . HOME ACCOUNT MY SUBMISSION CONTACT LOG OUT
DeepFake-O-Meter DeepFake-O-Meter
MDFLat UB MDFL at UB

The likelihood score derived from the method indicates the probability of the input being fake. This score reflects

D E E p FA K E _O - M ET E R the extent to which the input shares characteristics with the real or fake data labeled in the training set of the

method, as reported in the original study, supported by correlation statistics. However, it is important to note that
An Open Platform Integrating State-Of-The-Art Algorithms for DeepFake this score should not be considered as providing deterministic result

Image, Video, and Audio Detection

Detector Result Details
Detector Selection Do you think it's real or fake?
Py m e | don't know Real Fake NoDown Completed
0.0%
o BTN At-Consmtd Sathond
Enter any additional information
@ DMIMAGEDETECTION here, e.g., data source
GLFF Completed
) HIF 2.8%
= ALCanerated Likelihood
() CLIP-VIT
° DAP-EWAIMAGE CLIP-VIT Completed
o BTN 01%
Al-Generated Likelihood
[ :
SUBMIT Processing......
NPR (estimated time:
30s)

Do you want to share data with us?
e Yes No

Try it!

https://zinc.cse.buffalo.edu/ubmdfl/deep-o-meter/home login

Ju, Y, et al.,, 2024, August. DeepFake-O-Meter v2. 0: An open platform for DeepFake detection.



https://zinc.cse.buffalo.edu/ubmdfl/deep-o-meter/home_login
https://zinc.cse.buffalo.edu/ubmdfl/deep-o-meter/home_login
https://zinc.cse.buffalo.edu/ubmdfl/deep-o-meter/home_login
https://zinc.cse.buffalo.edu/ubmdfl/deep-o-meter/home_login
https://zinc.cse.buffalo.edu/ubmdfl/deep-o-meter/home_login

ECITeR &
Lesson

Some liveness solutions (e.g. challenge response) may be useful
for both PAD and IAD. The difference is how you evaluate —
physical attacks versus digital attacks.
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Challenge

Effective biometric recognition for children

= CertaScan Technologies

.

CCITeR &

Center for Identificatio
Techn ologv Resea rch

ST LAWRENCE
HEALTH

An Affiliate of
Rochester Regional Health Potsdam Central

School District Synolo™ Biometrics, Inc.
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Center for Identification
Technology Research

Real-World Uses of Biometrics in Childre

Brazil’s Bebé ID project: Neonatal biometric birth registration from birth [1]

* Ensures civil identity from birth — reduces risk of false identity claims later in life
« Strengthens public safety — combats baby swapping (~500 cases/year) & kidnapping.

Bangladesh: Infant biometrics for vaccination tracking [2]

» Partnership between Gavi, Simprints, Ministry of Health.

* Piloted in 50 clinics with 5,000+ children enrolled.

« Fingerprints captured at first measles vaccine, then verified on return visits to ensure correct
follow-up doses.

Biometrics in schools [3]

 Europe (UK, France, Belgium): Used for meals, library, attendance under strict privacy laws.
« India: Aadhaar supports student ID & welfare access.

« China: Used for attendance & behavior monitoring, feeding into the social credit system

« United States: Some schools piloted facial recognition for security (e.g., shooting prevention)

1. https://www.biometricupdate.com/202505/bebe-id-project-records-infant-biometrics-with-infant-id-tech
2. https://integratedbiometrics.com/articles/no-child-left-behind-how-digital-identity-ensures-lifelong-immunization?utm _source=chatgpt.com
3. https://recfaces.com/articles/collecting-biometrics-of-minors?utm_source=chatgpt.com



https://www.gavi.org/vaccineswork/unique-and-universal-how-fingerprint-tech-helping-get-kids-protected-bangladesh
https://www.simprints.com/
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€CITeR & Data Collection Overview : Child Dataset

Technology Research

Subjects : 364 (4-18 years old)
Modalities (7) : Iris, face, fingerprint, palmprint, footprint, voice, and ear.
Time Span: 9.5 years

Sessions : 19 biannual sessions (4 sessions missed due to covid-19).

Subject Count by Collection
2 e e s e e L e e LA

Subject Count

Number of Subjects
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Collection Number
Figure : Sample data from multimodal longitudinal child dataset Figure: Age and subject count statistics of all the completed child data

collections (1st - 19th). Collection 9-12 not performed due to COVID-19.



€CITeR ®  Data Collection Overview : Infant and Toddler Dataset

Subjects : 32 (0-3 years old)
Modalities (6) : Iris, face, fingerprint, palmprint, footprint, and ears.
Time Span: 2 years

Sessions : 8 sessions.

e Edit View

Subject ID: test001 stream  C103

¢ %)

Left Hand: Thumb
Images Collected: 1

Aperture: :

Exposure (ms): 39
Image Quality: 69
Num Minutiae: 50
NFIQ2 Score: 22

Images > Threshold: 1 o

Enter notes for this finger here.
Event Description:

Biometrician Name:

Done

Synolo Fingerprint user interface and scanner (3000 ppi)

Frontal view: Rear view: lens and two «
touchscreen « NIR illuminators

Age: 1 months 2 months 7 months 11 months 14 months 18 months

Figure : Sample data from multimodal longitudinal infant
and toddler dataset

PayEye Infant Iris Scanner
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ECITeR & [ris Recognition in Children

Technology Research False Reject Rate by Month Gap

LEFT IRIS : False Reject Rate

° d ° ° V236 0/236 o178 0/159 0/158 Vi3l 0/115 v32 0/35 v3 0/60 143 V123 0/115 0/110 0/105 ve2
Findings:

e Recognition remains stable over time
with minimal aging effects.

e False rejections mainly stem from
poor-quality captures, not biometric
change. f o

e Capture challenging in small children

o
g
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Figure 1: FNMR values for the left (top) and right (bottom) irides across 6-month
intervals. Each bar represents the subject-level false non-match rate at a given
interval, computed as the proportion of participants with at least one false
rejection.

Custom iris scanner for

) Sample images of 9-month-old infant
young children captured with custom iris scanner

Das, P, et al 2023. Longitudinal performance of iris recognition in children: Time intervals up to six years.
N. Venkataswamy, et al, Recent results unpublished

Khondkar, M.J.A., Sarker, M.A.B., Imtiaz, M.H. and Schuckers, S., 2024, July. Development of a NIR-based
Infant Iris Scanner




ECITeR &
Fingerprint Recognition in Children

Technology Research

Limitations of Existing Fingerprint Recognition Systems for Children

- Designed for adults and ineffective for children.
- Lack adaptive models for the rapid growth of children’s fingerprints.
- Standard sensor resolution (500 pp1) 1s insufficient for young children.

(a) 10d (b} 35d  (c) lybm (f) Adult

Age:1month (3400ppi) Age: 2months (3400ppi)
Figure 1: Fingerprint (500ppi) captures at different ages, from infancy to Figure 2: Fingerprint of same subject captured at
childhood and adulthood. different ages using low and high resolution.

Preciozzi, J., et al., 2020. Fingerprint Biometrics from Newborn to Adult: A Study from a National Identity Database System
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Verification Performance for Age Group 4 to 7 Years

10 0Tgl\R (Without Scal?ng} vs. Time Gap for Age Groups 4 to 7 Years -!‘-ﬁd;—{w“h Verifinger scaling) vs. Time Gap for Age Groups 4 to 7 Years
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Findings:
e Without scaling, 4 yr old recognizable up to 48—60 months (TAR: 97.4—
90.9%).
e With scaling, 4 yr old recognizable up to 90 months (TAR 99.3%).

Rumana Sumi, Stephanie Schuckers, CITeR Report 2025, unpublished.
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Verification Performance for
Children - Ages 5 Days to 2 Years

Synolo® Neo

TABLE 1V
VERIFICATION PERFORMANCE OF YOUNG CHILDREN Swappable Tops for Fast Optimization
i for All Ages and Modalities
Sub ID | Enrollment| Sub | TAR @ 0.1% TAR @ 0.1% Time Gap
Age FAR (1000ppi) | FAR (3000ppi)
01-19 0-2yrs. 16 62.26 % 100% 0 ® H H
0T 2 yeas. 307 0% — Synolo® Neo Fingerprint
13 2 months 1 50% 100% 2 months Scanner (3000 ppi)
11 1 month 1 50% 100% 2 months
15 1 month 1 n/a 100% 1 month
05 1 month 1 n/a 100% 18 days
06 15days 1 0% n/a 15 days
09 5 days 1 0% 100% 2 months Raw Processed

Note: Here n/a due to the unavailability of the data for that specific scanner.

Findings:
High resolution 3000 ppi scanner

significantly outperformed 1000 ppi
scanner for children under age 2.

5 days (3000ppi) 1month (3000ppi) 2 months (3000ppi) 4 months (3000ppi)

Sumi, M.R.A., Imtiaz, M.H. and Schuckers, S., 2024, July. A Longitudinal Study on Fingerprint Recognition in Infants, Toddlers, and Children.



Dedicated Device for Children

(Ergonomic and enhance image quality)

High Image Resolution

(Features are small)

Use Platen-Free Imaging

(Reduces fingerprint distortions)

Optimize Image Processing

(Correct for Size/Aging Effects) Sy no I O ® N eo0

Collection Protocols Swappable Tops for Fast Optimization
(Optimized for children) for All Ages and Modalities
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Comparative Overview of Child Biometric Modalities

Modality Longitudinal stability Scaling / Age- Collectability Youngest Age of Success /

handling Notes

Fingerprint With scaling: Scale to adult 0-3y old: Difficult (portable, | Usable from day 4; with
0-3y old: Moderate fingerprint size; faster scanners required) scaling and a 23000 ppi
4-8y : High periodic template 4-5y : Moderate scanner.
8y+ : High refresh. 6y+ : Easy
Quality-dependent.

Face 0-3y: Low Age-invariant 0-3y: Moderate / Difficult Usable from 3y+; possible
4y+: Moderate embeddings; (Semi Professional/ below 3y, but lower accuracy
affected by growth, pose, frequent template Professional DSLR camera | and short-term stability.
expression. updates. helpful)

3y+: Easy

Iris (NIR) 4y+: High, below 4y remain No adjustment 0-5y: Difficult Useable from 4y with
unexplored; sensitive to required. 6y+: Easy cooperation; Infant
dilation/occlusion recognition possible, but

capture difficult

Voice 0-11y: Low, rapid drift frequent re- 0-4y: Difficult Usable from 4y but low
(pitch/formants), noise enrollment or Syr+: Easy accuracy; limited long-term
sensitive adaptive models stability.
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Lesson

Child biometric recognition is possible, but care needs to
be taken to understand the implications of capture and
age progression




Good practice for biometrics Blomermics:

INSTITUTE

Biometric vulnerabilities

e

lw ﬁ (%

Top 10 Vulnerability Questions Biometrics Vulnerability Assessment Checklist Presentation attack detection (PAD) and

o . _ _ liveness guiding document
A guiding document that provides A checklist which complements the Top 10
clarification around some of the frequently Vulnerability Questions, prepared to help This document explaining what PAD and
asked questions about the spoofing of guide members in addressing vulnerability liveness is and suggests some general
biometrics. assessments in biometrics. considerations and questions users may want

to ask when choosing a biometric product.

www.biometricsinstitute.org
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Conclusions

* Presentation Attack Detection (PAD)
— Attacks at the biometric sensor — Physical attacks
— Biometrics + Liveness/PAD = Success!

* [njection Attack Detection (IAD)
— Attacks which “bypass” the biometric sensor — Digital attacks
— |AD can use similar approaches to PAD, but with a different purpose
— Biometrics + Liveness/PAD/IAD = Success!

* FIDO Biometric Certification
— Incorporates both live subject testing + PAD testing + fairness evaluation

— Value Proposition
e Requirements developed by biometrics experts
* Independent, international network of laboratories
* Based on ISO standards

— Future work — IAD evaluation



CCITeR D

i~l

er for Iden ﬁ
TI nology Res

ACV Auctlons
Athena Sciences

Aware

DRDC—Defence Research and Development Canada (DRDC)
DoD—Defense Forensics and Biometrics Agency (DFBA)
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