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Biometrics &

“Automated recognition of individuals based on their behavioral and biological characteristics”
ISO/IEC JTC1 2382-37:2012

* Biometrics: bios (life) + metron (measure) Morris, 1875

Credit: Prof. Anil Jain
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History of Face Recognition

Viola-Jone 2001 SphereFace 2017 &\ ricularFace 2020

ElasticFace 1991 SIFT 2004 agFace 2021

Bledsoe Kanade 1973 \ /
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The First Automated Systems The Rise of Feature Engineering
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Successful Applications of Biometric Recognition

Apple FacelD
T

Boarding in Airports Amazon One Palmprint



Accuracy: Recognition at a Distance
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BRIAR: The subject in the figure consented to publication. 7



BRIAR

* One of the largest Biometrics projects in US, 4.5 years!
« Sponsored by IARPA

* 7 full teams and 2 partial teams in phase 1

« 5 teams in phase 2

» 2 teams in phase 3: MSU and STR

- Advancing the SOTA in face, body, gait recognition, multi-modality
fusion, AIGC, and image restoration
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MSU BRIAR System - FarSight
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Five Categories of FarSight Algorithms

[ - Image Face Feature
; e Restoration | 7| Encoding

Gait— »| Gait Feature
Encoding
i | Multi-modal Fusion |

| o\ | Body Feature *
L Body Encoding
- -

Gallery Subject
Templates

Detection and Tracking
(ROI Extraction)

Multi-modal Features

Input image or
sequence

* Face Recognition

* Person Reidentification (Body Recognition)
» Gait Recognition

* Multi-modality Fusion

 Unified model
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FarSight Algorithms - Face

> Generic matcher:
AdaFace

(CVPR’22, Oral)
» Domain adaption: 5
CFSM (ECCV'22) VS

» Video-based reco:
CAFace (NeurlPS’22)

» Landmark assisted reco
KP-RPE (CVPR’24)

1



FarSight Algorithms - RelD

'

» 3D body matching
(ICCV’23)

> CLIP 3D Re-ID
(CVPR’24)

> MoE for RelD
(CVPR’25)

Naked Clothed Rec.
body body image
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FarSight Algorithms - Gait

> Human OF
(CVPR’25, highlight)

> BigGait
(CVPR24)
Find Representation
> BiggerGait %?
(NeurlPS’25) JE /

You Want

> GaitMax
(CVPR’26, highlight)

| Part-aware]
|

m"“—T
o\
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FarSight Algorithms — 3D Flow

H-Flow self-supervised Human Scene Flow via Physics-inspired Joint Multi-modal Learning

Multi-view Renderings of the Ballet Reconstruction Zero-Shot Inference

Input Frames H-Flow Zero MSF
Ours General Scene Flc



FarSight Algorithms - Fusion

» MoE for fusion: []

(ICCV'25) AR

Conversation
Previous turns

> Agent for fusion: hinoBoth models have

provided the same identity
y ID, indicating a high
(CV P R 2 6 ) confidence in the prediction.
We can now finalize the
identity prediction.</think>
<answer>ccvid_2¢</answer>

» Open-set Biometrics:
(ECCV’'24)

Score Frequency

Low Score 0.75 High Score
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FarSight Algorithms - Unified

» Unified human recognition
(CVPR’25) ‘

> SapiensID 2.0
(Under review)
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Highlights: Biometrics vs Foundation Models &

Conversation
Previous turns

» Agent for fusion: hiroSoth madel hve _
(CVPR’26) g atigh ¢ Novel usage of pre-trained FM

We can now finalize the
identity prediction.</think>
<answer>ccvid_2</answer>

= FM for Biometrics

17



MSU BRIAR System - Fusion

Input image or
sequence

Detection and Tracking
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FusionAgent

Format J{ Tool Success }:

Reward Reward €
I Accuracy J [ Metric-based ] | : I
| :
I eWalid EEA | i Conversation
i Update = =) ttmmRiaooTo T T |
"? | e =e e e &UI_C'POECQ Ee\ilaﬁdf ___________ Previous turns
i i <think>The person is clearly <think> Now, let's evaluate the body <think>Both models have
Issingc;fzrz’r‘neﬁ\eerfi?r;ggfhe ¥ visible, and the face seems data to see if we can improve the provided the same identity
‘ I ' fo be moderate...</think>  any identification confidence. </Think> Fmallze ID, indicating a high
—> (-\“ > confidence in the prediction.
We can now finalize the
Vs - identity prediction.</think>
Ill;;llllllll‘:;-l.lll 1000008000000s {“name("f:?‘(l):lﬁ-cmaggel2".‘.} Predict ldenflfy <1:?ROeIIDC(:‘!\IO>d{eT§:r:ne Predict ldenhTy <OnSW€r‘>CCVid_2</GnSW€r‘>
</tool_call > CEEL </tool_ call > ‘cevid_2 —7

Gallery Features ——— A - A Tool Combmcmon
-y N ! 1! ’Q T T .0
W W E - - — T . 4 L"l’..!

FR modell FR model2 GR modell ReID modell ReID model2

Jie Zhu, Xiao Guo, Yiyang Su, Anil Jain, Xiaoming Liu, FusionAgent: A Multimodal Agent with Dynamic Model Selection for Human Recognition, in CVPR 2026
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Unified Biometric Recognition: Motivation

Audry H

%“,
T
\ s

Qv N

@ 362 likes
SapiensID #MSU #CVL

Can one model perform comparison across different body pose and visual area?

Minchul Kim, Dinggiang Ye, Yiyang Su, Feng Liu, Xiaoming Liu, SapiensID: Foundation for Human Recognition, in CVPR 2025 20



WebBody Dataset

Large Pose—Scale Variation
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Overview &

Previous Methods: Cannot handle large pose-scale variation

Feature
ViT m— Vector

SapiensID
00000000 — IR 00000 — gz — |

SapiensID p ooses 3 things to handle large pose and scale variation.
RP: Retina Patch  MRM: Masked Recognition Model = SAH: Semantic Attention Pooling

22



1. Retina Patch

Tokens BXN;xC Feature map BX (N, +1)xC

0000000 00000 —— ||

BxC(C'

Human Eye Mechanism

Fringe
R T WIMI o4
SR WA B A

. BN N (N B e o
sk gl and M =
== pioy/mation ‘ut T —==m

“ g aw el o X
s . WA AN

o TR S

23



1. Retina Patch

Tokens BXN; XC Feature map BX(N,+1)XC
Feat
00000000 00000 — ez — | L
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1. Retina Patch

Image+Keypoints

yored eunay|

RENEr=-

ROI, RO,

Detected Person’s Image Upper Torso



1. Retina Patch

Image+Keypoints

yored eunay|

ROI, RO, ROI,

Detected Person’s Image Upper Torso Face Area



1. Retina Patch

Image+Keypoints

yored eunay|

ROI, RO, ROI,
Face Area
g | ¥ e
L ‘ 0.0 HE W an ) ] (R ||
L T | [ : [la] | Non-Overlapping Patches
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1. Retina Patch 8

Tokens BXN; XC

Feature map BX (N, +1)xC
Feature
00000 —m— |
BxC'

Problem: Number of tokens are different
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2. Masked Recognition Model

Tokens BXN;xC Feature map BX (N, +1)xC .
eature
00000000~ 00000 —— |

Masking Tokens to control number of tokens

WL o Ta-
Random Masking (Fixed # of Tokens) Same Number of Tokens
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3. Semantic Attention Pooling

Tokens BXN;xC Feature map BX (N, +1)xC
Feature
DDDDDDUD_M_’ DDDDD m ’ Vector
BxC’
Motivation: Pools feature from key-point locations
@D Right Eye
@D Right Mouth
C—————") Left Shoulder C
oncat
C—— ) LeftElbow —» T G Feotvre
C————) Left Wrist Vector
C————) Right Elbow
C/ right Hip

Just picking out location by the key-points is too limited.
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3. Semantic Attention Pooling

Tokens BXN;xC Feature map BX (N, +1)xC .
eature
00000000 — 00000 —— |

Attention for learning the
appropriate size and offset locations
from keypoints.

Learns Attention Size Learns Attention Offset Location

32



Performance &

§ | |
-t I , Body Model Feature
; ,A (| A Y Vector
R \i ) LTCC BxC
Hh PR

Body Model _>| Feature

r
PRCC My

Feature
SapiensID Vector
BxC

. LTCC PRCC CCVID CCDA  Celeb-RelD

Method Train Data Avg Topl Topl Topl Topl Topl
CAL [19] LTCC 38.26 38.01 37.00 74.97 391 37.42
CAL [19] PRCC 32.02 6.38 55.69 71.61 2.85 23.59
CAL [19] LTCC+PRCC 38.65 33.16 45.39 73.89 3.74 37.11
CLIP3DRelD [46] | LTCC 40.11 41.84 40.81 76.28 431 37.31
CLIP3DRelD [46] | PRCC 33.06 6.63 62.40 69.32 3.17 23.82

........... HAP[74] | LUAMGLTCE | 3307 | 2500 2614 4164 4563028
HAP [74] LU4M+PRCC 31.16 29.08 38.05 45.73 5.13 37.79
HAP [74] WebBody4M (Ours) | 52.11 22.70 54.93 88.34 28.80 65.78

~ SapiensID (Ours) | WebBody4M (Ours) | 72.89 | 4235 7875 88.72 61.84 9280
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Performance &

Feature Feature
Face Model Vector Vector
BxC

BxC

SapiensID

Method AdaFace-ViT [32] SapiensID (Ours)
Train Data WebBody4M-FaceCrop WebBody4M

LFW [24] 99.82 99.82
CPLFW [79] 95.12 94.85
CFPFP [54] 99.19 98.74
CALFW [80] 96.07 95.78
AGEDB [52] 97.97 97.33

""""" FaceAvg | 9763 9731
LTCC [55] 21.70 72.01
Market1501 [77] 7.81 88.18

""""" Body Avg | 1476 8010 =
Combined Avg 56.19 89.80
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Analysis

Audry H

Probe

Qv N

@ 362 likes

SapiensID #MSU #CVL

Y-axis: Similarity — Threshold

Predict match
B Ppredict no match

Gallery
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Case Analysis (EVP4.2.0)

[12/11/22] FR1.0 (Rank20: 62.83)
w P
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A I - B
Case Analysis (EVP4.2.0)

[02/23/24] FR1.2 (Rank20: 68.67)
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Case Analysis (EVP4.2.0)
[08/5/24] FR2.2 (Rank20: 82.64)
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Failure Cases

Case Analysis
[08/5/24] FR2.2 (Rank20: 82.64)

wrong — correct wrong — wrong

40



NIST Evaluation on Sequestered Partition

|
1:N Open Search, BGC6 Sequestered, Single Still Frontal Gallery
N =480
1.0 Algorithm
sugawara-2 (FIVE) | FNIR=0.66 — azumane-2 (FIVE)
0o- — MSU (BRIAR)
o STR (BRIAR) | FNIR=0.54 — STR (BRIAR)

sugawara-2 (FIVE)
azumane-2 (FIVE) | FNIR=0.53

0.7 1 o= MSU (BRIAR) | FNIR=0.32

False Negative Identification Rate (FNIR

0.001 0.010 0.100 1.000
False Positive Identification Rate (FPIR)

Patrick Grother, Mei Ngan, Austin Hom, NIST Update on BRIAR + Face in Video Evaluation (FIVE), BRIAR PI Meeting, Washington DC., Feb 5, 2025. 41



Privacy Challenge &

* There are always privacy concerns when using real faces for
training FR models.

- Can we leverage GenAl to synthesize a database of fake subjects
as the training set?

Synthetic training dataset

(CVPR'23) : \ \aa
AR *Ji»

42



Characteristics of Labeled Faces

a) Sampling from True Dist. b) Unconditional Generation  ¢) Lacking Style Variation d) Lacking Class Variation

< & 7
Label 9 « % i3 P ‘:’;4
0 & & <, <« « ~J _ :5‘1. 5 <
PP < 4y W vy b L9 g
1 3 0 PR <! 3 A 4 o DR
S e J 9 <'g @ A« = < & «d
2 SRR S R I | <« 3 @ I =
< 2 4 4 44 <
3 < <« <" « < « <« .
4 44“;4‘:'3. 4 < 4<:<<' 4:‘ SRENR PP \‘4:‘:#:4,4‘4 - @ &l :«445!(:{;?1'4 i
< Fake
High Consistency Low Consistency High Consistency Low Uniqueness
High Diversity High Diversity Low Diversity

Good Dataset No ID control

No Style Diversity Not many Subjects
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Our Method

1. Sampling Stage 2. Mixing Stage

N(0,1)

i A
G Generate ID image A ID Image X}, E
—y Subject : A

Identity Generator

Predicted X%, — 4

Subject : A

Style Image X&,,
. Esty
Subject : B

Choose Style image ‘

. Labeled
Dual Condition Generator G,,;, Dataset
5. Repeat this procedure to generate a dataset.

ID Image Stylel ~ Style2  Style3  Style4 ID Image Stylel Style2 Style3  Styled

44



Performance

. Other types of synthetic
. N datasets are complementary
/
Face Recognition Performance
# Synthetic Imgs #Real Imgs | LFW | CFPFP | CPLFW | AGEDB | CALFW || AVG G;;?
DigiFace | 1.2M (10K x 724 100K x 5) 0 96.17 | 89.81 | 82.23 81.10 82.55 || 86.37 | 8.72
DigiFace | 1.2M (10K x 724 100K x 5) 2Kx20 99.17 | 94.63 88.1 90.5 90.97 || 92.67 | 2.06
DCFace | 1.2M (20K x 50+40K x 5) 0 98.58 [ 88.61 | 85.07 90.97 9282 [[91.21 [ 3.61
DCFace | 1.2M (20K x 50+40K x 5) 2Kx20 98.97 | 94.01 | 86.78 91.80 92.95 || 92.90 | 1.82
| DCFace+DigiFace (2.4M) | 0 [99.20 | 93.63 | 87.25 [ 92.25 | 92.95 |[[ 93.06 | 1.65 |
[ CASIA | 0 [ 05M | 99.42 [ 96.56 | 89.73 | 94.08 | 93.32 | 9462 | 0 |

45



Trustworthy Biometrics &

- How to defense various attacks, such as spoofing, adversarial
attacks, etc.?

- How to detect media forgery?

- How to reverse engineering the attacks?

46



Manipulation of Faces

‘ ,:j‘ Physical spoof attack

- Digital manipulation
attack/ morphing

Genuine face

Adversarial attack

47



Face Anti-spoofing: IARPA 2017-2022

. )

Silicone Transparent Papercraft Mannequin

3D Mask Attacks

Obfuscation Imperson. Cosmetic Funny Eye Paperglasses Partial Paper

Print

Makeup Attacks Partial Attacks

48



Deepfake Detection and Image Attribution &

Which one are real
images?

Deepfake detection Image attribution

49



Manipulation Localization

 Estimate which pixels of images are manipulated

manipulated localization manipulated localization
mask mask

50



Reverse Engineering: Model Parsing

White box:
Known GMs

Random vector

Black box:
Unknown GMS

White Box

~

3

-

Reverse

Black Box

\engineering

v

K
GM?7?7?

Random vector

\

|
)

Reveal
hyperparameters of
unknown GMs

51

Vishal Asnani, Xi Yin, Tal Hassner, Xiaoming Liu, Reverse Engineering of Generative Models: Inferring Model Hyperparameters from Generated Images, in IEEE T-PAMI 2023



Geometric Manipulation

Cropped I Original Image I Cropped I

Zhu, Shengjie, et al. "Tame a Wild Camera: In-the-Wild Monocular Camera Calibration." in NeurlPS 2023. 52



Geometric Manipulation

Original Image I

Restored I Restored I

53

Zhu, Shengjie, et al. "Tame a Wild Camera: In-the-Wild Monocular Camera Calibration." in NeurlPS 2023.



Conclusions &

* There are many new research opportunities in biometric recognition.

* Building a unified model for periocular/face/body/gait leads to a
foundation model for biometrics.

* We shall strive to improve the capability in defending against attacks.
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Shooting of UnitedHeathcare CEO

0.1008
Lead Image Another view later released
Nov. 24. speaking with an employee in the hostel (Dec. 4 before the shooting,
lobby, he briefly pulled down his facemask and went to a Starbucks)
smiled
0.0470

A
v

-~

: UnitedHealthcare gunman lookalike
Initial Footage contest held days after CEO was shot dead

(Dec. 4 Shooting happens)

Imposter
https://metro.co.uk/2024/12/08/unitedhealthcare-gunman-lookalike-contestants-gather-new-york-city-22147299/ 70



