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Project Context / Motivation

* Modern software applications have the need to deploy new
versions faster and more frequently

* Cl (Continuous Integration) tools orchestrate CI/CD pipelines
* LLMs (Large Language Models) are widely used to support the SDLC

TrustDevSecAl aims to assess the CI/CD pipeline security, adversarial

scenarios, and LLM-assisted trustworthiness assessment
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Objectives

* O1: Apply ODC (Orthogonal Defect Classification) to vulnerability
fixes of Continuous Integration (Cl) tools

* O2: Evaluate how Cl tools support the deployment of vulnerable
applications and their ability to identify vulnerabilities

* O3: Benchmark Cl tools under Poisoned Pipeline Execution (PPE)
scenarios

e O4: Characterize source code trustworthiness within CI/CD
pipelines
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Methodology

Data & Sources

[ CVE & Advisories

[ LLMs (models & prompts)
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WS3: PPE Attack Benchmarking
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WS1 - Cl Tool Vulnerabilities Collection
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WS1 - Applying ODC to Cl Tool Vulnerabilities
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WS2 - Cl tools handling vulnerable applications

ﬂulnerability Identification and Mappinﬁ

GitHub
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WS3 — PPE Attack Benchmarking

@ Phase I: SUT
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WS4 - LLM-based Trustworthiness
Assessment

Dataset Selection

Select well-established, highly-
cited datasets for each
trustworthiness dimension.

r

Data Normalization

Convert heterogeneous datasets into
a unified schema for consistent
storage and querying.

Project Intersection

Identify open-source projects that are
common across all selected datasets.

i

Dataset Refinement

Remove projects that do not appear
in all dimensions to obtain a
compact, high-quality dataset.
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Preliminary Results
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WS1 - Cl Tool Vulnerabilities Collection

Category CWEs Vuln. Count (%)
Input Validation 20, 77, 78, 79, 91, 94, 134, 189, 502, 601, 918, 538 (25.46%)
1284
Permission 255, 264, 269, 276, 284, 285, 287, 288, 306, 352, 520 (24.61%)
613, 639, 732, 862, 863, 1220
Coding Practices 19, 254, 367, 400, 407, 697, 770, 1333 199 (9.42%)
Data Protection 199, 200, 201, 295, 312, 522 137 (6.48%)
File Management 22, 23, 100 67 (3.17%)
Error Handling and Logging 209, 532 51 (2.41%)
Output Encoding 116 10 (0.47%)
System Configuration 16, 59 8 (0.38%)
Memory Management 119, 362, 416, 476, 824 — (—)
Cryptography 310 — (—)
Conflict Categories — 22 (1.04%)
Low count CWEs — 294 (13.91%)
No INFO CWE or Other CWEs — 267 (12.64%)
Total _ 2,113 (100.00%)

Vulnerabilities in CI/CD tools are dominated by Input Validation and
Permission issues (more than 50% of the dataset)
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WS1 - Cl Tool Vulnerabilities Collection

Top 10 CWEs: argo_cd

Top 10 CWEs: azure_devops

Top 10 CWEs: github
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WS1 - Cl Tool Vulnerabilities Collection

Vulnerability Trends by Project (Stacked Area)
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Vulnerabilities in CI/CD tools increased after 2018, with GitLab
contributing for the largest share of the dataset
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