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Project Context / Motivation
• Modern software applications have the need to deploy new 

versions faster and more frequently
• CI (Continuous Integration) tools orchestrate CI/CD pipelines
• LLMs (Large Language Models) are widely used to support the SDLC
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TrustDevSecAI aims to assess the CI/CD pipeline security, adversarial 
scenarios, and LLM-assisted trustworthiness assessment
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Objectives

• O1: Apply ODC (Orthogonal Defect Classification) to vulnerability 
fixes of Continuous Integration (CI) tools
• O2: Evaluate how CI tools support the deployment of vulnerable 

applications and their ability to identify vulnerabilities
• O3: Benchmark CI tools under Poisoned Pipeline Execution (PPE)

scenarios
• O4: Characterize source code trustworthiness within CI/CD 

pipelines
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Methodology
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WS1 - CI Tool Vulnerabilities Collection
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WS1 - Applying ODC to CI Tool Vulnerabilities
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WS2 – CI tools handling vulnerable applications
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WS3 – PPE Attack Benchmarking
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WS4 – LLM-based Trustworthiness 
Assessment

1004/07/26



Preliminary Results
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WS1 - CI Tool Vulnerabilities Collection
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Vulnerabilities in CI/CD tools are dominated by Input Validation and 
Permission issues (more than 50% of the dataset)



WS1 - CI Tool Vulnerabilities Collection

13



WS1 - CI Tool Vulnerabilities Collection
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Vulnerabilities in CI/CD tools increased after 2018, with GitLab
contributing for the largest share of the dataset
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