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\ / Primary: Power PC755 (676 MHz — 98 MHz)

(Flight Control & Guidance)

" Fe ‘
- % “
A380
Secondary: DSP Sharc (40 MHz)
Redundancy and Diversity P. Goupil AIRBUS state of the art

and practices on FDIl and FTC in
flight control system

AurixTM TC4x -
* Up to 6x Tricore™1.8 (500MHz)

« 15026262 ASIL-D + ISO 21434 certification
« Up to 24MB NVM

https://www.infineon.com/assets/row/public/documents/10/156/infineon-tc4x-overview-productpresentation-en.pdf
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Rethinking Dependability from Ground Up

) | 5 i
\ \ / Primary: Power PC755 (66 MHz — 98 MHz)

(m) Autoware Documentation latest ~ O  Q Search

Introduction Installation Tutorials How to guides Design Reference HW Contributing Datasets Support Competitions

Minimum hardware requirements
Installation « CPU with 8 cores (amd64)

Autoware « 16GE RAM

Docker installation

Source installation
Although GPU is not required to run basic functionality, it is mandatory to enable the following neural network

Related tools .
related functions:

Additional settings for
developers « LiDAR based object detection

« Camera based object detection

« T[raffic light detection and classification
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N - Upto 24MB NVM

https://www.infineon.com/assets/row/public/documents/10/156/infineon-tc4x-overview-productpresentation-en.pdf
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64 BytesiCycle?

L1 Data Cacha
192 KB 12-way

254 BylasiCyele

64 Byles/Cycle Measured

L3 Cache
12 MB 12-way

Memory Subsystem
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Lion Cove

Diagram By Clamchowder
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Chris Terman
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Putting it all together: Intel Core i7 (Nehalem)

4 cores/chip, 2 threads/
core

16 pipeline stages, ~3GHz
4-wide superscalar
Out of order execution

2-level branch predictors

Caches:

~ L1: 32KB 1 + 32KB D il oo |1} ¥

— L2: 256KB Exacq:ion Se",‘fizi',‘,‘gt
o Jnits ?

— L3: 8MB, shared : e o pui

Huge overheads vs Simple’ Out-of-Order Instruction.

energy-optimized cores! S O g B2 T
& LI Instr Caghe

Branch Prediction

Playlist of 2017 course:

https://www.youtube.com/watch?v=R0OtFDXBZvKI&list=PLUI4u3cNGP62WVs95MNqg3dQBqY2vGOtQ2
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A simple pipelined processor
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Hardware Dependability

« Growing complexity to improve o
single thread instruction throughput

maij

.
o

» Large part of complexity due to
speculation
. . Dur, FU , Steini :
=> Transient execution attacks Gereration of a fault.

tolerant clock through
redundant crystal oscillators :

 Crosstalk => Side channels

 Individual transistor reliability drops
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ni.lo NI

Chiplets to Counter Decreasing Yield

Trusted Execution Environments
- NOT: whatever cra ST ecomes trustworthy
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Chiplets to Counter Decreasing Yield

Trusted Execution Environments

Trusted so that whatever runs inside, it cannot be interfered with from
what is outside as far as integrity and confidentialitykare concerned

{ \
availability, dependability, ...

Why: same core? / same chiplet ?

May 6,2026 HHBR-WG.10.4 Winter Meeting '26 — Rethinking Dependability from Ground Up - Marcus Volp (marcus.voelp@uni.lu) 11
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Pale Blue Dot

:._,Ip,-.,,,'i- et il o no . NASA/IPLCaliadh
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Insights and Questions

Multicore / Manycore / *PUs / ... are »
distributed systems on a chip

Hardware people will continue to
provide us the illusion of digital
fault-free systems, at significantly >
Increasing costs

Isolation (e.g., as required to

implement TEEs or fault containment >
domains) becomes increasingly

difficult within the same core.

What should be the granularity at
which we implement fault and
intrusion tolerance and resilience in
the future” (node, chiplet, core, ...)

How can fixed function trusted
components help reduce the trust in
cores and the software they run?

How can we build systems that
survive up to 49 years on earth,
without requiring replacement, while
still contributing to tomorrow's
workload

ShT
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