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AI’s “five-layer cake”1
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1 https://blogs.nvidia.com/blog/ai-5-layer-cake/
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What is an agent?
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An Agent is a system that leverages an AI model to interact with 
its environment in order to achieve a user-defined objective. It 

combines reasoning, planning, and the execution of actions 
(often via external tools) to fulfil tasks.*

* https://huggingface.co/learn/agents-course/unit1/what-are-agents
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An Agent is a system that leverages an AI model to interact with 
its environment in order to achieve a user-defined objective. It 

combines reasoning, planning, and the execution of actions 
(often via external tools) to fulfil tasks.*

* https://huggingface.co/learn/agents-course/unit1/what-are-agents

Many AI models predict the 
next token, given a sequence 

of previous tokens

Using a human analogy, 
an AI model is like the 
Brain, having the core 

intelligence

Large language model (LLM), 
Vision language model (VLM), 

…
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An Agent is a system that leverages an AI model to interact with 
its environment in order to achieve a user-defined objective. It 

combines reasoning, planning, and the execution of actions 
(often via external tools) to fulfil tasks.*

* https://huggingface.co/learn/agents-course/unit1/what-are-agents

A function, with a clear 
objective, given to the AI 

model Complements 
the power of 
an AI model

AI models predict the completion of a 
prompt based on their training data, if 

an agent needs up-to-date data, it 
must be provided through some tool

If an AI model is 
the Brain, tools are 

like Hands

Examples: UI navigation, 
web browsing, code 

execution, document 
writing
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An Agent is a system that leverages an AI model to interact with 
its environment in order to achieve a user-defined objective. It 

combines reasoning, planning, and the execution of actions 
(often via external tools) to fulfil tasks.*

* https://huggingface.co/learn/agents-course/unit1/what-are-agents

Environment examples: a computer running an 
operating system with a built-in file system, 

web browser, terminal.

The user shares this 
environment with the agent.

Interaction examples: 
Manipulating digital interfaces 
or controlling physical devices.

©RISE - Research Institutes of Sweden



TEXTSIDA

Anpassa huvudtextrutans höjd baserat på 
rubrikens höjd. Använd stödlinjerna för 
korrekt placering.

TEXT SLIDE

Adjust the height of the main text frame 
based on the height of the heading. Use 
the guides to find the correct 
placement.

What is an agent?
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An Agent is a system that leverages an AI model to interact with 
its environment in order to achieve a user-defined objective. It 

combines reasoning, planning, and the execution of actions 
(often via external tools) to fulfil tasks.*

* https://huggingface.co/learn/agents-course/unit1/what-are-agents

Users typically interact 
with Agents through a 

chat interface

User is the Human while 
assistant is the AI model.
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What is an agent?
Complementing the definition
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* https://huggingface.co/learn/agents-course/unit1/what-are-agents

Thought Action Observation

Satisfied 
with the 
result?

N
o

Yes
Prompt

Is the iteration good or could it cause 
degradation of the quality of the output?
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AI Agents' autonomy

13

1 K. J. Kevin Feng, David W. McDonald, and  Amy X. Zhang,  Levels of autonomy for AI agents: https://doi.org/10.48550/arXiv.2506.12469 
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AI Agents' autonomy

14

Copilot Start of agent 
taking the lead

Responsibility 
shifts to agent

User is passive Does not require 
user involvement

1

1 K. J. Kevin Feng, David W. McDonald, and  Amy X. Zhang,  Levels of autonomy for AI agents: https://doi.org/10.48550/arXiv.2506.12469 
2 https://garymarcus.substack.com/p/breaking-autonomous-agents-are-a 
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AI Agents' autonomy

15

Threats to dependability 
and security should 
drive the choice of 

autonomy.

Copilot Start of agent 
taking the lead

Responsibility 
shifts to agent

User is passive Does not require 
user involvement

1 K. J. Kevin Feng, David W. McDonald, and  Amy X. Zhang,  Levels of autonomy for AI agents: https://doi.org/10.48550/arXiv.2506.12469 
2 Edward C.Cheng, Jeshua Cheng, Alice Siu, “Toward Safe and Responsible AI Agents: A Three-Pillar Model for Transparency, 
Accountability, and Trustworthiness”, https://arxiv.org/pdf/2601.06223 

Use lessons learned from 
development of other 
autonomous systems

1

2
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What’s coming…

What worries me…
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AI Agents – Threat or opportunity?
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Creativity

Dependability and 
security

Other aspects

Reflection

Deep 
understanding

Knowledge
Trust

Time gain Emerging 
technology

Quality

Automation 
of processes

Mundane 
activities

Stimulation
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Creativity

Dependability and 
security

Other aspects

Reflection

Deep 
understanding

Knowledge
Trust

Time gain

New exploits

Availability to 
experts and 
non-experts

Reinventing 
the wheel

Emerging 
technology

Future 
engineers & 
researchers

Quality

Automation 
of processes
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activities
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The insatiability 
problem

Energy 
consumption
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AI Agents – Threat or opportunity?
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Using AI not as 
an advisor, but to 

execute 
cyberattacks

* https://www.anthropic.com/news/disrupting-AI-espionage 

Claude Code tool was 
manipulated into 

attempting infiltration 
into thirty targets and 

succeeded in some cases.

Claude was tricked to bypass 
its guardrails. Attacks were 

broken down into small 
innocent tasks. They claimed to 

be employee of a legitimate 
cybersecurity firm, and was 

being used in defensive testing.
Capabilities of 
AI agents were 

exploited to 
conduct this 

campaign

New exploits - a Claude Code story from November 13, 2025*

Agents are valuable for everyday 
work and productivity—but in the 

wrong hands, they can 
substantially increase the viability 

of large-scale cyberattacks

Detected in September and 
reported in November – 

potentially the first 
reported AI-orchestrated 

cyber espionage campaign
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AI Agents – Threat or opportunity?
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https://arxiv.org/pdf/2509.25624 

Example of a “small innocent” task – Tool attack chaining
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AI Agents – Threat or opportunity?

21

https://arxiv.org/pdf/2509.25624 

Example of a “small innocent” task – Tool attack chaining

https://doi.org/10.5281/zenodo.19958403

Over

90%
of the 
agents 

evaluated 
are 

vulnerable to 
tool attack 

chaining
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AI Agents – Threat or opportunity?
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announcement of 
Mythos Preview1

+
Project Glasswing2 

1 https://red.anthropic.com/2026/mythos-preview/
2  https://www.anthropic.com/glasswing

Powerful in finding zero-
day vulnerabilities, in every 
major operating system and 

web browser, including a 
27-year-old bug in OpenBSD

Responsible 
disclosure. However, 

over 99% of the 
vulnerabilities they 
found had not yet 

been patched

Experts 
and non-
experts

AI models doing computer 
security tasks are not new, but 

Mythos is very powerful and got 
lots of attention ➔

No need to panic?! What is next?

Expected surge in 
vulnerability identification.

Who is benefiting more? 
Attackers OR defenders?

Regardless, we in this 
community has a major 

role to play.

New exploits - a Mythos Preview story from April 7
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Using the past for 
the future…

  
  excites

What worries me…
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Reinventing the wheel while/or 
using ideas from the past?

24

1 S. Borkar, "Designing reliable systems from unreliable components: the challenges of transistor variability and degradation," in IEEE Micro, vol. 25, no. 6, pp. 10-16, Nov.-
Dec. 2005, doi: 10.1109/MM.2005.110.
2 https://futurism.com/artificial-intelligence/google-ai-overviews-misinformation 

AI models are widely considered 
to be stochastic processes

Outputs are probabilistic and 
sometimes even unreliable2

1

Guardrails are needed to mitigate 
and handle the unreliability despite 
their potential performance penalty

Hallucinations remain to contribute 
to the unreliability
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Reinventing the wheel while/or 
using ideas from the past?
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1 A. Avizienis, J. . -C. Laprie, B. Randell and C. Landwehr, "Basic concepts and taxonomy of dependable and secure computing," in IEEE Transactions on Dependable and 
Secure Computing, vol. 1, no. 1, pp. 11-33, Jan.-March 2004, doi: 10.1109/TDSC.2004.2.
2 A. Lautenbach et al. Deliverable d2.0, security models, heavens (healing vulnerabilities to enhance software security and safety). Technical report, HEAVENS project, 
2016.

Safety

Dependability Attributes

Availability Reliability Integrity Maintainability

Primary Security Attributes1

Confidentiality 

Authenticity Authorization

Examples of Secondary Security Attributes2

Non-repudiationPrivacyFreshness

1
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1 A. Avizienis, J. . -C. Laprie, B. Randell and C. Landwehr, "Basic concepts and taxonomy of dependable and secure computing," in IEEE Transactions on Dependable and 
Secure Computing, vol. 1, no. 1, pp. 11-33, Jan.-March 2004, doi: 10.1109/TDSC.2004.2.
2 AI’s “five-layer cake”, https://blogs.nvidia.com/blog/ai-5-layer-cake/ 

1

Applications

Models

Infrastructure

Chips

Energy

Safety

Dependability Attributes1

Availability Reliability Integrity Maintainability

Primary Security Attributes

Confidentiality 

2
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27

https://doi.org/10.48550/arXiv.2602.16666

Thanks Brian for sharing the article

From accuracy score to scores 
related to consistency, 

robustness, predictability, and 
safety. 
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Reinventing the 
wheel while/or using 
ideas from the past?

A HIVEMIND story…

This project has received funding from the European Union’s Horizon Europe research and innovation programme under grant agreement Nº 101189745 - HIVEMIND

Follow us!
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EU Project HIVEMIND
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Human-centred collaborative multi-
agent framework for accelerating 

software development and 
maintenance
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HIVEMIND 
LLM agents

EU Project HIVEMIND

RLHF
Adaptability to users needs. Continuous feedback 

obtained in a non-invasive manner on usage

Prompt 
engineering

Instructions on communication workflows, enhancement 
of specific personality traits for each role

RAG
Access to existing documentation, including specific 

project definitions like requirements and architectures

Fine-tuning
Organisational context, best practices, specific 

programming language standards
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On the evaluation of AI-driven code agents

1 https://github.blog/news-insights/octoverse/octoverse-a-new-developer-joins-github-every-second-as-ai-leads-typescript-to-1/

In 2025, roughly

80%
of new GitHub users tried Copilot 

within their first week1

Also, more than

1.1M
public repositories import an LLM 
SDK (+178% August ‘25 vs. August 

‘24)1
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On the evaluation of AI-driven code agents

•Code quality 
metrics

•2022-2026

•104 papers

Systematic 
literature review

•AI model 
generated

•Manually-
written

Code

• Prompt

• LLM, SLM

• Paper RAG

• Programming 
guidelines RAG

Quality agent

• Tool execution 
for the selected 
metrics

Quality Tool

Subset of 
quality 
metrics Satisfied with 

the metrics 
selected?

Report

NO: Reiterate while 
sending the report 
back to the agent 

Yes: Send the quality 
metrics and the report 
back to the user
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On the evaluation of AI-driven code agents

Cyclomatic 
Complexity

Cognitive 
Complexity

Maintainability 
Index

Pylint 
Aggregate 

Score

Style Violations
Code 

Duplication
Type Errors

Docstring 
Coverage

Bandit Security
Bug-Prone 

Patterns
Compilation 

Check
Dead Code

Semgrep 
Security

OWASP Top 10 
Hits

Hardcoded 
Secrets

Dependency 
CVEs

Some quality 
metrics
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On the evaluation of AI-driven code agents

To worry about: Quality 
metrics are generally defined 

and designed for human-
written code.

To figure out: Identification of 
quality metrics specific to AI-

generated code.

To make use of AI models: Instead of 
line-by-line review, have 

conversations with the agent to 
“builds a genuine understanding of 

what the code should do”1

1 https://rrwright.com/notes/dialectical-review/
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Take away

Like it or not,
we are in the middle of the agentic era!

For systems that dependability and 
security guarantees matter, our 

community has a major role to play.

We should figure out when to use 
the past legacy and when to 

Reinventing the wheel!
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Byt textnivå genom att sätta 
markören i stycket och använd 
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indrag.

Nivå 1: Namn
Nivå 2: Titel/info

CONTACT

To change the text level, put 
the marker inside the paragraph 
and use the buttons for indents.

Level 1: Name
Level 2: Title/info

Behrooz
Sangchoolie

When life gives you lemons, make lemonade: a view on 
the future of dependable computing in an agentic era

behrooz.sangchoolie@ri.se
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Source: Piled Higher and Deeper by Jorge Cham
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