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• What is assurance?

• Brief history of safety cases

• Claims, Arguments, Evidence

• Assurance of nuclear systems

• Generative AI applications

• AI safety cases

• Assurance of AI-based systems
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WHAT IS ASSURANCE?
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ISO/IEC/IEEE 15026 – SYSTEMS AND SOFTWARE ASSURANCE

assurance
grounds for justified confidence that a claim (3.1.10) has been or will be achieved
Note 1 to entry: By definition, assurance is about a claim.
Note 2 to entry: The claim can be a conjunction of more than one claim.
3.1.2

assurance argument
artefact that links tangible evidence (3.1.15) and assumptions to provide a convincing and valid argument of a claim (3.1.10) under a given context
Note 1 to entry: An assurance argument provides the reasoning that connects the evidence (and assumptions) to the claim. It explains 'why' the 
evidence supports the claim and how the evidence is relevant.
Note 2 to entry: An argument is valid only if all of its premises being true implies that its conclusion is true.
3.1.3

assurance case
auditable artefact that provides a convincing and sound argument for a claim (3.1.10) on the basis of tangible evidence (3.1.15) under a given context
Note 1 to entry: Premises of an argument are propositions, and all propositions are either true or false.
Note 2 to entry: An argument is sound only if it is valid and contains only true premises.
Note 3 to entry: An argument is not sound if it is valid but contains some false premises.

https://www.iso.org/obp/ui
https://www.iso.org/obp/ui
https://www.iso.org/obp/ui
https://www.iso.org/obp/ui
https://www.iso.org/obp/ui
https://www.iso.org/obp/ui
https://www.iso.org/obp/ui
https://www.iso.org/obp/ui
https://www.iso.org/obp/ui
https://www.iso.org/obp/ui
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• Assurance is about confidence
• How confident are you in the dependability of your system?

• If the costs of failure are significant, interested parties will ask
• How dependable is your claim about the dependability of your system?

• Assurance cases are a way of addressing this question – they can be used for both 
reasoning and communication

• An assurance case presents evidence and arguments to support a claim
• The case should be both convincing and understandable

• A claim about a dependability property such as safety or security should demonstrate 
that your system is sufficiently dependable for its proposed application

• Typically, this is expressed in terms of risk management - the risks associated with 
your system are understood and have been reduced to an acceptable level
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ASSURANCE AND DEPENDABILITY
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EXAMPLE - IS MY CAR ROADWORTHY?
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EXAMPLE - IS MY CAR ROADWORTHY?

 Page 1 of 1 Issued by DVSA
VT20/2.0

12.04.2022 34,666 miles
24.04.2023 40,813 miles
22.04.2024 46,210 miles

MOT test certificate

WBAJG52040EB99244

SL18OJK GB

BMW X1

M1 51,744 miles

10.04.2025 25.04.2026

To preserve the anniversary of the expiry date, the earliest you can present your vehicle for test is 
.26.03.2026

BROAD OAK BMW, BROAD OAK ROAD, CANTERBURY, CT2 7PX

5378A6    BARRETTS BMW 
C. P. Smith

9417 7869 9035

Duplicate certificate issued by DVSA on 18 April 2026

Check that this document is genuine by visiting www.gov.uk/check-mot-history

If any of the details are not correct, please contact DVSA by email at 
 or by telephone on 0300 1239000.enquiries@dvsa.gov.uk

Receive a free annual MOT reminder by subscribing
at  or by telephone on 0300 1239000.www.gov.uk/mot-reminder

Vehicle identification number1

Registration number2a Country of registration2b

Make and model

Vehicle category5 Mileage4 Mileage history

Pass7

Date of the test3b Expiry date8

Location of the test3a

Testing organisation and inspector name9

MOT test number
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EXAMPLE - IS MY CAR ROADWORTHY?

 Page 1 of 1 Issued by DVSA
VT20/2.0

24.04.2023 40,813 miles
22.04.2024 46,210 miles
10.04.2025 51,744 miles

MOT test certificate

WBAJG52040EB99244

SL18OJK GB

BMW X1

M1 57,440 miles

14.04.2026 25.04.2027

To preserve the anniversary of the expiry date, the earliest you can present your vehicle for test is 
.26.03.2027

BROAD OAK BMW, BROAD OAK ROAD, CANTERBURY, CT2 7PX

5378A6    BARRETTS BMW 
S. L. HAWKES

4861 8941 8690

Duplicate certificate issued by DVSA on 18 April 2026

Check that this document is genuine by visiting www.gov.uk/check-mot-history

If any of the details are not correct, please contact DVSA by email at 
 or by telephone on 0300 1239000.enquiries@dvsa.gov.uk

Receive a free annual MOT reminder by subscribing
at  or by telephone on 0300 1239000.www.gov.uk/mot-reminder

Vehicle identification number1

Registration number2a Country of registration2b

Make and model

Vehicle category5 Mileage4 Mileage history

Pass7

Monitor and repair if necessary (advisories)
Nail in tyre Offside Front•
Nearside Rear (Lamp unit cracked.)•

Date of the test3b Expiry date8

Location of the test3a

Testing organisation and inspector name9

MOT test number
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A BRIEF HISTORY OF SAFETY CASES

“Those who cannot remember the past are condemned to repeat it”, 
 George Santayana, 1905
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• Up until the mid-1970s, safety in the workplace was based on a ”plethora of prescriptive 
rules and regulations”, adopted in response to events over a 200-year period since the 
Industrial Revolution

• Legislation was reactive and struggled to keep up with innovations and the 
development of new technologies

• The Health and Safety at Work Act, 1974 was introduced to address this problem

• It sets the goal that activities should be “safe and free from risk” but does not specify 
how this should be achieved and is not specific to any particular technology

• The requirement to show some evidence that justifies why a system or activity is safe 
led to the development of safety cases

• Regulations evolved to be goal-based or outcome-focused rather than prescriptive 

Slide 13

HISTORY OF SAFETY LEGISLATION IN THE UK

“The safety case, its development and use in the United Kingdom”, James Inge, 2007
https://safety.inge.org.uk/20070625-Inge2007_The_Safety_Case-U.pdf
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ORIGIN OF SAFETY CASES

• Original concept follows Lord Cullen 
report on Piper Alpha accident in 1988
• 167 fatalities
• Operator kept pumping gas even after 

fire was discovered

• Offshore operators are now required to 
submit a safety case demonstrating that:
• major accident hazards have been 

identified
• risks to people are as low as 

reasonably practicable (ALARP)

• Safety cases are now used by most UK 
regulated sectors
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• On 14 June 2017, a high-rise fire broke out 
in the 24-storey Grenfell Tower and burnt 
for 60 hours:
• 72 people died, 70 injured, 223 escaped

• Deadliest structural fire since Piper Alpha. 

• A review of building regulations followed:
“[…] Most definitely not just a question of 
the specification of cladding systems”

• Higher-risk residential buildings are now 
required to maintain what is effectively a 
system safety case for the building:
• Golden thread policy
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GRENFELL TOWER FIRE

https://www.gov.uk/government/collections/independent-review-of-building-regulations-and-fire-safety-hackitt-review
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Era Focus Nature of Safety Assurance

Pre-1970s Engineering practice Implicit, experience-based

1970s–80s Risk analysis Quantitative but fragmented

1990s Safety cases emerge Explicit justification

2000s Standards Formal, lifecycle-based

2010s Integration Model-based, tool-supported

2020s+ Adaptivity Continuous, AI-aware
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EVOLUTION OF SAFETY CASES (according to ChatGPT)
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Compliance
(The letter of the law)
• Focus: Adherence to rules, standards, 

and procedures.

• Purpose: To satisfy legal requirements, 
avoid penalties, and meet the minimum 
standard.

• Approach: Checklist-based, reactive, 
and procedural.

• Examples: Passing a GDPR audit, 
completing mandatory safety training, 
filling out a compliance form

Assurance
(The truth of the situation)
• Focus: Confidence in effectiveness and 

risk management.

• Purpose: To provide evidence that 
processes work as intended, preventing 
issues rather than just documenting 
them.

• Approach: Independent assessments, 
audits, and monitoring.

• Examples: Internal audits, security 
testing, performance monitoring, third-
party validation.
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COMPLIANCE vs ASSURANCE (according to ChatGPT)
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CLAIMS, ARGUMENTS, EVIDENCE

“The nice thing about standards is that you have so many to choose from; furthermore, if you 
do not like any of them, you can just wait for next year's model”
 Andy Tanenbaum, Computer Networks, 1981
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ASSURANCE CASE

• “a documented body of evidence that provides a convincing and 
valid argument that a system is adequately dependable for a 
given application in a given environment”

Claim

Sub-
Claim

Argument

Evidence

Slide 19
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EXAMPLE – KETTLE SAFETY CASE
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ASSURANCE STRATEGY TRIANGLE 

• Standards compliance: 
• Compliance with required 

standards
• Assessment of importance of 

non-compliances

• Property based approach:
• Functions, performance, 

dependability, security, etc.

• Vulnerability assessment:
• Absence of certain classes of 

faults, such as run-time errors, 
tool chain errors

Slide 21
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• The Adelard Safety Case Development (ASCAD) manual

• Building blocks for assurance cases

• Mini Guides

• Assurance 2.0

Slide 22

EVOLUTION OF CLAIMS, ARGUMENTS, EVIDENCE METHODOLOGY
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• A rigorous and systematic approach to developing, presenting, and examining 
assurance cases to support indefeasible confidence in safety or other critical properties
• indefeasible = no credible doubts or new evidence could change the decision

• Claims, Arguments, Evidence plus Theories and Defeaters
• Claim – expressed in natural language as an atomic proposition
• Argument – constructed from one of five building blocks
• Evidence – used to turn something measured into something useful
• Theories – self-contained assurance arguments for specific assurance methods
• Defeaters – used to challenge a case, can have their subcase to refute or support 

• Key ideas:
1. eliminate gaps in argument by requiring deductiveness and side-condition
2. strengthen scrutiny of argument using defeaters, and scrutiny of evidence using 

confirmation measures:
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ASSURANCE 2.0 (joint work by John Rushby and Robin Bloomfield)

https://www.csl.sri.com/users/rushby/assurance2.0
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FIVE BUILDING BLOCKS

• Well defined argument fragments
• Empirically based, but rigorously defined
• Supporting both deductive and inductive 

reasoning

• Fragments support a combined graphical 
and narrative approach 

Slide 24

Decomposition
Partition some aspect of the claim 
Divide and conquer

Substitution
Refine a claim about an object into  claim 
about an equivalent object

Evidence incorporation
Evidence supports the claim
Emphasis on direct support

Concretion
Some aspect of the claim is given a more 
precise definition 

Calculation or proof
Some value of the claim can be computed 
or proved
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‘HELPING HAND’ - GUIDANCE ON SELECTING BLOCKS

Slide 25
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• Sep 2021 – Principles-Based Assurance (NCSC)
https://www.ncsc.gov.uk/blog-post/principles-and-how-they-can-help-us-with-assurance 

• Nov 2022 – Security-Informed Safety (NPSA)
https://www.npsa.gov.uk/security-best-practices/build-it-secure/security-informed-safety 

• Aug 2024 – The DECLARE guidance (CINIF)
https://claimsargumentsevidence.org/resources/the-declare-guidance/   

• Apr 2026 – Guidance on assurance of AI/ML systems (ONR)
https://www.onr.org.uk/publications/regulatory-reports/research/research-reports/onr-rrr-133 
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GUIDANCE FOR GOVERNMENT AND NUCLEAR INDUSTRY

https://www.ncsc.gov.uk/blog-post/principles-and-how-they-can-help-us-with-assurance
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ASSURANCE OF NUCLEAR SYSTEMS

"Nuclear power is one hell of a way to boil water" 
 Albert Einstein (allegedly)
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Two -legged justification

SCSC SSS 2026 | NOT PROTECTIVELY MARKED | © 2026 EDF Energy Ltd. All rights Reserved

Production Excellence 
Leg

Justification Framework for Systems and Subsystems containing Complex 
Technology 

(software, firmware, programmable complex hardware)

Production 
Excellence

Demonstrates best 
practice by 

manufacturer

Compensatory 
Measures

Addresses shortfalls 
in Production 
Excellence

Independent 
Confidence 

Building 
Measures

Activities performed 
independently of the 

manufacturer to 
provide confidence

Independence

Independent Confidence 
Building Leg

Application of 
Techniques can’t 

be claimed for 
both legs

4
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NUCLEAR ASSURANCE



© 2026 NCC Group plc. All rights reserved.

Two -legged justification

SCSC SSS 2026 | NOT PROTECTIVELY MARKED | © 2026 EDF Energy Ltd. All rights Reserved

Production Excellence Independent Confidence Building Measures

➢ Supplier side Assessment, graded by the 
safety class, against relevant safety 
standards, guidance and RGP (Relevant 
Good Practice), e.g. IEC 61508, IEC SC 45A 
series. 

➢ Gaps are addressed by compensating 
measures:

➢ Even with an adequate process 
uncertainty remains due to inherent 
limitations 

➢ Independent challenge and corroboration 
of the products fitness for purpose

➢ Reduce residual uncertainty
➢ Strengthen ALARP demonstration
➢ Broadly covers hardware reliability, system 

and software integrity:
➢ Diverse from PE verification through test 

and analysis such as Static code analysis, 
statistical testing 

5
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NUCLEAR ASSURANCE
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APPLICATIONS OF GENERATIVE AI

“Current claims and hopes for progress in models for making computers intelligent 
are like the belief that someone climbing a tree is making progress toward reaching the 
moon.”
 Hubert Dreyfus, “Mind Over Machine”, 1986
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• LLMs are built on a type of neural network 
called a transformer

• A self-attention mechanism is used to 
identify significant tokens efficiently

• The model is pre-trained on a vast amount of 
data to predict the next word in a sequence 
using self-supervised learning

• This produces a foundation model that has 
learned patterns in grammar, writing style, 
reasoning, etc.

• The model can then be fine-tuned for a 
specific domain using supervised learning or 
reinforcement learning from human feedback

Slide 37

HOW DOES AN LLM WORK?

https://research.google/pubs/attention-is-all-you-need/https://www.ibm.com/think/topics/large-language-models
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AN OVERVIEW OF AI FOUNDATION MODEL TRAINING, DEVELOPMENT, DEPLOYMENT

https://www.gov.uk/government/publications/frontier-ai-capabilities-and-risks-discussion-paper/
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• Multiple sources of bias

• Inconsistencies in training data

• Lack of ground truth

• Apparent omniscience

• Indifference for the truth

• Confabulation

• Sycophancy

• Lack of objectivity

• Too much creativity

Slide 39

WHAT ARE THE FAILURE MODES?

https://imgs.xkcd.com/comics/duty_calls.png
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• AI applications are built from LLMs by 
wrapping the LLM in an architectural 
layer called scaffolding

• Scaffolding augments the LLM’s bare 
capabilities with:
• Domain-specific data
• Tool access
• Structured workflow

• Typical layers of scaffolding include:
• Planning and reasoning
• Memory and context
• Tool integration
• Feedback and control
• Guardrails

Slide 40

BUILDING AI APPLICATIONS

https://zbrain.ai/agent-scaffolding/
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An AI Agent Just Destroyed Our Production 
Data. It Confessed in Writing.

“Yesterday afternoon, an AI coding agent 
deleted our production database and all 
volume-level backups in a single API call

When asked to explain itself, the agent 
produced a written confession enumerating 
the specific safety rules it had violated.

[…] Systemic failures across two heavily-
marketed vendors made this not only possible 
but inevitable.”

Slide 41

WHAT CAN GO WRONG?

Jer Crane, PocketOS founder, 24th April 2026
https://x.com/lifeof_jer/status/2048103471019434248
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• A model that produces fluent, well-structured self-criticism is not a safer model. It is a 
more eloquent one. 

• The capacity to articulate a rule and the capacity to follow that rule under pressure are 
independent properties in current LLMs

• The agent knew the rules. It quoted them back accurately. It had violated all of them 
nine seconds earlier. 

• Any control architecture that relies on the agent itself confirming an irreversible 
action is structurally broken, because that confirmation is generated by the same 
system that just decided the action was a good idea. 

• The responsibility belongs to the humans and vendors who decided that a guessing 
machine should have unmediated authority [...], and the architecture that allowed it

Slide 42

THE ILLUSION OF SELF-AWARENESS

Neural AI, “A Security Post-Mortem of the 9-Second AI Database Deletion”
https://neuraltrust.ai/blog/pocketos-railway-agent
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AI SAFETY CASES

“We are – right now – building creepy, super-capable, amoral, psychopaths that never sleep, 
think much faster than us, can make copies of themselves and have nothing human about them 
whatsoever. What could possibly go wrong?”
 Max Tegmark, AI Researcher, Future of Life Institute, MIT
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• AI safety is about assuring that AI 
systems behave in ways that are
• Reliable
• Controllable
• Aligned with human values

• AI systems can be very capable, but they 
don’t naturally understand human 
intentions, ethics, or context. 

• AI safety tries to bridge that gap so that:
• AI does what we want
• AI avoids unintended consequences
• Humans remain in control

Slide 44

WHAT IS AI SAFETY? (according to ChatGPT)
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1. Alignment
Making sure AI goals match human values.

2. Robustness
Ensuring AI works correctly even in unusual or unexpected situations.

3. Interpretability
Understanding why an AI made a decision—so humans can trust and audit it.

4. Control & oversight
Designing systems so humans can monitor, guide, or shut them down if needed.

5. Misuse prevention
Reducing the chances that AI is used for harmful purposes (e.g., deepfakes, cybercrime).

Slide 45

KEY AREAS IN AI SAFETY (according to ChatGPT)
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“Recent work has demonstrated the 
plausibility of frontier AI models scheming – 
knowingly and covertly pursuing an objective 
misaligned with its developer's intentions. 

Such behavior could be very hard to detect, 
and if present in future advanced systems, 
could pose severe loss of control risk. 

It is therefore important for AI developers to 
rule out harm from scheming prior to model 
deployment.”
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EXAMPLE – AI SAFETY CASE  – STEALTH AND SITUATIONAL AWARENESS

https://deepmindsafetyresearch.medium.com/evaluating-and-monitoring-for-ai-scheming-d3448219a967
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EXTERNAL REVIEW OF GOOGLE DEEPMIND SAFETY CASE

https://www.linkedin.com/in/robinbloomfield/

”Lessons from external review of DeepMind’s Scheming Inability Safety Case”
https://www.arcadiaimpact.org/ai-governance-taskforce/projects
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ASSURANCE OF AI-BASED SYSTEMS

“Safety is a system property, not a component property, and must be controlled at the system 
level, not the component level.”
 Nancy Leveson, Engineering a safer world: Systems thinking applied to safety
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• The Office of Nuclear Regulations has 
recently published Adelard research into 
safety of AI technologies

• The research discusses AI in the context of 
an AI-Modulated System (AMS)

• The report identifies various assurance 
challenges and highlights areas where 
future research is needed

• Most of the observations are not specific to 
the nuclear industry and will need to be 
addressed for any application of AI/ML 
technologies to safety-critical systems
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SAFETY OF AI-BASED SYSTEMS

https://www.onr.org.uk/publications/regulatory-reports/research/research-reports/onr-rrr-133
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AI-MODULATED SYSTEM
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• Data-driven behaviour
• Lack of complete requirements for behaviour
• Lack of direct correspondence between design intent and behaviour

• Life-cycle differences
• Production excellence – what constitutes good practice?
• Independent measures – limited to black box testing?

• Unexpected AI behaviours

• Misattribution of cognition and intelligence

• Human-AI interaction challenges

• Human and institutional trust
• User trust potential
• Perceived system trustworthiness
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AI ASSURANCE CHALLENGES
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LACK OF TRACEABILITY, VERIFICATION AND VALIDATION
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RESEARCH CHALLENGES

“Anything you can do, AI can do better – AI can do anything better than you
No AI can’t, yes AI can, no AI can’t, yes AI can…”
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• How confident can I be in the advice / support provided by an AI system?

• How confident can I be in code written by an AI system?

• How would I assure code written by an AI system?

• How would I assure an AI?

• How would I assure an AI-based system?

• As a regulator, how confident should I be about
• Assurances generated by AI?
• Assurances about AI?
• Assurances about AI-based systems?
• Assurance about AI generated systems?
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SOME QUESTIONS 
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• AI cannot be made trustworthy by AI alone

• Ai can provide ”assurance” but is it justified assurance?

• How can we build a dependable framework around an AI system?

• What can AI do better than humans and what can humans do better than AI?

• Humans are always accountable, so how do we ensure they have the necessary 
oversight and ability to intervene if necessary?

• How do we balance the benefits of automation with the loss of understanding?

• Assurance is about confidence and confidence requires understanding

• Without understanding, we cannot justify our confidence or provide genuine assurance
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