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What does dependability need?



Persistence

Capability

Intent

Objective

Dimension

Phenomenological cause

System boundaries

Phase of creation

Transient faults

Permanent faults

Incompetence faults

Accidental faults

Non-deliberate faults

Deliberate faults

Non-malicious faults

Malicious faults

Software faults

Hardware faults

Human-made faults

Natural faults

External faults

Internal faults

Operational faults

Development faults

Faults



• Modularisation 

• Information hiding 

• Separation of concerns 

• Reduce dependencies 

• Invariants & assertions 

• Documentation 

• Formal methods…



Peter Landin’s problem

function f(n) 
{ 
  for( var i = 2; i < n; i++ )  
     f(i–1); 
  print("*"); 
}

ϕn = ϕn−1 + ϕn−2

Fn = Fn−1 + Fn−2

Fn = ϕn − (−ϕ)−n

2ϕ − 1

F1 = F2 = 1

Fn = | f(n) |

…most people don’t understand even simple programs





 If lstockrootnode = 3013 Or lstockrootnode = 3016 Then 
      bremedprods = False 
      intbalancerootlevel = 5 
      lbalancerootenode = 3017 
      If lstockrootnode = 2493 Then 
          bremedprods = False 
          intbalancerootlevel = 3 
          lbalancerootenode = 3006 
      End If 
  Else 
      bremedprods = True 
      intbalancerootlevel = 5 
      lbalancerootenode = 3017 
  End If

Example
Horizon code



 bremedprods = lstockrootnode ≠ 3013 & lstockrootnode ≠ 3016 
 intbalancerootlevel = 5 
 lbalancerootenode = 3017 

Example
Horizon code

3 simple lines of code instead of 14 
and raises review questions
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Magic numbers

• CS like defining numbers with zero, succ, pred 

• What does 3013 mean? 

• What does succ 3013 mean? 

• The meanings of magic numbers and their meanings as 
numbers have dependencies 

• They are a bad idea! They undermine dependability



The bad code is (also) a symptom

• The requirements? 

• The decision tables? 

• The supervision? 

• The code review? 

• Errors go all the way down (or up)



People don’t know what they don’t know



People don’t know that they don’t know
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IN THE CROWN COURT AT CARDIFF 
 
 

REGINA 
 

AND 
 

CLAIRE CAHILL 
JADE PUGH 

 
 

RULING 
 

Subject to any agreed amendments between Counsel as to CH15/CH20 
derivation and to comparison with the oral judgment 

 
OVERVIEW  
1. Claire Cahill and Jade Pugh were in 2012 and 2013 nurses working on 

Ward 2 of the Princess of Wales Hospital, Bridgend. It is a specialist 
stroke unit. One of the side effects of stroke is that it can disturb diabetes 
control; another is that cognition and awareness may be affected, and make 
a sufferer less likely to recognise the symptoms of poorly controlled blood 
sugar. 

2. Accordingly, regular glucose testing is an essential part of the care of such 
patients.  

3. Glucose testing at the PoW is undertaken by nurses using a handheld 
device, the Abbot Precision Xceed meter. There were three such meters 
assigned to ward 2. After a blood sugar reading is taken, it is noted for the 
ward’s paper record and stored in the handheld device until the device is 
docked and the reading is uploaded to the hospital’s database, known as 
PrecisionWeb. Ultimately, the data will populate the patient’s Electronic 
Patient record. 

4. It is said against these two defendants that they fabricated blood sugar 
readings – Ms. Cahill in respect of six patients and Ms. Pugh in respect of 
four.  

5. In support of this contention, the Prosecution point to the fact that the 
paper readings – nor any broadly similar in terms of time, date or result – 
find any echo on the Xceed meters or on the hospital’s database. 

 
SUBMISSION 
6. The submission is made, effectively jointly, that the prosecution should not 

be allowed to rely on the database evidence. The evidence is, submit Miss 
Brimelow QC and Mr. Rutherford QC, fundamentally unreliable. It should 
be excluded either under s.78 or, if it is hearsay, under the provisions of 
the 2003 Act.  

7. I have heard evidence on the voire dire from Phillip Starling, Principal 
Investigator at the ECRI Institute, an independent, not for profit healthcare 
services research agency; from Nick Reece, a PrecisionWeb support 
Specialist employed by employed by Abbott Diabetes Care; and from 
Professor Harold Thimbleby, a professor of Computer Science at Swansea 



The distribution of the data very strongly suggests some form of 
manipulation and suggests that CH20 has lost significant amounts of 
original data, and it is not possible to countenance an explanation 
consistent with the data being reliable.  





Text editing

• Everyone thinks everyday editing is dependable  

• And that dependable editing is correct 

• Rather, most people haven’t thought about dependability 

• It isn’t very predictable









The cursor moves 
predictably and 
can go anywhere



Insights… dependability requires modularisation

• MS Word etc do not provide dependable editing 

• Their code might be dependable,  
but bad user interface design undermines dependability 

• Modules hide implementations 

• MS Word exposes complex editing implementation 

• Think of user programming… 

• “Predictable editor” – hides implementation, easy to use 



User interface theorems

• Euclidian θm: up right down left = I 

• In MS Word editing (for sample text) 
Euclidian is true 6.2% of the time  

• In predictable editing (as demoed) 
Euclidian is true 88.2% of the time 

• Can be reimplemented to be 100% 

• And all cursor positions are reachable



Obviously you want cars to be  

dependable for their drivers 

Some are 

Some aren’t











Details              Close

What’s new 

For more information on the system 
update press Details.





Hyundai developers …

• Don’t read their own specifications! 

• a) Watching the screen can lead to dangerous accidents 

• b) Please look at the screen! 

• Other examples: the car is not predictable  

• Therefore the car is not dependable for drivers 



Recuperation 
conditions not 

met









The point is…

• Most code grows 

• Most code is as good as incomprehensible 

• It might be dependable in some sense 

• But it is not dependable for use



CrowdStrike  worldwide  failures

• 19 July 2024 — faulty software update 

• 8.5 million PCs worldwide crashed 

• Caused by CrowdStrike’s own “Falcon” software 
•

[…]  THE SOFTWARE AND ALL OTHER 
CROWDSTRIKE OFFERINGS ARE PROVIDED “AS-
IS” AND WITHOUT WARRANTY OF ANY KIND  [...]  
TO THE MAXIMUM EXTENT PERMITTED BY 
APPLICABLE LAW CROWDSTRIKE SHALL NOT 
BE LIABLE  […] 



The point of CrowdStrike

• To make systems more dependable 

• Yet it isn’t dependable itself!



If manufacturers won’t provide a  
warranty that their software is dependable
then it is not dependable



Summary

• The culture (eg warranties) is software is not dependable 

• But it is treated as dependable 

• There is no certification that developers are competent 

• But they are treated as competent 

• Many people developing don’t even realise it 

• AI makes it worse



Conclusions

• Dependable systems must be dependable IN USE 

• We have to take developers’  
unconscious incompetence into account 

• Including our own 

• We have to fight popular culture: 

• We need legislation to improve 

• We need more theory
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Developing clinicians …
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