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Is the autonomous 
vehicles world 
(cyber)-safe?



The past reveals clouds 
in the horizon of ... the 
safety side ... Are they 
gone?



Is the autonomous 
vehicles world at least
(cyber)-dependable in, 
say, “normal” days?



SO, what about “normal” case behaviour ? ...



Is the autonomous 
vehicles world 
(cyber)-secure?



Security gap in Vehicle Systems



And the recent 
months are full of 
more evidence ...



So, what’s wrong 
about the current 
autonomous 
vehicles 
ecosystem?



• To start with, the very notion 
that there is an ecosystem is 
inexistent

• An analysis of the 
ecosystem as a critical
infrastructure is missing



Autonomous Vehicle Ecosystem

Towards Safe and Secure Autonomous and Cooperative Vehicle Ecosystems. Lima, A; Rocha, 
F; Volp, M; Verissimo, P. in Proc’s 2nd ACM Workshop on Cyber-Physical Systems Security and 
Privacy (2016, October) @CCS, Vienna-Austria
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What is the safety and 
security THREAT SURFACE
in the autonomous vehicles 
ECOSYSTEM ...?



Autonomous Vehicle Ecosystem 

ECU

V2V

V2I V2I

Interne
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Towards Safe and Secure Autonomous and Cooperative Vehicle Ecosystems. Lima, A; 
Rocha, F; Volp, M; Verissimo, P. in Proc’s 2nd ACM Workshop on Cyber-Physical Systems 
Security and Privacy (2016, October) @CCS, Vienna-Austria

2016



Autonomous vehicle ecosystem
threat surface perhaps wider than many think

Threat
Vectors



The 
SAFETY GAP 
in the autonomous 
vehicles area ...



Safety gap in vehicle ecosystems

Towards Safe and Secure Autonomous and Cooperative Vehicle Ecosystems. Lima, A; 
Rocha, F; Volp, M; Verissimo, P. in Proc’s 2nd ACM Workshop on Cyber-Physical Systems 
Security and Privacy (2016, October) @CCS, Vienna-Austria



So...
maybe those reported 
accidents ... were not 
really just bad luck?



But it can get worse:

The 
SAFETY-SECURITY GAP 
in the autonomous 
vehicles area ...
... (land, air, space) 



Safety-security gap in vehicle ecosystems

Towards Safe and Secure Autonomous and Cooperative Vehicle Ecosystems. Lima, A; 
Rocha, F; Volp, M; Verissimo, P. in Proc’s 2nd ACM Workshop on Cyber-Physical Systems 
Security and Privacy (2016, October) @CCS, Vienna-Austria



How serious is that?

«If It aIn’t 
secure, It 
aIn’t safe»

20



But maybe the 
AI/ML driven world 
is a bit more secure 
or safer? 



It can get really bad...
BAD as in ‘blind’

https://www.reddit.com/r/ThatsInsane/comments/r3fxpi/tesla
_radar_did_not_recognize_a_camel_cusing_an/?rdt=49822



Tesla vision did not recognize a camel, causing 
an accident in the UAE

Snake?
Dust Cloud? Bush?

Naaah, nothing ahead!



Cruise driverless car runs over woman 
and stops



One of Uber's Self-Driving Cars Hit and 
Killed a Woman in Arizona



The serious ecosystem security risks



Solutions? ...



A long journey towards

RESILIENT AUTONOMOUS 
VEHICLE ECOSYSTEMS

Two+ decades of joint work with several colleagues at 
Navigators/LASIGE@ULISBOA, CRITIX@UNILU (and 
many others from Univ/R&D across EU).
More recently, A. Shoker and R. Yasmin at 
CybeResil@KAUST, M.Voelp CRITIX@UNILU, V. Rahli 
@U.BIRMINGHAM, J. Decouchant@U.DELFT



FC/ULCORTEX
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Project Info

• Members:
 Univ. Lisboa Fac. Of Sciences 

(PT) (proj. coord.)

 Trinity College of Dublin (IR)

 U. of Lancaster (UK)

 U. of Ulm (DE)

• Duration: 
 3 years, starting April 2001

• Budget: 
 2 MEURO

INFORMATION SOCIETY TECHNOLOGIES
(IST) PROGRAMME

Project acronym: CORTEX
Project full title:

CO-operating Real-time senTient objects:
 architecture and EXperimental evaluation

[2001-04]



(Philosophical) ambition:

«Control the physics of event interleaving 
of autonomous object ecosystems, 
interacting in real time,
reconciling the (needed) predictability
with the (unavoidable) uncertainty
of open environments»

Cortex project [2001]



‘Sentient objects’ interaction model

• should support the needed classes of R/T 
interactions: environment-object, object-
object

• context awareness and sentience of body 
and of environment;

• generic and semantics-agnostic predicates 
for predictability and correctness in face 
of uncertainty

Perception

Environment

Feed-back

Interactions
Sentient Object

Cooperation

Actuation

Feed-back

Abstract safe distributed real-time (DRT) autonomous control of free-running objects

[P. Veríssimo and A. Casimiro. The Timely Computing Base 
Model and Architecture. IEEE Tacs. on Computers, 2002]



KARYON PROJECT :  
Kernel-Based 
ARchitecture for safetY-
critical cONtrol
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 Provide system solutions for predictable and safe coordination of 
smart vehicles that autonomously cooperate and interact in an open 
and inherently uncertain environment

33

KARY    N
2011-2014
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Trusted-Trustworthy components, i.e. :

 components on which you assume trust (depend on)

 because they are trustworthy (dependable), by 
construction, and verified to be so

 Not enough! We further need:

 a hybrid architecture giving structure to the trusted comp. 
plus payload compound

 a computational model proving that assumed trusted 
comp. properties are indeed obtained by the payload

Pi

T

Ultimately trusted hybrids

1999
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P1

P2

P3

P4

Leveraging trusted-trustworthy components and TEE, with the right set of simple functions (failure detectors, 
monotonic counters, reliable timers or clocks, PRG, signatures, indelible logs, binary consensus) 

Formally defined
interfaces

[P. Verissimo, “Travelling through 
Wormholes: a new look at 
Distributed Systems Models”, 
SIGACT News, vol. 37-1, Mar. 2006]

Hybridisation-aware 
Distributed Algorithms 
for RESILIENCE: 
Redundancy mgt. for 
error detection, 
recovery, masking, 
self-healing, etc.

Ultimately 
trusted hybrids

Just hardened 
q.b. Payload

T

T

T

T

Hybridisation-
aware 

algorithms: 
models, 

architect., and 
control
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P1
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Leveraging trusted-trustworthy components and TEE, with the right set of simple functions (failure detectors, 
monotonic counters, reliable timers or clocks, PRG, signatures, indelible logs, binary consensus) 

Formally defined
interfaces

[P. Verissimo, “Travelling through 
Wormholes: a new look at 
Distributed Systems Models”, 
SIGACT News, vol. 37-1, Mar. 2006]

Hybridisation-aware 
Distributed Algorithms 
for RESILIENCE: 
Redundancy mgt. for 
error detection, 
recovery, masking, 
self-healing, etc.

Ultimately 
trusted hybrids

Just hardened 
q.b. Payload

T

T

T

T

Hybridisation-
aware 

algorithms: 
models, 

architect., and 
control



KARYON architectural view: proof of concept of 
modularity and hybridisation for safety

A. Casimiro, J. Kaiser, E. Schiller, P. Costa, J. Parizi, R. Johansson, R. Librino, “The KARYON Project: Predictable and Safe 
Coordination in Cooperative Vehicular Systems”, in 2nd Workshop on Open Resilient Human-aware CPS (WORCS'13), Jun. 2013.

[2011-2014]

modularity and 
hybridisation for 

safety



KARYON architectural view: proof of concept 
of modularity and hybridisation for safety

A. Casimiro, J. Kaiser, E. Schiller, P. Costa, J. Parizi, R. Johansson, R. Librino, “The KARYON Project: Predictable and Safe 
Coordination in Cooperative Vehicular Systems”, in 2nd Workshop on Open Resilient Human-aware CPS (WORCS'13), Jun. 2013.

Sensor Diversity
Correlation

Adaptive fusion



Hybridisation layers
Variable complexity

A. Casimiro, J. Kaiser, E. Schiller, P. Costa, J. Parizi, R. Johansson, R. Librino, “The KARYON Project: Predictable and Safe 
Coordination in Cooperative Vehicular Systems”, in 2nd Workshop on Open Resilient Human-aware CPS (WORCS'13), Jun. 2013.

KARYON architectural view: proof of concept of 
modularity and hybridisation for safety



KARYON architectural view: proof of concept 
of modularity and hybridisation for safety

TIMELY AND
TRUSWORTHY

HYBRID
takes over, toward
fail-operational or

fail-safe termination

A. Casimiro, J. Kaiser, E. Schiller, P. Costa, J. Parizi, R. Johansson, R. Librino, “The KARYON Project: Predictable and Safe 
Coordination in Cooperative Vehicular Systems”, in 2nd Workshop on Open Resilient Human-aware CPS (WORCS'13), Jun. 2013.



KARYON architectural view:
proof of concept of hybridisation for safety

TIMELY AND
TRUSWORTHY

HYBRID

A. Casimiro, J. Kaiser, E. Schiller, P. Costa, J. Parizi, R. Johansson, R. Librino, “The KARYON Project: Predictable and Safe 
Coordination in Cooperative Vehicular Systems”, in 2nd Workshop on Open Resilient Human-aware CPS (WORCS'13), Jun. 2013.

+

TIMELY 
TRUSWORTHY

HYBRID
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Intel Collaborative Research 
Institute (ICRI)

Collaborative Autonomous 
& Resilient Systems 
(CARS)
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Intel Collaborative Research Institute for 

Collaborative Autonomous & Resilient Systems (CARS)
https://www.icri-cars.org/

Critix@

2017-2020



Ecosystem approach: Cooperation is key!
Individualistic cars worsen safety! 

Towards Safe and Secure Autonomous and Cooperative Vehicle Ecosystems. Lima, A; 
Rocha, F; Volp, M; Verissimo, P. in Proc’s 2nd ACM Workshop on Cyber-Physical Systems 
Security and Privacy (2016, October) @CCS, Vienna-Austria

Cooperation is key!
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Real-Time and Byzantine Resilient Digital Twins:
Beyond mere SCADA near-Real-Time Data Dissemination

Poorly behaving network 
(unbounded probabilistic losses)

RT-ByzCast: Real-Time Byzantine-
Resilient Reliable Broadcast

Real-Time Byzantine 
Consensus

PISTIS: Real-Time Byzantine 
Atomic Broadcast

Modularly build

Accurate Real-Time Digital Maps 
for Autonomous Driving 

D. Kozhaya, J. Decouchant and P. Esteves-Veríssimo, “RT-ByzCast: Real-
Time Byzantine-Resilient Reliable Broadcast” , IEEE Transactions on 
Computers 2019, Core A*

Kozhaya, D., Decouchant, J., Rahli, V., & Esteves-Verissimo, P. (2021). 
PISTIS: An Event-Triggered Real-time Byzantine Resilient Protocol Suite. 
IEEE TPDS. doi:10.1109/tpds.2021.3056718, Core A*

RT-ByzCast

PISTIS
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Kozhaya, D., Decouchant, J., Rahli, V., & Esteves-Verissimo, P. (2021). 
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RT-ByzCast

PISTIS



Intrusion Resilience System (IRS)

Trustworthy Autonomous 
Vehicles Architecture (SAVVY)

Towards sustainable 
security and safety
In AV control

KAUST
In-house
Projects

2021----



Towards sustainable security and safety
(inspired by precursor projects Karyon (EU) and ICRI CARS (INTEL)
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Collaboration among 
autonomous vehicles (V2V, V2I)

Fault and intrusion tolerant control in-vehicle by 
eliminating SPOFs, in particular at operating-
system level

Image credit: Mercedes-Benz 
Museum (as cited in Computer 

History Museum, 2011)
Slide from Intel ADG

From individualistic perception …

… to reliable collaboration

Midir

PC
I

Mem. ctl.

PC
I

Mem. ctl.

PC
I

PC
I

Mem. ctl.Mem. ctl. RAM / IO

RAM / IO

platform manager

plant

ctrl1

ctrl2

ctrl3ctrl4

ctrl5
recover

1
recover

2
recover

3

ctrl1

Resilient DRT autonomous control --- general driving



Intrusion Resilience System (IRS)

Towards sustainable 
security and safety
In AV control



Intrusion Resilience System (IRS)
The Concept: intrusion masking for real-time fault and 

intrusion tolerance (R/T FIT)

• IRS as a distributed service/middleware/library securing critical 
real-time in-car applications

• Distributed State Machines over a number of diverse ECUs

A. Shoker, V. Rahli, J. Decouchant and P. Esteves-Verissimo, "Intrusion 
Resilience Systems for Modern Vehicles," 2023 IEEE 97th Vehicular 
Technology Conference (VTC2023-Spring), Florence, Italy, 2023

Our scope: In-vehicle systems as Distributed systems of ECUs



Automotive Ecosystem
Our scope:
In-vehicle systems as
Distributed systems of ECUs



Intrusion Resilience System (IRS)
The Concept: intrusion masking

• IRS as a distributed
service/middleware/library

• A critical application (process) is fully 
replicated 

• Replicas form a Distributed State Machine
over a number of ECUs

• Decisions are only made through Byzantine
agreement (BA/BFT )

• Integrity of decisions is guaranteed despite 
intrusion faults of f out of N (3f+1/2f+1) 
replicas



The Path to Fault- and Intrusion-
Resilient Manycore Systems on a Chip

• distributed, parallelized, reconfigurable, heterogeneous…
– the very features that cause many of the imminent and emerging 

security and resilience challenges, can, through ...
• replication, hybridization, diversity, rejuvenation, adaptation,

– also open avenues for their cure through SoC architecting …

• This disruptive paper (@DSN2023 Disrupt track) suggests paths across the entire SoC
hardware/software stack.

• Modular FIT in modern cars offers a promising application domain

Shoker, P. Esteves-Verissimo and M. Völp, "The Path to Fault- and 
Intrusion-Resilient Manycore Systems on a Chip," 53rd IEEE/IFIP DSN 
Int’l Conference, Disrupt Track (DSN-S), Porto, Portugal, 2023.
doi: 10.1109/DSN-S58398.2023.00043.



App AppOS

core core core

HypervisorHypervisorHypervisor

Distributed Systems-on-a-Chip (DisSoC)
leveraging Ultra-resilient minimal roots-of-trust

 Threats have been permeating all levels of 
architecture.

 And we are always one step “late”: 
 we rely on high-level protection (Paxos, BFT,…)
 threats haunt below (hyp, ME, hw)
 lost battle: general 0-defect infeasible

 Leverage properties of manycore systems:
 distributed systems-on-a-chip (DisSoC)
 reinstantiate protection techniques at low enough 

level (detection, self-check, tolerance)

MMUMMUMMU

MIDIR

=> Patent applications P142684

System Resources (NoC, Memory / IO / …)

c
1c2

T2H2

capability
register set

interface to
invoke capabilities

interface to
configure
capabilities

set (c1, M:(p‘,s‘,{r}))2

set (c1, M:(p‘,s‘,{r}))3

set (c1, M:(p‘,s,{r,w}))1

set (c1, M:(p‘,s‘,{r})) voter

Behind the Last Line of Defense -- Surviving SoC Faults and Intrusions. Pinto 
Gouveia, Ines; Voelp, Marcus; Esteves-Verissimo, Paulo. arXiv preprint 
arXiv:2005.04096 (2020).
Computers & Security, Vol.123, 2022, https://doi.org/10.1016/j.cose.2022.102920.

[2016]



Trustworthy Autonomous 
Vehicles Architecture (SAVVY)

Towards sustainable 
security and safety
In AV control



Savvy: Trustworthy AI/ML powered 
Autonomous Vehicles Architecture 

Homogeneous ML-based systems cannot give strong assurance and 
resilience guarantees
Revisit the current fundamentals of GPT based safety-critical AV architectures: 

(i) finding a balance between intelligence and trustworthiness, 
considering efficiency and functionality brought in by AI/ML, while 
prioritizing indispensable safety and security; 

(ii) developing an advanced architecture reconciling the stochastic
nature of AI/ML (uncertainty) with the determinism
of driving  control theory (predictability)

Ali Shoker, Rehana Yasmin & Paulo Esteves-Verissimo. RC3@KAUST. 
(Work in progress) . Symposium on Vehicle Security and Privacy 
(VehicleSec 2024) @NDSS Feb. 2024, San Diego, CA-US.
arXiv https://doi.org/10.48550/arXiv.2402.14580



Autonomous Driving under attack

57

“Adversary”: 
Inadequate or insufficient Machine Learning mechanisms!

Tesla hits camelCamel visible No slow down

Ever seen Tesla hit a Camel??



Predicates abstracting the main
AI/ML-based AV failure syndromes

• Issue 1 
Confusion in Command and Control
– (ML model mapping of the controlled process and environment)

• Issue 2 
Better-precise-than-timely (All-or-Nothing)
– (ML classification paradigm is timeliness-agnostic)



• AD system could not make a decision 
• Late driver handover is being done

Vehicle has not made 
any slow-down or 

braking

• No reliable system that oversees 
vehicle state

• No reliable system to take over vs. 
waiting handover forever

Features disabled, 
ignored sensor inputs

• AD has not delivered early enough
• AD failed to recognize an obstacle

No mentioning to 
”invalid” or 

”indeterminate” 
classification

Issue 2 
ML-based optimized for 
All-or-Nothing regardless 
of time

59

Incident Analysis (NTSB & NHTSA)
Tesla, Volvo, GM Cruise, Honda 
Acura

Issue 1 
Confusion in Command 
and Control



Issue 1 
Confusion in Command 
and Control

• AD system could not make a decision 
• Driver handover is being done

Vehicle has not made 
any slow-down or 

braking

• No reliable system that oversees 
vehicle state

• No reliable system to take over vs 
waiting handover late or forever

Features disabled, 
broken or ignored 

sensors

• ML has not delivered early enough
• ML failed to recognize an obstacle

No mentioning to 
”invalid” or 

”indeterminate” or 
“not-converging” 

classification

Issue 2 
ML classification oriented 
to Better-precise-than-
timely (All-or-Nothing)
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Incident Analysis (NTSB & NHTSA)
Tesla, Volvo, GM Cruise, Honda 
Acura
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An object Brake Beep

Non-obstructive dimensions 
(small) Continue

Non-obstructive material (plastic 
bag, shadow)

Slow 
down Continue

Obstructive avoidable (rock) Beep Steer 
away

Obstructive unavoidable (falling 
truck) Brake Beep

Obstructive moving (animal) Brake Give way

Obstructive rational (human) Brake Stop

Obstuctive vehicle Slow 
down Talk to it

Solution
Hypothesis

Tune ML to infer a 
hierarchy of useful 
insights that are: 
time-bounded; trade
accuracy for delay

Dynamic Neural Networks that allow for 
model deformation using depth and width 
adjustment (early exiting, skipping, 
pruning, etc.), 
choosing the adequate protocol using 
Neural Architecture Search or parameter 
(Weights, Space, or Channel).

E.G.: Obstacle Avoidance Task

More accurate 
but slower



Savvy’s approach

Test 
TSIM 1

Plan 
TSIM 2

Act 
TSIM 3

Time to Hazard Time to Event

ML deliver here even 
with degraded quality

Static
Takeover

Test 
TSIM 1

Plan 
TSIM 2

Act 
TSIM 3

Test 
TSIM 1

Plan 
TSIM 2

Act 
TSIM 3

Issue 
Confusion in Command and Control

Solution
Safety-critical Superv. Control System 
Hybrid takes-over whatsoever

Issue 
ML optimized for Better-precise-than-
timely (All-or-Nothing)

Solution
calibrated ML for -Time-aware predictive 
quality degradation

Failsafe 
whatsoever

Task1

Task2

Task3

Delivery time
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Savvy 
Architecture

 Preliminary Sensing
o Detect an Event
o Define Time-to-Event (T2E)

 Safety-Critical Control (SCC)
o Define Time-to-Hazard (T2H)
o Set T2E and T2H timers
o Schedule Tasks over Time-

Sensitive Intelligent Modules 
(TSIM)

 Timer T2H << T2E:
o TSIM tunes ML model to deliver 

before T2H

 Timer T2H = T2E
o Fail-operational: SCC takes over

Safety-Critical Control (SCC)

Task Scheduler (TS)

TSIM

DMod

TS Proxy

Ri
ch

er

Fa
st

er

SMod

TSIM

DMod

TS Proxy

Ri
ch

er
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SMod
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DMod
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Actuation
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Indispensable Key AV Design Principles
(whose value was confirmed by the consequences of their lack, over the talk)

• Fundamental principles:

– Real-time context awareness and sentience of AV body and of environment;

– Reconciling predictability with uncertainty of open environments 

• -- Modularity and hybridisation for efficient, safe and economic control architectures

– Fault and intrusion tolerant control in-vehicle, eliminating SPOFs (by attacks or accidents)

– Modular In-vehicle systems as Distributed systems of ECUs (leverage open ECU market)

– ECUs from multicore chips as Distributed Systems-on-a-Chip (DisSoC) (for cost efficient implementation of functions above)

– Trusted-trustworthy hardware-assisted Architectural Hybridisation (ultimately trusted minimal modules)

• --- Algorithms and mechanisms predicates for predictability and correctness in face of uncertainty

– Sensor Diversity, Correlation, Adaptive fusion, providing context awareness with acceptable coverage in open environments

– Control SW Hybridisation layers of Variable complexity; these layers not converging or faulty, ultra-resilient hybrids (roots-of-

trust) enforce timely and ultimately trusted take-over as last resort (not hand-over!), toward fail-op or fail-safe termination

– Resilient R/T communication (V2V, V2I, V2NonSentientPlayers, e.g. humans), to enable Cooperation (no Individualistic cars!) 

– Protocols and architectures reconciling the stochastic nature of AI/ML with the determinism of driving control theory
65



KEY TAKE-AWAYS
(or... a wake-up call to AV manufacturers):

• Ecosystem mindset is indispensable

• Laws and regulations, “no Far-West”

• AV systems (AI/ML or other) cannot ignore distributed real-time systems 

and control theory, i.e. .... computer interpreted physics

• «If it ain’t secure, it ain’t safe» -- safety and security go together

• Reconciliation of uncertainty with predictability must be an inherent 

design predicate, not an after thought, a question of “training better”

• Modular and tech. neutral resilience solutions, from mechanical to cyber
67



About a side subject discussed at the 
meeting (ref. a LI post made some time ago):

In my humble opinion, there are two sides 
to what's happening:

(1) the quantitative paper-metrics culture 
itself;
(2) its use to evaluate/compare 

researchers/ faculty across areas or 
subareas.

(1) is inadequate,
(2) is intellectually dishonest. 



The end.

Thank you! 
Paulo Esteves-Veríssimo
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