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Sensitive Information in the Age of 
Edge and Cloud Computing

Data Protection Regulations

• European Union, 2018: GDPR (General Data Protection Regulation)

• Canada, 2000: PIPEDA (Personal Information Protection and Electronic
Documents Act)

• California, 2020: CCPA (California Consumer Privacy Act)

• Australia, 2024: Privacy Act Amendment Act
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From Centralized Learning
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From Centralized Learning to 
Federated Learning (FL)
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Ongoing Work on Trustworthy Federated
Learning
• Privacy

– PASTEL. ACM UbiComp 2024 (Rank A*)
– DINAR Middleware 2024 (Rank A)
– Projects: TARANIS (ANR PEPR Cloud)

• Fairness and bias
– Survey. ACM Comp. Surveys 2025 (Rank A*)
– ASTRAL. ACM UbiComp 2024 (Rank A*)
– Projects: M4DI (ANR PEPR Digital health), TARANIS (ANR PEPR Cloud), CITADEL (ANR)

• Robustness
– ARMOR. ACM UbiComp 2023 (Rank A*)
– Projects: TARANIS (PEPR Cloud)
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(Remaining) Privacy Threats in FL

• A malicious participant (at client-side, or server-side)

• Ability to analyze model parameters and infer sensitive/private information
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Membership Inference Attacks
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DINAR: Intuition Behind the Proposed Approach

F. Mo, et al. Layer-Wise Characterization of Latent Information Leakage in Federated Learning. ICLR 2021 Workshop on 
Distributed and Private Machine Learning. Virtual.

➤ Ravi’s talk – frontal brain
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DINAR: Fine-Grained Privacy-Preserving
Federated Learning
➤ Ravi’s talk – frontal brain plasticity
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How Effective Is Privacy
Protection vs. Model Utility?
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Towards a More General Approach for 
Privacy-Preserving Federated Learning

➤ Ravi’s talk – what about the hippocampus?
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PASTEL: Privacy as a First-Class Citizen in  
Federated Learning

PASTEL

Model loss

Privacy loss

& Novel loss
function Novel method to quantify

membership leakage at model 
layer level
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MIA Attacker’s Point of View

Model loss – Purchase100 dataset, with a 6 fully onnected layer network
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How Effective Is Privacy Protection?

Model privacy vs. model utility – Cifar-10 dataset, with ResNet20

(a) Attacks on clients’ local models (b) Attacks on FL global model
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Ongoing Work on Trustworthy Federated
Learning
• Privacy

– PASTEL. ACM UbiComp 2024 (Rank A*)
– DINAR Middleware 2024 (Rank A)

• Fairness and bias
– ASTRAL. ACM UbiComp 2024 (Rank A*)
– Survey. ACM Comp. Surveys 2025 (Rank A*)

• Robustness
– ARMOR. ACM UbiComp 2023 (Rank A*)
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What Is Bias?
• Demographic bias is the presence of favoritism or discrimination 

that unequally affects some demographic groups based on their
sensitive attributes

• Sensitive attributes cover demographic characteristics that have 
the potential to lead to discriminatory behavior, e.g., gender, race, 
age, etc.
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Recruitment

Bias in AI: A Threat to Fairness

Law 
enforcement

Healthcare
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Why Bias Matters More in Federated
Learning?

Chang, H., & Shokri, R. Bias Propagation in Federated Learning. ICLR 2023, Kigali, Rwanda.
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ASTRAL: Bias Mitigation in Federated
Learning
➤ The amount of data is not all what matters

➤ A novel bias-aware FL model aggregation approach
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Comparison of ASTRAL with Existing FL Bias
Mitigation Mechanisms
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Ongoing Work on Trustworthy Federated
Learning
• Privacy

– PASTEL. ACM UbiComp 2024 (Rank A*)
– DINAR Middleware 2024 (Rank A)

• Fairness and bias
– ASTRAL. ACM UbiComp 2024 (Rank A*)
– Survey. ACM Comp. Surveys 2025 (Rank A*)

• Robustness
– ARMOR. ACM UbiComp 2023 (Rank A*)
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Thank you!

DINAR Software prototypeDINAR Paper

PASTEL Software prototypePASTEL Paper

ASTRAL Software prototypeASTRAL Paper

Survey on FL Bias
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