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Background in 
Formal Methods







the exotic fruit in the menu 



the exotic fruit in the menu 



Belly landing, when aircraft 
lands without extending 

completely its gears



Jeju  airplane disaster, South Korea 2024

It's ungood !
Damages the aircraft 
extensively, with risk of
flip over or disintegration.







It rings a bell







.. as with Passwords ..
.. people failing to create strong or remembering  them



Newspeak

In the end the whole notion of
 [goodness and badness] will be covered 
by  [..] only one word: [good]

 Don't you  see the beauty of that, Winston?”



Security Newspeak

In the end the whole notion
of [security failure] will be covered
 by only one word: [human error]

 Don’t you see the beauty of  that, Winston?...”



Alphonse Chapanis



SO CLOSE!





Pause

So what?



Despite years, users still struggle in basic tasks:

choose strong passwords
use security instruments (encryption)
balance / assess risks
learn (long lasting) lessons from IS training
identify phishing (or similar scam)

Accept the harsh reality



Human- hard tasks in 
security are also known

 R, West, [title], Communication of the ACM, 2008 





Pause

Shall we ignore humans?
What to do about it?









Il est nécessaire que le système soit d’un usage facile,
ne demandant ni tension d’esprit, ni la connaissance d’une
longue série de règles à observer

AUGUST KERCKOFFS 
(La cryptographie militaire, 1883)

1883



Human interfaces MUST BE designed for ease of use, so tha
users routinely apply the protection mechanisms correctly. 

To minimize mistakes, user’s mental image of protection MU
match the mechanisms used.

J. Salzer and M. Schroeder, The protection of information in computer systems, Proc. IEEE, 1975

Early Steps: Usable Security 1975



1999



It’s not a bug, it’s a feature



Let's start



H. A. Miller, The magic number seven, plus or minus two, Psychology Review, 1956



D. L. Schacter, The seven sins of memory: Insights from Psychology and Cognitive Neuroscience, American Psychology, 1999

transience,
absent- mindedness,
blocking,
misattribution,
suggestibility,
bias, and
persistence..



 Benenson et al, [title], Proc. New Security Paradigm Workshop (NSPW), 2015

A Human Complexity Framework? 



System,
Users, 
UserActions(A),
SecurityEvalToolKit,
UsabilityEvalToolkit

Def Secure and Usable

Def Insecure and Maybe Usable



 Blaze, [title], Proc. NSPW 2004

Human Scale Security Protocol



Analyze security properties on human scale protocols 
 to understand how they succeed and fail

Apply tools and techniques of computer security in novel 
ways to analyze and improve the security of human- 
scale systems.

 Blaze suggests we should: 



(Semi) Formal approaches

C. Ellison, “Ceremony Design and Analysis,” Cryptology ePrint Archive, Report 2007/399, Tech. Rep., 2007

Ceremony  is an extended 
network protocol including
human beings and objects
 as nodes in the network



MULTI LAYERED INFORMATION FLOW

THREAT MODELS/ADVERSARIES

 PROTOCOLS / INTERACTIONS



Concertina

Bella et al, [title], Proc. IEEE 38th Annual International Computers, Software and Applications Conference Workshops, 2013



Use Case I
TSL handshake 
user/browser(s) interaction 



TSL handshake protocol





Bella et al, [title], A Socio- technical Understanding of TLS Certificate Validation, Proc.7th IFIP WG 11.11 International Conference, IFIPTM 2013

2013





Property 1 (Warning Users).

A user whose browser receives an invalid certificate on a 
TLS session is warned about this by the browser BEFORE 
the browser completes the session

Property 4 (Learning from Server Certificate History).

A user who completes a TLS session with a server via a 
browser receiving an invalid certificate, and then 
completes another session with the same server via the 
same browser receiving a valid certificate is warned by 
the browser about the risk of man- in- the- middle attack



Property 2 (Storing Server Certificates).

A user who stores a certificate that associates an honest 
server to its public key on a TLS session via a browser is 
protected from man- in- the- middle attacks on future 
sessions with the same server via the same browse

Property 3 ( HSTS [HTTP Strict Transport Security]

A user who accesses a server that sends an HSTS header 
on a TLS session via a browser that receives a valid 
certificate is protected from man- in- the- middle attacks on 
future sessions with the same server via the same browser



It is possible to define and analyze these properties 
formally, using  LTL and Proverif

Bella et al, [title], Socio- technical formal analysis of TLS certificate validation in modern browsers, Proc. Privacy, Security and Trust (PST) 2013

These are, however, properties of interfaces and the 
"ceremonies" they offer to users.



Users, and user's errors can be modelled (at least in part)



A library that, from a ceremony, generates realistic user's 
interaction failure modes (e.g., post completion errors).









Quote: "Our [Vigano's and Quamara's] analysis revealed
vulnerabilities arising from human errors, which can

affect other agents and disrupt the identification process.

We aim to extend our mutation model with timing-
related mutations, where action execution delays, such

as a user scanning an expired QR code or using an
outdated verification link .."



Check the time



Use Case I
Secure communications 



SMTP

SMTP/HTTPS POP/HTTPS

Bob's public keys

end- to- end encryption (decentralized p2p)







P6- Fi5



P6- Fi5: Intercept data, encryption is 
not broken .. it is simply rendered unusable



Automatic Key Generation, Discovery, and Management
Authentication via Trustwords
Automatic end- to- end encryption of messages
Privacy Rating assigned to a message

Do users understand whether their comm are secures?
(a study of prietty easy privacy):



UI  Icons (metaphors) mapped from by internal states

We formally checked (in part) the protocols in Proverif





Pause

What are relevant properties here?

Are user's happy to adopt e2e?
Are user's "sense" aligned with .. ?



User/Systems Misalignment: problems

False sense of security: injective certainty where it is 
 technically unjustified.

False sense of insecurity: failing to transmit a 
justified sense of security



Stojkovski, USER EXPERIENCE DESIGN FOR CYBERSECURITY & PRIVACY: ADDRESSING USER MISPERCEPTIONS OF SYSTEM SECURITY AND PRIVACY, 
PhD Thesis, Univ. Luxembourg, 2022

A ceremony with user's emotions



Stojkovski et al , Detecting Misalignments between System Security and User Perceptions: A  Preliminary Socio- technical Analysis of an E2E email Encryption 
System, IEEE European Symposium on Security and Privacy Workshops (EuroS&PW), 2019

Emotions as states in a Labelled 
Transition Systems  

User and system's states as measurable 
qualities: emotions and security status

(e.g., sense of security/confidence vs 
message is encrypted by the other party, 
no man- in- the- middle attacks)

They can aligned or misaligned.



How to assess for user's emotions / mental model?



Oh no, the (in)humanities







UX Assessment











Borce Stojkovski et al 2021. “I Personally Relate It to the Traffic Light”: A User Study on Security & Privacy Indicators in a Secure Email System Committed to 
Privacy by Default. In Proceedings of the 36thmAnnual ACM Symposium on Applied Computing (SAC ’21)

Borce Stojkovski, et al . 2019. Detecting Misalignments between System Security and User Perceptions: A Preliminary Socio- technical Analysis of an E2E email 
Encryption System. In 2019 IEEE European Symposium on Security and Privacy Workshops (EuroS&PW).





Use case III
Trust and the hotspot



How much user's choices are based on trust?
(e.g, in a hotspot name)?





Conclusions

Human role in ST systems is not to be ignored but included in
design
security analysis

Human behaviour in ST systems can be, at some extend
modelled/formalized
studied



Conclusions

Human role in ST systems can be

part of the solution (how?)
harmonized with the security goals

ST security requires "interdisciplinarity"



Sign of life out there  (NIST2) .. 



Thank you 

NO SOCIOTECH 



Gabriele LENZINI
SnT/University of Luxembourg
gabriele.lenzini@uni.lu




