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this?




Looking back at 30 years of automotive security
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Car Thefts, Germany M Reported

" Not retrieved

140.000
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100.000
Immobilizers
Vehicle theft became a wo%
real issue in the early 90s 20,000
- Lll lll
0
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Source: Allianz Zentrum fur Technik (AZT) Directive 95/56/EC
(mandating immobilizers)

160.000
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Technology borrowed from the “Schweinepille”

Initially, using ID verification only;
later using cryptography

How was this Y

achieved?

With semiconductors!
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Unlocking new use cases

Solving problems Enhancing user experience

Anti-theft system Keyless entry systems
Keyless engine start/stop

with transponders Remote key-entry systems

e
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SHE

Proposal for standardization
Dokumentenar

Hinwels Zur Gehaimhamng
Version 1.0
FRev: 239§
SHE - Secure Hardware Extension
HIS AK 12.09.2008
Security Functional Specification

Copyright notice

This document and its content is copyright of AUDI AG and BMW AG ©, 2008.

All rights by reserved. Distribution allowed for all HIS members. You may not, except with express written permission
of all HIS members, distribute or commercially exploit the content. Nor may you transmit it or store it in any other
website or other form of electronic retrieval system.
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Project partners :

Fact sheet esc r\ypt E
Delverables (@ntinental > Embedded Securitys EURECOM
Publications

News Cv\’) ./f:

Private area % Fraunhofer FUJ ITSU < I n ' n eon
Related links =

Contact

TELECOM

Data Protection arisTech
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31/03/2011

First silicon
implementations:

MPC56 with CSE (2011)
AUDO MAX SHE (2011)
RH850 with ICU (2012)
MPC57 with HSM (2012)



Evolution into modern secure enclaves

SHE High-performance compute Future proof

AES-128 (ECB, CBC, CMAC) @ Flashless MPUs @ Upgradeability

— = Miyaguchi-Preneel (hash, KDF) Distributed security architecture Anti-rollback
PRNG (opt. TRNG) Protocol offloading Crypto-agility (in-field)
10 key slots On-chip resource control & isolation Post-quantum crypto
Secure boot, debug Fast secure boot for multicore systems Long-term support

Increased features (“HSM") Increased resistance, assurance

g More cipher modes (CTR, GCM, CCM, ...) @ Run-time integrity checks

More algorithms (HMAC, SHA2/3, KDF2, DH, RSA, ECC, ...) Remote attestation

Larger keys (~256b security strength) Hardening against Fl & SCA
More key slots (+ key import/export) Third-party security evaluations (SESIP)
Strict secure boot ISO/SAE 21434 compliance
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Anchoring trust in secure enclaves

Secure Enclave High performance, security
Applications as ation Rich security services
Operating system
Firmware Platform security (and keys)
’ -end rooted in the Secure Enclave
chain of trust Chain of trust extends into

Silicon

the OS and applications

NXP provides the manufacturing
Trust ed at the root-of-trust (MRoT)

manufacturing floor And as a service to protect
customer keys using MRoT
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Establishing a global cybersecurity community

European manufacturers and suppliers

“In 2015, 14 light-duty vehicle OEMs decided to come join with Auto-ISAC
together to charter the formation of Auto-ISAC. Our s Ee
prospectus acknowledged the international nature of
the automotive industry and included participation
of global international Members. Auto-ISAC was
incorporated in August 2015 and became fully
operational in January 2016.”

Source: https://automotiveisac.com/faq

0006

nnnnnnn

3 ™ The Automotive Information Sharing and Analysis Center (Auto-ISAC) announces a
‘ | formal collaboration with the European Automobile Manufacturers’ Association (ACEA)

and the European Association of Automotive Suppliers (CLEPA) to create a central
A l ' I O ] l S A ‘ European hub for information sharing on motor vehicle cybersecurity.
Automotive Information Sharing and Analysis Center

Source
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https://www.acea.auto/news/european-manufacturers-suppliers-join-with-auto-isac/
https://automotiveisac.com/faq

Since 2022 also in Europe

AUTO-ISAC EUREPE

Automotive Information Sharing and Analysis Center

{* 8

NG 2

o\
-

enni Guidotti Magnani Brian Gorenc John Heldreth
ber Security Manager VP of Threat Research Founder of ASRG
e

%

S
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UWB to prevent modern vehicle theft

“Digitale Funktechnik schutzt besser

Criminoljs..cqn exploit a
éﬁ?rf,rfgt'gt% ;”yifeyrfis How the relay attack works Mit digitaler Funktechnik kénnen Hersteller ihre
using a digital theft

technique called the Keyless-Modelle sicherer machen. Diese Technik
relay attack oyl verwendet Computerchips mit Ultra-Wide-Band-
' Technik (UWB) im SchlieRsystem, mit deren Hilfe

aus der Laufzeit der Funksignale prdézise die
Entfernung des SchlUssels zum Auto ermittelt
werden kann. Bei Verwendung der vom ADAC
benutzten Funkverldngerung reagiert das Auto
dann nicht mehr.

Erfreulicherweise hat Jaguar Land Rover als erster
Autohersteller seit 2018 diese Technik in neuen
Modellen verbaut.”

Source

Source: Thatcham Research - What is keyless entry / start?
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https://www.adac.de/rund-ums-fahrzeug/ausstattung-technik-zubehoer/assistenzsysteme/keyless/
https://news.thatcham.org/wp-content/uploads/2023/11/08528f9c5d475f6c8e1ff996eecf1a73.pdf

Unlocking new use cases

Solving problems

Relay station attacks Smart car access using CCC Digital Key™

Member List

. BMW
& @ Grolp

DENSO &zZ» |(Im| Google

(5% I
HONDA NP @
HYUNDAI Mercedes-Benz

Panasonic SAMSUNG THALES
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Further use cases for UWNB

l% Security @ Auto positioning
Protection against Automated parking (AVP)
relay station attack EV charging (W/C-EVC)

D,) Smart phone access é)) Car as key
Truly handsfree access Garage [ parking-lot access
RSD for phone & fobs Drive through payment

@ Radar

Passenger detection

Easy trunk access
Intruder alert

i

And safety!
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Security is no
longer an option

23
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}t SUSTAINABLE £ &™
b U N E CE DEVELOPMENT ='i.:ALS

UNECE PRESS RELEASES

More options v

Three landmark UN vehicle regulations enter into force

| SDGs [> || Intelligent Transport Systems [ ||Vehide Regulations [> || Sustainable Development [> ‘

05 February 2021

ISO/SAE 21434 auto cybersecurity standard:
Dawn of a new era?

Technical requirements for vehicle information security
Technical requirements for vehicle cybersecurity

Mational Standards | Mandatory

GB 44495-2024 - Implementation: Jan. 1, 2026

Road Vehicle Information Security Engineering
Road vehicles—Cybersecurity engineering

20230389-T-339 - equivalent to ISO/SAE 21434:2021

= - XS Q

NXP Announces Compliance With ISO/SAE
21434, the New Standard for Automotive
Cybersecurity

September 9, 2021 12.00 PM by NXP Semiconductors News Brief

NXP cybersecurity engineering processes are now certified as compliant
with the new automotive cybersecurity standard ISO/SAE 21434.

Compliance with ISO/SAE 21434 aligns with the existing NXP principle of security-by-
design in automotive applications.



Scope of ISO/SAE 21434

[introductory chapters 1-4 omitted]

5.

Overq " CYbe rsecurity ma nqgement Organizational aspects & general requirements

6.

Project dependent cybersecurity management

Distributed cybersecurity activities ... deve.opme,N

Monitoring, incident response,

Continual cybersecurity activities VIEE Pl

1.

\

10.

Concept
Product development

Cybersecurity validation

Product creation

12.

14.

Production 13. Operations & maintenance

End of c.s. Support & Decommissioning

(Post-)development

Vs

.

15.

Threat analysis & risk assessment methods [TARA]
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Covers entire lifecycle,
with emphasis on
product creation

The TARA is created in
product creation &
maintained afterwards
(CS support period)




A holistic approach is required

NXP’s approach to product security, aligned with industry standards & best-practices:

Broad portfolio of Secure product engineering process
security solutions (ISO/SAE 21434 and IEC 62443-4-1 certified) Security school
3rd party certifications Product Security Incident Security-aware
(CC, EMVCo, SESIP, PSA, CAVP, ...) Response Team (PSIRT) organization

. l
T :

>

20+ years inthe ﬁ Technology
security industry

Differentiating Information security policies In-house vulnerability
security Site security (ISO 27001, TISAX) analysis lab
innovations
Best-in-class IT-Security program Working with researchers,
security IP and subsystems (incl. SOC, CSIRT, ...) industry partners, Auto-ISAC,

Charter of Trust, CERTS, ...
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No. Q4B 109577 0002 Rev. 01

Holder of Certificate: NXP Semiconductors Netherlands B.V. Certificate ID SESIP-2100009-01

Chief Technology Office
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THE NETHERL ANDS product $32G2 Version 2.0
Factory(ies): NXP Semiconductors Netherlands B.V. o

Chief Technology Office Sponsor (and NXP USA, Inc.
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° (ISO/IEC 15408-1, ISO/IEC 15408-2, ISO/IEC 15408-3)
Scope of Certificate:  Busi Creation and 2 ent (BCaM) ST Reference S$32G2 SESIP Security Target, version 1.3
Process and Product Security Incident Response -
Process (PSIRP) Summarised:
) SESIP2
Cybersecurity engineering processes according to ISO/SAE Assurance Package  With
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ISO/SAE 21434 SESIP (EN 17927)

Road vehicles — Cybersecurity engineering Security Evaluation Standard for IoT Platforms
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https://www.nxp.com/products/nxp-product-information/nxp-product-programs/edgelock-assurance/compliance:EDGELOCK-COMPLIANCE
https://globalplatform.org/sesip/
https://trustcb.com/iot/sesip/sesip-certificates/

Achieving verifiable claims using SESIP

Threat Modelling

Threat Mitigation
(security Mechanisms)

NXP Security Claims

Security Guidance

ISO/SAE 21434
Compliance claims

Source Code

ISO/SAE 21434
Process & Evidence
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Security Testing

Compliance Claim proof
(Crypto, RNG)

Code Review

Development Process proof




Reflection

A significant step forward:

Security is present in every project
Increasing alignment within the industry

Networks established

Attention points:

Establish common baselines & thresholds
(threats, attack resistance, ossurance)

Align TARAs
Avoid wild growth of standards
Avoid unnecessary ‘paperwork’

Long-term cybersecurity support
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Public-key Symmetric

cryptography cryptography

| | | |

Contemporary
cryptography

Difficulty of

Difficulty of discrete

factoring

logarithms
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Public-key Symmetric
The potenticﬂ cryptography cryptography
impact of , |
quantum AES-128 SHA-256
computers AES-256 SHA-384

(Solution: “double” the key sizes)

r ulty of
screte
Jarithms

Broken! “Weakened”
P Shor's algorithm !A’ Grover's algorithm
P (1994) 0%‘ (1996)
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Post-quantum crypto

» NXP security experts co-authored six KEM proposals, including Kyber
(FIPS 203), Classic McEliece and FrodoKEM (ISO/IEC 18033-2 Amd. 2).

« We work with industry partners, paving the way towards deployment
(integration into protocols, systems & infrastructure).

ML-KEM FIPS 203

(Kyber)
ML-DSA FIPS 204
NIST oo ISO
SP 800-208 (Dilithium) Further NIST bush from EU o
Stateful Hash- SLH-DSA FIPS 205 PQC Standards include additional
Based Signature (SPHINCS+) Round 4 KEM, Signature schemesin
Sche?nes On-Ramp ISO/IEC 18033-2
2023-2030
()
° .
- JOIONO)
2025-2028
Initial NIST Asia
FN-DSA FIPS 206
XMSS PQC (Falcon) PQC standards FrodoKEM
standards from China, Korea i
LMS and India expected Classic

McEliece

Digital

signature Key exchange
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POST-QUANTUM SECURE
OVER-THE-AIR UPDATE
OF AUTOMOTIVE SYSTEMS

Joppe Bos, Alexander Dima, Alexander Kiening, Joost Renes N
NOVEMBER 2023 ‘] @
"' |

DENSO IQ

Crafting the Core

hY 4 SECURE CONNECTIONS o
yu FOR A SMARTER WORLD \

- \

L

nlLEL o AL ‘

Presentations at escar Europe, 2022 & 2023

Related papers:

Webinar

Migrating to PQC —
How NXP applied quantum
security with Utimaco? Chapter Lead

Pac
Utimaco

(8 Thursday, 18® April (m\ PST /6 pm CET

utimaco’

NXP's New i.MX 94 Family of Applications
Processors Delivers Safe, Secure Connectivity
for the Industrial and Automotive Edge

November 12, 2024 9:00 AM CET (UTC+1) by NXP Semiconductors Press Release



https://ia.cr/2023/965
https://ia.cr/2022/635
https://www.brighttalk.com/webcast/19444/611650

Looking back at 30 years of automotive security
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Use-case specific
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Moving into
software-defi
future



Vehicle transformation underway

Static

Best performance when new

Loses value over time



Software-defined vehicles

Do we need
to reinvent
security?
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Software-defined vehicles

SDV needs

at SoC level




Conclusions

The automotive ecosystem has come a long way
in addressing (cyber)security

Success factors:

« Collaboration within and across ecosystems
« Innovative semiconductor solutions

Both will be essential for future resilience as well
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Thank you

Timo van Roermund
timo.van.roermund@nxp.com

nxp.com/automotivesecurity
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