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What is missing in mission-critical
systems?

» What I see in current mission critical (Cyber physical)
systems is ...

» more and more sophisticated functions

» in more and more unknown and unpredicatble
environments....

» using technologies we do not master properly

DEGLI STUDI
~z | FIRENZE
IIIIII

E C L 87th IFIP wpl10.4, Feb 2024

RESILIENT COMPUTING LAB



An example: Autonomous driving...
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No Automation '  Driver Assistance | Partial Automation ' Cond.

+ Advanced Driver Assistance System (ADAS) "
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Human Driver Monitors Driving Environmental Automated Driving System Monitors Driving Environment
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The challenge

» more and more sophisticated functions :
» Eg. AUTOMATED DRIVING

» in more and more unknown and unpredicatble
environments....

» Automated driving system MONITORS environment

» using technologies we do not master properly
(especially wrt safety and security)

» AT and ML primarily
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Malfunctioning . Hazardous behaviour
i Results in -
behaviour on vehicle level
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ISO 21448 - SOTIF

ISO 26262

An eye on Standards....
ISO 26262 and ISO 21448 Sotif

“‘Absence of unreasonable risk due to hazards
caused by malfunctioning behaviour of the
electrical and/or electronic systems»

e
conditions insufficiency

Hazardous behaviour on vehicle
level

—_——————
Insufficiencies of 1
I the specification I
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Performance
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‘Absence of unreasonable risk due to hazards , insufficiencies

resulting from functional insufficiencies of the
intended functionality or by reasonably
foreseeable misuse by road users”
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Inability to prevent or detect and
mitigate foreseeable indirect misuse

Source: CFAA — University of York — Prof.
Burton
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SOTIF VIEW: Insufficiencies of Specification and
Performance Insufficienceis

» How to define a “complete” specification:
— Dealing with rare but critical events

— Distributional shift / changes in the environment over time

» Performance Insufficiencies -> Model uncertainty:

— Residual errors:

* due to bias and lack of generalization and robustness: outputs sensitive
to small changes in the inputs and insufficiencies in training data

— Prediction uncertainty:

* Confidence scores not necessarily indication of probability of correctness

Unsafe Safe Unsafe Safe

Known Known

Unknown

Evolution of the use ~ Unknown
case categories with
the SOTIF activities
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Encompassing
system
development

Al system
development —
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ISO PAS 8800 Safety and Al
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safety
requirements
allocated to the
Al system

How to reduce Impact of AI Errors?

Hazard and risk analysis and
safety requirement definition at
encompassing system level

-~
I N

How much do I have to reduce Uncertainty ?

Encompassing system
integration, test and

ent of Al

Selection of Al
approach and Al
system design

y

A

Data
specification and
collection for
training and test

Requirements cannot be achieved
and must be renegotiated with the

encompassing system

Which Safety Metrics Shall be quantitatively measured?

What quantitative acceptance criteria for AT Safety metrics?

Encompassing system
field monitoring

assurance activities
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Evaluation of )
) . Operation and
Al safety analysis confidence in the g continual
~ i assurance w assurance
argument =
Al system
verification and
validation
Insufficiencies or
changes in the
Insufficient confidence operating conditions
in the assurance detected during
argument operation
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Landscape

Complex Standards and Regulation

EU Al Act

Laws and Sector- UN ECE WP 29 ko Technology-  USEO on Safe, Secure,
regulations specific GRVA =0 specific Trustworthy Al
L J L
Aligned with or directly reference
international standards
i . IS0 TS 23792 Intelligent transport systems —
Pofild “P;I&sm'ﬁc ADS-specific Motorway chauffeur systems
_— .
safety o E systems standards ISO/FDIS 23374 Intelligent transport systems —

IS0 21448 Road
Safety of the

ISO 26262 Road
vehicles - Functional
safety

Vehicles -
Intended Functionality

Safety concepts
extended for Al

v

ISO PAS 8800 Road Vehicles -
Safety and Artificial Intelligence

May make use of appli

Application-agnostic Al/ML
concepts

ISO/IEC TS 4213 Assessment of machine

learning classification performance

IEEE P339 Recommended Practice for
Defining and Evaluating Al Risk, Safety,
Trustworthiness, and Responsibility
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ISO/IEC 22989 Artificial intelligence
concepts and definitions

ation-agnostic guida

Automated valet parking systems (AVPS)

SAE 13016 Taxonomy and Definitions for Terms

Requirements Related to ADS for On-Road Motor Vehicles

to be
implemented
according to
the principles
of safety
standards

SAE 13316 - Cooperative driving automation (CDA)
Features

BSI PAS 1883 ODD taxonormy for an ADS -
specification

IEEE P2846 Standard for Assumptions in Safety-
related models for ADS

1SO TS 5083 Road vehicles - Safety for ADS -
design, verification and validation

nce d'_. ring iINMpieme

ISOAEC TR 5469 Artificial intelligence
Functional safety and Al systems

ISO/IEC TR 24029 - Assessment of the
robustness of neural networks

IEEE P2976 - Standard for XAl —
eXplainable Al- for Achieving Clarity and
Interoperability of Al Systems Design

y

Al standards
support the
implementation of
laws and regulations

EU Al Act calls for
the creation of Al
standards

ISO/IEC TS 25058 " SQuaRE - Guidance
for quality evaluation of artificial
intelligence [Al) systems

ISO/IEC TR 24027 Bias in Al systems and
Al aided decision making

IEEE P3129 Standard for Robustness
Testing and Evaluation Al-based Image
Recognition Service

Source: CFAA — University of York — Prof. Burton
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ML classifiers

= (ML) classifiers are increasingly used
in critical systems.

» Classifiers, despite effective fraining, are prone to
misclassifications > harmful in critical systems.

» Unclear Decision Boundaries: Difficulty in defining
(perfect) decision boundaries in complex environments.

Input
Data Classifier clf
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Dealing with ml classifiers

» Reducing misclassifications in critical systems where
incorrect outputs can lead to severe consequences.

» Insight: Rather than striving for perfect accuracy, focus on
integrating fail-controlled mechanism

» Classifiers as system components - flexible error handling
of their failures.

» We look @Classifiers which can reject uncertain
predictions.
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Input Classifier clf
Data
dp Additional
Components

» Advantages:
- Reduces likelihood of incorrect decisions.

- Shift from uncontrolled failures to controlled ones
(omissions).
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Evaluation Metrics

New evaluation metrics needed to account for rejection.

classifier behavior —

FCC(clf) behavior |

Correct Mis- Sum
Prediction classification
a £ 1
QPc Pm ¢
dw Ew 1- ()

®,, ratio = ¢, / ¢, the ratio of omitted misclassifications over all

omissions, to be maximized. (ideally one would like fo omit

misclassifications only)

Edrop = (€ - €, )/ € The drop in misclassifications, to be maximized.

(ideally ¢, should go to O)
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Software Architectures for FCCs

Feature Class
| Values Prediction Chcs
Simple lassifi '
CL?-‘ Classifier clf D

Input
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Input dp
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Data
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dp
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Software Architectures for FCCs-2
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Software Architectures for FCCs -3
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Some Experiments

» Two Types of Classifiers

- Input Checker (Binary CLF)
* Enables to detect either Normal

or Anamolous input data. [ [
- Main Classifier (Multiclass CLF) )
* Enables to classify the class of Gray clF ) (Ginary CLF
the input data . sum - vecisin Tree
-ResNet50 . I;‘l:j;r;glscmmmanf
» Dataset Used: ‘
(Multiclass CLF | (Multiclass CLF
- Tabular datasets: [noer oo ravet
® CICIDSIS (IHTI"USIOH DZTZCTIOH), L:'Izsj::i?w ) glii;?::?Regression )

ARANCINO (Error Detection),
MetroPT (Control Systems).

- Image datasets:
« FER-10, Food.
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Results (Tabular Dataset)

Comparison of FCCs using RF as the main classifier on tabular datasets.

Error Detection MetroPT

70%  75%  80%  85%  90%  95%  100% 70% 75% 80%  85%  90%  95% 100%
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Results (Image Dataset)

Comparison of FCCs using DN as the main classifier on image datasets.

FER13

0% 20% 40% 60% 80%  100%

OP DN O
SW DN RN I — O
BTl ===

Food

0% 20%  40%  60%  80%  100%

VI | VI 1
¢ ¢
WV m WV I
BVl ST o— H Hewl STK i
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Results (Unknown Inputs)

Rejection probability ¢ of unknown inputs for different FCCs (ideal 1.00)

Tabular

Image Datasets
Datasets &

NIDS
Error Detection
MetroPT
FER13
Flower
Food

IP_RF ET 0.83 | 0.82 | 1.00 IP_ DN RN 0.99 | 0.83 | 0.86

OP_RF 0.00 | 0.04 | 0.00 OP_DN 0.90 | 032 | 0.26

SW RF LDA | 0.78 | 0.50 | 098 | SW DN RN [ 1.00 | 0.87 | 0.89

RB1 0.73 | 0.48 | 0.98 RB1 0.82 | 0.19 | 0.12
RB2 0.00 [ 0.00 | 0.00 RB2 0.82 | 0.17 | 0.11

VT 0.83 | 0.82 | 1.00 VT 090 | 037 | 0.25
WVT 0.78 | 0.49 | 0.98 WVT 1.00 | 0.80 | 0.86
STK 0.00 [ 0.00 | 0.00 STK 090 | 0.22 | 0.20
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Diversity (Tabular Dataset)

» Classification performance, DISagreement, Double Fault DF, double
reject DR of FCCs used for building RB, VT, WVT, STK tabular

classifiers.
» Results are averaged across the three tabular datasets
DISagreement DIS Double Fault (DF) Double reject DR
(best if high) (best if low) (best if low)

< S < S < - B
B 8 & ~ @ AlQ 8 & =@ 2AlE 8 o x =m A
=T = RV~ A a4 & A - = -1
FCC ¢ o, &3 & o o 4 Q|la 5 2 o 4 2o|Ba & e o 29
2 % o 0 Bl e % S S Bl <l - ©  © B‘ &
w2 w2 wn
IP DT ET 0.138 [ 0.846 0.016f - 0.05 0.05 027 023 006 - 0.01 0.02 0.01 0.01 0.01 - 0.11 0.00 0.05 0.14 0.12
IP_ RF LDA 0.159 1 0.814 0.027(0.05 - 0.09 [0.29 0.26 0.01 [ 0.01 - 0.03 002 0.01 0.03]0.11 - 0.00 0.04 0.12 0.16
OP DT 0.000 1 0.896 0.104/0.05 0.09 - 025 0.28 0.09|0.02 0.03 - 006 001 0.02(0.00 000 - 0.00 0.00 0.00
OP_LR 0.262 0.654 0.084[027 029 025 - 003 029001 002 006 - 003 0.02[005 004 000 - 026 0.05
SW_LR ET  |0352 0619 0.029/023 026 0.28 003 - 026]001 001 001 003 - 001|014 012 000 026 - 0.2

SW_XGB_LDA |0.169 0.805 0.026/0.06 0.01 0.09 1029 026 - |0.01 003 002 002 001 - [0.12 016 0.00 005 0.12
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Diversity (Image Dataset)

» Classification performance, DISagreement, Double Fault DF, double
reject DR of FCCs used for building RB, VT, WVT, STK image
classifiers.

» Results are averaged across the three Image datasets.

DISagreement DIS Double Fault (DF) Double reject DR
(best if high) (best if low) (best if low)

z oz & z oz & z oz
§| Z U S S, §| oza‘ Z U < o, ?;\ E| Z O S S, %
rec e e &z o 2 % 2 8l 8 2z < 8|z B 0 z ¢ 8
w )] =8 = | | > @) 2% & | | > @) = = | | >
- o ©° - | o0 ©  © = = o o ° - |
IP. DN RN  |0.032 0.787 0.181( - 0.19 0.18 030 0.17 020| - 005 006 005 006 006| - 002 001 003 0.03 0.03
OP_DN 0327 0.622 0.051[019 - 012 020 0.13 0.13]005 - 004 004 004 004]002 - 023 028 023 025
OP_IC 0279 0.656 0.065[0.18 0.12 - (023 002 0.15[006 004 - 004 006 005[001 023 - 024 028 021
SW_AN_GN |[0.449 0494 0.056 [0.30° 020 023 - 021 0.15]/0.05 0.04 004 - 004 004]003 028 024 - 025 030
SW IC_GN [0297 0.638 0.064|0.17 0.13 002 021 - 0.14]006 004 006 004 - 005|003 023 028 025 - 023

SW_VGG RN |0.336 0.594 0.070 [0.20 0.13 0.15 0.5 0.14 - [0.06 004 005 004 005 - [003 025 021 030 023
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Concluding

A
I

» Machine learning classifiers are one of the must-have
for critical systems designers despite the difficulties
in properly integrating and operating them.

» Instead of dreaming and striving for perfect accuracy,

focus on reducing misclassifications by integrating
fail-controlled mechanism

» FCCs provide a safer alternative to traditional
classifiers in critical systems.

» Emphasize system-level design to manage uncertainty
and failures.
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My roadmap

» Further research on uncertainty quantification and
rejection mechanisms.

» Structures to minimize rejections effectively.
» Design different software architectures using FCC's.

» Integrating the Design of FCCs with the industry-
specific standards

- See eg. the ISO PAS 4000.
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