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Contribution

A new path-sensitive code embedding utilizing
* precise path-sensitive value-flow analysis
 a pretrained value-flow path encoder via self-supervised contrastive learning

to significantly boost the performance and reduce the training costs of
later path-based prediction models to precisely pinpoint vulnerabilities.
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Static Vulnerability Detector
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Some Static Vulnerability User-Defined Specifications
Detectors

1. Rely heavily on user-defined rules and domain knowledge.

2. Have difficulty in finding a wider range of vulnerabilities (e.g., naming
issues and incorrect business logic)
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Source Code

Neural Network Models
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F insw
Learning-based Vulnerability Detector
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Code Embedding

Structure-unaware embedding

Recurrent Neural Networks

Hidden Layer l
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Source Code Lexical Tokens Natural Language Processing
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Code Embedding

Structure-aware embedding

High school
Local area friends 4 Online friends
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Source Code Program Dependence Graph Neural Network
Graphs
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Limitations

* Existing models are still Insufficient for precise bug detection, because the
objective of these models is to produce classification results rather than
comprehending the semantics of vulnerabilities, e.g., pinpointing bug
triggering paths, which are essential for static bug detection.



Limitations

GNN: Path-unaware Message-passing

[ GNN: all pair-wise message passing]

HEE
x{ = Wlxi + WZ Z ej'i . x]' m
JEN(i) 10
x;: feature vector of node i (2) mmm

x;: updated feature vector of node i

‘ _ Message passing
N (i): neighbors of node i
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Limitations

GNN: Path-unaware Message-passing

[GNN does not distinguish feasible/infeasible program dependence paths.]
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* Path-based Code Embedding

* The detection approach needs to work on a precise learning model that
can preserve value-flow paths such that we can check the feasibility.
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Abstract Syntax Value-Flow
Tree Graph

1. Aim at code classification and summarization.

sssss

2. Not suitable for path-based vulnerability detection due to
potentially unbounded number of paths.

[5] Uri Alon, Meital Zilberstein, Omer Levy, and Eran Yahav. 2019. Code2vec: Learning Distributed Representations of Code. 3, POPL, Article 40 (Jan. 2019),
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OOPSLA, Article 233 (Nov. 2020), 27 pages. https://doi.org/10.1145/3428301
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Path-based Code Embedding

* Path embedding model
* Preserve the in-depth semantics of paths

* Path selection strategy
* Preserve individual feasible paths with discriminative features
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The Aim of This Work

* ContraFlow: a path-sensitive code embedding approach which uses self-
supervised contrastive learning to pinpoint vulnerabilities based on
value-flow paths.
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The Aim of This Work

* ContraFlow: a path-sensitive code embedding approach which uses self-
supervised contrastive learning to pinpoint vulnerabilities based on

value-flow paths.

Input
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The Aim of This Work

* ContraFlow: a path-sensitive code embedding approach which uses self-
supervised contrastive learning to pinpoint vulnerabilities based on
value-flow paths.
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The Aim of This Work

* ContraFlow: a path-sensitive code embedding approach which uses self-
supervised contrastive learning to pinpoint vulnerabilities based on
value-flow paths.
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The Aim of This Work

* ContraFlow: a path-sensitive code embedding approach which uses self-
supervised contrastive learning to pinpoint vulnerabilities based on
value-flow paths.

Self-Supervised
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The Aim of This Work

* ContraFlow: a path-sensitive code embedding approach which uses self-
supervised contrastive learning to pinpoint vulnerabilities based on
value-flow paths.
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The Aim of This Work

* ContraFlow: a path-sensitive code embedding approach which uses self-
supervised contrastive learning to pinpoint vulnerabilities based on

value-flow paths.
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The Aim of This Work

* ContraFlow: a path-sensitive code embedding approach which uses self-
supervised contrastive learning to pinpoint vulnerabilities based on
value-flow paths.
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Motivating Example

(a) Contrastive Value-Flow Embedding

Source Code

1 void msg_q(){

2 Inf hd = log_kits("head");
3 Inf tl = log_kits("tail");
4

5 if(FLG){

6 rebuild_list(&hd);

7

8 }else{

9 rebuild_list(&tl);

10

11 }

12 if(FLG){

13 set_status(&hd,&tl);
14 }else{

15 log_status(&hd, &tl);
16 }

17}

22
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Motivating Example

(a) Contrastive Value-Flow Embedding

Source Code

1 void msg_q(){
I2 Inf hd = log_kits("head")ﬂ

3 Inf tl = log_kits("tail");
4

5 if(FLG){

|6 rebuild_list(&hd);|

7

8 }else{

9 rebuild_list(&tl);
10

11 }

12 if(FLG){

13 [set_status(&hd,&tl); |
14 }elsed

15 log_status(&hd, &tl);
16 1}

17}

AP| misuse: log_kits = rebuild_list — set_status

Can cause unexpected behavior

23



Motivating Example

(a) Contrastive Value-Flow Embedding

Source Code (a) Contrastive Value-Flow Embedding
1 void msg_q(){
2 Inf hd = log_kits("head");
3 Inf tl = log_kits("tail");
4
S if(FLG){
6 rebuild_list(&hd);
7
8 }else{
9 rebuild_list(&tl);
10 .
11 }
12 if(FLG){
13 set_status(&hd,&tl);
14 }else{
15 log_status(&hd, &tl);
16 }
17}

24
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Motivating Example

(a) Contrastive Value-Flow Embedding

Source Code (a) Contrastive Value-Flow Embedding
1 void msg_q(){
2 Inf hd = log_kits("head");
3 Inf tl = log_kits("tail");
4
5 if(FLG){
6 rebuild_list(&hd);
7
8 }else{
9 rebuild_list(&tl);
10 .
11 }
12 if(FLG){
13 set_status(&hd,&tl);
14 }else{
15 log_status(&hd, &tl);
16 }
17}

Inflhd|= log_kits(“head”); 9

LG lcontrol-flow transfer condition

F
rebuild_list(&hd); (6) m
FLG

set_status(&hd), &tl); (13)
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Motivating Example

(a) Contrastive Value-Flow Embedding

Source Code (a) Contrastive Value-Flow Embedding
1 void msg_q(){
2 Inf hd = log_kits("head");
3 Inf tl = log_kits("tail");
4
5 if(FLG){
6 rebuild_list(&hd);
7
8 }else{
9 rebuild_list(&tl);
10 .
11 }
12 if(FLG){
13 set_status(&hd,&tl);
14 }else{
15 log_status(&hd, &tl);
16 }
17} =
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Motivating Example

(a) Contrastive Value-Flow Embedding

Local Encoding Global Encoding
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SYDNEY

Motivating Example

(a) Contrastive Value-Flow Embedding

(

3] Token Embedding Space

n1| CallExpression

rebuild list(&hd); - T V-
/‘ 5
Vn V
nzl Callee nz|ArgumentList -
rebuild_list &hd
?
m| UnaryExpression
&hd
/d . \ ..
ns|Unary0perator ne| Identifier

&

hd

Local Encoding

28



5 UNSW
Motivating Example

(a) Contrastive Value-Flow Embedding

C 8] Token Embedding Space

n1| CallEXpression
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SYDNEY

Motivating Example

(a) Contrastive Value-Flow Embedding

(

n4 CallExpression

rebuild_list(&hd);

;

/ Vn

Vv

n4ArgumentList
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?

|
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&hd
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Local Encoding
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Motivating Example

(a) Contrastive Value-Flow Embedding

BGRU+Attention

Global encoding
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Motivating Example

(a) Contrastive Value-Flow Embedding

Source Code (a) Contrastive Value-Flow Embedding
1 void msg_q(){
2 Inf hd = log_kits("head");
3 Inf tl = log_kits("tail");
4
5 if(FLG){
6 rebuild_list(&hd);
; }else;:{' Different Contrastiv.e
9 rebuild_list(&tl); Dropout gashadiliss g
10 Masks
11 } —— —
12 if(FLG){ -
13 set_status(&hd,&tl); VPE B clovaril
14 Felsef Propagation
15 log_status(&hd, &tl); o
16 }
17}

32



Motivating Example

(a) Contrastive Value-Flow Embedding

Sim(Vo;, Vo;) =

T

V_V

TTi

7§

IZAIR Al

exp(sim(v,, V;Lf,- )

loss(m;) = —lo
( l) gZ£=1 exp(Sl'm(Vﬂ'i’Vj—Tk))

Contrastive Value-Flow Embedding Loss

1 B
= 5 ; loss( ;)

Contrastive

Representation

33



SYDNEY

Motivating Example
(b) Value-Flow Path Selection

2 UNSW

Source Code (a) Contrastive Value-Flow Embedding (b) Value-Flow Path Selection

1 void msg_q(){ m O—0—-O
2 Inf hd = log_kits("head"); - IIIII — | ™ O-0-O
3 Inf tl = log kits("tail"); o0 s O-0-O
4 Active . O—-0-0
5 if(FLG){ learning

6 rebuild_list(&hd);

; }els;{' Different RContrasttitv.e

9 rebuild_list(&tl); Dropout eiiaiiliok il

10 Masks %O

11 } —y — > o% =

12 if(FLG){ VPE

13 set_status(&hd,&tl); Ba c' fwaiid +ll0=

14 else{ Propagation R

15 log_status(&hd, &tl); °"220 Embedding Space:

16  }

17}
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Motivating Example
(b) Value-Flow Path Selection

Source Code (a) Contrastive Value-Flow Embedding (b) Value-Flow Path Selection

1 void msg_q(){ m O—0—-O
2 Inf hd = log_kits("head"); — IIIII — | ™ O-0-O
3 Inf tl = log_kits("tail"); Q0O m O—-0-O
4 Active . O—-0-0
5 if(FLG){ learning i

6 rebuild_list(&hd);

; }else;:{' Different Contrastive

9 rebuild_list(&tl); Dropout e

10 Masks %P

11 } —y — > dﬁ =

12 if(FLG){

13 set_status(&hd,&tl); Ba c' fwaiid +ll3

14 else{ Propagation R

15 log_status(&hd, &tl); 9 '2DEmbedd1ngSpace

16}

17}

guard, () = A}il \/ /\ guard,(e)

i=0 peCP(si,si+1) e€CE(p)
Value-Flow Guard
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Motivating Example

(b) Value-Flow Path Selection

Source Code

(a) Contrastive Value-Flow Embedding (b) Value-Flow Path Selection

I m O—-0-0O
] | II —_ | T oO-0-0O
Q0O m O—-0-0O
Active m O-0-0
learnin i
£ Y

1 void msg_q(){

2 Inf hd = log_kits("head");

3 Inf tl = log_kits("tail");

4

5 if(FLG){

6 rebuild_list(&hd);

; }else;:{. Different
9 rebuild_list(&tl); Dropouk

10 ) Masks

11 } —y >
12 if(FLG){

13 set_status(&hd,&tl); VPE B clovaril
14 Felsef Propagation
15 log_status(&hd, &tl); g
16 }

17}

N-1
guard, () = /\ \/ /\

i=0 peCP(si,si+1) e€CE(p
Value-Flow Guard

Contrastive
Representation

................................

|
< <
guard,(e) T,
) |
< <
T3

'FLG ANFLG = false

FLG N'FLG = false
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Motivating Example

(c) Detection Model Training

Source Code (a) Contrastive Value-Flow Embedding (b) value-Flow Path Selection(c) Detection Model Training
void msg_q(){ [

1 I m O-0-0O
2 Inf hd = log_kits("head"); ] | | — | ™ O-0-O
3 Inf tl = log_kits("tail"); Q0O i O—0—-0O
4 Active m O-0-O
5 if(FLG){ learning
6 rebuild_list(&hd);
7 .
8 }elsef Different Contrastive
) : Dropout Representation
9 rebuild_list(&tl); Beshs —
10
y

1} L — ~-é33 -
12 if(FLG){ VPE —
13 set_status(&hd,&tl); S +ll= .

AL
14 }else{ Propagation o Vi m vile
ey 20 Enbedding Space! [Transrer
17}
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Motivating Example

(c) Detection Model Training

Source Code (a) Contrastive Value-Flow Embedding (b) Value-Flow Path Selection (c) Detection Model Training

1 void msg_q(){ I T 0-0-0
2 Inf hd = log_kits("head"); ] | | — | O-0-O
3 Inf tl = log_kits("tail"); Q0O i O—0-0O
5 if(FLG){ learning ‘ Forward
6 rebuild_list(&hd);
7 |Path Feasibility Checkerl
8 }else{ glfferint ReclDornetsrear‘sttaltvie()n
9 rebuild_list(&tl); ropou
10 Maskes

LAl
11 } _—
12 if(FLG){ VPE I
13 set_status(&hd,&tl); ackward
14 }else{ Propagation
15 log_status(&hd, &tl); g

Transfer

16 }
17}

V' = [hy]]...|[h,]W°
h; = Attn(VWE, VWK) (vw)

Attn(Q,K) = softmax(norm(QKT))
Multi-head self-attention
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Motivating Example

(c) Detection Model Training

Source Code (a) Contrastive Value-Flow Embedding (b) Value-Flow Path Selection (c) Detection Model Training

1 void msg_q(){ I m O—-0-0O
2 Inf hd = log_kits("head"); ] | | — | O-0-O
3 Inf tl = log_kits("tail"); Q0O i O—0-0O
5 if(FLG){ learning ‘ Forward
6 rebuild_list(&hd);
7 _ [Path Feasibility Checkerl]
8 }elseq{ Different ReCpornetSre:ar‘sttaitvieo ] —
9 rebuild_list(&tl); Dropout
10 Masks
L Al
11 } _—
12 if(FLG){ VPE I
13 set_status(&hd,&tl); ackward
14 }else{ Propagation
15 log_status(&hd, &tl); g
Transfer
16 }
17}
’ o
V" = [hy]]...|[hp]W
vT[
h; = Attn(VWE, VWK) (VW) R
T vT[
Attn(Q, K) = softmax(norm(QK")) 4
Multi-head self-attention
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Motivating Example

(c) Detection Model Training

Source Code (a) Contrastive Value-Flow Embedding (b) value-Flow Path Selection(c) Detection Model Training

1 void msg_q(){ I m O—-0-0O
2 Inf hd = log_kits("head"); ] | | — | ™ O-0-O
3 Inf tl = log_kits("tail"); Q0O i O—0-0O
4 - Active . O—-0-0
5 if(FLG){ learning ‘ o
6 rebuild_list(&hd);
7 i -
8 Jelsef Different Recpornetsrear‘stt;tvieon
9 rebuild_list(&tl); erEOUt ekl
10 vy ASKS %O
1} —— L
. —_—
12 if(FLG){ VPE
13 set_status(&hd,&tl); ackward .
14 }else{ Propagation VT
15 log_status(ghd, &tl); SR )
o, eestans(Eng & 20 Enbedding Space! [Transter
17}
I
c _ exp(vﬂ.'i aC)
i N T
j=1 exP(an ac)
_vN _c
Ve = 2519tV
soft attention

Add & Norm

Forward

[ | Vulnerable

B— 0

B Backward
Propagation
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Motivating Example
(c) Detection Model Training

Source Code (a) Contrastive Value-Flow Embedding (b) value-Flow Path Selection(c) Detection Model Training
1 void msg_q(){

m O—-0-0O
P inf h- —eatlle | % 000
3 Inf tl = log_kits("tail"); Q0O i O—0-0O
5 if(FLG){ learning { N Loruard B Vulnerable
|6 rebuild_list(&hd);| — Py
7 o . Back d
8 }elsef Different Contrastive .Prc?pcag;trion
R tati
9 rebuild_list(&tl); Dropout bk
Masks
10
\ A
11 } —l
12 if(FLG){ VPE —_—
13 Eet_status(&hd,&tl);| ackward
14 }else Propagation
15 log_status(&hd, &tl);
Transfer
16 }
17}

Buggy path
highest attention weights!
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Experimental Evaluation

Benchmarks

OpenSSL #APACHE Zjlibav
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30Miillion lines of code ‘f‘ff.FTER—FREE
275K programs

[7] Yunhui Zheng, Saurabh Pujar, Burn Lewis, Luca Buratti, Edward Epstein, Bo Yang, Jim Laredo, Alessandro Morari, and Zhong Su. 2021. D2A: A Dataset
Built for Al Based Vulnerability Detection Methods Using Differential Analysis. In Proceedings of the ACM/IEEE 43rd International Conference on Software
Engineering: Software Engineering in Practice (ICSE-SEIP). ACM, New York, NY, USA.

[8] Jiahao Fan, Yi Li, Shaohua Wang, and Tien N. Nguyen. 2020. A C/C++ Code Vulnerability Dataset with Code Changes and CVE Summaries. In Proceedings
of the 17th International Conference on Mining Software Repositories (MSR). ACM, 508-512. https://doi.org/10.1145/3379597.3387501

[9] YaQin Zhou, Shangging Liu, Jingkai Siow, Xiaoning Du, and Yang Liu. 2019. Devign: Effective Vulnerability Identification by Learning Comprehensive
Program Semantics via Graph Neural Networks. In Proceedings of the 33rd International Conference on Neural Information Processing Systems (NIPS '19).

Curran Associates Inc. https://doi.org/10.5555/3454287.3455202
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Experimental Evaluation

Benchmarks

Table 1: Labeled sample Distribution.
Dataset | granularity | # Vulnerable # Safe # Total
oA Method 21,396 | 2,194,592 | 2,215,988
Slice 105,973 10,983,992 | 11,089,965
Fan Method 8,456 142,853 151,309
Slice 42,527 713,239 717,496
FO Method 8,923 9,845 18,768
Slice 45,627 50,125 95,752
Total Method 38,775 | 2,347,290 | 2,386,065
Slice 194,127 | 11,747,356 | 11,903,213
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Experimental Evaluation

Comparison with baselines

Table 2: Comparison of method- and slice-level approaches
under informedness (IF), markedness (MK), F1 Score (F1),
Precision (P) and Recall (R). ConTRAFLOW-method/slice de-
notes the evaluation at method- and slice-level respectively.

Model Name IF (%) MK (%) F1(%) P (%) R (%)
VGDETECTOR 31.1 Pl 567 526 6l4
DEVIGN 30.1 28.8 58.7 54.6 634
REVEAL 34.2 33.8 63.4 615 65.5
ConTRAFLOW-method 60.3 58.2 75.3 715 794
VULDEEPECKER 17> 17.3 DeS S22n HZE
SYSEVR 24.3 24.2 55.0: 545 554
DEEPWUKONG 48.1 48.4 67.0 674 66.5
VULDEELOCATOR 38.4 38.1 62.0 614 62.5
IVDETECT 37.4 37.3 64.1 64.0 64.6

ConTRAFLOW-slice 75.1 72.3 82.8 79.5 864
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Experimental Evaluation

Comparison with baselines

15 10 15 20 AVR@K
VGDetector N/AN/A  N/A N/A 17.33
Devign N/AN/A  N/A N/A 17
Rovoal N/AN/A N/A 123 1617
ContraFlow-method 1 3 4,29 7.33 9.83
IVDetect N/AGL.5 7 9.14 11.7
VulDeePecker N/AN/A  N/A N/A 19
SySeVR N/AN/A  N/A N/A 18.33
DeepWukong 13.33 6 8.2 13.38
I—\‘al-Dee-bee‘a-t-e-P-M-)—)é)—G—ie. z &L 1307
ContraFlow-slice 1 3 Sl 7.46 9.88
15 10 15 20 ASR@K
VGDetector N/AN/A N/A 14.5 15.5
Devign N/AN/A N/A 13.5 15.14
Reveal 1 3.33 6.28 8.3 10.38
Contraflow-method 1 3 4.63 6.73 8.93
TVDTTeCT 3 5 73 1035
VulDeePecker N/AN/A  N/A 15 18
SySeVR N/AN/A  N/A 14 17.66
DeepWukong 13 6.13 8.09 10.14
\ulDeelocator N/a3 33 6 28 R4 11 07
I ContraFlow-slice 1 3 5 7.38 9.76

Figure 7: Comparison with IVDETEcT and VULDEELOCATOR
under AVR@k (ASR@k) [48]. AVR@k (ASR@Kk) represents
the average top-k ranking of the correctly predicted vulner-
able (safe) samples. N/A means that there is no correctly pre-
dicted sample in the top-ranked list.
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Figure 8: MSR and MSP under different LOSs.
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Figure 9: MIoU and MSF under different LOSs. MSF is the
harmonic mean of MSP and MSR.
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Comparison with baselines

Table 3: Comparison with IVDETECT and VULDEELOCATOR
under SA, MFR and MAR [48]. Statement Accuracy (SA)
counts a correct detection if one labeled vulnerable state-
ment is reported. MFR/MAR are the mean value of the
first/average ranks of correctly detected statements.

SA(%)

ModelName  —rosTaTOST6LOSTTZTOS| MER | MAR

VULDEELOCATOR | 1.3 | 467| 502| 544| 69| 105

IVDETECT 21| 555| 597| 635| 68| 95
[ContraFLow | 15.1| 730 78.2| B841| 2.1 5.7
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Experimental Evaluation
Ablation Analysis

Table 4: Ablation Analysis

Results.

Bert/BLSTM/BGRU as the value-flow path encoder.

ConNnTRAFLOW-
CodeBert/BLSTM/BGRU means ConTRAFLOW with Code-

Model Name IF (%) MK (%) F1(%) MIoU (%) MAR
Non-contrastive 6L.3 571.9 74.2 40.3 7.8
Random-sampling 63.2 59.6 75.0 429 7.1
Path-insensitive 49.3 47.2  68.6 382 9.8
ConTRAFLOW-CodeBert  68.3 639 78.0 45.3 6.4
CoNTRAFLOW-BLSTM 56.3 544 /3.2 42.3 7.5
CoNnTrAFLOW-BGRU 58.3 56.2  74.2 43.1 6.9
CoNTRAFLOW 75.1 72.3 82.8 50.9 5.7
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