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Transportation Space exploration

O Real-time constrainsts in decisions = need of local inference = use of HW
accelerators to support totally or partially the CNN inference process

a In edge devices, robustness must be considered attending to PPA properties
(performance, power consumption and area)
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acceleration solutions for edge devices

Graphics Processing Field-Programmable Gate Array Tensor processing
(GPU) (FPGA) (TPU)

v Performance

v Performance per watt v Performance
x Energy consumption

v Flexibility and adaptability v Energy consumption
x Design x Flexibility
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““* FPGA-based designs ...

library IEEE;
use IEEE. STD_LOGIC_IIGA.ALL,'
use IEEE.N’UMERIC_STD -ALL;

entity DualPortRegisterFile is
Generic (ADDRESS SIZE : POSITIVE;
REGISTER SIZE : POSITIVE);

Port ( rst i : in STD_LOGIC;
clk i : in STD_LOGIC;
en i : in STD_LOGIC;
write en i : in STD_LOGIC;
readRegl i : in STD_LOGIC_VECTOR (ADDRESS SIZE-1 downto 0);
readReg2 i : in STD_LOGIC_VECTOR (ADDRESS_SIZE-1 downto 0);
writeReg i : in STD_LOGIC_VECTOR (ADDRESS_SIZE-1 downto 0);
writeData i : in STD_LOGIC_VECTOR (REGISTER SIZE-1 downto 0);
readpatal o : out STD_LOGIC VECTOR (REGISTER SIZE-1 downto 0);
readpataZ o : out STD_LOGIC_VECTOR (REGISTER SIZE-1 downto 0));

RTL design

end DualPortRegisterFile;

architecture Behavioral of DualPortRegisterFile is
type RegFile is array (0 to (2**ADDRESS SIZE)-1) of STD_LOGIC_VECTOR(REGISTER SIZE-1 downto 0);
signal registers : RegFile := (others => (others => '0'));

begin

process(rst i, clk i)
begin
if rst i = "1' then
registers <= (others => (others => '0'));
elsif rising edge(clk i) then

if en i = '1' then
if write en i = '1' then
registers(to_integer (unsigned(writeReg 1i))) <= writeData i;
end if;
end if;
end if;

end process;

readDatal o <= registers(to_integer (unsigned(readRegl i)));

readDataZ o <= registers(to_integer (unsigned(readReg2 i)));

end Behavioral;
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RTL design

end DualPortRegisterFile;
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type RegFile is array (0 to (2**ADDRESS SIZE)-1) of STD_LOGIC_VECTOR(REGISTER SIZE-1 downto 0); Synthesls

signal registers : RegFile := (others => (others => '0'));

begin

process(rst i, clk i)
begin
if rst i = "1' then
registers <= (others => (others => '0'));

elsif rising edge(clk i) then

if en i = '1' then
if write en i = '1' then
registers(to_integer (unsigned(writeReg 1i))) <= writeData i;
end if;
end if;
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""" FPGA-based designs ...

library IEEE;
use IEEE.STD_LOGIC_IIGA.ALL;
use IEEE.N’UMERIC_STD.ALL;

entity DualPortRegisterFile is
Generic (ADDRESS SIZE : POSITIVE;
REGISTER SIZE : POSITIVE);
Port ( rst i : in STD_LOGIC;
clk_i : in STD_LOGIC;
en i : in STD_LOGIC;
write en i : in STD_LOGIC;
readRegl i : in STD_LOGIC_VECTOR (ADDRESS SIZE-1 downto 0);
readReg2 i : in STD_LOGIC_VECTOR (ADDRESS_SIZE-1 downto 0);
writeReg i : in STD_LOGIC_VECTOR (ADDRESS_SIZE-1 downto 0);
in STD_LOGIC_VECTOR (REGISTER SIZE-1 downto 0);

writeData_i :
readpatal o : out STD_LOGIC VECTOR (REGISTER SIZE-1 downto 0); RTL d esign

readData2 o : out STD_LOGIC_VECTOR (REGISTER SIZE-1 downto 0));

end DualPortRegisterFile;

architecture Behavioral of DualPortRegisterFile is .
type RegFile is array (0 to (2**ADDRESS SIZE)-1) of STD_LOGIC_VECTOR(REGISTER SIZE-1 downto 0); Synthesls
signal registers : RegFile := (others => (others => '0'));

begin

Placement and routing

begin
if rst i = "1' then
registers <= (others => (others => '0'));
elsif rising edge(clk i) then

if en i = '1' then
if write en i = '1' then
registers(to_integer (unsigned(writeReg 1i))) <= writeData i;
end if;
end if;
end if;

end process;

readDatal o <= registers(to_integer (unsigned(readRegl i)));

readData2 o <= registers(to_integer (unsigned(readReg2 i)));

end Behavioral;
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““* FPGA-based designs ...

library IEEE;
use IEEE.STD_LOGIC_IIGA.ALL;
use IEEE.N’UMERIC_STD.ALL;

entity DualPortRegisterFile is
Generic (ADDRESS SIZE : POSITIVE;
REGISTER SIZE : POSITIVE);
Port ( rst i : in STD_LOGIC;
clk_i : in STD_LOGIC;
en i : in STD_LOGIC;

write en i : in STD_LOGIC; . . .
readnegi i + in STD TOGIC VEGTOR (ADDRESS SIZE-1 downto 0); Electronic Design Automation
readReg2 i : in STD_LOGIC_VECTOR (ADDRESS_SIZE-1 downto 0);
writeReg i : in STD_LOGIC_VECTOR (ADDRESS_SIZE-1 downto 0); (EDA) toolkit
writeData i : in STD_LOGIC_VECTOR (REGISTER SIZE-1 downto 0);
readpatal o : out STD_LOGIC VECTOR (REGISTER SIZE-1 downto 0);

readDataZ o : out STD_LOGIC VECTOR (REGISTER SIZE-1 downto 0)); RTL d eS Ign

end DualPortRegisterFile;

architecture Behavioral of DualPortRegisterFile is .
type RegFile is array (0 to (2**ADDRESS SIZE)-1) of STD_LOGIC VECTOR(REGISTER SIZE-1 downto 0); Synthesls
signal registers : RegFile := (others => (others => '0'));

begin
process(rst i, clk i) 9
Placement and routing

if rst i = "1' then
registers <= (others => (others => '0'));
elsif rising edge(clk i) then

itend= ol s Bitstream generation
registers(to_integer (unsigned(writeReg 1i))) <= writeData i;
end if;
end if;
end if;

end process;

readDatal o <= registers(to_integer (unsigned(readRegl i)));

readData2 o <= registers(to_integer (unsigned(readReg2 i)));

end Behavioral;
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O Use of High-Level Synthesis (HLS) tools to prototype CNNs on FPGAs that
have been designed using high-level programming languages

void convolution2DRelu ( .
const float kernels [KERNELS] [FEATURES] [KERNEL HEIGHT] [KERNEL_WIDTH], SyntheS|S Of C COde
const float bias[KERNELS],
const float features [FEATURES] [FEATURE HEIGHT] [FEATURE_ WIDTH],
float output [KERNELS] [CONVOLVED_FEATURE_HEIGHT] [CONVOLVED_FEATURE_ WIDTH]

) 1 H
RTL model generation

uintlé_t k, fh, fw, kh, kw, f;

for (k = 0; k < KERNELS; k++) {
for (fh = 0; fh < CONVOLVED_FEATURE_HEIGHT; fh++) {

for (fw = 0; fw < CONVOLVED FEATURE WIDTH; fw++) { RTL d 1
acc = 7 eSIgn

for (kh = 0; kh < KERNEL_HEIGHT; kh++)
for (kw = 0; kw < KERNEL_WIDTH; kw++)
for (f = 0; £ < FEATURES; f++) .
acc += features[f]l1[fh + kh]l[fw + kw] * kernels[k][f][kh][kwl; SyntheSIS
acc += bias[k];
output [k] [fh] [fw] = (acc > ) ? acc :
}
}

. C-based
Implementation
with restrictions

Placement and routing

Bitstream generation
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Prototyping workflow of Lenet-5

Simulation,
AMD:' e AMD1 Synthesis,

synthesis,
co-simulation et placement

and RTL generation and routing

Vitis

C-based Lenet-5
(Lenet5FloatHLS) RTL Lenet-5 model Zynq Ultrascale+ BitStream
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Fpge == 106.84 MHz

On improving the robustness of CNNs using In-Parameter Zero-Space ECCs Workshop VERDI @ DSN2024

Juan Carlos Ruiz Garcia, (jcruizg@disca.upv.es) June 24, Brisbane (Australia)
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Robustness evaluation process

Python-based " C-based RTL AMD .
Lenet-5 » ﬁ » Lenet-5 » G!;‘Dﬂ » Lenet-5 » ;/,-\_,ag,j‘" » BitStream

model model model

O Multiplicity and location of faults
(single vs multiple faults, accidental vs malicious faults)

O Duration of the fault injection campaigns: use of statistical fault injection

QO Faultinjection process (reproducibility, representativity, CNN optimizations)
— Which low-level faults can be emulated using high-level models? How?
— How do CNN optimizations impact the fault injection process?

On improving the robustness of CNNs using In-Parameter Zero-Space ECCs Workshop VERDI @ DSN2024

Juan Carlos Ruiz Garcia, (jcruizg@disca.upv.es) June 24, Brisbane (Australia)



UNIVERSITAT -~ & = Institute

POLITEENICA Use of evaluation results for QA [TACAH

Information and Communication Technologies

protection without CNN retraining

0 [EDCC 2024]" Idenfication of non-significant bits + use of those bits to hold
ECC parity errors Bits to protect

Non-significant bits (No protection required, use for ECCs)

A A
[ T 1

p p
7 1

2 2 2 2 2 2
6 54 3 2 0XXXXXXXXXXXXXXXXXXXX
* Note: The concrete division between red and green bits will vary from one CNN to another

0 [SAFECOMP 2024]2 Use of non-significant and invariant bits for BF16 CNN
protection with ECCs

Invariants (No protection required, use for ECC) Non-significant bits (no protection required, use for ECC)

Bits to protect

) ——

* Note: The concrete division between blue, red and green bits will vary from one CNN to another

1[EDCC 2024] Juan Carlos Ruiz, David de Andrés, Luis J. Saiz-Adalid, Joaquin Gracia-Moran: Zero-Space In-Weight and In-Bias Protection for Floating-Point-based CNNs. EDCC 2024 89-96, Lovaina (Bélgica), Abril 2024.
2[SAFECOMP 2024] Juan Carlos Ruiz, David de Andrés, Luis J. Saiz-Adalid, Joaquin Gracia-Moran: In-Memory Zero-Space Floating-Point-based CNN Protection Using Non-Signicant and Invariant Bits, SAFECOMP 2024, Florencia (ltalia), Septiembre 2024.
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Already known facts e

Q Intrinsic robustness of CNNs to bitflips and stuck-at faults
O INT8 CNNs are more robust than FP32/BF16 CNNSs to single bitflips

- FP32:22,84 - 01000001101101101011100001010001
—> 01100001101101101011100001010001 (421323637458275900000!!)

— INT8: 68 - 01000100
- 01100100 (100)

a This may not be true in the case of multiple faults

- FP32:22,84 - 01000001101101101011100001010001
- 01100001101101101011100010100001 (no effect on CNN accuracy)

— INT8: 68 > 01000100
- 10100100 - potential effect on CNN accuracy

On improving the robustness of CNNs using In-Parameter Zero-Space ECCs Workshop VERDI @ DSN2024

Juan Carlos Ruiz Garcia, (jcruizg@disca.upv.es) June 24, Brisbane (Australia)
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Importance of multi-bitflips

a Accidental faults: The number of bits altered by a single ionizing
particle increases as CMOS integration does and voltaje is reduced

N. J. Pieper et al., "Study of Multicell Upsets in SRAM at a 5-nm Bulk FinFET Node,*
in IEEE Transactions on Nuclear Science, vol. 70, no. 4, pp. 401-409, April 2023

1-bit ®2-bit W3-bit W4-bit WS-bit W6-bit W7-bit m8-bit ® 1-bit ®2-bit m3-bit 4-bit W5-bit ®W6-bit m7-bit m8-bit
e bt L B W O-bit M 10-bit M 11-bit M 12-bit M 13-bit ® 14-bit m 15-bit = 16-bit

m 1-bit W 2-bit ®3-bit ® 4-bit W 5-bit m 6-bit W 7-bit m8-bit m9-bit W 1-bit W2-bit W3-bit W4-bit WS5-bit W6-bit W7-bit m8-bit m1-bit m2-bit m3-bit m4-bit
®9-bit M 10-bit W 11-bit W 12-bit M 13-bit ® 14-bit ® 15-bit = 16-bit

100% — 100% = 100% 100% 100%
80% 80% 80% 80%
60% 60% 60% 60%
20% 20% 40% 40%
0% 20% 20% 20%
0%

0% % 650
650 750 550 650 750 219 6.09 9.74 2117 8576

Supply Voltage (mV) Supply Voltage (mV) Supply Voltage (mV) Particle LET (MeV-cm2/mg)

alpha terrestrial thermal
particles neutrons neutrons

2
3 8
E

% of Events
5
8
X

Q
X

On improving the robustness of CNNs using In-Parameter Zero-Space ECCs Workshop VERDI @ DSN2024
Juan Carlos Ruiz Garcia, (jcruizg@disca.upv.es) June 24, Brisbane (Australia)

ation Technologies
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Importance of multi-bitflips

a Malicious faults: A reduced number (5-10) of flipped bits in
parameters can lead a CNN to crush

Adnan Siraj Rakin, Zhezhi He, and Deliang Fan, “Bitflip attack: Crushing neural network with progressive
bit search”in 2019 IEEE/CVF International Conference on Computer Vision (ICCV), pp. 1211-1220, 2019.

AlexNet ResNet-18 ResNet-50

— Top-1 Acc. - Top-1 Acc. —— Top-1 Acc.
- Top-5 Acc. 3 -~ Top-5 Acc. -~ Top-5 Acc.

Accuracy
N w ~
W o (%))

o

0 5 10 15 0 5 10 15 0 5 10 15
Number of bits flipped Ny, Number of bits flipped Ng, Number of bits flipped Ng,
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O Example using affine (asymmetric) quantization and FP32/BF16—>INT8

a=MAX pB=MIN
<L <L
PR 331 | 4493 | 0 [ 2299 | 43.93 | 1135 | 38.48 | 20.49 | 3861
’ -
- 43.31+44.93
Scale factor =2 s = ;,_ﬂl === 0.346
There exists an error and consequently
a potential impact on the network accuracy
7y

B=MIN=-44.93 0 a=MAX=43.31 1
!
r = dequantize(q, s, z) i
1
=s(q—2) ,/
ry i !
i |
1 ! /7
P /
2b-1 15127 K ! /
7 / /'
’ / /
/ ! /’
/ / /
/ /’

—2b-15.128
7/

’
’

Z = —round (g) —2b-1=9

-

\\\ ,/,,
38.41 2042 -38.76 <=
Workshop VERDI @ DSN2024

43.25 -44.99 0 22.84 -43.95 -11.42
June 24, Brisbane (Australia)

On improving the robustness of CNNs using In-Parameter Zero-Space ECCs

Juan Carlos Ruiz Garcia, (jcruizg@disca.upv.es)
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Operations with quantized numbers™

I
y() = BO) + ) x(xw(ij)
i=0

biases are adjusted sothat2> z,=0andS, =S,xS,,
and remember the dequantization formula 2 r, = s,(q-z,)

Sy(qy'zy) = Sb X (p + Z%:O Sx(qx - ZX)XSw(qw - ZW)

_ 5;.xS,, S¢x S,

S
qy_ S qb+ Sy

[ Zoo(ax — 29X (ay = 2w)] + 2y, where My = 225 € [0.1]

y

Tip: My = 0.111 = M’,=23x M, [shift left]= 111 > My=M’; /23 [shift right]
So M’y = 232M,

uantized output '
° P » ay=552 (@ + [ Zioo(ax — 2% (qu — 2W)] )+ 2

computation

* [CoRR 2021] Markus Nagel et al. “A White Paper on Neural Network Quantization”, CoRR abs/2106.08295 (2021)

On improving the robustness of CNNs using In-Parameter Zero-Space ECCs Workshop VERDI @ DSN2024
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M'0
Q=332 (qp + [Z%:O(qx —zx)X(qw — zZW)] )+ Zy
Result of previous layer

void fullyConnected (
const uint8 t g x[FEATURES],
nn.Linear.html#torch.nn.Linear const int8 t Z_X,

void fullyConnected_1(

const float input_features [FC1_INPUT_FEATURES], pl’ecomputed —ConSt ].'nt87t q—w[OUTPUTS] [FEATURES],
const float input_weights [FC1_FEATURES][FC1_INPUT_FEATURES], ~const int8 t z w[OUTPUTS],
const float bias[FC1_FEATURES], values >const uint32_t M[FEATURES],
float output_features[FC1_FEATURES]) { N const int32 t g b[FEATURES],
uint8 t g y [OUTPUTSI],
float accumulated; \const int8 t z y ) { \

. Output
vintle_t f; int32 t acc;
uvintlé_t nif; o

uintlé_t nv; i1:1t647t m)'(acz;, V2
uintle t j, 1;

fcl_F: for (f = 0; f < FC1_FEATURES;

for (j = 0; j < OUTPUTS; j++) {
acc = 0;
accumblated; = 0.0F: for (i = 0; i < FEATURES; i++)
e — acc += (q_x[i] - z_x) * (g wljl[i]l - z w[jD);
FCLNIF: for (nif = ©; nif < FC1_INPUT_FEATURES; nif++) { acc += q b[jl; _
mXacc = (inted t)m[j] * acc;
accumulated += input_features[nif] * input_weights[f][nif]; y = (mXacc>>: & 0xl) ? (mXacc>>32) + : mXacc>>32;
} y +=z y;
if (y < 0) g y[j]l = (uint8_t)0;
output_features[f] = accumulated + bias[f]; else if (y >_ ) q y[]] =7(uint8 t) ;
' else q y[jl = (uintgit)y;
} }

FP-based computation INT-based computation




