
Unmanned Aerial 
Vehicles (UAVs) and 
Airspace Safety

86th IFIP WG 10.4 Meeting, June 2024



Autonomous 
Vehicles

We are still facing many technical, 
infrastructural, legal, and social 
challenges:
• Complexity
• Involvement of AI
• High target level of safety



What is a UAV? 



Classification of UAV based on Wings and Rotors



UAVs Characteristics



Applications of UAV

Agriculture
Taxi Delivery

security surveillance Photography and Filming



UAV Malpractices



Future of UAVs

According to SESAR 
(European Union’s Digital 
Sky technology pillar) 
400,000 drones will be 
flying over European 
airspace by 2035



Main Challenges 

Need for Air traffic control



Other Challenges with UAVs in Urban Air



Need for Unmanned Aircraft System (UAS) 
Traffic Management (UTM)



Operational context of UTM services 

UTM: is the manner in 
which the FAA (Federal 
Aviation Administration) will 
support operations for UAS 
operating in low altitude 
airspace



U-space



U-space services
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U-space services
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https://bubbles-project.eu/

BUBBLES Project



Our Objective in BUBBLES



Communication Failures

Tracking Services

Internal Communication 
between Sensors and GPS 

with Flight Controller

Communication between 
UAV and ground 
controller/pilot

Communication between 
UAV and tracking service

Communication between 
tracking service and ground 

controller/pilot



Security Attacks

False GPS Signals 
Transmitted by 
Attacker



Software component/service failures 

US-Space Services

Flight Controller (and 
Estimator) Software



Artificial Intelligence (AI) failures 

Erroneous Decision made by 
AI used in US-Space Services

Erroneous Decision made by 
AI used in Autonomous Drones
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Virtualized 
evaluation 
environment

This environment was completely developed and deployed 
within a VMware ESXi virtualized environment. 



Fault model for GPS
Fault type Test cases Duration

Fixed Valid values A set of fixed values, each time one of 
these fixed values is injected during the 
fault injection campaign. (100 values at 
this stage)

2sec, 5sec, 10sec, 30sec

Fixed Invalid 
values

A set of fixed values, each time one of 
these fixed values is injected during the 
fault injection campaign. (10 values at 
this stage)

2sec, 5sec, 10sec, 30sec

Delayed values Does not need user’s input value 2sec, 5sec, 10sec, 30sec

Freeze values Does not need user’s input value 2sec, 5sec, 10sec, 30sec

Random value Does not need user’s input value 2sec, 5sec, 10sec, 30sec

Min value Does not need user’s input value 2sec, 5sec, 10sec, 30sec

Max Value Does not need user’s input value 2sec, 5sec, 10sec, 30sec



Fault Model for GPS
Fault type Test cases Duration

Random Longitude Does not need user’s input value 2sec, 5sec, 10sec, 30sec

Random Latitude Does not need user’s input value 2sec, 5sec, 10sec, 30sec

Random Position Does not need user’s input value 2sec, 5sec, 10sec, 30sec

GPS delay Does not need user’s input value 2sec, 5sec, 10sec, 30sec

Force landing Does not need user’s input value 2sec, 5sec, 10sec, 30sec

Hijack with a second 
UAV

Does not need user’s input value 2sec, 5sec, 10sec, 30sec

Hijack with 
attacker’s specified 
position

Does not need user’s input value. 2sec, 5sec, 10sec, 30sec



Fault Model for IMU Sensors



Fault injection in 
UAV simulation 
environments
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General Assessment Process

Fault/Failure Models

Missions (Workload) 

Environmental 
Parameters

Gold Runs
(Fault Free Runs)

Faulty Runs

Metrics Collection

UAV Models (WP3)

Reference 
Trajectory

Trajectory In 
presence of 
Faults and 
Failures



Analysis of the Results 

impact of fault on one single mission

impact of fault on one scenario 
number of conflicts and conflict rate



Analysis of the impact on a single mission 

• No effect: 
• Minor effect – No safety Violation

still inside the volume.
• Critical effect – Safety Violation

went outside of the volume
• Drastical effect - Safety Violation

à (it would be outside the scope of the TLS defined for mid air collisions)



Analysis of the impact on one Scenario

• No Effect -

• Visible Effect - 
the effect on TLS depends on the magnitude of the increase in the conflict rate; 

need to define boundaries

• Critical Effect - Impact on the target level of safety 



Example: Scenarios and Missions

Lorem 
ipsum

• Valencia, Spain
• High density

• 28 drones
• 25 km2 area

• 1 hour scenario

• Gold Runs
• Faulty runs

• 4 Durations:
• 2 seconds
• 5 seconds
• 10 seconds
• 30 seconds



Results for GPS Faults - Impact on 
conflict rate

Lorem 
ipsum

When injected for 2 
seconds The difference
between the faulty and 
golden run are negligible 
(kalman filter absorbs the 
effect of short duration 
failures).

Max and Min values impacts 
more than others

Missing GPS value 
caused the drone to 
activate failsafe and 
land, so we have low 
conflict rate

When injected for 30 
seconds, all faults show 
higher impact



Are UAVs Flight Controller Reliable?



Results with of IMU Faults

Most missions are failed



Results of IMU Fault Injection

Gyrometer is more critical than Accelerometer



Results of IMU Faults



Can AI help to Tolerate Failures?
a Regression mode built 
over flight log files collected 
from PX4 repository



How Can AI help to Tolerate Failures?



Why AI and not a Physics Model?



Why AI and not a Physics Model?

GPS noises and 
windy whether 
condition

Physics model outperformed 
the AI model in the presence 
of GPS failures



AI and Physics Model for IMU

Interestingly, physics model outperformed the AI model 
for accelerometer
And AI model outperformed the physics model for 
gyrometer,



Hybrid Model for IMU fault Tolerance



Hybrid Model for IMU fault Tolerance

We could complete all the mission successfully



Another Study: Lead Time Analysis



Ongoing Study: U-space Safety 
Assessment




