
https://scp.cc.gatech.edu/

Creating security for everyone and everything, everyday. 



Incremental improvements will not give us the security we need; 
instead, the Federal Government needs to make bold changes and 
significant investments in order to defend the vital institutions 
that underpin the American way of life. 

Reiterating the 
Challenge
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Public Policy

Societal problems 
require 

multidisciplinary 
solutions

Connections: 
Nuclear, ISYE, 
Psychology, …

Computer
Science

Electrical and
Computer 

Engineering

International
Affairs

Multidisciplinary



Privacy

Security of 
Engineered Systems

Rigorous research 
can be inspired by 
everyday problems

Use-inspired
Research

AI

Digital Democracy



SES: Security of Engineered Systems 

• SES the GaTech strategic vision for  
resilience of critical infrastructures
• joint resilience consideration across 

sectors
• security-built-in engineering solution 

design
• SES/AI broadly defined as SES/AI 

for security and the security of 
SES/AI
• Interaction of conventional control 

theory and data-driven control 
• Better understanding of ML models 

and their effects on system behavior
• Specification and verification of 

datasets and ML-based controllers



Developing 
tomorrow’s leaders 

requires 
revolutionizing 

security education 

Undergraduate
Education

Professional
Education

Student
Innovation

Learning
Communities

Graduate
Education

Education 
Initiatives



Industry Demand

• Openings
• 572,392  Nation-wide
• 18,926  State of Georgia

• Wages
• $112,000 Median annual salary
• $11,470 (11%) premium over 

computing
• highest 10% earned $174,540

• Growth
• 32% 10-year
• 2.28x higher than computing

Operate and Maintain
Securly Provision

Oversee and Govern
Protect and Defend
Collect and Operate

Analyze
Investigate

6,006 5,887 5,794
7,253 6,660

2019 2020 2021 2022 2023*

Roles

Postings Requiring Ph.D.



Developing 
tomorrow’s leaders 

requires 
revolutionizing 

security education 

Student
Innovation

Student
Innovation



Developing 
tomorrow’s leaders 

requires 
revolutionizing 

security education 

Professional
Education

Professional
Education

• Critical Infrastructure Security, 

• Introduction to Cyber-Physical Systems Security, 

• Cyber-Physical Design and Analysis, 

• Power Systems Control and Operation, 

• Computational Aspects of Cyber-Physical Systems, 

• Cybersecurity of Drones, 

• Introduction to Cyber-Physical Security in Electric Energy 
Systems, 

• Hardware-Oriented Security and Trust, 

• Power System Protection, 

• Autonomous Control of Robotic Systems, 

• Side Channels and Their Role in Cybersecurity

• …

MS Cybersecurity program – CPS track



Developing 
tomorrow’s leaders 

requires 
revolutionizing 

security education 

Undergraduate
Education

Undergraduate
Education

Security & Privacy



Developing 
tomorrow’s leaders 

requires 
revolutionizing 

security education 

Learning
Communities

Learning
Communities



Example: Cybersecurity of Drones
• Cyber-Physical Systems
• Drone Security
• ArduCopter controller 
• Sensors and MEMS
• Communication protocol security
• Kinematic coordinate frames
• Kalman filtering & estimation
• Dynamical system modeling
• Firmware reverse engineering
• Logic bomb malware dev & analysis
• GPS spoofing and false data injection 
• Physics-aware malware 
• AI-enabled perception and control
• 15 Research paper presentations 
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Creating security for everyone and everything, everyday. 


