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Motivation

• Trustworthy; assured; safe

• Autonomous CPS

The Guardian, Mar 22 2018

Assured Perception and Control of Autonomous Systems Using Formal Verification 
of Neural Networks, Yasser Shoukry, 85th IPIF WG 10.4 Meeting, 2024



Formal Verification Challenge
• High engineering cost

• State-space explosion

• Robustness of NNs



Formal Verification in ML & CPS
• Closed-Loop Verification with NNV

• Safety properties

• Safety Verification of Closed-Loop Autonomous Systems with 
Reachability
• Monitoring: Runtime Verification

Neural Network Verification in Autonomous Cyber-Physical Systems (CPS), Taylor Johnson, 85th IPIF WG 10.4 Meeting, 2024



Formal Verification in ML

• Can verify MNIST, VGG19, …

• Still long way to go
Neural Network Verification in Autonomous Cyber-Physical Systems (CPS), Taylor Johnson, 85th IPIF WG 10.4 Meeting, 2024



Assured NN-Based Perception & Control
• Design-for-Verifiability
• Verify “easier” ReLU-NN architectures

• Verify NNs with “easier” activation units
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• Assured NN-Based Perception
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• Assured NN-Based Control
• Assured meta learning
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