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About Us - Swinburne Blockchain Innovation Lab

Our research has been supported by Australian Research Council (ARC), Data61, and various key
industry partners.

Focus areas and capabilities

Our application and impact-driven research is focused on the development and evaluation of new generation
blockchain systems in different application areas. Much of it is experimental and is focused on validating proposed new
concepts by means of implementation and deployment in prototypes that are used in the real world.

Our capabilities:

Blockchain architecture

Performance and efficiency of blockchain
Blockchain applications and proof-of-concept
Smart contracts

Security and privacy in blockchain

Contact: Prof. Yang Xiang, yxiang@swin.edu.au and A/Prof. Vincent S. Wen swen@swin.edu.au .
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Building Trust with Distributed Ledgers for Digital
Platforms

Provide framework and guidance for the application of building Centralized approaches suffer from lack of transparency on*
trusted consumer consent in open banking and other sectors. data access and use, data breaches (e.g., Facebook-Cambridge
Analytica incident), and inefficient business processes. We
design and develop blockchain-based solutions for:

Explore technical feasibility, risks, and potential benefits of using a
blockchain-based extension of New Payments Platform (NPP) to

allow smart contracts to decide on conditional payments, where - Consent management for data sharing
those smart contracts can also use Consumer Data Rights (CDR)
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PPM: A Provenance-Provided Data
Sharing Model for Open Banking via
Blockchain
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An Image-based Privacy-preserving
Blockchain Model for Financial Services
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enhance user privacy and reduce the risk
of managing keys.
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An Automated Consent Management
Model for Blockchain Financial Services
Platform
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BHDA - A Blockchain-Based Hierarchical
Data Access Model for Financial Services
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Data providers Application Layer

A Hybrid Incentive Mechanism for ® &
Decentralized Federated Learning
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A Blockchain-enabled Federated
Learning Model for Privacy
Preservation: System Design
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Ethereum Foundation Project
S-CCSC: Security of Cross-chain
Smart Contract

4

Cross-chain Smart Contract (CCSQ)

O Cross-chain smart contracts are decentralized
applications that consist of separate smart
contracts on different blockchain networks that
intercommunicate to create a single unified
application.

Q Different smart contracts on different chains
perform different tasks yet all stay in sync and
work towards supporting a single use case.
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O Blockchain bridges have so far largely focused on the
transfer of tokens between networks.

O Cross-chain smart contracts require more generalized
bridges to support the transfer of arbitrary data packets,

tokens, and commands.

O Lots of attacks happened on blockchain bridges.




A X TCHAIN

BACKGROUND & UNDERSTANDING —

ArtChain Global intends to establish an art trading/exchange platform using the ACG blockchain through a

modern, user-friendly website in line with current design trends and functionality. This will create a unique and
extraordinary experience for the different users.
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ArtChain: Blockchain-enabled Platform
for Art Marketplace

O Shared ledger along with permissioned control
ensures the transparency of each trans-action which
guarantees the privacy protection in art trading and
provenance.

O Real-time tracking of individual artworks combined
with the blockchain ledger assists in the fight against
counterfeit artworks

O The on-chain registration of collectors offline assets
provides an immutable digital record of the artwork,
which guarantees the true ownership, the provenance
and the value of the artwork

Q Publicly displaying artworks to a wider range of
professional investors, leveraging the openness of art
ecosystem.,
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Future Work

2023

- Smart contract audit
framework development

- Anti-money laundering (AML)
platform development

-9

2025

Fuzzing-based dynamitic
smart contract vulnerability
detection tool development

(&

2024

Cross-chain protocol
vulnerability detection

Realtime Transaction
Path Tracing

(&)

2026

Crypto Exchange
security audit

Smart contract lifelong
monitor
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