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Data-driven Design of
Context-aware Monitors
for Hazard Prediction

Strategic Safety-Critical Attacks

Against an Advanced Driver
Assistance System




Safety Context Specification and Learning

» Safety Context Specification (SCS) Safety Context || STL_
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Case Studies
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Artificial Pancreas System (APS)

1) Vehicle cruise
control set at 70 mph

2) Radar detects slower vehicle
ahead, reduces speed to return

vehicle to a safe following distance

3) Cruise control adjusts to the lead vehicle's speed
and resets to the original speed if traffic clears

Autonomous Driving System (ADS)



Results

TABLE 5: Performance of CAWT Monitor vs. Non-ML Monitors

Simulator Monitor No. Sim. Hazard% FPR FNR ACC F1 Score

Guideline 8820 33.90% 002 032 095 072
Clucosem  MPC 8820 3390% 002 034 095 071
YM  CAWOT 8820 3390% 001 030 096 081
CAWT 8820 3390% 001 002 099  0.96

Guideline 8820 3930% 007 <001 093 075

MPC 8820 3930% <001 002 100 096

TIDS2013  ~awoT 8820 3930% 002 004 098  0.89
CAWT 8820 3930% <001 003 100 097

MPC 4800 39.9% 001 090* 079 017
OpenPilot CAWOT 4800 39.9% 029 012 076  0.66
CAWT 4800 39.9% <001 005 099 097

MPC: Model Predictive Control

Guideline: Medical Guideline with fixed non-patient-specific threshold
CAWT: Context-aware with refined thresholds

CAWOT: Context-aware without refined thresholds




Training with Custom Loss Functions

* ML model for anomaly detection Safety Context | || STL
Specification

p Specification Formalization v
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* System state sequence X, |Extract

iProfile Closed-loop Fault Injection for

° Binary Output Vi safe (O) or unsafe (1) Simulation Adversarial Training

e Custom loss function

loss = losSes+w |ys — I \/ f(u(Xy)) E @n
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* Indicates whether any of the STL formulas are satisfied over the measurement window

* Enforces the satisfaction of safety properties also helps with interpretability of ML-based
monitors

Xu, J., Zhang, Z., Friedman, T., Liang, Y. and Broeck, G., ”A semantic loss function for deep learning with symbolic knowledge,” International conference on machine learning (PMLR), 2018.
X. Zhou, B. Ahmed, J. H. Aylor, P. Asare, H. Alemzadeh, “Hybrid Knowledge and Data Driven Synthesis of Runtime Monitors for Cyber-Physical Systems,” Under Review




Results

Simu Metric Sample Level (Tolerance Window) Simulation Level (Two Regions)
lator  Monitor FPR FNR ACC F1 Score FPR FNR ACC F1 Score
MLP 0.02 0.07 0.97 0.89 0.13 0.06 0.89 0.79
Gl LSTM 0.04 0.06 0.96 0.81 0.16 0.06 0.87 0.78
CAWT 0.01 0.02 0.99 0.96 0.10 0.01 0.92 0.86
OSYM  MLP Custom  0.02 005 098 091 012 005 090 0.81
LSTM_Custom  0.00 0.23 0.97 0.86 0.03 0.15 0.94 0.87
MLP <0.01 0.56 0.94 0.71 0.05 0.28 0.90 0.78
T1DS LSTM <0.01 0.06 0.99 0.95 0.08 0.06 0.93 0.87
2013 CAWT <0.01 0.03 1.00 0.97 0.06 0.02 0.95 0.91
MLP_Custom 0.01 0.27 0.96 0.82 0.10 0.18 0.88 0.78
LSTM_Custom  0.00 0.17 0.98 0.90 0.02 0.10 0.96 0.92
MLP 0.01 0.11 0.97 0.93 0.06 0.09 0.94 0.88
Open LSTM 0.01 <0.01 1.0 0.99 0.05 <0.01 0.96 0.93
Pﬁot CAWT <001 005 099 097 0.04 005 096 0.93
MLP_Custom 0.01 0.19 0.96 0.88 0.06 0.15 0.91 0.84

LSTM_Custom  0.03 0.00 0.98 0.95 0.18  0.00 0.87 0.80
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Data-driven Design of Strategic Safety-Critical Attacks
Context-aware Monitors Against an Advanced Driver

for Hazard Prediction Assistance System




Strategic Safety-Critical Attacks

 Technical Problem

* Find the most salient safety-critical scenarios from the fault/attack parameter
space (e.g., activation time, duration, error value) as efficiently and realistically

as possible.

* Limitations of Existing Solutions on AV Safety
* Real road testing is time and resource consuming with high risk

* More efficient works relying on simulation
* Focus on level 3+
* Without considering driver intervention

* Without using realistic control software
e Require a large amount of training data (ML-based approach)




Contributions

* Propose a context-aware safety-critical attack strategy that can find the most critical
contexts and attack types to corrupt the ADAS (L2) outputs:

* Goals:

* Maximize the chance of hazards
* Cause hazards as soon as possible without being detected

* Merits:
* Exploring the fault parameter space which is impossible to mine using random techniques
* Model-based method, less training data requirements than ML-based approaches

e Applications:
e Safety checking for validation

* Develop a closed-loop simulation platform with “a real ADAS control software” and
“a ” to assess the resilience of a widely-used L2 ADAS, OpenPilot.

 Demonstrate the effectiveness of the proposed attack strategy in comparison to
several random attacks.
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Approach: Attack Model

* Assumptions
* Access to the sensor measurements
* The capability of modifying the actuator commands with faulty values

* Possible Entries
* Wireless networks (e.g., over-the-air updates)
* In-vehicle networks (CAN, FlexRay, Ethernet, Bluetooth, or telematics devices)
* Vehicle to everything communication
* Vulnerable components supplied by different vendors




Experiment Setup: Open-source Research
Platform
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Experiment Setup: Driver Reaction Simulator

Activation Condition

* ADAS Safety Warnings Emergency brake for FCW 2.5 seconds
 Hard brake Stop brake, output regular gas amount, (the dverage
without changing the steering angle driver reaction
, , _ time reported in
* Unexpected increase in accelgratlon Emergency brake (gas=0) AV literature)
° Unexpected INCrease In Steerlng angle Sl elot_lg/(l n elOt—12) 4)

e Unsafe cruising speed

250

Brake Force (Ibs)
g

Brake Output (%)

Gradual Braking
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0
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Figure Source: J. G. Gaspar and D. V. McGehee, “Driver brake response to sudden unintended acceleration while parking,” Transportation Research Interdisciplinary Perspectives, vol. 2, p. 100039, 2019.



Results: Overall Performance

Attack Strategy Alerts Hazards | Accident Ezzzl;g:g %ggeg?::,sti/os I)l ( Av’l;.l‘il(g)t d.)
No Attacks (O.%% ) 0 0 0 0.46

Random-ST+DUR | 2208 ~| 3727 T 3058 1T 308 I | G o6
Random-ST (22%6% s | @ism | @ S5 | ozom ; 0.68 1.490.73
Random_DUR (13.169%) (22?98% ) (25?’12% ) (12292%)) 0.46 1.92+1.17
Context-Aware (O.g %) (81322570 ) ( 42.‘}51% ) (8131. ?;b) 0.66 2.43+1.29




Key Observations

* Lane invasions happen without any attacks.

* Forward collision warning does not get activated.

* Human intervention helps prevent hazards and accidents.
 Steering angle is the most vulnerable attack target.

* The Context-Aware attack strategy is efficient in
* Exploring safety critical states in the fault space.

* Evading human driver detection and ADAS safety checks through strategic
value corruption.

* Broader Impact:
* Help improve safety checks of ADAS.
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Thank you!

Xugui@virginia.edu

Test Platform Available Online:
https://github.com/UVA-DSA/openpilot-CARLA/
https://github.com/UVA-DSA/ContextSafetyMonitorAPS



https://github.com/UVA-DSA/openpilot-CARLA/
https://github.com/UVA-DSA/ContextSafetyMonitorAPS

