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Autonomous Driving Systems
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LearningByCheating:
An end-to-end model

State-of-the-art imitation learning
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v Soft errors: 
• The most commonly observed errors
• Source: High-energy radioactive particles (i.e., cosmic rays) 
• Bit flips

Reliability in Autonomous Driving Systems
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Ø Safe

Ø Hazards

Ø Crashes
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Fault Injection in Learning by Cheating
• Double-bit flip in one weight
• Convolution layers in ResNet-34
• Convolution layers in branches at the end

• Outcomes:
• Safe
• Immediate crash

• Turns sharply and drives off road
• End branches: strange behaviors

• Turns corners too wide
• Lane invasions and swerving
• Runs red lights
• Crash



Red-Light Violation After Fault Injection

Red light



Crash After Fault Injection
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What Causes the Crash?

• One waypoint deviates significantly

• Car turns too widely to attempt to fit the curve



Effects of Environmental Conditions
• Weather

• Bad weather (e.g., rain): more vulnerable
• More red-light violation

• Sharp turns in roads
• Higher chance of lane invasions and crashes

• Pedestrians and other vehicles
• Lane invasions more likely to hit pedestrians and other vehicles



Ongoing Work

• A strong characterization
• Systematic fault injection experiments

• Analysis of important weights for Learning By Cheating
• Any proxy?

• Low-overhead Protection



• Bit Flips Hazards & Collisions
• We need protection!

Other Ways of Fault Injection?
Hardware-Level Protection?

Other ADS designs?
Deploy on an Autonomous Vehicle?

Security?
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