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What are anomalies?

Anomaly detection refers to the 
problem of finding patterns in data 

that do not conform to an 
expected behaviour

4

Point: a single data instance that is not compliant 
with the usual trend of a variable

Contextual: a single data instance that is 
unexpected in a given context;

Collective: a collection of related data instances
that is anomalous with respect to the entire data
set.
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Anomaly-based Intrusion and Error 
detection

Anomalies can point to significant information 
in a wide variety of application domains, e.g.
– Dependability: Software bugs, Misconfigurations
– Security: Malware, Attacks  we focus here

Unsupervised learning algorithms
– often considered the most suitable to identify 

unknown errors or zero-day attacks
– no need for labels in the data, despite 

• they help tailoring algorithms’ parameters
• they are required for validation to derive metric scores
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RELOAD: Rapid EvaLuation of  
Anomaly Detectors

Specifically crafted with
attacks and errors
datasets in mind
– Includes support for sliding 

windows
– GUI; we tried to keep it as 

simple as possible
– Includes 10 features 

selection strategies, 23 
algorithms, 11 metrics

Zoppi, T., Ceccarelli, A., Bondavalli, A. Evaluation of Anomaly Detectors Made Easy 
with RELOAD. ISSRE 2019 (Tool paper)
Downloadable at (GPL3 license): https://github.com/tommyippoz/RELOAD
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Extensive comparison of 
algorithms

RELOAD exploited to investigate
– 17 algorithms belonging to the main families
– using 11 attacks datasets 

(a first version of this study appeared at ACM SAC 2019)
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A sample of results

MCC as reference metric – good also for unbalanced
datasets.
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On detectability of anomaly types

Suitability of unsupervised algorithms to detect
point, contextual or collective anomalies
– non-sliding algorithms are capable to detect point and 

collective anomalies
– sliding window algorithms are better with contextual 

anomalies

AlgorithmsFault/Attack 
Families

Anomalies
(of a certain type)

Anomalies

T. Zoppi, A. Ceccarelli, and A, Bondavalli. "On Algorithms Selection for Unsupervised 
Anomaly Detection." PRDC 2018

?
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Our objective 
(refined from last slide)

AlgorithmsFault/Attack 
Families

Anomalies
of a certain type

How to select algorithm(s) that maximizes
detection capability?
– We study relations between attack families, anomaly 

classes and algorithms
Implications:
– an unknown attack belonging to an attack family is 

most likely to get observed by unsupervised algorithms 
that are particularly effective on such attack family.

– Consequently, rules can be defined to select algorithms 
based on “target” attack families
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Brief review of the approach: 
main steps

1. Algorithms Selection, from the different families
2. Identification of labelled datasets
3. Attack families
4. Metrics identification
5. Attack and data inspection, experimental analysis,

results  rest of the talk
Attack Family Mapping of Attacks

Communication -
Passive 

(KDD99, NSL-KDD09) Probing, (ISCX12) Infiltration, 
(UNSW-NB15) Reconnaissance, Analysis

Communication -
Active 

(ISCX12) Bruteforce, DDoS, (KDD99, NSL-KDD09) 
DoS, (UNSW-NB15) Fuzzers, Backdoor

Host (KDD99, NSL-KDD09) U2R, R2L, 
(UNSW-NB15) Worms, Shellcode

Application (UNSW-NB15) Exploits, Generic
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Match attacks to anomaly classes
First, associate each attack in the datasets to an
anomaly type, based on
i) Attacks description and 
ii) manual inspections (plus some statistics)

Then, we confirm with experiments
– Train the algorithms to detect a specific attack
– Use other attacks for evaluation. Should be more 

effective on attacks of the same category.
Dataset Training Testing MCC

UNSW-NB15 
2015

Worms 
(Host 
type)

Contextual

Worms Contextual 0.74

Shellcode (Host type) Contextual 0.64

Exploits (App. type) Point 0.47

Reconnaissance (Comm.type) Collective 0.38
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Match algorithms to anomaly 
classes

We proceed in two steps:
– First, we run algorithms on synthetic datasets in 

which collective, contextual and point anomaly are 
introduced

– Then, we execute on real datasets



IFIP WG 10.4, Reggio Calabria, Italy

An extract of concluding results

Attack 
Families

Anomaly 
Classes

Algorithms 
(Families) Motivation

Host 
(e.g., 

Worm, 
Shellcod

e) 

Contextual

ODIN 
(Neighbour), 
SVM 
(Classification)

ODIN slightly better than SVM for 
contextual. If also point anomalies are 
expected, SVM is to be preferred.

…

Balanced 
Coverage

Point, 
Contextual, 
Collective

ODIN 
(Neighbour), 
SVM 
(Classification)

Both algorithms show overall balanced 
capabilities in identifying all anomaly 
classes, without exposing evident 
vulnerabilities.
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Conclusions and Future Works

Presentation of main activities we did on the topic
in recent times.
– Latest focus is on the definition of guidelines that can 

be used when setting up an anomaly detection systems

Next steps (just started):
– Combined usage of different algorithms: ability to 

distinguish the type of anomaly at runtime and trust 
algorithms depending on the kind of anomaly

– Feature selections strategies and dataset complexity 
measures as indication of performances of algorithms
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Q&A Time
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