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http://honeybrid.sourceforge.net http://nfsight.sourceforge.net

• Univ. of Maryland College Park – PhD with Michel Cukier
– Nfsight: Netflow visualization platform
– Honeybrid: dynamically-scaling honeypot framework

• Univ. of Illinois in Urbana-Champaign – Postdoc with Bill Sanders
– Amilyzer: first IDS for smart meters
– NetAPT: firewall analysis

• Network Perception – Co-founder and President
– NP-View: offline network audit
– NP-Live: continuous network device monitoring platform

Background

http://honeybrid.sourceforge.net/
http://nfsight.sourceforge.net/


Background (cont.)

• Network Perception was launched by a team of 
researchers and industry experts from the University 
of Illinois in Urbana-Champaign in 2014

• Leveraging 6 years of collaboration with electric utilities
– Technology developed at TCIPG, an $18-million cybersecurity research 

project for the power grid, funded by DHS and DOE
– Feature set developed through collaboration with users and auditors
– 100+ deployments in the US

Mission: to support critical infrastructure in 
checking the correct implementation of 

cybersecurity and compliance best practices



INDUSTRY PERSPECTIVE



20+ billion connected devices in 2020
30% yearly increase

Challenges



2017+
WannaCry ransomware cyber 
attack affecting ICS ($4B loss)

2018
Compromise of M.E.Doc by 
NotPetya: Maersk network down

53,000 confirmed security incidents in 2018
28% insider job

Challenges



2018
VPN Filter malware targeting critical 
infrastructure in Ukraine

2017+
WannaCry ransomware cyber 
attack affecting ICS ($4B loss)

2018
US Navy information 
compromised via contractors

2018
Compromise of M.E.Doc by 
NotPetya: Maersk network down

Attack surface 
keeps increasing 

while security threats 
keep evolving

Challenges
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Auditors

Cybersecurity Governance, Risk & 
Compliance

Network Management: IT



Execution

Plan

Vision Resiliency

Procedures & 
Best Practices

IT/OT Dept. Security 
Team

Compliance 
Team

“Ability to continuously deliver the intended 
outcome despite adverse cyber events”

The Alignment Challenge



“Procedure that has been shown by research and experience to 
produce optimal results and that is established or proposed as a 
standard suitable for widespread adoption”

Independent Measurable Usable

Best Practices



The US Electric Industry

Note: A balancing authority ensures, in real time, that power system demand and supply are finely balanced. 
Source: https://www.eia.gov/todayinenergy/detail.php?id=27152

https://www.eia.gov/todayinenergy/detail.php%3Fid=27152


The US Electric Industry (cont.)

Balancing Authority 105
Distribution Provider 388
Generation Owner 972
Generation Operator 921
Planning Authority / Planning Coordinator 71
Reliability Coordinator 16
Resource Planner 168
Response Sharing Group 15
Transmission Owner 326
Transmission Operator 175
Transmission Provider 200
Transmission Service Provider 78

1,454 
registered 

entities



NERC Regulation

• FERC: Federal Energy Regulatory Commission
– Energy Policy Act of 2005

• NERC: North American Electric Reliability Corporation
– Critical Infrastructure Protection reliability standards enforced since 2008
– Up to $1M / day of violation



NERC Regulation (cont.)
CIP-002-5.1a Cyber Security - BES Cyber System Categorization

CIP-003-7 Cyber Security - Security Management Controls

CIP-004-6 Cyber Security - Personnel & Training

CIP-005-5 Cyber Security - Electronic Security Perimeter(s)

CIP-006-6 Cyber Security - Physical Security of BES Cyber Systems

CIP-007-6 Cyber Security - System Security Management

CIP-008-5 Cyber Security - Incident Reporting and Response Planning

CIP-009-6 Cyber Security - Recovery Plans for BES Cyber Systems

CIP-010-2 Cyber Security - Configuration Change Management and Vuln. Assessments

CIP-011-2 Cyber Security - Information Protection

CIP-014-2 Physical Security

https://www.nerc.com/pa/Stand/Reliability%20Standards/CIP-002-5.1a.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/CIP-003-7.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/CIP-004-6.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/CIP-005-5.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/CIP-006-6.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/CIP-007-6.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/CIP-008-5.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/CIP-009-6.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/CIP-010-2.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/CIP-011-2.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/CIP-014-2.pdf


Compliance Best Practices
Asset inventory CIP-002-5: BES Cyber System 

Categorization
Expand inventory to include all 
IT/OT assets

Network access policy CIP-003-7: Security Management 
Controls
CIP-005-5: Electronic Security 
Perimeters

Adopt NIST 800-41 guideline on 
network policy for every firewall 
Review network segmentation 
across all business units

Change tracking CIP-010-2: Configuration Change 
Management and Vulnerability 
Assessments

Include mandatory quality 
control through independent 
review for every changes

Compliance as a Steppingstone



Source:https://www.sans.org/media/critical-security-controls/nerc-cip-mapping-sans20-csc.pdf

Mapping Compliance with Security Controls

https://www.sans.org/media/critical-security-controls/nerc-cip-mapping-sans20-csc.pdf


Source: https://momentumcyber.com/docs/CYBERscape.pdf

Compliance Toolset

https://momentumcyber.com/docs/CYBERscape.pdf


Pro-active Solutions

Project timeline

1. Planning

2. Configuration

3. Deployment

4. Training

5. Monitoring

Reactive Solutions

6. Detection

7. Assessment

8. Containment

9. Recovery

Incident

Understanding Toolset Scope



q Industry standards and third-party integration supported
q Value proposition aligned with resiliency objectives
q Leverages automation and smart workflows for continuous compliance
q User experience validated by all stakeholders 
q Reports are actionable and include relevant measurements

24/7: no gap in 
execution

Visible and 
measurable

At or above 
standards

Adaptive to 
changes

Technology Vetting Checklist



• Government and organizations are moving towards a culture 
of resilience in which risk-based approaches are the norm.

• Cybersecurity is everyone’s responsibility. Compliance can be 
a pro-active steppingstone towards improving resiliency.

• Best practices should be independent, measurable, and 
usable. Understanding the barriers to adoption is key to 
succeed.

Industry Perspective: Summary



R&D PERSPECTIVE



“If you really want to protect your network, 
you really have to know your network” 

Rob Joyce – Chief, NSA TAO (Tailored Access Operation)

Source: USENIX ENIGMA 2016 https://youtu.be/bDJb8WOJYdA



Why is this still a challenge?

• Growing network complexity

• Variety of proprietary firewall technologies requiring expert 

knowledge

• Network devices prone to misconfiguration

• Time-consuming tasks to manually review configurations and to 

ensure compliance with best practices and regulatory standards

• Question keeping practitioners up at night: “Did we miss anything?”



Network Device Change Management

• Objectives:
– Document implementation and adherence to best 

practices:
• Security reports and internal processes
• Compliance reports

– Leverage automation to reduce likelihood of human errors

Introduce new device 
to the network

Change device 
configuration

Build Baseline Project Update Project / 
Check differences



Separation of Duties

Switches

Configuration File 
Management System

Read-only Network 
Modeling Solution

Access policy baseline

Rule justifications

Network diagrams Compliance reports

IT Team Security 
Team

Compliance
Team Auditors

Routers

Firewalls



Core Challenges Approach

At or above standards

Adaptive to changes

Visible and measurable

24/7: no gap in execution

Process & Model-driven 
Benchmarks

Automated Workflow

Highly Usable Toolset

Continuous Monitoring

Being Pro-Active



Dynamic 
Network 
Configuration

Automated Reports
Contextual Alerts
Actionable 
Dashboards

Continuous 
Network Model

Data Connectors 
& Device Parsers

Network and Asset 
Topology Map

Continuous Risk Assessment and Visualization

Programmatic Policies and Best Practices

Configuration Monitoring Workflow

Standalone Server Cloud



Configuration Parsers



Configuration Parsers

Apply 
grammar rules

Populate 
model:

- Interfaces
- Physical ports
- ACLs and Rules
- Bindings
- Routes
- Object groups
- Aliases
- Zones

Marshall into XML 
and/or JSON

Raw config 
file



Topology Visualization

Implemented in 
NetworkX, D3js, and
Angularjs



Path Analysis
Objectives:
• “Compile” ruleset into paths
• Check network segmentation



Steppingstone Access Map



Vulnerability Exposure

• Network scanner import
– Nmap
– Nessus
– Nexpose

• Security advisories import from device manufacturers



Automated Report

• Executive Summary
• Ruleset Check

– Misconfigurations
– Object groups
– Access rules
– Assets

• Risks Assessment
• Path Analysis

– Network topology
– Connectivity matrix
– Intermediate systems
– Explicit deny by default

• Next Steps

Findings and recommendations

E.g., invalid interfaces
Empty and unused groups

Unused rules, missing justifications

Missing hostnames

Overly permissive rules, risky ports

Network zones and criticality

Network segmentation
Jump hosts

Ensure white listing approach

CIP-005 R1.1

R2.1

CIP-005 R1.3

R1.2CIP-003 R1.1.3

CIP-003 R1.1.3

CIP-005 R1.3CIP-003 R1.1.3

R1.3



Ruleset Check

• Misconfigurations
– Duplicate or invalid IP addresses
– Invalid network zones
– Invalid interface configuration (e.g., unused security levels)
– Rules for equipment no longer in service

• Object groups
– Empty object groups
– Unused object groups

• Access rules
– Unused rules (e.g., ACL not bound to an interface)
– Missing rule descriptions

• Assets
– Missing hostnames
– Incomplete asset inventory



Continuous Monitoring

Objective: 24/7 alignment with best practices and regulations



Policy Management

• Library of policy requirements:
– Logic implemented using YARA
– Pattern matching available for CONFIG, RULE, PATH, PARSER LOGS



Policy Management

• Risk assessment grading:



Summary
• A culture of resilience is changing the way critical 

infrastructures are organized and brings more resources 
to dedicated security and compliance groups

• Regulation is now leveraged as a steppingstone towards 
best practices

• Dedicated security and compliance teams are growing 
and need highly-usable solutions to address the 
increasing complexity of today’s networks

• Usability and automation are still critically needed to 
improve network situational awareness in industrial 
sectors



Network
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Robin Berthier
rgb@network-perception.com
(773) 830-4061


