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a.k.a. INFRASTRUCTURE

Is the world becoming netcentric?
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What Happens in an Internet Minute?
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A world full of threats?

e targeted attacks and advanced
persistent threats (PRISM, TAQ,
APT1, etc.)

 weakening and subversion of
comms and computing services

* threats to privacy: mass surveillance
and data collection

* sophisticated automated cyber
weapons (Stuxnet, Flame, etc.)

e organised crime (RBN, etc.)
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Conventional Software Vulnerabilities
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Attack sophistication vs. attacker exwttise\
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* short-term and dynamic

dev/test/deploy cycle
platforms and
applications
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* ironically, causes of concern lie in SDN's main benefits:

— network programmability and control logic centralization
— smaller diversity

— new threats that did not exist before or were harder to exploit
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WKIIIA
* Due to Next Generation Sequencing,
we will soon be generating more

genomic data than we can currently

securely store and process

* Handling terabytes of information has

. @5
become the norm for genomics, but @%@Q@

trend is to scale up.

* This brings cloud and big data =5 @

analytics onto the agenda, challenging ;;: Biomedical Big Data e
the secure storage and analysis of z e

such data, e.g. use of clouds
i
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CRITIX - Critical and Extreme Security and

Dependability Research Lab e
Research enablers for the next generation of protection | J/\Q_J\
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* Critical Security and Dependability: %\“d\\

— information infrastructures under advanced persistent Q
threats f\\

* Extreme Computing:

— CSE pushed to the extremes of functional and non-
functional properties

* Architecting and designing for resilience:

— accidental and malicious faults; protection in an
incremental way; automatic adaptation
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Meeting the Challenges of
Critical Dependability and Securi




comprehensive approach to thosgs= =
threats, from first principles: -
“build defence in”

simultaneously coping with
accidental and malicious faults

provide protection in an incremental way
T
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automatically adapt to a dynamic
range of severity of threats
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Is resilience really nece
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Designing and architecting

for resilience ey

T I

1. we want systems to operate w &
through faults and attacksin a Preventmg and Toleratlng SN
seamless manner, in an automatic \
T Faults and Intrusmnsx

P
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(P. Verissimo, M. Correia, N. Neves, P. Sousa, “Intrusion-Resilient Middleware Design and Validation”, in 0110
Information Assurance, Security and Privacy Services, ser. Handbooks in Info Systems. Emerald, May’09) 1 000
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A methodic approach to modular and
distributed resilient computing

(e Fault and intrusion tolerance, or automatic 2
security and dependability

 Handle increasing threat severity

e Resist continued threats

\ 7
* Divide-and-conquer to beat extreme threats
 Hybrid models and architectures

* Ultra-reliable trusted components

* High-confidence vertical verification

* Privacy- and integrity-preserving data processing




Fault and Intrusion Tolerance (FIT)
An abstract solution
Tolerating Faults and Intrusions automatically
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Fault and Intrusion Tolerance (FIT) ﬂ]\

Handling legacy systems securityandir ™
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Fault and Intrusion Tolerance (FIT)
The common-mode fault problem
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Fault and Intrusion Tolerance (FIT)
Mitigating common-mode faults

Nods
A

-

Incoming
Traffic




Fault and Intrusion Tolerance (FIT)
\ The resource exhaustion problem
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Fault and Intrusion Tolerance (FIT) Q1T

R eSl‘ Sti ng Continued Threats securityandtrust.lu
Seeking (unattended) perpetual execution lCl;lTle

[Sousa et al., DSN 05]

(oo
EXHAUSTIQN
SAFETY)
Incoming Consolidagr‘ T -
Traffic

- —— )‘§ ‘ ~
SIBILY SYNCURONOUS
“ lS ‘7 11“m‘s _ -



A methodic approach to modular and
distributed resilient computing

Fault and intrusion tolerance, or automatic
security and dependability

Handle increasing threat severity
Resist continued threats

Divide-and-conquer to beat extreme threats
Hybrid models and architectures

Ultra-reliable trusted components
High-confidence vertical verification

Privacy- and integrity-preserving data processing/ =
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Ultra-reliable trusted components

e,
Dependable Hypervisor and Manycore Architectures
P Yp Yy Sy

 Extremely dependable computing architecture to
withstand advanced and persistent threads

* Microhypervisor-based security and isolation is
much better than legacy operating-systems, but
still we see microhypervisor-level faults and
attacks

e Verifying microhypervisor possible but at extreme
costs / no protection against hardware faults

* Leverage properties of manycore systems to build
dependable and secure microhypervisor-based
systems




High-confidence vertical formal verlflca’gan\

of critical components ey
) S
= Verification of MinBFT’s core trusted-trustworthy —*———~=—=% _ ___|
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» Coq specification/implementation for verification S e J s
» Verify that C code satisfies Coq, through VST (Verified T \
Software Toolchain) COMPCERT \
» Verify Coq spec satisfies desired safety properties through e b,
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verified machine language program

generate target code from C with CompCert (formally verified
C compiler)

Re-design and partial verification of BFT-SMaRt

= One of the few fully-implemented and efficient BFT-SMR protocols

= We plan on building trustworthy leader change and reconfiguration
components to plug into BFT-SMaRt

= As mentioned above we will verify these components in Coq (theore
prover from INRIA)




Privacy- and integrity-preserving data pro ;ssmg\
The e-biobanking vision
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Data privacy and integrity:
Privacy-preserving Disclosure Filter
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V. Cogo, A. Bessani, F. Couto, P. Verissimo, High-Throughput Method to Detect Privacy-Sensitive Human Genomic Data, in
Proc’s of the Workshop on Privacy in the Electronic Society (WPES 2015), Denver, CO, US, Oct. 2015.




DNA workflows in an e-biobanking
ecosystem g =

e Classical DNA workflow does not fit the
e-biobanking vision, where:
* datacan be generated and stored in multiple locations

e datashould beaccessible from different locations

 datamaybe processed simultaneously at multiple
locations, and/or remotely

* (any) DNA workflows must guarantee that DNA
data must be protected, with incremental levels
according to need:

* whenitisstored,
 when computations are executed on it,
 andwhen the results of algorithms are published.

[ Privacy-preserving (really) distributed DNA alignment!

010101000



The safety-security gap in vehicle
ecosystems

Towards Safe and Secure Autonomous and Cooperative Vehicle Ecosystems. Lima, A; Rocha, [FEETEE &Y
F; Volp, M; Verissimo, P. in Proc’s 2"¥ ACM Workshop on Cyber-Physical Systems Security and 10101000
PrivaCy (2016, October) @CCS, Vienna-Austria ~a ~ .2



Autonomous vehicle ecosystem threatg%
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