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Engineering Disciplines have
measurement problems, too...

May 16th, 2013 Candidacy Exam 3 CU
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Many organizations have heterogeneous and distributed networks
What does security mean?
What are the challenges in measuring security properties?

Firewall/IDS

ntrusted Networks
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Defense-in-Depth Principle...
Layered Security

Pre_vent Detect React/_
Filter When P ¢ fail Self-Healing
Move the Attack Surface €n Frevent Tails survival of Mission
Diversity/Randomization Sigs/Behavior

CS
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Defense-in-Depth In Practice

Network
A Host

Host Detection (AV/AD)
Host Prevention:

NAC/ Diversity/Containment
: Enc/Dec Prox
Firewall NBAD/IDS y Healing
Security principles: layered mechanisms — DP8co¥s
Can we measure effort to traverse each? CSz
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Choosing a New Security Control

w v -

« Consider an organization contemplating
Investing In a new security control

* Basically the CISO needs to answer this:

— How secure Is my security architecture?

— Do | need another security product?

— Does a new security control cost less than the

damage we would suffer from attacks that it may
block?

 First step: see what the vendors say ...

CSee
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“Industry leader” and the “world’s only.” Sounds
like an easy choice.

)5 . E Get port | ContactUs | % 4™, Wor
NEXT-GENERATION THREATS PRODUCTS & SOLUTIONS INFO CENTER PARTNERS NEWS & EVENTS COMPANY

Traditional network and host-based The FireEye platform fills C Contact us today for a
security won't protect you from the security holes left wide +1 compliment by
advanced malware, zero-day and ) open by next generation : ~ a55855Mm Or, contact us if you
targeted APT attacks. firewalls, IPS, gateways, and ; ~ have been d

AV, : ;

WHY FIREEYE?

FireEye is the leader in stopping the new breed of cy
attacks, such as advanced malware, that eas
traditional signature-based defenses and compromise the
majority of enterprise networks. FireEye's next-generation
threat protection complements these defenses with the

BUZZ

IANS conducted a Return on Security
analysis of the FireEye Web Malware
Protection System (MP$). The estimated
: ' average net total return is $16.5M. This
world's only signature-less solution that protects across represents a positive three-year return Public Service Europe

all major threat vectors on security for FireEye luding the acking All Over the World - Globa ‘ S
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View this email gnline. W/I MCAfee'

An Intel Company

Numbers Don't Lie =¥

#1 in Exploit Protection

#1 in Evasion Protection

McAfee Leads in Protection Against Most Advanced Threats
WMcAfee iz #1 in exploit protection and evasion protection announced by NS5 Labs in a recent publication.

NSS Labs is one of the most respected third party test labs in the security industry. They are best known for their
research and testing against modern threats.

Combined Detection Effectiveness

Exploit Evasion Combined
McAfee 97% 100% 99%
Symantec 91% 100% 96%
Sophos B8% 97% 93%
Kaspersky 92% 92% 92%
F-Secure 79% 88% 84%
Microsoft 65% 100% 83%
AVG 76% 88% 82%
ESET 1% 92% 82%
Trend 73% 53% 63%

Norman 7% 75% 61% m
Panda  ax% 75% 58% el

Jan 27, 2014 IFIP Meeting 9 CU



These numbers make it easy. Just buy McAfee!

View this email pnline.

McAfee Leads in Protection Against Most Advanced Threats
McAfee is #1 in exploit protection and evasion protection announced by NSS Labs in a recent publication.

NSS Labs is one of the most respected third party test labs in the security industry. They are best known for their

Numbers Don't Lie M

#1 in Exploit Protection

U McAfee

#1 in Evasion Protection

research and testing against modern threats.

Combined Detection Effectiveness

McAfee
Symantec
Sophos
Kaspersky
F-Secure
Microsoft
AVG

ESET
Trend
Norman
Panda

Jan 27, 2014

Exploit Evasion
97% 100%
91% 100%
88% 97%
92% 92%
79% 88%
65% 100%
76% 88%
71% 92%
73% 53%
A7% 75%

o ax 75%

IFIP Meeting

Combined
99%
96%
93%
92%
8%
83%
82%
82%
63%
61%
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JS}'I‘HEI’H:EE. | Enterprise United States Shopping -

Products & Solutions ~ Support & Communities Security Response « Try & Buy ~

# Products & Solutions Symantec Endpoint Protection Family

Symantec Endpoint Protection Family

i £ g
HEIH B

Unrivaled Security. Blazing Performance.

Built for Virtual Environments.
Symantec Endpoint Protection.

ZT uopajosd Jujodpuy 3sjuewss

OTHER RESOURCE [%] REVIEW
Symantec Positioned Highest in Vision & Execution In Dennis Technology Labs: Enterprise Anfi-Virus Protection
Gartner's Magic Quadrant for Endpoint Protection July-September 20127
Platforms 7]
F.9 F.Y
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\/Symantec. | Enterprise United States Shopping -
Products & Solutions v Suppoert & Communities v Security Response v Try & Buy
# Products & Solutions Symantec Endpoint Protection Family

Symantec Endpoint Protection Family
Computer Protection Software

Unrivaled Security. Blazing Performance.

Built for Virtual Environments.
Symantec Endpoint Protection.
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OTHER RESOURCE @ REVIEW
Symantec Positioned Highest in Vision & Execution In Dennis Technology Labs: Enterprise Anti-Virus Protection
Gartner's Magic Quadrant for Endpoint Protection July-September 20122
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sure What (1)?

'vll \l

¢
—

e Security properties of a system?

— Absolute metrics are unlikely — how do you count bugs?
How do you account for threats you aren’t aware of?

« Relative security properties of two systems?

— Differential metrics are feasible:
. Penntesﬁngrnakessenseifyoulqu) w what

to te
+ nhin +
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AnfanAd a net
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but

e The threat is dynamic and relentless so constant
measurement Is required

N
Y
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Some security metrics...see
Bibliography

o Computational complexity and Entropy

— Cryptology and hardness of problems

— Automated diversity (ASLR, ISR, ...)

« Warning: difference between mathematical abstraction and
system implementation

« Economic/biological metrics
— Cost-based IDS (stop loss/accuracy)
— Polymorphic engine strength (variation/propagation)
« Empirical (structured experiments and testing of
coverage)
— Adversary models

CSee
CU



How to Measure Coverage

Goal: Measure total detection rate and find
which security products best compliment each
other rather than estimate the best overall or
Individual score

Which attacks? Attacks change
Ground truth Issues

Organizations have different management
requirements

CSee
CU



Is this the coverage of my
Defense in Depth Architecture?

We assume layers
provide broader
coverage, better
security.

./ Attack

Jan 27, 2014 IFIP Meeting

CSa
CU



What if they look
more like this?

We measure overlap
between products and-
total coverage!

./ Attack

CSe
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Or better yet, this?

-1

Mutual coverage
might vary
significantly
depending on which
AV, IDS, Firewall Is
deployed.

Attack

CSe
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Does It S
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Best AV + Best
Firewall + Best IDS
might not be the best
mutual coverage
when combined!

Attack

CSe
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Me e What? (2)
\%)

1 Vv w 1 WA 1

e Measure adversary effort (“invite” them and
observe their success) to cross security layers?

— Adversary effort is generally linear in number of
layers

— How do we design layers so that breaking through
two layers Is proportional to the product, not the
sum of the adversary’s effort?

Solve this and WE win!

CSee
CU



Me e What? (3)
\V)

1 Vv w 1 WA 1

* Measure adversary effort to exfiltrate data
through each layer

— Measuring amount of egress information
conditioned on Input

— Reply with Decoy Data when threshold triggered
between layers to “poison” exfiltrated data

CSee
CU



Quantifiable Egress — Managed by layered IPS’s

ReaI: _
D —

IPS

Bogus:

IPS

Firewall NAC/
NBAD IDS

Each Layer measured by an IPS for exfiltrated data:
Threshold logic rate limits real data and generates
DECOY DATA. CSa2

2 @CU

Enc/Dec Proxy

Host AD
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Measure What? (A

1 V I W WA W1 w W 11} ll

o Security posture of an organization
— User violation testing!
— Quantify number of violations

— Longitudinal analysis: Am | getting better?
« Measure repeat (and repeat-repeat) offenders after

ehvrmnrnrn~??
taltittl IU

CSee
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A “decoy” generation system for

measuring user violations

Injected Decoy Traffic

1 Wireless WLAM

Fmi'qm""
University Metwork
B
000 imp | 900
1 Wirmlags W AN
» a"."i ;a'-"-'-'-
AF

Injected Decoy Traffic

Decoy Broadcaster

Jan 27, 2014 IFIP Meeting

Opened | pgoysed Stolen Decoy Credenial N Record Alert
p | Decoy | - ) :'
| s

H |

Doy Docume Disrbutor
{Cradentials and beacors)

-
Decoy Trafflc Generator

Pratacal Templates
{SMTP, FOP, IMAF, FTF, #ic)

24

CSee
CU



Summary of Measurements

 Relative coverage of existing/changing
architectures

« Adversary effort and cost to evade and
penetrate layers

e The propensity of an architecture to leak data
and how much

* De Facto policy violations by legitimate users
(forget De Jure)

CSee
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Qualitative

Cost to Evade

Empirical

Detection Rate

Chapin05 Stolfoll Cavusoglu04
Mateskil2 WeirlO InghamOQ7
Kelley12 Boggsll

See Back up and Bibliography
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Measure

1 Vv 1 Wl 1

ars — BRnnns11
w1 l—lvaU-l--l-

* Nathaniel Boggs, Salvatore J. Stolfo; "ALDR:
A New Metric for Measuring Effective

Layering of Defenses;" Layered Assurance
Workshop; 2011/12/06
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easure

1 ¥V 1 W WA W1

Empirical measurement of
defense in depth

Capture each attack across A
layers (record email, URL, Figwall g 103/1PS
network traffic, dropped

executable file, etc.)

Test multiple layers against

same attack and track which = 403"
controls detect each attack and . Freuwai®
at what layer " 3] IDS;‘IF'S
Union the sets of attacks ' -

detected by a group of security
products to determine total
detection rate

m

» _-'Ijost Jﬁﬁ\
", FirewalPS/°S
.‘.H - __."

Attack

D

ol
Host AW
3

L =]
[ [ |
[m] .Il

o
Firewall IDS/IPS
2§ 3
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Attack Data Scanned by Real Security

Products at Different Layers
Attack

Spam @ Security
Email Assassin Product
Link
Clicked fdman
click
through _
Domain
Reputation
Network Traffic w
Executable
File
VM
Reverted Virus
Total AV

CSe
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Collecting/Creating Attack

D
Q)
4
Q

Initial compromise attack vectors
— Exploit clients, ex. drive-by download
— Service exploits, ex. SQL injection

Honeypots
Use the same exploit Kits
Academia at a great disadvantage

CSee
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S Tested

e Over 40 security products tested
— Spam Assassin
— 4 Domain reputation systems
— Snort - Emerging Threat rule set
— 3 Stand alone AV
— 40 AV engines from VirusTotal (online scanning service)
— Human click through

CSee
CU



Experiment Details

4 VM setups (Acrobat Reader, Flash Player,
Java, Firefox)

Cuckoo Sandbox
Scan emails (1 million/day)
Send VMs to 1 link per unique domain

Each VM setup visits link 3 times (mean of ~2
Infections per malicious link)

CSee
CU



Attack Data Collected

~

1463 malicious site visits by VMSs ending In
compromise

730 unigque malicious emaills
576 unique executables
36 clusters of distinct emalil content

CSee
CU



SPICE Arc
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tecture
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SPICE

P
C’qpscan ?Esca“
R WS
Base SUlps resV
Image Linked Attack Data
8 Revert

Report
Log Parser

Database
RAM Disk

Email, URLs, PCAP, PE

proal S

Traditional

Wits
¢ Spam
Honeypot

Res

Assassin Reputatio

n

Security Posture Integration and Correlation Engine (SPICE)
Practical prototype

* Report shows which layers detect which attacks

CS&
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Real Results — Initial Detection

I " \wWuwil | w1 i

e Green Is detected
attacks

e Each concentric
circle is one layer Organization
of defense

e Eacharcisa
different attack
cluster

CSe
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Real Results — Event

I " \wWuwilil | w1 i w

—

e Green Is detected
attacks

e Each concentric
circle is one layer Organization
of defense

e Eacharcisa
different attack
cluster

CSe
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Results —FIndings

e Most security products are horrible
— Mean detections: 11.3/36 clusters

* No security product Is perfect
— No single product detected all clusters

 With time most products can detect attacks
— Eventually detected mean: 27.3/36 clusters

CSee
CU



Example Using Real Data

Assume a small organization with the best AV
and best domain reputation seen in our
experiment

AV: detects 29/36 attack clusters
Domain reputation detects 22/36
Current state of the art

CSee
CU



Example Using Real Data

With our data we can go further!
Together detect: 33/36
What products detect the last 3 clusters?

Snort detects 27/36 but more importantly 2/3 of
the previously undetected attacks

Spam Assassin detects 31/36 total and 3/3 of the
previously undetected attacks

Imagine zero day attacks, more layers, more
security products tested, are you secure?

CSee
CU



Our Approac ch’s Ke

e ~

e Products tested individually

e Expandable framework
— Measure education benefit
— Social engineering attacks
— Any ‘attack’ representable

 Evaluate products in the context of existing
layers of security rather than in
absolute/isolated terms

CSee
CU



Reducing High Cost of Acquiring Attack Data
and a Set of Products

Cloud service could amortize cost across many
organizations

Develop attack data sets centrally
Test all security products centrally
Custom report per organization based on their current

secy |r|'l'\l nrnnll irte
SCLUliIly Piu Gucts

Optional false positive reports based on their real data

CSee
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Me e What?

\V hat? (5)
\“/
* Measure (empirical testing) the capacity for
self-healing?
— Time and accuracy of automated patch generation
* Measure the total amount of data possibly

exfiltrated?

— What Is the adversary’s effort to read the entire
store and “cut CD’s”

CSee
CU



Summarv

» Absolute metrics unlikely

* Relative metrics are likely feasible
— Longitudinal analysis to compare one SUT

— Compare two SUT’s side by side using empirical
tests

 Design systems/layers for Measurable Defense
In Depth using relative metrics

CSee
CU



Concluding Remarks — Continuous
Measurement

e A cloud measurement service could answer a
number of questions:

— are we secure with certain products against
different classes attacker?

— false positives of those products given
samples/real-time feeds of an organization’s data

— most complimentary security products and suggest
additional redundancy to increase evasion cost to
attacker

e Amortize costs across many organizations

CSee
CU



Designing for Multiplicative Adversary
Effort...

 How do we design layers so that breaking through two
layers Is proportional to the product, not the sum of the

adversary’s effort?
e An initial idea:
— Evasion tactics to thwart content AD that require
concurrent shaping and padding across multiple

o the features are independent — guessing for one provides no
Information about the other

 Features are chosen randomly unbeknownst to the adversary
— multiple guesses would be needed to succeed

CSee
CU



Shadow servers

Suspicious
traffic

Malicious
traffic

Incoming traffic

Anagram

Filtered
traffic

Production servers
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Input Data

Hash
Functions

Bloom Filter



Randomization against mimicry attacks

* The general idea of payload-based mimicry
attacks 1s by crafting small pieces of exploit code
with a large amount of “normal” padding to make
the whole packet look normal.

 If we randomly choose the payload portion for
modeling/testing, the attacker would not know
precisely which byte positions it may have to pad
to appear normal; harder to hide the exploit code!

e This Is a general technique can be used for both
PAYL and Anagram, or any other payload
anomaly detector.

CSee
CU
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andom on techniaues
aid

 Randomized Modeling: Separate the whole
packet randomly into several (possibly
Interleaved) substrings or subsequences: S,
S,, .Sy, and build one model for each of them

o Test packet’s payload is divided accordingly

» Simpler strategy that does not incur subst

overhead: randomized testing.

— build one model for whole packet, randomize
testing portions

ti1al
| ul

CSee
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Randomly-generated bitmask

11111111...1111111100000000...00000000

oo 200
‘ Model 1 \ ‘ Model 2 \

11111...11111

000001 1111111...11111111

CSa
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andom on techniaues (2)
bt \=/

!

 Randomized Testing: Simpler strategy that
does not incur substantial overhead:

* Build one model for whole packet, randomize

tested portions

— Separate the whole packet randomly into several
(possibly interleaved) partitions: S,, S,, ..Sy,

— Score each randomly chosen partition separately

CSee
CU



Randomly-generated bitmask

11111111 111111110000000 00000000 11111111

000001111111, 11111111

Test
packet

Packet fragment 1

Testing ,f" <~ Packet fragment 2

’ - -~
‘ Model |

CSa
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Many organizations have heterogeneous and distributed networks
What does security mean?
What are the challenges in measuring security properties?

Firewall/IDS

ntrusted Networks
& Servers

Trusted Networks

Public Accessible
\ Servers & Networks
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Billions of Embedded Systems with no Anti-Virus

(We have to break them to learn how to fix them)

o

100 Million/year -
Hacked

Tha you
How many? Hacked Stuxnet

Bt a8 09000
R

70 Mllllon Hacked Runs the internet!HLked Csm

Millions? (Unknown due to HIPPA)

Jan 27, 2014 IFIP Meeting
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Securitv Maturitv Model — C,,h

- o W Wi i l‘ v i

':3
Ol

e Chapin, David A., and S. Akridge. "How can
security be measured."” Information Systems
Control Journal Vol 2 (2005): 43-47.

CSee
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Securitv Ma odel — ChapinO!

- o W Wi i l‘ | Il I'I | VIIVHIVIIIVV

Goal: Provide metric for entire security architecture, lead to
best practice, ability to compare organizations’ security
programs

Uses baseline of complete security program - 1SO 17799
Measure the existence of each element for an organization

Use this existence as a baseline for comparison between
organizations

Measure quality of each element via expert opinion (can
decide on common features required to add some
objectivity)

Aims to measure broad improvement over time

CSee
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Securitv Ma furity Model - Discussion

 Feasible
() ASSU m eS th at I SO Management Dashboard Comparison of

Security Performance by Department
1 7 7 9 9 i S a O O d Depart- | Maturity Maturity Quality of Implemented
g ment | Elements Level Security Elements
Owned

- (implemented
ase Ine elements in bold) Chigh Cmedium B kow

1 1.1, 3.2, 4.1, | Three (3) of
1.5 four (4) /T \*

e Hard to say how much oo | (1)

Table 9—Simulated Example Showing a

. 2 1.1, 1.2, 1.3, TWE_I‘.“E (12) of

iImprovement correlates | |7sis5% ™| (B
to aCtu al red u Cti O n i n 3 iigj;-j%d Eight (8) of 11 /f'D
com p rom | Ses 5131 34312: 10| 73 percent :\5__‘&*"'

CSee
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Cavusoglu04 — Analytical Model for
Security Investments

* Huseyin Cavusoglu, Birendra Mishra, and
Srinivasan Raghunathan. 2004. A model for

evaluating IT security investments.
Communications of the ACM \ol. 47, issue 7

(July 2004), 87-92.
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Cavusoglu04 — Analytical Model for
Security Investments

:ind prQbabiIity O-f :| f unaud'lu;unzed I/Il\ alrdhful'lzed
prevention/detection 9 / S
— - E )

Find cost and effectiveness of

monitoring
Find cost of compromise

Calculate the total costs with
particular prevention and
detection controls using ygame
theory model to optimize
monitoring choices

Compare total costs to find
which set of controls is best

105
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Cavusoglu04 — Analytical Model for
Security Investments - Discussion

o Considers layers and costs

 Probability of attack and effectiveness of
different attacks Is hard to determine

CSee
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Stolfoll — Relative Metrics and
Defense in Depth

« Stolfo, S.; Bellovin, S.M.; Evans, D.; ,
"Measuring Security," Security & Privacy,
IEEE , vol.9, no.3, pp.60-65, May-June 2011

e Bellovin, S.M.; , "On the Brittleness of
Software and the Infeasibility of Security
Metrics," Security & Privacy, IEEE , vol .4,
no.4, pp. 96, July-Aug. 2006

CSee
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Stolfoll — Relative Metrics and
Defense in Depth

Goal: measurable defense In depth
Is one set of controls more secure than another?

Measure lower bound on adversary effort required to bypass
a set of controls

Assume: adversary total effort is roughly proportional to
sum of lower bounds (assumes baseline of redundancy)

Can we design ‘bonded’ layers that make adversary effort
scale nonlinearly? (Bellovin06)

Example attackers (design different layers for each):

— Remote nation state — many layers + rate limiting

— Inside operator — log and limit authorized users

— Insider developer — randomize code and layout/implementation

CSee
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Stolfoll — Relative Metrics and
Defense in Depth - Discussion

Measuring adversary cost Is promising (requires
different data)

Adversary can amortize much of the cost though

— Example: 0-days normally cost 50k-100k+ but recently O-
days have been present in $2000 exploit Kits

— 0-days last for a year on average in the wild [Bilgel2]

Complementary super linear combination of security
controls are ideal but are difficult to create

Attacker effort may not be proportional to the sum of
the cost to bypass multiple layers If certain evasion
technigues bypass multiple layers at once

CSee
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Anomaly Detector Comparison -
InghamO7

e Ingham, Kenneth, and Hajime Inoue.
"Comparing anomaly detection techniques for
http." Recent Advances In Intrusion Detection.
Springer Berlin/Heidelberg, 2007.
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Anomaly Detector Comparison -

InghamO7

GOa| Compare HTTP Algorithm FP/day
anomaly detector P&g&.‘l}.li‘ll:;.?t;')iﬁ distance 91,52%
algorithms on same data to | [, N
test relative performance 6-grams 13

DFA 37
COI IeCted many Markov Model (log transform) 39,824
alg Orlth Mms Linear combination C

Four data sets

— Real web servers for normal data scrubbed of attacks
— Attack data from public sources for ground truth

— Not shared

Difficulty implementing others’ algorithms due to poor
descriptions

CSee
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Anomaly Detector Comparison -
InghamOQ7 — Discussion

o Data sets leave open questions

— Are the attacks representative? (Maybe actual
attack data seen in the wild could have been left in)

— Is one week long enough?

« Shows the need for clear algorithm definition
or code sharing

CSee
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Cost Sensitive Metrics — LeeQ0

f o o S

 W. Lee, W. Fan, M. Miller, S. Stolfo, and E.
Zadok. Toward cost-sensitive modeling for
Intrusion detection and response. In 1st ACM

Workshop on Intrusion Detection Systems,
2000
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Cost Sensitive Metrics — LeeQ0

Cost-sensitive IDS — alerts only if

response cost < damage cost prevented

Intuitive example: choosing not to respond to
low damage attack such as a scan because
raising and processing an alert costs more

Damage cost — damage done by an attack

Response cost — examples: blocking an attack
or manually Investigating an intrusion

CSee
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Table 2: Model for Consequential Cost

Outcome Consequential Cost C'Cost{e) Condition

Miss (False Negative, FN) DCost(r)

False Alarm (False Positive, FP) RCost|¢'| + PCost(¢| if DCost(r") = RCost(r") or
0 if DCost(¢") < RCost(¢")

Hit (True Positive, TP) ECostic] + ¢:DCost(e). (1 < ¢; < 1 1f DCost(c) > RCost(r) or
DCost(r) if DCost(r) < RCost(r)

Normal (True Negative, TN) 0

Misclassified Hit RCost(¢'| + ¢2DCost(e), ) < 3 < 1 1f DCost(¢") = RCost(r') or
DCost(r) if DCost(r") < RCost(r")

Costs based on alerts’ actual ground truth
PCost - cost of denying resources to a legitimate user

Costs measured in relative units (ideally but likely not the
same unit for DCost and RCost)

Computing costs Is hard

Insurance payouts of breaches could be used to estimate
certain damage costs [Greisiger12]
i
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