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Motivation

Impact of combined topology, policy, and
vulnerabilities on security posture

— Attack graphs show multi-step vulnerability paths
through networks

— But they lack quantitative scores that capture overall
security state at a point in time

Show metric trends over time

Compare security across organizations
Complementary dimensions of network security
Funded by DHS BAA 11-02 (12 months)
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Common Vulnerability
Scoring System (CVSS)

CVSS Base Metric

Exploitability

Access Access .. . _ . e
. Authentication | Confidentiality Integrity Availability
Vector Complexity
“ - N W e
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Attack Graph Metrics Families

Victimization: Individual vulnerabilities and exposed services
each have elements of risk. We score the entire network
across individual vulnerability victimization dimensions.

Size: The size of attack graph (vectors and exposed machines)
is a prime indication of risk. The larger the graph, the more
ways you can be compromised.

Containment: Networks are generally administered in pieces
(subnets, domains, etc.). Risk mitigation should aim to reduce
attacks across such boundaries, to contain attacks.

Topology: The connectivity, cycles, and depth of the attack
graph indicate how graph relationships enable network
penetration.
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Metrics Scaling

X € (Xmin’ Xmax)

f (1)(X) = X = Xpin

f (2)()() _ X = Xinin

f9(x)=10. = Zmn
(X) Xmax ~ Xmin
Best Worst
0 10 f G)(x)
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Metrics Scaling (Reversal)

X € (Xmin’ Xmax)

f (1)()() = X~ Xnin
f (2) _ X— Xm|n
(X) Xmax ~ Xmin
f (3) —_— X = Kin
(X) Xmax ~ Kmin
f (4) —1— X — Xmln
(X) Xmax ~ Xmin
£ 6)(x)=10-| 1 —=—Zmi
(X) ( Xmax ~ Xnin j
Bgst Worst
0 10 f©®)(x)
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Combining Metrics

In general, for nscores, the combined score S Is
n 2
S =10- ng (s )2 <(0,10)
Zi (1OWI)

For individual score s, with weight w..
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Metrics Hierarchy

= =

Existence Vectors ‘ Vectors ‘ Connectivity
Exploitabilityl Machines Machines Cycles
Impact Vuln Types Depth ‘
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Metrics Family: Victimization

* Existence —relative number of ports that are vulnerable:

Existence =10- S
S, +S

Vv n

* Exploitability —average CVSS Exploitability:

Exploitability = > e(u, )/U

* Impact —average CVSS Impact:

Impact = >’ m(u, )/U ,
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Metrics Hierarchy
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Size Family
Vectors Metric

g xx40.21 xx40.102 xx40.178

%x.40.100 5 exploits 2 exploits 3 exploits
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) . N
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p
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Size Family

Machines Metric

Non-vulnerable machines

m = Zd m. Vulnerable machines
i d
r= Zi {
I
F+m

Machines Size =10
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Metrics Hierarchy
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Containment Family

Vectors Metric

| |
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Containment Family

Machines Metric
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Containment Family

Vulnerablllty Types Metrlc

%x.40.100 5 exploits 2 exploits 3 exploits

5 exploits
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Existence Vectors Vectors
Exploitabilityl Machines | Machines |
Impact ‘ Vuln Types
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Attack Graph Connectivity

Motivation: Better to have attack graph as
disconnected parts versus connected whole

One Two Three
Component Components Components
o 2 e /5 -
T @)—_ 2 7 T 7 T 7
Less More

Secure Secure
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Topology Family
Connectivity Metric

T~ T, T,
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Attack Graph Cycles

Motivation: For a connected attack graph,
better to avoid cycles among subgraphs

e T
VP = o
BN
/ 7 s Less
— f \ / Secure
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Topology Family
Cycles Metric

Y Y N T
\
j'\x /.\\ j% /\\ j\ o
4 components 5 components 10 components

Metric=10 1—ﬂ =7 Metric=10 1—E -6 Metric=10 _10-1 =1
11-1 11-1 1
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Attack Graph Depth

Motivation: Better to have attack graph
deeper versus shallower

One Step 2 Steps 3 Steps
Deep Deep Deep

=g | xR

Less More
Secure Secure
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Topology Family
Depth Metric

/ \\\\\ // \\ /\\>

Shortest path 3/8 Shortest path 4/8 Shortests paths 2/3 and 1/5
I\/Ietric:lo(l—ij:S? Metric:lo(l—iJ:4.3 Metric:E{B-(l—i)+5-(l—iﬂ:2.3
8-1 8-1 2.8 3-1 5-1
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Metrics Dashboard

File
OVERALL WEIGHTING METRIC FAMILIES
Overall 2 Size 2 Containment 2 Victimization 2
0.75 below acceptable v acceptable 1.50 below acceptable 0.5 ow acceptable
1% lower m 75% lowe )
o-” 3 *-h..'l-% :— thor 1.50 * I'_I:4 duction m 3 r\:: nl:—.;:L. ctior 1.69 -";:I'_:'_-ll.'.:;f duction
0% Q Q Q

DISPLAYING ATTACK GRAPH METRICS FOR SAT DEC 28, 2013 11:11 AM
CHANGES RELATIVE TO TUE JAN 1, 2013 11:11 AM Open Attack Graph

Metric families over time ml BARS ﬂ Overall ‘ Size ‘ Topology | Containment | |T|

The Overall score is calculated based on the score of
each metric family.

Overall
Metric Metric
family family Metric
w | H
T | I L
w
9
= Likewise, the score for each meiric family is calculated
IE based on the score of each individual metricin that
B Victimization family. In this fashion, metric scares are rolled up into
T the Overall score. Click the button below to learn more
_opoogy about the equation that defines how scores are
Overall calculated.
Containment
e . Learn More
Size

The Overall acceptable threshold is calculated using the
same equation that combines the melric family scores. In
the equation, the acceptable threshold values are
combined as though they were scores.

Jan 01 Feb 25 Apr 03 May 10  Jun 16 Jul 23 Sep 01 Oct 08 Nov 14 Dec 28
11:11 AM  11:11 AM 11:11 AM 11:11AM 11:11AM 11:11AM 11:11AM 11:11 AM 11:11 AM 11:11 AM
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Family-Level Metrics

File
OVERALL WEIGHTING METRICS g) @l
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<= Back to Metric Families DISPLAYING ATTACK GRAPH METRICS FOR SAT DEC 28, 2013 11:11 AM
CHANGES RELATIVE TO TUE JAN 1, 2013 11:11 AM Open Attack Graph

Containment metrics over time TTTTR ears | [ore | Containment | vectors Across J Victims A |T|
10
WORST
&
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Vuln Types Across
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Temporal Zoom

Metric families over time

I Aug 22 11:11
I / Containment 5.85
LN Topology  5.48
E I— }I Overall 485 Containment
S = Size a0 = \/\ Topalogy
e L Vicimization 134 F————————. Querall
= [ — . - Size
= a5
Victimization
-~ S
A

Aug 01 Aug 07 Aug 12 Aug 17 Aug 22 Aug 27 Sep 01 Sep 06 Sep 11
11:11AM  11:11 AM 11:11AM  11:11AM 11311 AM i:11AM  11:11AM 11:11 AM 11:11 AM
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Trend Summary

Metric families over time

" OVERALL METRIC FAMILIES
2 + e
5 . t14 494 1495
O + + + 4 33 L + 1. || .
2 ' +hE4380 i
=
J ||I + 4 ++ 135
0 a
Overview Size Topology Containment Victimization
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Example Network Topology
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Block DMZ to Inside 3

Inside 1

+| Partner 1

1128 W1164

290

Inside 2
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Patch Host Vulnerabilities

Inside 3

1/23/2014 65t IFIP Working Group 10.4 Meeting 39



OVERALL

Overall 2

WEIGHTING METRIC FAMILIES

2.73 87
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(9% reduction)
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{64% reduction)

Containment 2
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Topology (2.

315 +
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{26% reduction)

Q
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408 *~
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{63% reduction)

Q
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Metric families over time
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OVERALL WEIGHTING METRICS

Size 2
03 below acceptable
R Attack Vectors | Reachable Machines |
DL AR m 194 helow ace L'Ul;»L‘}LL:z) w

BS 0 o 940
m - 4 e 3.14 until acceptable
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OVERALL WEIGHTING METRICS

Containment'2/

Victims Across () Vectors Across ' 2 Vuln Types Across | 2/

412 %

1.62 until acceptable
{64% reduction)
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(125% reduction) (233% reduction)

Containment metrics over time
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OVERALL WEIGHTING METRICS

Topology 2
5.59 Connectivity | 2. Cycles 2
.
3°15 33 = 107 below acceptabl
28 + it lowe:
£5 until acceptable ]
A 25.00 < 143
(26% reduction) 36 until acceptable . 2.50 until acceptable
(14% reduction) ' ' (100% reduction)

Topology metrics over time
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Topology Depth Connectivity Cycles
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-
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OVERALL WEIGHTING METRICS

Victimization 2 |

4.08 +

5 below acceptable

e 3. 4.84
(97% lower
- _ ¥ e - T o
158 until acceptable ]
o - ¥ e 357 until acceptable 5.42 until acceptable

(142% reduction) {216% reduction)

Existence 2/ Exploitability | 2/ Impact (2

Victimization metrics over time

10 METRIC FAMILY METRICS

METRIC SCORE

7.92
I|‘l| LS 44

Victimization Impact Exploitability Existence
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Contact

Steven Noel
http://csis.gmu.edu/noel/

The MITRE Corporation

McLean, Virginia MITRE

snoel@mitre.org
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