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CryptologyCryptology

• Confidentiality, integrity,

identification (design and

attacks: cryptography and

cryptanalysis)
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EncryptionEncryption by graphs by graphs

• 2 oriented graphs

• Nodes are messages and ciphertexts

• Labelled edges chosen by secret key

• Cayley graphs
• Yevgeniy Dodis and Adam Smith,

"Entropic Security and the Encryption of High-

Entropy Messages", Theory of Cryptography

Conference (TCC), February 2005.
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Identification: Identification: isomorphismisomorphism

• Alice (prover) and Bob (verifier)

• Two isomorphic public graphs G1 and G2
(same graph with 2 representations)

• Isomorphism P is private (secret)

• Isomorphism between graphs is a difficult
problem

• Proof of knowledge of isomorphism without
revealing it

• Use of a new random isomorphic graph G3:
there are two permutations P13, P23: Bob
chooses one and Alive gives it.
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IntegrityIntegrity: Hash : Hash functionsfunctions

• Integrity: send a message M with an added

information for detection of change

• Detection or correction codes if noise

• Cryptographic hash function h(), value

protected by signature, if malicious context

• Hash function: given h(M), difficult to find

another message with same value h(M): other

definitions

• collisions

9
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Uses of hash Uses of hash functionsfunctions

• Integrity (downloads)

• Signatures (long messages)

• Key exchange (export)

• Encryption

• Identification

• Lot of uses in complex systems

(airplane, …)
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Short story of hash Short story of hash functionsfunctions

• Nothing at the beginning: problem! No research

• Theory not very strong (Merkle-Damgaard): iterative
design (no precomputation, no parallel computation)

• Standards without hash (ISO-9796)

• MD2,4,5 (Rivest): hash of 128 bits, 1990 RFC1319-
1321: used in many internet protocols

• SHA-0, SHA-1: design based on MD-5, by NSA,
standard NIST; 1993-1994: 160 bits

• SHA-256, …: recent standards

• RIPEMD (NESSIE):
• http://paginas.terra.com.br/informatica/paulobarreto/hflounge.html
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AttacksAttacks

• N outputs

• Exhaustive search (N/2 computations)

• Birthday paradox: collisions (square root

of N computations)

• Time-memory computations

• http://keylengh.com

• Specific attacks (cryptanalysis)

• Notion of broken

© UCL Crypto group, a member of EIDMA. 2005 10

• MD4, MD5, SHA-0, … « broken » (August

2004) by Chinese scientists

• See program codes in
http://www.stachliu.com.nyud.net:8090/collisions.html

• SHA-1 (random collision in 263 computations)

• State-of-the-art at
http://www.csrc.nist.gov/pki/HashWorkshop/program.htm

October 31-November 1st, 2005

• Confidence in others?

11
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ReplacingReplacing the hash  the hash functionfunction

• Not easy

• No IETF protocol (ipsec, ssl, tls, …) is

enough flexible: changes will be needed

• Changes of format: a short-time possible

solution
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Large graphs and Large graphs and CryptologyCryptology

• Protocols: graph isomorphism
(theoretical, pedagogical, not efficient)

• Primitives for integrity: Zémor-Tillich
fonction (Eurocrypt’91, Crypto’94)

• Attacks: use of expanders

• Proofs of security: use of expanders

• Physical distribution of secrets:
(delta-D)-graphs  (Q., 1998), Cayley
graphs

12



© UCL Crypto group, a member of EIDMA. 2005 13

CayleyCayley graphs (1) graphs (1)

1 a

a2a3

a

a

a

a

group

elements

generators

• Generator set A

• Generated group G

• Graph:
– group elements as vertices

– edges defined by generators
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Cayley graphs (2)Cayley graphs (2)
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ExpanderExpander (1) (1)

• Graph G with n vertices (often fixed

degree)

• All subsets of k nodes have at least !k

neighboring vertices

• Expanding constant (isoperimetric

constant)

© UCL Crypto group, a member of EIDMA. 2005 16

ExpanderExpander (2) (2)

• (condensers, extractors,

(super)concentrators…),

• Many applications:

– Circuit complexity, randoms, communications,

cryptography, data structures …

• Pure mathematics: topology, group theory,

measure theory, number theory, graph

theory, …

14
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RamanujanRamanujan graph graph
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ComputingComputing the  the expandingexpanding constant constant

• Explicit: difficult but very interesting

results

• Specific: complete graphs, cycles, …

• Cayley graphs

• Eigenvalue computations: the best ones

today (related to random walks)

15
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SL(2,p) SL(2,p) ((exampleexample))

• Group of invertible matrices with determinant 1

• Operations modulo p
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A = B =

A, B generate a group, 

described by a Cayley graph 
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Hash Hash functionfunction  basedbased on SL(2, on SL(2,pp))

((ZemorZemor-Tillich: 1994)-Tillich: 1994)
• Group of invertible matrices with determinant 1

• Operations modulo p
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A = B =

Cm0Cm1Cm2…Cml-2Cml-1 = h(M)

Ci = A or B  if  i = 0 or 1

M = m0m1m2…ml-2ml-1 
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SecuritySecurity
• NB: associativity (no other hash

functions like this)

• (Close to cascades (Delsarte-Q., 1974))

• Length of h(M) constant (independent of

M)

• NP-complete problem (representation of

an element of a group given a set of

generators)

• Cayley graph

• p with 500 bits or more (large graphs!)

© UCL Crypto group, a member of EIDMA. 2005 22

• Girth (collision): partial proof of security

(maille, tour de taille): other examples: VSH

(Contini, A. Lenstra, Stenfield, based on

factorization) and also expanders (Charles,

Goren and Lauter, 2005)

• Diameter of the graph (not too large): and if

expander good random walks

• Not very efficient (one bit as exponent)

• Construction similar to expanders based on

Cayley graphs (Ramanujan graphs, …)
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Secure Secure camcodercamcoder:  :  JoyeJoye-Q.:JCS, 1997-Q.:JCS, 1997

• Integrity of forms (precomputation)

• Signatures of sequences

• Postprocessing of videos (authenticity)

• Efficiency (?) and easy use thanks to

associativity

© UCL Crypto group, a member of EIDMA. 2005 24

Better? (1)Better? (1)

• Ci = A or B  if  i = 0 or 1

• Binary -> n-ary

• Cayley graphs generated by n
generators

• (associativity)

• Other groups: well known?

• Symmetric groups, alternating groups
(all or all even permutations on m
elements)?

18
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Better? (2)Better? (2)

• Generating symmetric groups Sm

• Easy?: « any » 2 random elements from

Sm generate Sm with high probability

(Dixon, 1969)

• Choice related to girth and diameter

(security)

• BUT not so many results

© UCL Crypto group, a member of EIDMA. 2005 26

Research (Q., 2004)Research (Q., 2004)

• Choice n generators generating Sm, Am,

with good diameter and girth

• Expanders?

• Done: family of n generators (n in 2

…log(m) ... m) with good diameter, with

good algorithm of representation (oops!)

• Girth?

• Subgroups?

19
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Group Group generationsgenerations

• Few results if optimal in complexity

• Golunkov (1971)

• Babai, Kantor (1988)

• JJQ (1983, 1987, 2004, …)

© UCL Crypto group, a member of EIDMA. 2005 28

Group Group generationsgenerations (applications) (applications)

• Gluskov automaton (1965):

• Cellular logic (Elspas, Stone, 1968 …):

• Cryptographic algos (modelling by finite lossless
automata): Huffman (1955), Kurmit (1974),

• Analog scrambling: Wyner (1975), Sloane (1982),

• Random access memory: Stone, Aho-Ullmann,

• Access to databases (Klugge, 1977)

• Bubble memories (aso),

• Random generators (Luby-Rackoff, 1986),

• Criteria for Feistel schemes (Even-Goldreich, 1981),

• (Bill Gates) …

20
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SymmetricSymmetric groups S groups Snn

• Pick at random an element (permutation):

cycle structure? Goncharov(1942-1944),

Knuth-Pardo (1976),

• Pick at random 2 or more elements: proba

of generating S: Netto (1892), Dixon (1969),

• Diameter, girth?

• Cayley graphs

© UCL Crypto group, a member of EIDMA. 2005 30

ResultsResults

• Easy and flexible constructions of sets

of generators for Sm and Am

• Very diameter (close to lower bound)

• 2, 3, …, log(log(m)), … log(m), …

generators (except few cases)

• Hamiltonian paths

• Bipartite graphs

• (too) easy computation of paths from 0

21
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ComingComing back to  back to expandersexpanders

• Such graphs are « good » expanders

• Need of a seed graph in an iterative

context (Wigderson et al, 2004)

• …

© UCL Crypto group, a member of EIDMA. 2005 32

ConclusionsConclusions

• Hash functions?

• Interesting results anyway

• Thanks for your interest

• Questions, answers, comments?
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Protection de la vie privée
sur Internet

Yves Deswarte
deswarte@laas.fr

LAAS-CNRS, Toulouse

Sécurité & protection de la vie privée

!"Privacy" ! confidentialité de données (et
méta-données) personnelles
PII : Personally Identifiable Information

! = sous-ensemble de "sécurité" (CIA)

! Mais…

25



… "the devil is in the details "

!Garder les justificatifs, en cas de litige

!Traçabilité des actions

!Authentification forte

!… danger pour la vie privée !!!

Sommaire

!"Privacy" : Définition, Législation

!Principes de base

!PETs : Privacy Enhancing Technologies
o Gestion d'identités multiples
o Protéger les adresses IP
o Accès anonyme à des services
o Autorisation respectant la vie privée
o Gestion des données personnelles

!Projet Prime
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"Privacy" : définitions

! Intimité, protection de la vie privée, du domaine privé

! Critères Communs (ISO 15408) :
une classe fonctionnelle, 4 propriétés :

o Anonymat : impossibilité (pour d'autres utilisateurs)
de déterminer le véritable nom de
l'utilisateur associé à un sujet, une
opération, un objet

o “Pseudonymat” : idem, sauf que l'utilisateur peut être
tenu responsable de ses actes

o Non-“chaînabilité” : impossibilité  (pour d'autres utilisateurs)
d'établir un lien entre différentes
opérations faites par un même utilisateur

o Non-observabilité : impossibilité (pour d'autres utilisateurs)
de déterminer si une opération est en cours

Législation
! Guides pour l'utilisation de données personnelles informatisées

 et leurs transmissions internationales : OCDE en septembre 1980,
Assemblée Générale de l'ONU, en décembre 1990.

! Protection des données à caractère personnel : Convention 108 du
Conseil de l’Europe (26/01/81), directives 95/46/EC (libre mouvement)
et 2002/58/CE (communications électroniques)
(remplaçant la directive 97/66/CE)

! Protection des données nominatives -> à caractère personnel :
loi "Informatique et Libertés" du 06/01/78, révisée par loi du 6 août
2004 + loi 94-548 (recherche médicale) http://www.cnil.fr/

! Secret professionnel (Neau Code Pénal, art. 226-13) et secret des
correspondances (NCP art. 226-15) + code des postes et
télécommunications (secret des correspondances + art. L-32-3-1,
inséré par la "Loi relative à la sécurité quotidienne" du 15/11/2001,
révisé par la "Loi pour la sécurité intérieure" du 18/03/2003, la “Loi
sur l’économie numérique” du 21/06/2004, puis la "Loi relative aux
communications électroniques et aux services de communication
audiovisuelle” n°2004-669 du 9 juillet 2004, décret du 24/03/06.

27



1er Principe pour protéger la vie privée :

! "Besoin d'en connaître" ("need-to-know")
ne transmettre une information qu'à ceux qui en ont
besoin pour réaliser la tâche qu'on leur confie
-> Minimisation des données personnelles
puis destruction/oubli

! … sur Internet comme dans le monde réel

! …avec des limites : certaines informations personnelles doivent
pouvoir être fournies aux autorités judiciaires en cas de litige ou
d'enquête (lutte contre le blanchiment d'argent sale, par
exemple) : "pseudonymat" plutôt qu'anonymat total

Exemple : commerce électronique (1)

! Parties impliquées :
un client, un marchand, un service de livraison, des
banques, un émetteur de carte de crédit, un
fournisseur d'accès Internet, …

! Le marchand n'a pas besoin (en général) de l'identité
du client, mais doit être sûr de la validité du moyen de
paiement.

! La société de livraison n'a pas besoin de connaître
l'identité de l'acheteur, ni ce qui a été acheté (sauf
les caractéristiques physiques), mais doit connaître
l'identité et l'adresse du destinataire.

28



Exemple : commerce électronique (2)

! La banque du client ne doit pas connaître le marchand
ni ce qui est acheté, seulement la référence du
compte à créditer, le montant …

! La banque du marchand ne doit pas connaître le
client…

! Le f.a.i. ne doit rien connaître de la transaction, sinon
les caractéristiques techniques de la connexion …

2ème Principe pour protéger la vie privée :

! "Auto-détermination" : garder le contrôle sur ses
[méta-] données personnelles

-> stockage sur un dispositif personnel
(carte à puce, PDA, PC…)

-> si ces données sont divulguées à un tiers, imposer
des obligations sur leur usage

o Date de péremption
o Notification en cas de transfert ou d'usage non prévu
o etc…

29



PET : Privacy-Enhancing Technology

!Gestion d'identités multiples

!Protéger les adresses IP

!Accès anonyme à des services

!Autorisation respectant la vie privée

!Gestion des données personnelles

1° PET : gestion d'identités multiples

! Réduire les liens entre une personne et les données
la concernant (contrôler la chaînabilité)
o Communications et accès anonymes

! Mais : accès personnalisés / privilégiés :  pseudonymes
o Préférences (ex: météo)
o "Rôles" différents -> pseudonymes différents

" Ex: contribuable et électeur

o Authentification adaptée au risque d'usurpation d'identité (et à la
responsabilité)

o Durée de vie liée aux besoins de chaînabilité
-> pseudonymes "jetables"

! Identités virtuelles multiples vs. "single-sign-on"
Liberty Alliance <http://www.projectliberty.org>

vs. Microsoft Passport

30



Adresse IP= "donnée nominative"

Exemple :
Return-Path: <Yves.Deswarte@laas.fr>

Received: from laas.laas.fr (140.93.0.15) by mail.libertysurf.net
(6.5.026)

        id 3D518DEF00116A4D for yves.deswarte@libertysurf.fr; Tue, 13 Aug

2002 13:44:40 +0200

Received: from [140.93.21.6] (tsfyd [140.93.21.6])

    by laas.laas.fr (8.12.5/8.12.5) with ESMTP id g7DBid1D001531

    for <yves.deswarte@libertysurf.fr>; Tue, 13 Aug 2002 13:44:39 +0200

(CEST)

User-Agent: Microsoft-Entourage/10.1.0.2006

Date: Tue, 13 Aug 2002 13:44:38 +0200

Subject: test

From: Yves Deswarte <Yves.Deswarte@laas.fr>

To: <yves.deswarte@libertysurf.fr>

Message-ID: <B97EBDC6.2052%Yves.Deswarte@laas.fr>

Mime-version: 1.0

Content-type: text/plain; charset="US-ASCII"

Content-transfer-encoding: 7bit

Adresse IP= "info sensible"

Exemple :

31



Adresse IP= localisation

Exemple :

IP V6, réseaux ad hoc, …

! Demain : IP partout (pervasive/ubiquitous computing, intelligence
ambiante, sensor networks, RFID, convergence 4G …)

! chaque "machin" aura une adresse IP permanente (nomade)

! chaque personne aura plusieurs machins …

! … qui se connecteront aux machins proches (réseaux ad hoc)

! … qui s'identifieront, routeront leurs communications, fourniront
des infos contextuelles, etc.
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2° PET : Protéger les adresses IP

!PET : affectation dynamique des
adresses IP (DHCP, PPP, NAT, …)

!Routeurs d'anonymat :
o MIX

o Onion Routing

o Crowds Routeur

MIX : comment ça marche ?

http://www.inf.tu-dresden.de/

Message

Doublon ou

bourrage?

Oui

Non
Déchiffrement

Tampon

Ordre

aléatoire

MIX

! bourrage
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MIX / Onion Routing / Crowds

X YMIX 1 MIX 2

K1(R1,K2(R2,KY(R0,M),AY),A2),A

1

K2(R2,KY(R0,M),AY),A2

KY(R0,M),AY

#

$

%

&

Crowds/Hords

! Chaque membre est un MIX pour les autres

! Probabilité p d'envoi au destinataire
(1-p) d'envoi à un autre membre au hasard

Internet
Dffggdf

Fbfvsdfbb

Dffbegrdfb

Dffbdfb

Ddffzerbdffb

Dffb

Liste des

membres
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Inconvénients des MIX

!Coût (# de messages, chiffrement, …)

!Vulnérables à la collusion entre les MIX
--> indépendance entre les MIX ?

!Vulnérables à un observateur global
(analyses statistiques)
--> distribution sur Internet ?

!Interactivité : canal retour + anonymat de
relation

!Mal adapté aux réseaux locaux…

Le dîner des cryptographes

!Comment savoir si quelqu'un a payé,
sans pouvoir savoir qui ?

DC-network

Protocole par tour : à chaque tour :
o Chacun diffuse un message ou du bourrage
o Chacun fait le XOR de tout ce qu'il a reçu
o Les bourrages sont générés de façon à s'annuler

par XOR
--> résultat = XOR(messages)

" Si pas de message : résultat = 0
" Si un seul message : tous les participants reçoivent le

message (en clair)
" Si plusieurs messages : collision --> résolution "aloha"
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Bourrage s'auto-annulant

!∀ i, j ∈ {cryptographes}, i et j partagent une
chaîne secrète de bits aléatoires de longueur
infinie : Si,j = Si,j

!A chaque tour k :
" Si i ne veut pas émettre de message, il diffuse

Bi = XORi" j (k-ième tranche (Si,j))

" Si i veut émettre le message M, il diffuse
M XOR Bi

o XORi=1..n(Bi) = 0 ⇒ résultat = M (si un seul message)

Problème 1 : coût du broadcast

!Tout le monde diffuse à tout le monde
--> coûteux dans un réseau switché

!Traitement d'erreur très coûteux
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Amélioration 1 : serveur central

! Serveur de confiance (ex.
sysadmin)

! Tous envoient leur message
au serveur (point-à-point,
traitement d'erreur simple)

! Le serveur fait le XOR et
diffuse le résultat à tous
(traitement d'erreur simple)

Problème 2 : passage à l'échelle

!Beaucoup d'abonnés : ils émettent à
chaque tour (bourrage), même quand ils
n'ont rien à dire --> bande passante
consommée par abonné

!Serveur : puissance de calcul
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Amélioration 2 : proxies

!Hiérarchie de
proxies, qui font le
XOR par segment (et
traitement d'erreur)

!Le serveur fait un
XOR réduit, et
diffuse le résultat

!Tolérer les
défaillances des
proxies

Problème 3 : Bande passante

!Le débit est proportionnel au nombre
d'abonnés, pas au nombre de
communications.

!Le débit est consommé par chacun des
abonnés, même s'il ne communique pas.
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Amélioration 3 : débit adaptatif

!Tant qu'il n'y a pas de communication,
les rounds sont espacés

!Dès qu'un message est détecté :
doublement du rythme

!Si collision, doublement encore

!# slots max = # comms simultanées

Débit Max DCnet

• Nombre de XOR par round proportionnel à n

' Débit % ~1/n

• Video conf seulement pour petits groupes

(débit-latence)

• Videostreaming (?)  ou transferts de gros fichiers

 limités à 8 users max (débit)

• Audio possible pour des centaines d’utilisateurs

ex: VoIP (débit-latence)
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3° PET: Accès anonyme à des services

! Relais d'anonymat (anonymity proxy) :
unidirectionnels (ou bidirectionnels?)
o e-mail, news (Usenet)

" anon.penet.fi (700 000 utilisateurs en 1996 !)
" Cypherpunks

o ftp
o Web : ex: proxify.com
o …

! Serveur de pseudonymes :
o e-mail
o Identités multiples fournies par des f.a.i. (adresses mél)

4° PET: Autorisation sur Internet

! Aujourd'hui : client-serveur
le serveur accorde ou refuse des privilèges au client en fonction
de son identité déclarée (éventuellement vérifiée par des
mécanismes d'authentification)

! Le serveur doit enregistrer des données personnelles :
preuves en cas de litige

! Ces données peuvent être utilisées à d'autres fins (profilage des
clients, marketing direct, revente de fichiers clients, chantage…)

! Action P3P (W3C) : Platform for Privacy Preferences Project
vérification automatique de politiques de sécurité/privacy 

"déclarées"

40



Ce schéma est dépassé

!Les transactions sur Internet mettent en jeu
généralement plus de deux parties
(ex : commerce électronique)

!Ces parties ont des intérêts différents (voire
opposés) : suspicion mutuelle

!Nocif pour la vie privée :
opposé au "besoin d'en connaître"

Rappel : signature numérique

! Ks = clé de signature                     Kv = clé de vérification

! Intégrité :
o Sans connaître Ks, "impossible" de générer une signature valide

o Il est "impossible" de trouver Ks, connaissant M et ! (clair connu)

o Il est "impossible" de trouver Ks, en choisissant M (clair choisi)
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YD - INSA 2006 Sécurité des Systèmes d'Information

Signatures à clé publique : Ks ! Kv

! Exemple : DSA

! Fonction de hachage : SHA-1

! Signature/vérification : el Gamal

YD - INSA 2006 Sécurité des Systèmes d'Information

Signature par chiffres à clé publique

! Exemple : RSA

! Ks = clé de signature = clé de chiffrement Kc privée

! Kv = clé de vérification = clé de déchiffrement Kd publique
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Certificats - IGC (PKI)

Nom, prénom
Adresse
Né le … à …
…..

          
KPe

Attributs

Autorité

d'enregistrement
KPca'

KPca"

Autorité(s) de

certification

Nom, prénom
Adresse
Né le … à …
…..

          
KPe

Certificat

Personne

KSe

Preuves d'autorisation: credentials

! Certificats multiples :
ex: SPKI : certificats d'attributs/d'autorisation
o cartes d'abonnement, de membre d'association, …
o permis de conduire, carte d'électeur…

! Problèmes: “chaînabilité” (une seule clé publique pour
plusieurs certificats?), gestion des certificats/clés,
authentification, préservation des preuves,
révocation, …

! Certificats restreints :
o "Partial Revelation of Certified Identity"

Fabrice Boudot, CARDIS 2000
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“Anonymous Credentials” (Idemix)

!

Signature de groupe

! Une clé publique de vérification de signature, n clefs
privées de génération de signature.

! Le responsable de groupe distribue les clefs privées
aux membres du groupe.

! Pour prouver qu'on est membre du groupe (= possède
une garantie anonyme), on chiffre un message
aléatoire, vérifiable, signé par le groupe.

! La vérification de la signature est une preuve
d'appartenance, donc de garantie.

!  Seul le responsable de groupe peut vérifier quel
membre a signé.
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transaction
request

permissions

Authorization Server

fs2

f3

ps1 p4
u

JavaCard

Reference

Monitor
JavaCard

Reference

Monitor
JavaCard

Reference

Monitor

Autorisation dans MAFTIA

e-Cash (1)

! Propriétés souhaitées :

o Anonymat : un billet n'identifie pas la personne pour laquelle il
a été émis

o Impossibilité de fabriquer des faux

o Impossibilité de dépenser deux fois

o Transmissibilité : un billet peut être échangé entre personnes

o Liquidité : un billet peut être divisé en petites coupures, ou
agrégé en coupures supérieures
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e-Cash (2) : signature aveugle (blind sign.)

! Alice génère un nombre aléatoire R, le multiplie par un facteur
secret S, et l'envoie signé à sa banque: A->B: [R*S, valeur]A

! La banque débite le compte d'Alice de la valeur, et renvoie le
billet signé à Alice : B->A: [R*S, valeur]B

! Alice "désaveugle" le billet [R, valeur]B, et le dépense chez un
marchand

! Le marchand transmet le billet à la banque : M->B: [R, valeur]B

! La banque vérifie la signature, enregistre le billet comme
dépensé, et crédite le compte du marchand de la valeur, et
notifie le marchand, qui donne un reçu à Alice

! Si Alice (ou le marchand) essaye de redépenser le billet, la
banque trouvera le billet dans la liste des billets dépensés

5° PET : gestion des données personnelles

! Négociation entre l'individu et l'entreprise
ex: coupons de réduction en échange d'une publicité ciblée

! Auto-détermination : celui qui fournit des
informations sur lui-même doit pouvoir contraindre
l'usage qui pourrait en être fait --> Obligations
ex: à effacer dans 48 h.

! Minimisation des données personnelles
-> répartition : séparation des pouvoirs,

fragmentation des données
-> anonymisation + appauvrissement
ex: remplacer le code postal par l'identifiant de la région

-> Private Information Retrieval (PIR)
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Private Information Retrieval (PIR)

! Exemple : PIR "parfaitement" sûr
o Base de données répliquée

o Composée de N éléments de taille fixe

o 2 Requêtes :
" 1 chaîne S de N bits aléatoires -> serveur 1

" même chaîne sauf le k-ième bit inversé -> serveur 2

o Réponse de chaque serveur = XOR de tous les éléments i tels
que Si = 1

o Réponse = XOR des deux réponses

! Avec des méthodes cryptographiques (chiffrements
homomorphiques {a + b} = {a}+{b}, résidus quadratiques
et non-quadratiques, …), on peut réaliser des PIR
"computationnellement" sûrs sans réplication

5°-bis PET : Accès aux données

! Principe du moindre privilège : un individu ne doit
avoir que les droits minimaux nécessaires à sa tâche

! Politique de sécurité et mécanismes de protection :
le détenteur d'une information en est responsable
(art 34 de la loi «#informatique et libertés#»)

! Ces données peuvent être très critiques :
ex: dossiers médicaux
o Disponibilité : temps de réponse (urgence), pérennité
o Intégrité : nécessaire à la confiance, éléments de preuve
o Confidentialité : vie privée <-> intérêts économiques

! Privacy = contrôle d'accès + obligations
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Contrôle d’accès aux données

!Séparation entre décision de contrôle d’accès
et mise en œuvre

o Décision : à un niveau élevé (ex. transaction)
" Cohérence de l’ensemble des opérations
" Décision sur la «#sémantique#» de la transaction
" Moindre privilège : le privilège d’exécuter la transaction

est inférieur à celui d’exécuter les opérations
élémentaires

Si OK --> génération de preuves d’autorisation

o Mise en œuvre : à chaque opération élémentaire :
fournir ou bloquer l’accès en fonction de l’opération
et de ses paramètres vs. les preuves d’autorisation

Exemple : virement bancaire

!Transaction : virer 2000 $ du compte
184-948449 au compte 946448-658

o Lire le solde du compte 184-948449

o Tester si le solde est supérieur à 2000 $

o Si oui :
" solde := solde - 2000; écrire solde 184-948449

" Lire le solde du compte 946448-658

" solde := solde + 2000; écrire solde 946448-658

o  Si non : retourner «#solde insuffisant#».
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Donner confiance aux utilisateurs…

… que leur vie privée est protégée?

! Certification & labellisation

!Approche Trusted Computing Group (TCG)
o Support matériel : TPM

o Bootstrap sûr

o Vérification sceau S/W avant chargement

o Vérifiable à distance,  sans dévoiler d'identité
(DAA)

 (03/2004 - 02/2008)

http://www.prime-project.eu.org/

!Privacy and Identity Management for Europe
o Aspects juridico-socio-économiques
o PET Côté utilisateur (dévelopt, utilisabilité)
o PET Côté système, réseau, serveur
o Applications réelles

!20 Partenaires, 16 M$, subvention : ~10 M$

o Fournisseurs (IBM, HP, …)
o Labos (KUL, U. Dresde, U. Milan, Eurécom, LAAS…)
o Utilisateurs (Lufthansa, T-Mobile, Swisscom, HSR)
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Principe :

!Identités différentes selon les besoins

(

Exemple d'architecture

User

User's Credentials

User's Policy

Request

Authori-

zation

Distributed

Server

Fragments of

personal data

User-side Services-side
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Architecture du contrôle d’accès
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d
i
t
i
o
n
a
l
l
y
 
a
s
s
o
c
i
a
t
e
d
 
w
i
t
h
 
r
e
u
s
a
b
l
e
 
p
a
s
s
w
o
r
d
s
.
 

 
 
 
T
h
i
s
 
s
y
s
t
e
m
 
a
l
s
o
 
p
e
r
f
o
r
m
s
 
a
 
s
e
c
u
r
e
 
k
e
y
 
e
x
c
h
a
n
g
e
 
i
n
 
t
h
e
 
p
r
o
c
e
s
s
 
o
f
 

 
 
 
a
u
t
h
e
n
t
i
c
a
t
i
o
n
,
 
a
l
l
o
w
i
n
g
 
s
e
c
u
r
i
t
y
 
l
a
y
e
r
s
 
(
p
r
i
v
a
c
y
 
a
n
d
/
o
r
 
i
n
t
e
g
r
i
t
y
 

 
 
 
p
r
o
t
e
c
t
i
o
n
)
 
t
o
 
b
e
 
e
n
a
b
l
e
d
 
d
u
r
i
n
g
 
t
h
e
 
s
e
s
s
i
o
n
.
 
 
T
r
u
s
t
e
d
 
k
e
y
 
s
e
r
v
e
r
s
 

 
 
 
a
n
d
 
c
e
r
t
i
f
i
c
a
t
e
 
i
n
f
r
a
s
t
r
u
c
t
u
r
e
s
 
a
r
e
 
n
o
t
 
r
e
q
u
i
r
e
d
,
 
a
n
d
 
c
l
i
e
n
t
s
 
a
r
e
 
n
o
t
 

 
 
 
r
e
q
u
i
r
e
d
 
t
o
 
s
t
o
r
e
 
o
r
 
m
a
n
a
g
e
 
a
n
y
 
l
o
n
g
-
t
e
r
m
 
k
e
y
s
.
 
 
S
R
P
 
o
f
f
e
r
s
 
b
o
t
h
 

 
 
 
s
e
c
u
r
i
t
y
 
a
n
d
 
d
e
p
l
o
y
m
e
n
t
 
a
d
v
a
n
t
a
g
e
s
 
o
v
e
r
 
e
x
i
s
t
i
n
g
 
c
h
a
l
l
e
n
g
e
-
r
e
s
p
o
n
s
e
 

 
 
 
t
e
c
h
n
i
q
u
e
s
,
 
m
a
k
i
n
g
 
i
t
 
a
n
 
i
d
e
a
l
 
d
r
o
p
-
i
n
 
r
e
p
l
a
c
e
m
e
n
t
 
w
h
e
r
e
 
s
e
c
u
r
e
 

 
 
 
p
a
s
s
w
o
r
d
 
a
u
t
h
e
n
t
i
c
a
t
i
o
n
 
i
s
 
n
e
e
d
e
d
.
 

 1
.
 
I
n
t
r
o
d
u
c
t
i
o
n
 

  
 
 
T
h
e
 
l
a
c
k
 
o
f
 
a
 
s
e
c
u
r
e
 
a
u
t
h
e
n
t
i
c
a
t
i
o
n
 
m
e
c
h
a
n
i
s
m
 
t
h
a
t
 
i
s
 
a
l
s
o
 
e
a
s
y
 
t
o
 

 
 
 
u
s
e
 
h
a
s
 
b
e
e
n
 
a
 
l
o
n
g
-
s
t
a
n
d
i
n
g
 
p
r
o
b
l
e
m
 
w
i
t
h
 
t
h
e
 
v
a
s
t
 
m
a
j
o
r
i
t
y
 
o
f
 

 
 
 
I
n
t
e
r
n
e
t
 
p
r
o
t
o
c
o
l
s
 
c
u
r
r
e
n
t
l
y
 
i
n
 
u
s
e
.
 
 
T
h
e
 
p
r
o
b
l
e
m
 
i
s
 
t
w
o
-
f
o
l
d
:
 
U
s
e
r
s
 

 
 
 
l
i
k
e
 
t
o
 
u
s
e
 
p
a
s
s
w
o
r
d
s
 
t
h
a
t
 
t
h
e
y
 
c
a
n
 
r
e
m
e
m
b
e
r
,
 
b
u
t
 
m
o
s
t
 
p
a
s
s
w
o
r
d
-
b
a
s
e
d
 

 
 
 
a
u
t
h
e
n
t
i
c
a
t
i
o
n
 
s
y
s
t
e
m
s
 
o
f
f
e
r
 
l
i
t
t
l
e
 
p
r
o
t
e
c
t
i
o
n
 
a
g
a
i
n
s
t
 
e
v
e
n
 
p
a
s
s
i
v
e
 

 
 
 
a
t
t
a
c
k
e
r
s
,
 
e
s
p
e
c
i
a
l
l
y
 
i
f
 
w
e
a
k
 
a
n
d
 
e
a
s
i
l
y
-
g
u
e
s
s
e
d
 
p
a
s
s
w
o
r
d
s
 
a
r
e
 
u
s
e
d
.
 

  
 
 
E
a
v
e
s
d
r
o
p
p
i
n
g
 
o
n
 
a
 
T
C
P
/
I
P
 
n
e
t
w
o
r
k
 
c
a
n
 
b
e
 
c
a
r
r
i
e
d
 
o
u
t
 
v
e
r
y
 
e
a
s
i
l
y
 
a
n
d
 

 
 
 
v
e
r
y
 
e
f
f
e
c
t
i
v
e
l
y
 
a
g
a
i
n
s
t
 
p
r
o
t
o
c
o
l
s
 
t
h
a
t
 
t
r
a
n
s
m
i
t
 
p
a
s
s
w
o
r
d
s
 
i
n
 
t
h
e
 

 
 
 
c
l
e
a
r
.
 
 
E
v
e
n
 
s
o
-
c
a
l
l
e
d
 
"
c
h
a
l
l
e
n
g
e
-
r
e
s
p
o
n
s
e
"
 
t
e
c
h
n
i
q
u
e
s
 
l
i
k
e
 
t
h
e
 
o
n
e
 

 
 
 
d
e
s
c
r
i
b
e
d
 
i
n
 
[
R
F
C
 
2
0
9
5
]
 
a
n
d
 
[
R
F
C
 
1
7
6
0
]
,
 
w
h
i
c
h
 
a
r
e
 
d
e
s
i
g
n
e
d
 
t
o
 
d
e
f
e
a
t
 

   W
u
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
S
t
a
n
d
a
r
d
s
 
T
r
a
c
k
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
[
P
a
g
e
 
1
]
 

 R
F
C
 
2
9
4
5
 
 
 
 
 
 
 
 
S
R
P
 
A
u
t
h
e
n
t
i
c
a
t
i
o
n
 
&
 
K
e
y
 
E
x
c
h
a
n
g
e
 
S
y
s
t
e
m
 
 
S
e
p
t
e
m
b
e
r
 
2
0
0
0
 

   
 
 
s
i
m
p
l
e
 
s
n
i
f
f
i
n
g
 
a
t
t
a
c
k
s
,
 
c
a
n
 
b
e
 
c
o
m
p
r
o
m
i
s
e
d
 
b
y
 
w
h
a
t
 
i
s
 
k
n
o
w
n
 
a
s
 
a
 

 
 
 
"
d
i
c
t
i
o
n
a
r
y
 
a
t
t
a
c
k
"
.
 
 
T
h
i
s
 
o
c
c
u
r
s
 
w
h
e
n
 
a
n
 
a
t
t
a
c
k
e
r
 
c
a
p
t
u
r
e
s
 
t
h
e
 

 
 
 
m
e
s
s
a
g
e
s
 
e
x
c
h
a
n
g
e
d
 
d
u
r
i
n
g
 
a
 
l
e
g
i
t
i
m
a
t
e
 
r
u
n
 
o
f
 
t
h
e
 
p
r
o
t
o
c
o
l
 
a
n
d
 
u
s
e
s
 

 
 
 
t
h
a
t
 
i
n
f
o
r
m
a
t
i
o
n
 
t
o
 
v
e
r
i
f
y
 
a
 
s
e
r
i
e
s
 
o
f
 
g
u
e
s
s
e
d
 
p
a
s
s
w
o
r
d
s
 
t
a
k
e
n
 
f
r
o
m
 
a
 

 
 
 
p
r
e
c
o
m
p
i
l
e
d
 
"
d
i
c
t
i
o
n
a
r
y
"
 
o
f
 
c
o
m
m
o
n
 
p
a
s
s
w
o
r
d
s
.
 
 
T
h
i
s
 
w
o
r
k
s
 
b
e
c
a
u
s
e
 

 
 
 
u
s
e
r
s
 
o
f
t
e
n
 
c
h
o
o
s
e
 
s
i
m
p
l
e
,
 
e
a
s
y
-
t
o
-
r
e
m
e
m
b
e
r
 
p
a
s
s
w
o
r
d
s
,
 
w
h
i
c
h
 

 
 
 
i
n
v
a
r
i
a
b
l
y
 
a
r
e
 
a
l
s
o
 
e
a
s
y
 
t
o
 
g
u
e
s
s
.
 

  
 
 
M
a
n
y
 
e
x
i
s
t
i
n
g
 
m
e
c
h
a
n
i
s
m
s
 
a
l
s
o
 
r
e
q
u
i
r
e
 
t
h
e
 
p
a
s
s
w
o
r
d
 
d
a
t
a
b
a
s
e
 
o
n
 
t
h
e
 

 
 
 
h
o
s
t
 
t
o
 
b
e
 
k
e
p
t
 
s
e
c
r
e
t
 
b
e
c
a
u
s
e
 
t
h
e
 
p
a
s
s
w
o
r
d
 
P
 
o
r
 
s
o
m
e
 
p
r
i
v
a
t
e
 
h
a
s
h
 

 
 
 
h
(
P
)
 
i
s
 
s
t
o
r
e
d
 
t
h
e
r
e
 
a
n
d
 
w
o
u
l
d
 
c
o
m
p
r
o
m
i
s
e
 
s
e
c
u
r
i
t
y
 
i
f
 
r
e
v
e
a
l
e
d
.
 
 
T
h
a
t
 

 
 
 
a
p
p
r
o
a
c
h
 
o
f
t
e
n
 
d
e
g
e
n
e
r
a
t
e
s
 
i
n
t
o
 
"
s
e
c
u
r
i
t
y
 
t
h
r
o
u
g
h
 
o
b
s
c
u
r
i
t
y
"
 
a
n
d
 
g
o
e
s
 

 
 
 
a
g
a
i
n
s
t
 
t
h
e
 
U
N
I
X
 
c
o
n
v
e
n
t
i
o
n
 
o
f
 
k
e
e
p
i
n
g
 
a
 
"
p
u
b
l
i
c
"
 
p
a
s
s
w
o
r
d
 
f
i
l
e
 
w
h
o
s
e
 

 
 
 
c
o
n
t
e
n
t
s
 
c
a
n
 
b
e
 
r
e
v
e
a
l
e
d
 
w
i
t
h
o
u
t
 
d
e
s
t
r
o
y
i
n
g
 
s
y
s
t
e
m
 
s
e
c
u
r
i
t
y
.
 

  
 
 
S
R
P
 
m
e
e
t
s
 
t
h
e
 
s
t
r
i
c
t
e
s
t
 
r
e
q
u
i
r
e
m
e
n
t
s
 
l
a
i
d
 
d
o
w
n
 
i
n
 
[
R
F
C
 
1
7
0
4
]
 
f
o
r
 
a
 

 
 
 
n
o
n
-
d
i
s
c
l
o
s
i
n
g
 
a
u
t
h
e
n
t
i
c
a
t
i
o
n
 
p
r
o
t
o
c
o
l
.
 
 
I
t
 
o
f
f
e
r
s
 
c
o
m
p
l
e
t
e
 

 
 
 
p
r
o
t
e
c
t
i
o
n
 
a
g
a
i
n
s
t
 
b
o
t
h
 
p
a
s
s
i
v
e
 
a
n
d
 
a
c
t
i
v
e
 
a
t
t
a
c
k
s
,
 
a
n
d
 
a
c
c
o
m
p
l
i
s
h
e
s
 

 
 
 
t
h
i
s
 
e
f
f
i
c
i
e
n
t
l
y
 
u
s
i
n
g
 
a
 
s
i
n
g
l
e
 
D
i
f
f
i
e
-
H
e
l
l
m
a
n
-
s
t
y
l
e
 
r
o
u
n
d
 
o
f
 

 
 
 
c
o
m
p
u
t
a
t
i
o
n
,
 
m
a
k
i
n
g
 
i
t
 
f
e
a
s
i
b
l
e
 
t
o
 
u
s
e
 
i
n
 
b
o
t
h
 
i
n
t
e
r
a
c
t
i
v
e
 
a
n
d
 
n
o
n
-
 

 
 
 
i
n
t
e
r
a
c
t
i
v
e
 
a
u
t
h
e
n
t
i
c
a
t
i
o
n
 
f
o
r
 
a
 
w
i
d
e
 
r
a
n
g
e
 
o
f
 
I
n
t
e
r
n
e
t
 
p
r
o
t
o
c
o
l
s
.
 

 
 
 
S
i
n
c
e
 
i
t
 
r
e
t
a
i
n
s
 
i
t
s
 
s
e
c
u
r
i
t
y
 
w
h
e
n
 
u
s
e
d
 
w
i
t
h
 
l
o
w
-
e
n
t
r
o
p
y
 
p
a
s
s
w
o
r
d
s
,
 

 
 
 
i
t
 
c
a
n
 
b
e
 
s
e
a
m
l
e
s
s
l
y
 
i
n
t
e
g
r
a
t
e
d
 
i
n
t
o
 
e
x
i
s
t
i
n
g
 
u
s
e
r
 
a
p
p
l
i
c
a
t
i
o
n
s
.
 

 2
.
 
C
o
n
v
e
n
t
i
o
n
s
 
a
n
d
 
T
e
r
m
i
n
o
l
o
g
y
 

  
 
 
T
h
e
 
p
r
o
t
o
c
o
l
 
d
e
s
c
r
i
b
e
d
 
b
y
 
t
h
i
s
 
d
o
c
u
m
e
n
t
 
i
s
 
s
o
m
e
t
i
m
e
s
 
r
e
f
e
r
r
e
d
 
t
o
 
a
s
 

 
 
 
"
S
R
P
-
3
"
 
f
o
r
 
h
i
s
t
o
r
i
c
a
l
 
p
u
r
p
o
s
e
s
.
 
 
T
h
i
s
 
p
a
r
t
i
c
u
l
a
r
 
p
r
o
t
o
c
o
l
 
i
s
 

 
 
 
d
e
s
c
r
i
b
e
d
 
i
n
 
[
S
R
P
]
 
a
n
d
 
i
s
 
b
e
l
i
e
v
e
d
 
t
o
 
h
a
v
e
 
v
e
r
y
 
g
o
o
d
 
l
o
g
i
c
a
l
 
a
n
d
 

 
 
 
c
r
y
p
t
o
g
r
a
p
h
i
c
 
r
e
s
i
s
t
a
n
c
e
 
t
o
 
b
o
t
h
 
e
a
v
e
s
d
r
o
p
p
i
n
g
 
a
n
d
 
a
c
t
i
v
e
 
a
t
t
a
c
k
s
.
 

  
 
 
T
h
i
s
 
d
o
c
u
m
e
n
t
 
d
o
e
s
 
n
o
t
 
a
t
t
e
m
p
t
 
t
o
 
d
e
s
c
r
i
b
e
 
S
R
P
 
i
n
 
t
h
e
 
c
o
n
t
e
x
t
 
o
f
 
a
n
y
 

 
 
 
p
a
r
t
i
c
u
l
a
r
 
I
n
t
e
r
n
e
t
 
p
r
o
t
o
c
o
l
;
 
i
n
s
t
e
a
d
 
i
t
 
d
e
s
c
r
i
b
e
s
 
a
n
 
a
b
s
t
r
a
c
t
 

 
 
 
p
r
o
t
o
c
o
l
 
t
h
a
t
 
c
a
n
 
b
e
 
e
a
s
i
l
y
 
f
i
t
t
e
d
 
t
o
 
a
 
p
a
r
t
i
c
u
l
a
r
 
a
p
p
l
i
c
a
t
i
o
n
.
 
 
F
o
r
 

 
 
 
e
x
a
m
p
l
e
,
 
t
h
e
 
s
p
e
c
i
f
i
c
 
f
o
r
m
a
t
 
o
f
 
m
e
s
s
a
g
e
s
 
(
i
n
c
l
u
d
i
n
g
 
p
a
d
d
i
n
g
)
 
i
s
 
n
o
t
 

 
 
 
s
p
e
c
i
f
i
e
d
.
 
 
T
h
o
s
e
 
i
s
s
u
e
s
 
h
a
v
e
 
b
e
e
n
 
l
e
f
t
 
t
o
 
t
h
e
 
p
r
o
t
o
c
o
l
 
i
m
p
l
e
m
e
n
t
o
r
 

 
 
 
t
o
 
d
e
c
i
d
e
.
 

  
 
 
T
h
e
 
o
n
e
 
i
m
p
l
e
m
e
n
t
a
t
i
o
n
 
i
s
s
u
e
 
w
o
r
t
h
 
s
p
e
c
i
f
y
i
n
g
 
h
e
r
e
 
i
s
 
t
h
e
 
m
a
p
p
i
n
g
 

 
 
 
b
e
t
w
e
e
n
 
s
t
r
i
n
g
s
 
a
n
d
 
i
n
t
e
g
e
r
s
.
 
 
I
n
t
e
r
n
e
t
 
p
r
o
t
o
c
o
l
s
 
a
r
e
 
b
y
t
e
-
o
r
i
e
n
t
e
d
,
 

 
 
 
w
h
i
l
e
 
S
R
P
 
p
e
r
f
o
r
m
s
 
a
l
g
e
b
r
a
i
c
 
o
p
e
r
a
t
i
o
n
s
 
o
n
 
i
t
s
 
m
e
s
s
a
g
e
s
,
 
s
o
 
i
t
 
i
s
 

 
 
 
l
o
g
i
c
a
l
 
t
o
 
d
e
f
i
n
e
 
a
t
 
l
e
a
s
t
 
o
n
e
 
m
e
t
h
o
d
 
b
y
 
w
h
i
c
h
 
i
n
t
e
g
e
r
s
 
c
a
n
 
b
e
 

 
 
 
c
o
n
v
e
r
t
e
d
 
i
n
t
o
 
a
 
s
t
r
i
n
g
 
o
f
 
b
y
t
e
s
 
a
n
d
 
v
i
c
e
 
v
e
r
s
a
.
 

  
 
 
A
n
 
n
-
b
y
t
e
 
s
t
r
i
n
g
 
S
 
c
a
n
 
b
e
 
c
o
n
v
e
r
t
e
d
 
t
o
 
a
n
 
i
n
t
e
g
e
r
 
a
s
 
f
o
l
l
o
w
s
:
 

  
 
 
i
 
=
 
S
[
n
-
1
]
 
+
 
2
5
6
 
*
 
S
[
n
-
2
]
 
+
 
2
5
6
^
2
 
*
 
S
[
n
-
3
]
 
+
 
.
.
.
 
+
 
2
5
6
^
(
n
-
1
)
 
*
 
S
[
0
]
 

    W
u
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
S
t
a
n
d
a
r
d
s
 
T
r
a
c
k
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
[
P
a
g
e
 
2
]
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 R
F
C
 
2
9
4
5
 
 
 
 
 
 
 
 
S
R
P
 
A
u
t
h
e
n
t
i
c
a
t
i
o
n
 
&
 
K
e
y
 
E
x
c
h
a
n
g
e
 
S
y
s
t
e
m
 
 
S
e
p
t
e
m
b
e
r
 
2
0
0
0
 

   
 
 
w
h
e
r
e
 
i
 
i
s
 
t
h
e
 
i
n
t
e
g
e
r
 
a
n
d
 
S
[
x
]
 
i
s
 
t
h
e
 
v
a
l
u
e
 
o
f
 
t
h
e
 
x
'
t
h
 
b
y
t
e
 
o
f
 
S
.
 

 
 
 
I
n
 
h
u
m
a
n
 
t
e
r
m
s
,
 
t
h
e
 
s
t
r
i
n
g
 
o
f
 
b
y
t
e
s
 
i
s
 
t
h
e
 
i
n
t
e
g
e
r
 
e
x
p
r
e
s
s
e
d
 
i
n
 
b
a
s
e
 

 
 
 
2
5
6
,
 
w
i
t
h
 
t
h
e
 
m
o
s
t
 
s
i
g
n
i
f
i
c
a
n
t
 
d
i
g
i
t
 
f
i
r
s
t
.
 
 
W
h
e
n
 
c
o
n
v
e
r
t
i
n
g
 
b
a
c
k
 
t
o
 

 
 
 
a
 
s
t
r
i
n
g
,
 
S
[
0
]
 
m
u
s
t
 
b
e
 
n
o
n
-
z
e
r
o
 
(
p
a
d
d
i
n
g
 
i
s
 
c
o
n
s
i
d
e
r
e
d
 
t
o
 
b
e
 
a
 

 
 
 
s
e
p
a
r
a
t
e
,
 
i
n
d
e
p
e
n
d
e
n
t
 
p
r
o
c
e
s
s
)
.
 
 
T
h
i
s
 
c
o
n
v
e
r
s
i
o
n
 
m
e
t
h
o
d
 
i
s
 
s
u
i
t
a
b
l
e
 

 
 
 
f
o
r
 
f
i
l
e
 
s
t
o
r
a
g
e
,
 
i
n
-
m
e
m
o
r
y
 
r
e
p
r
e
s
e
n
t
a
t
i
o
n
,
 
a
n
d
 
n
e
t
w
o
r
k
 
t
r
a
n
s
m
i
s
s
i
o
n
 

 
 
 
o
f
 
l
a
r
g
e
 
i
n
t
e
g
e
r
 
v
a
l
u
e
s
.
 
 
U
n
l
e
s
s
 
o
t
h
e
r
w
i
s
e
 
s
p
e
c
i
f
i
e
d
,
 
t
h
i
s
 
m
a
p
p
i
n
g
 

 
 
 
w
i
l
l
 
b
e
 
a
s
s
u
m
e
d
.
 

  
 
 
I
f
 
i
m
p
l
e
m
e
n
t
a
t
i
o
n
s
 
r
e
q
u
i
r
e
 
p
a
d
d
i
n
g
 
a
 
s
t
r
i
n
g
 
t
h
a
t
 
r
e
p
r
e
s
e
n
t
s
 
a
n
 

 
 
 
i
n
t
e
g
e
r
 
v
a
l
u
e
,
 
i
t
 
i
s
 
r
e
c
o
m
m
e
n
d
e
d
 
t
h
a
t
 
t
h
e
y
 
u
s
e
 
z
e
r
o
 
b
y
t
e
s
 
a
n
d
 
a
d
d
 

 
 
 
t
h
e
m
 
t
o
 
t
h
e
 
b
e
g
i
n
n
i
n
g
 
o
f
 
t
h
e
 
s
t
r
i
n
g
.
 
 
T
h
e
 
c
o
n
v
e
r
s
i
o
n
 
b
a
c
k
 
t
o
 
i
n
t
e
g
e
r
 

 
 
 
a
u
t
o
m
a
t
i
c
a
l
l
y
 
d
i
s
c
a
r
d
s
 
l
e
a
d
i
n
g
 
z
e
r
o
 
b
y
t
e
s
,
 
m
a
k
i
n
g
 
t
h
i
s
 
p
a
d
d
i
n
g
 
s
c
h
e
m
e
 

 
 
 
l
e
s
s
 
p
r
o
n
e
 
t
o
 
e
r
r
o
r
.
 

  
 
 
T
h
e
 
S
H
A
 
h
a
s
h
 
f
u
n
c
t
i
o
n
,
 
w
h
e
n
 
u
s
e
d
 
i
n
 
t
h
i
s
 
d
o
c
u
m
e
n
t
,
 
r
e
f
e
r
s
 
t
o
 
t
h
e
 

 
 
 
S
H
A
-
1
 
m
e
s
s
a
g
e
 
d
i
g
e
s
t
 
a
l
g
o
r
i
t
h
m
 
d
e
s
c
r
i
b
e
d
 
i
n
 
[
S
H
A
1
]
.
 

 3
.
 
T
h
e
 
S
R
P
-
S
H
A
1
 
m
e
c
h
a
n
i
s
m
 

  
 
 
T
h
i
s
 
s
e
c
t
i
o
n
 
d
e
s
c
r
i
b
e
s
 
a
n
 
i
m
p
l
e
m
e
n
t
a
t
i
o
n
 
o
f
 
t
h
e
 
S
R
P
 
a
u
t
h
e
n
t
i
c
a
t
i
o
n
 

 
 
 
a
n
d
 
k
e
y
-
e
x
c
h
a
n
g
e
 
p
r
o
t
o
c
o
l
 
t
h
a
t
 
e
m
p
l
o
y
s
 
t
h
e
 
S
H
A
 
h
a
s
h
 
f
u
n
c
t
i
o
n
 
t
o
 

 
 
 
g
e
n
e
r
a
t
e
 
s
e
s
s
i
o
n
 
k
e
y
s
 
a
n
d
 
a
u
t
h
e
n
t
i
c
a
t
i
o
n
 
p
r
o
o
f
s
.
 

  
 
 
T
h
e
 
h
o
s
t
 
s
t
o
r
e
s
 
u
s
e
r
 
p
a
s
s
w
o
r
d
s
 
a
s
 
t
r
i
p
l
e
t
s
 
o
f
 
t
h
e
 
f
o
r
m
 

  
 
 
 
 
 
 
 
{
 
<
u
s
e
r
n
a
m
e
>
,
 
<
p
a
s
s
w
o
r
d
 
v
e
r
i
f
i
e
r
>
,
 
<
s
a
l
t
>
 
}
 

  
 
 
P
a
s
s
w
o
r
d
 
e
n
t
r
i
e
s
 
a
r
e
 
g
e
n
e
r
a
t
e
d
 
a
s
 
f
o
l
l
o
w
s
:
 

  
 
 
 
 
 
 
 
<
s
a
l
t
>
 
=
 
r
a
n
d
o
m
(
)
 

 
 
 
 
 
 
 
 
x
 
=
 
S
H
A
(
<
s
a
l
t
>
 
|
 
S
H
A
(
<
u
s
e
r
n
a
m
e
>
 
|
 
"
:
"
 
|
 
<
r
a
w
 
p
a
s
s
w
o
r
d
>
)
)
 

 
 
 
 
 
 
 
 
<
p
a
s
s
w
o
r
d
 
v
e
r
i
f
i
e
r
>
 
=
 
v
 
=
 
g
^
x
 
%
 
N
 

  
 
 
T
h
e
 
|
 
s
y
m
b
o
l
 
i
n
d
i
c
a
t
e
s
 
s
t
r
i
n
g
 
c
o
n
c
a
t
e
n
a
t
i
o
n
,
 
t
h
e
 
^
 
o
p
e
r
a
t
o
r
 
i
s
 
t
h
e
 

 
 
 
e
x
p
o
n
e
n
t
i
a
t
i
o
n
 
o
p
e
r
a
t
i
o
n
,
 
a
n
d
 
t
h
e
 
%
 
o
p
e
r
a
t
o
r
 
i
s
 
t
h
e
 
i
n
t
e
g
e
r
 
r
e
m
a
i
n
d
e
r
 

 
 
 
o
p
e
r
a
t
i
o
n
.
 
 
M
o
s
t
 
i
m
p
l
e
m
e
n
t
a
t
i
o
n
s
 
p
e
r
f
o
r
m
 
t
h
e
 
e
x
p
o
n
e
n
t
i
a
t
i
o
n
 
a
n
d
 

 
 
 
r
e
m
a
i
n
d
e
r
 
i
n
 
a
 
s
i
n
g
l
e
 
s
t
a
g
e
 
t
o
 
a
v
o
i
d
 
g
e
n
e
r
a
t
i
n
g
 
u
n
w
i
e
l
d
y
 
i
n
t
e
r
m
e
d
i
a
t
e
 

 
 
 
r
e
s
u
l
t
s
.
 
 
N
o
t
e
 
t
h
a
t
 
t
h
e
 
1
6
0
-
b
i
t
 
o
u
t
p
u
t
 
o
f
 
S
H
A
 
i
s
 
i
m
p
l
i
c
i
t
l
y
 
c
o
n
v
e
r
t
e
d
 

 
 
 
t
o
 
a
n
 
i
n
t
e
g
e
r
 
b
e
f
o
r
e
 
i
t
 
i
s
 
o
p
e
r
a
t
e
d
 
u
p
o
n
.
 

  
 
 
A
u
t
h
e
n
t
i
c
a
t
i
o
n
 
i
s
 
g
e
n
e
r
a
l
l
y
 
i
n
i
t
i
a
t
e
d
 
b
y
 
t
h
e
 
c
l
i
e
n
t
.
 

  
 
 
 
 
 
C
l
i
e
n
t
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
H
o
s
t
 

 
 
 
 
 
-
-
-
-
-
-
-
-
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
-
-
-
-
-
-
 

 
 
 
 
 
 
U
 
=
 
<
u
s
e
r
n
a
m
e
>
 
 
 
 
 
 
 
 
 
 
 
 
 
 
-
-
>
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
<
-
-
 
 
 
 
s
 
=
 
<
s
a
l
t
 
f
r
o
m
 
p
a
s
s
w
d
 
f
i
l
e
>
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u
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
S
t
a
n
d
a
r
d
s
 
T
r
a
c
k
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
[
P
a
g
e
 
3
]
 

 R
F
C
 
2
9
4
5
 
 
 
 
 
 
 
 
S
R
P
 
A
u
t
h
e
n
t
i
c
a
t
i
o
n
 
&
 
K
e
y
 
E
x
c
h
a
n
g
e
 
S
y
s
t
e
m
 
 
S
e
p
t
e
m
b
e
r
 
2
0
0
0
 

   
 
 
U
p
o
n
 
i
d
e
n
t
i
f
y
i
n
g
 
h
i
m
s
e
l
f
 
t
o
 
t
h
e
 
h
o
s
t
,
 
t
h
e
 
c
l
i
e
n
t
 
w
i
l
l
 
r
e
c
e
i
v
e
 
t
h
e
 

 
 
 
s
a
l
t
 
s
t
o
r
e
d
 
o
n
 
t
h
e
 
h
o
s
t
 
u
n
d
e
r
 
h
i
s
 
u
s
e
r
n
a
m
e
.
 

  
 
 
 
 
 
a
 
=
 
r
a
n
d
o
m
(
)
 

 
 
 
 
 
 
A
 
=
 
g
^
a
 
%
 
N
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
-
-
>
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
v
 
=
 
<
s
t
o
r
e
d
 
p
a
s
s
w
o
r
d
 
v
e
r
i
f
i
e
r
>
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
b
 
=
 
r
a
n
d
o
m
(
)
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
<
-
-
 
 
 
 
B
 
=
 
(
v
 
+
 
g
^
b
)
 
%
 
N
 

  
 
 
 
 
 
p
 
=
 
<
r
a
w
 
p
a
s
s
w
o
r
d
>
 

 
 
 
 
 
 
x
 
=
 
S
H
A
(
s
 
|
 
S
H
A
(
U
 
|
 
"
:
"
 
|
 
p
)
)
 

  
 
 
 
 
 
S
 
=
 
(
B
 
-
 
g
^
x
)
 
^
 
(
a
 
+
 
u
 
*
 
x
)
 
%
 
N
 
 
 
 
S
 
=
 
(
A
 
*
 
v
^
u
)
 
^
 
b
 
%
 
N
 

 
 
 
 
 
 
K
 
=
 
S
H
A
_
I
n
t
e
r
l
e
a
v
e
(
S
)
 
 
 
 
 
 
 
 
 
 
 
 
 
 
K
 
=
 
S
H
A
_
I
n
t
e
r
l
e
a
v
e
(
S
)
 

 
 
 
 
 
 
(
t
h
i
s
 
f
u
n
c
t
i
o
n
 
i
s
 
d
e
s
c
r
i
b
e
d
 

 
 
 
 
 
 
 
i
n
 
t
h
e
 
n
e
x
t
 
s
e
c
t
i
o
n
)
 

  
 
 
T
h
e
 
c
l
i
e
n
t
 
g
e
n
e
r
a
t
e
s
 
a
 
r
a
n
d
o
m
 
n
u
m
b
e
r
,
 
r
a
i
s
e
s
 
g
 
t
o
 
t
h
a
t
 
p
o
w
e
r
 
m
o
d
u
l
o
 

 
 
 
t
h
e
 
f
i
e
l
d
 
p
r
i
m
e
,
 
a
n
d
 
s
e
n
d
s
 
t
h
e
 
r
e
s
u
l
t
 
t
o
 
t
h
e
 
h
o
s
t
.
 
 
T
h
e
 
h
o
s
t
 
d
o
e
s
 
t
h
e
 

 
 
 
s
a
m
e
 
t
h
i
n
g
 
a
n
d
 
a
l
s
o
 
a
d
d
s
 
t
h
e
 
p
u
b
l
i
c
 
v
e
r
i
f
i
e
r
 
b
e
f
o
r
e
 
s
e
n
d
i
n
g
 
i
t
 
t
o
 
t
h
e
 

 
 
 
c
l
i
e
n
t
.
 
 
B
o
t
h
 
s
i
d
e
s
 
t
h
e
n
 
c
o
n
s
t
r
u
c
t
 
t
h
e
 
s
h
a
r
e
d
 
s
e
s
s
i
o
n
 
k
e
y
 
b
a
s
e
d
 
o
n
 

 
 
 
t
h
e
 
r
e
s
p
e
c
t
i
v
e
 
f
o
r
m
u
l
a
e
.
 

  
 
 
T
h
e
 
p
a
r
a
m
e
t
e
r
 
u
 
i
s
 
a
 
3
2
-
b
i
t
 
u
n
s
i
g
n
e
d
 
i
n
t
e
g
e
r
 
w
h
i
c
h
 
t
a
k
e
s
 
i
t
s
 
v
a
l
u
e
 

 
 
 
f
r
o
m
 
t
h
e
 
f
i
r
s
t
 
3
2
 
b
i
t
s
 
o
f
 
t
h
e
 
S
H
A
1
 
h
a
s
h
 
o
f
 
B
,
 
M
S
B
 
f
i
r
s
t
.
 

  
 
 
T
h
e
 
c
l
i
e
n
t
 
M
U
S
T
 
a
b
o
r
t
 
a
u
t
h
e
n
t
i
c
a
t
i
o
n
 
i
f
 
B
 
%
 
N
 
i
s
 
z
e
r
o
.
 

  
 
 
T
h
e
 
h
o
s
t
 
M
U
S
T
 
a
b
o
r
t
 
t
h
e
 
a
u
t
h
e
n
t
i
c
a
t
i
o
n
 
a
t
t
e
m
p
t
 
i
f
 
A
 
%
 
N
 
i
s
 
z
e
r
o
.
 
 
T
h
e
 

 
 
 
h
o
s
t
 
M
U
S
T
 
s
e
n
d
 
B
 
a
f
t
e
r
 
r
e
c
e
i
v
i
n
g
 
A
 
f
r
o
m
 
t
h
e
 
c
l
i
e
n
t
,
 
n
e
v
e
r
 
b
e
f
o
r
e
.
 

  
 
 
A
t
 
t
h
i
s
 
p
o
i
n
t
,
 
t
h
e
 
c
l
i
e
n
t
 
a
n
d
 
s
e
r
v
e
r
 
s
h
o
u
l
d
 
h
a
v
e
 
a
 
c
o
m
m
o
n
 
s
e
s
s
i
o
n
 
k
e
y
 

 
 
 
t
h
a
t
 
i
s
 
s
e
c
u
r
e
 
(
i
.
e
.
 
n
o
t
 
k
n
o
w
n
 
t
o
 
a
n
 
o
u
t
s
i
d
e
 
p
a
r
t
y
)
.
 
 
T
o
 
f
i
n
i
s
h
 

 
 
 
a
u
t
h
e
n
t
i
c
a
t
i
o
n
,
 
t
h
e
y
 
m
u
s
t
 
p
r
o
v
e
 
t
o
 
e
a
c
h
 
o
t
h
e
r
 
t
h
a
t
 
t
h
e
i
r
 
k
e
y
s
 
a
r
e
 

 
 
 
i
d
e
n
t
i
c
a
l
.
 

  
 
 
 
 
 
 
 
M
 
=
 
H
(
H
(
N
)
 
X
O
R
 
H
(
g
)
 
|
 
H
(
U
)
 
|
 
s
 
|
 
A
 
|
 
B
 
|
 
K
)
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
-
-
>
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
<
-
-
 
 
 
 
H
(
A
 
|
 
M
 
|
 
K
)
 

  
 
 
T
h
e
 
s
e
r
v
e
r
 
w
i
l
l
 
c
a
l
c
u
l
a
t
e
 
M
 
u
s
i
n
g
 
i
t
s
 
o
w
n
 
K
 
a
n
d
 
c
o
m
p
a
r
e
 
i
t
 
a
g
a
i
n
s
t
 

 
 
 
t
h
e
 
c
l
i
e
n
t
'
s
 
r
e
s
p
o
n
s
e
.
 
 
I
f
 
t
h
e
y
 
d
o
 
n
o
t
 
m
a
t
c
h
,
 
t
h
e
 
s
e
r
v
e
r
 
M
U
S
T
 
a
b
o
r
t
 

 
 
 
a
n
d
 
s
i
g
n
a
l
 
a
n
 
e
r
r
o
r
 
b
e
f
o
r
e
 
i
t
 
a
t
t
e
m
p
t
s
 
t
o
 
a
n
s
w
e
r
 
t
h
e
 
c
l
i
e
n
t
'
s
 

 
 
 
c
h
a
l
l
e
n
g
e
.
 
 
N
o
t
 
d
o
i
n
g
 
s
o
 
c
o
u
l
d
 
c
o
m
p
r
o
m
i
s
e
 
t
h
e
 
s
e
c
u
r
i
t
y
 
o
f
 
t
h
e
 
u
s
e
r
'
s
 

 
 
 
p
a
s
s
w
o
r
d
.
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u
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
S
t
a
n
d
a
r
d
s
 
T
r
a
c
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 R
F
C
 
2
9
4
5
 
 
 
 
 
 
 
 
S
R
P
 
A
u
t
h
e
n
t
i
c
a
t
i
o
n
 
&
 
K
e
y
 
E
x
c
h
a
n
g
e
 
S
y
s
t
e
m
 
 
S
e
p
t
e
m
b
e
r
 
2
0
0
0
 

   
 
 
I
f
 
t
h
e
 
s
e
r
v
e
r
 
r
e
c
e
i
v
e
s
 
a
 
c
o
r
r
e
c
t
 
r
e
s
p
o
n
s
e
,
 
i
t
 
i
s
s
u
e
s
 
i
t
s
 
o
w
n
 
p
r
o
o
f
 
t
o
 

 
 
 
t
h
e
 
c
l
i
e
n
t
.
 
 
T
h
e
 
c
l
i
e
n
t
 
w
i
l
l
 
c
o
m
p
u
t
e
 
t
h
e
 
e
x
p
e
c
t
e
d
 
r
e
s
p
o
n
s
e
 
u
s
i
n
g
 
i
t
s
 

 
 
 
o
w
n
 
K
 
t
o
 
v
e
r
i
f
y
 
t
h
e
 
a
u
t
h
e
n
t
i
c
i
t
y
 
o
f
 
t
h
e
 
s
e
r
v
e
r
.
 
 
I
f
 
t
h
e
 
c
l
i
e
n
t
 

 
 
 
r
e
s
p
o
n
d
e
d
 
c
o
r
r
e
c
t
l
y
,
 
t
h
e
 
s
e
r
v
e
r
 
M
U
S
T
 
r
e
s
p
o
n
d
 
w
i
t
h
 
i
t
s
 
h
a
s
h
 
v
a
l
u
e
.
 

  
 
 
T
h
e
 
t
r
a
n
s
a
c
t
i
o
n
s
 
i
n
 
t
h
i
s
 
p
r
o
t
o
c
o
l
 
d
e
s
c
r
i
p
t
i
o
n
 
d
o
 
n
o
t
 
n
e
c
e
s
s
a
r
i
l
y
 
h
a
v
e
 

 
 
 
a
 
o
n
e
-
t
o
-
o
n
e
 
c
o
r
r
e
s
p
o
n
d
e
n
c
e
 
w
i
t
h
 
a
c
t
u
a
l
 
p
r
o
t
o
c
o
l
 
m
e
s
s
a
g
e
s
.
 
 
T
h
i
s
 

 
 
 
d
e
s
c
r
i
p
t
i
o
n
 
i
s
 
o
n
l
y
 
i
n
t
e
n
d
e
d
 
t
o
 
i
l
l
u
s
t
r
a
t
e
 
t
h
e
 
r
e
l
a
t
i
o
n
s
h
i
p
s
 
b
e
t
w
e
e
n
 

 
 
 
t
h
e
 
d
i
f
f
e
r
e
n
t
 
p
a
r
a
m
e
t
e
r
s
 
a
n
d
 
h
o
w
 
t
h
e
y
 
a
r
e
 
c
o
m
p
u
t
e
d
.
 
 
I
t
 
i
s
 
p
o
s
s
i
b
l
e
,
 

 
 
 
f
o
r
 
e
x
a
m
p
l
e
,
 
f
o
r
 
a
n
 
i
m
p
l
e
m
e
n
t
a
t
i
o
n
 
o
f
 
t
h
e
 
S
R
P
-
S
H
A
1
 
m
e
c
h
a
n
i
s
m
 
t
o
 

 
 
 
c
o
n
s
o
l
i
d
a
t
e
 
s
o
m
e
 
o
f
 
t
h
e
 
f
l
o
w
s
 
a
s
 
f
o
l
l
o
w
s
:
 

  
 
 
 
 
 
 
 
C
l
i
e
n
t
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
H
o
s
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-
-
-
-
-
-
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
-
-
-
-
-
-
 

 
 
 
 
 
 
 
 
U
,
 
A
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
-
-
>
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
<
-
-
 
 
 
 
s
,
 
B
 

 
 
 
 
 
 
 
 
H
(
H
(
N
)
 
X
O
R
 
H
(
g
)
 
|
 
H
(
U
)
 
|
 
s
 
|
 
A
 
|
 
B
 
|
 
K
)
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
-
-
>
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
<
-
-
 
 
 
 
H
(
A
 
|
 
M
 
|
 
K
)
 

  
 
 
T
h
e
 
v
a
l
u
e
s
 
o
f
 
N
 
a
n
d
 
g
 
u
s
e
d
 
i
n
 
t
h
i
s
 
p
r
o
t
o
c
o
l
 
m
u
s
t
 
b
e
 
a
g
r
e
e
d
 
u
p
o
n
 
b
y
 

 
 
 
t
h
e
 
t
w
o
 
p
a
r
t
i
e
s
 
i
n
 
q
u
e
s
t
i
o
n
.
 
 
T
h
e
y
 
c
a
n
 
b
e
 
s
e
t
 
i
n
 
a
d
v
a
n
c
e
,
 
o
r
 
t
h
e
 
h
o
s
t
 

 
 
 
c
a
n
 
s
u
p
p
l
y
 
t
h
e
m
 
t
o
 
t
h
e
 
c
l
i
e
n
t
.
 
 
I
n
 
t
h
e
 
l
a
t
t
e
r
 
c
a
s
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Cryptologie asymétrique,
factorisation, logarithme discret

Jean-Marc COUVEIGNES

G.R.I.M.M. — Université Toulouse II

J.-Marc Couveignes, G.R.I.M.M. Université Toulouse II – p.

Quelques notions de complexité

Problèmes décisionnels (e.g. primalité) / Problèmes
fonctionnels (e.g. factorisation)

Langage décidé par une machine de Turing

décidabilité / recursive énumérabilité

fonction calculable

PTIME = ∪d≥0 TIME (n �→ nd)

machines de Turing déterministes / non-déterministes

NPTIME = ∪d≥0 NTIME (n �→ nd)

co-NP

PRIME ?

J.-Marc Couveignes, G.R.I.M.M. Université Toulouse II – p.
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Arithmétique dans Z

addition, soustraction : linéaires

multiplication, division euclidienne : quadratique mais
. . .

multiplication rapide : Karatsuba, FFT

Algorithme d’Euclide

Calcul dans (Z/NZ,+,×)

Autres corps finis ?

Fp[X]

Fp[X]/P (X)Fp[X]

Complexité bilinéaire pour p fixé et deg(P ) → ∞?

J.-Marc Couveignes, G.R.I.M.M. Université Toulouse II – p.

Montrer qu’un nombre est premier

PRIME ∈ NP ?

P premier ssi #(Z/PZ)∗ = P − 1

exhiber un générateur g

P − 1 =
∏

i
qi

mi = (P − 1)/qi diviseur maximal

gmi �= 1 mod P − 1

preuve de primalité pour qi

et recursivement . . .

certificat de primalité !

J.-Marc Couveignes, G.R.I.M.M. Université Toulouse II – p.
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Montrer qu’un nombre est composé

exhiber un facteur ! PRIME ∈ co-NP

Fermat : si x �= 0 mod P alors xP−1 = 1 mod P

Miller-Rabin : xP−1 − 1 = (x
P−1

2 − 1)(x
P−1

2 + 1) =

(x
P−1

4 − 1)(x
P−1

4 + 1)(x
P−1

2 + 1) = · · ·
Témoin de non-primalité

Monier : il y a au plus φ(P )
4 faux témoins

En fait cela montre que PRIME ∈ co-RP

L ∈ RP : il existe un algorithme probabiliste tel que

x ∈ L ⇒ OUI avec proba ≥ 1
2

x �∈ L ⇒ NON tout le temps

J.-Marc Couveignes, G.R.I.M.M. Université Toulouse II – p.

Que sait-on de PRIME ?

dans NP ∩ co-NP

dans co-RP

Adleman et Huang : dans RP

Agrawal, Kayal, Saxena : dans P

En pratique ? Miller-Rabin ou pour les artistes :

Cyclotomie : Lenstra, Pomerance

Courbes elliptiques (Atkin-Morain)

Remplacer (Z/PZ)∗ ensemble des solutions de
y2 = x3 + x modulo P par exemple.

Si P = a2 + b2 alors il y a P + 1 − t solutions avec
t = ±2a ou ±2b

J.-Marc Couveignes, G.R.I.M.M. Université Toulouse II – p.
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Exercices

c’est quoi co-P ?

c’est quoi FNP ? exemple ?

P ⊂ NP ⊂ PSPACE ⊂ EXPTIME

GRAPH-ISOMORPHISM ∈ NP

GRAPH-ISOMORPHISM ∈ co-NP ?

vecteur le plus court d’un réseau ?

ZPP = RP ∩ co-RP (Las Vegas)

RP (Monte Carlo)

BPP : erreur avec probabilité 1
3

ZPP ⊂ RP ⊂ BPP ?

J.-Marc Couveignes, G.R.I.M.M. Université Toulouse II – p.

classe IP

L∈ IP : protocole P avec prouveur A dans EXPTIME et
vérifieur B polynomial non-déterministe

x ∈ L ⇒ P(A,B)[x,w] = OUI pour tout w,

x �∈ L ⇒ pour tout prouveur A′ on a P(A′, B)[x,w] =

NON avec proba ≥ 1
2 .

graph non-isomorphism ?

IP=PSPACE (Lund, Fortnow, Karloff, Nisan, Shamir)

factorisation ? vecteur le plus court ?

J.-Marc Couveignes, G.R.I.M.M. Université Toulouse II – p.
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Réductions et problèmes complets

L1 ⊂ {0, 1}∗ se réduit à L2 ⊂ {0, 1}∗ s’il existe une
fonction de réduction R : {0, 1}∗ → {0, 1}∗ dans
FLOGSPACE telle que R(x) ∈ L2 ssi x ∈ L1

problème dur ou complet pour une classe

SAT est NP-complet

3SAT, 3DM, 3COLORS, sac à dos, . . .

vecteur le plus court : en norme L∞ (Van Emde Boas),
en norme L2 mais réduction probabiliste (Ajtai)

oracle, réduction many-to-one : racine carrée modulo N
et factorisation

J.-Marc Couveignes, G.R.I.M.M. Université Toulouse II – p.

Factorisation et racines carrées

si N = pq alors (Z/NZ)∗ = (Z/pZ)∗ × (Z/qZ)∗ a quatre
racines carrées de 1.

exemple : p = 7 et q = 11 : on a 7 × 8 = 1 mod 11 et
11 × 2 = 1 mod 7

r = 1 × 2 × 11 − 1 × 8 × 7 = 43

< −1 > × < 43 >= (Z/NZ)∗[2] = {1,−1, 43, 34}
réciproquement pgcd(N, r − 1) = pgcd(N, 33) = 11

Fermat : chercher a et b tels que a2 = b2 mod N

N = 45,
√

N ≈ 6.708, on pose a = 7 et a2 − N = 4 = b2

avec b = 2. Donc (a − b)(a + b) = N = 5 × 9

J.-Marc Couveignes, G.R.I.M.M. Université Toulouse II – p. 1
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Une fonction asymétrique ?

(p, q) �→ N = pq

trial division : T ≈ N
1
2

Méthodes ρ et p − 1 de Pollard : T ≈ p
1
2

Cribles : Pomerance, Lenstra, Pollard, . . . :
T ≈ exp((log N)

1
2 ) ou même exp((log N)

1
3 )

idée : calcul de #(Z/NZ)∗ = (p − 1)(q − 1) par
générateurs et relations

générateurs : � ≤ B petits premiers

relations : x = x + N mod N , et x =
∏

�≤B
�e� et

x + N =
∏

�≤B
�f�

J.-Marc Couveignes, G.R.I.M.M. Université Toulouse II – p. 1

Crible quadratique

congruences plus astucieuses

N = 21311 et m = �√N� = 146

(m + a)2 = m2 − N + 2am + a2 = 5 + 292a + a2 mod N

On choisit B = 13 et on explore les petites valeurs de a :

a 5 + 292a + a2

−27 −2.52.11.13

−5 −2.5.11.13

−1 −2.11.13

0 5

60 53.132

J.-Marc Couveignes, G.R.I.M.M. Université Toulouse II – p. 1
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Algèbre linéaire

a 5 + 292a + a2

−27 −2.52.11.13

−5 −2.5.11.13

−1 −2.11.13

0 5

60 53.132

Matrice
−1 2 5 11 13

−27 1 1 0 1 1

−5 1 1 1 1 1

−1 1 1 0 1 1

0 0 0 1 0 0

60 0 0 1 0 0
J.-Marc Couveignes, G.R.I.M.M. Université Toulouse II – p. 1

Noyau et relations
Matrice :

−1 2 5 11 13

−27 1 1 0 1 1

−5 1 1 1 1 1

−1 1 1 0 1 1

0 0 0 1 0 0

60 0 0 1 0 0

Noyau :

−27 −5 −1 0 60

1 0 1 0 0

1 1 0 1 0

1 1 0 0 1

(2.5.11.13)2 ≡ (146 − 27)2.(146 − 1)2 (mod 21311).

J.-Marc Couveignes, G.R.I.M.M. Université Toulouse II – p. 1
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Exponentielle et logarithme discrets

G groupe cyclique, e.g. G = (Z/PZ)∗ avec P = 7

g générateur de G, exemple g = 3, g2 = 2, g3 = 6, g4 = 4,
g5 = 5

x �→ gx définit expg : Z/(P − 1)Z → (Z/PZ)∗

0 �→ 1, 1 �→ 3, 2 �→ 2, 3 �→ 6, 4 �→ 4, 5 �→ 5

application réciproque logg : h = gx �→ x

exponentiation rapide : g0 = g, g1 = g2, g2 = g2
1 = g4,

. . . gk =?

g0g2g4g5 = g53

Pas de log rapide !

J.-Marc Couveignes, G.R.I.M.M. Université Toulouse II – p. 1

Propriétés du log discret

G groupe cyclique de cardinal γ, g générateur

gx+y = gxgy donc expg(x + y) = expg(x) expg(y) et
logg(uv) = logg(u) + logg(v)

changement de base : h autre générateur,

logh(u) =
logg(u)

logg(h)

H ensemble des générateurs de G

A = (Z/γZ)∗ = Aut(G) agit sur H

a.h = ha, action fidèle et libre A × H → H

espace homogène difficile

exemple : G = (Z/7Z)∗, alors A = {1, 5} et H = {3, 5}.

J.-Marc Couveignes, G.R.I.M.M. Université Toulouse II – p. 1
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Complexité du logarithme discret

G groupe cyclique quelconque de cardinal γ :

algorithme naïf : T ≈ γ

algorithme de Shanks : T ≈ √
γ et pas mieux (Maurer)

G = (Z/NZ,+), trivial

G = ((Z/NZ)∗,×), cribles T ≈ exp((log N)
1
2 )

courbe elliptique générique : apparemment comme
groupe générique

autres groupes : groupes de classes (Buchman),
variétés abéliennes plus compliquées (genre 2 et 3)

J.-Marc Couveignes, G.R.I.M.M. Université Toulouse II – p. 1

Génération de secret et identification

G cyclique de cardinal γ et H ensemble des générateur
et A ensemble des automorphismes

Alice choisit g ∈ H et a ∈ A et calcule h = ga. Elle publie
G, g, h.

pour se prouver auprès de Bob, elle choisit un exposant
b au hasard dans A et calcule k = hb = gab et elle envoie
k à Bob.

Bob tire ε ∈ {0, 1} au hasard

si ε = 0 Bob demande à Alice quel est l’automorphisme
qui envoie g sur k et Alice doit répondre c = ab mod φ(γ)

si ε = 1 Bob demande à Alice quel est l’automorphisme
qui envoie h sur k et Alice doit répondre b

preuve sans apport d’information
J.-Marc Couveignes, G.R.I.M.M. Université Toulouse II – p. 1
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Un exemple d’identification

Alice choisit G = (Z/11Z)∗ cyclique de cardinal γ = 10 et
H = {2, 8, 7, 6} ensemble des générateurs :
? vector(11,k,lift(Mod(2,11)̂ k))
%1 = [2, 4, 8, 5, 10, 9, 7, 3, 6, 1, 2]
et A = {1, 3, 7, 9} = (Z/10Z)∗ ensemble des
automorphismes.
Alice choisit g = 2 et a = 7 et elle calcule h = ga = 7. Elle
publie (11, 2, 7).
Pour se prouver auprès de Bob, elle choisit un exposant
b = 3 au hasard dans A et calcule k = hb = 73 = 2 et elle
envoie k = 2 à Bob.
Bob tire ε ∈ {0, 1} au hasard.

J.-Marc Couveignes, G.R.I.M.M. Université Toulouse II – p. 1

Un exemple d’identification (suite)

Bob tire ε ∈ {0, 1} au hasard.
Si ε = 0 Bob demande à Alice quel est l’automorphisme qui
envoie g = 2 sur k = 2 et Alice doit répondre
c = 3 × 7 = 1 mod 4.
Si ε = 1 Bob demande à Alice quel est l’automorphisme qui
envoie 7 sur 2 et Alice doit répondre b = 3.

J.-Marc Couveignes, G.R.I.M.M. Université Toulouse II – p. 2
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Partage de secret

G groupe cyclique quelconque de cardinal γ et H
ensemble des générateur et A ensemble des
automorphismes (exposants)

Alice choisit g ∈ H et a ∈ A et calcule h comme ga. Elle
publie G, g, h

Bob choisit b ∈ A et calcule k = gb. Il publie k

Alice calcule S = ka et Bob calcule S′ = hb et on vérifie
que S = ka = gba = gab = hb = S′

le méchant a vu : G, g, h, k

utile pour l’échange de clé

J.-Marc Couveignes, G.R.I.M.M. Université Toulouse II – p. 2

Exemple de partage de secret

On a encore G = (Z/11Z)∗ cyclique de cardinal γ = 10 et
H = {2, 8, 7, 6} ensemble des générateurs et
A = {1, 3, 7, 9} = (Z/10Z)∗ ensemble des automorphismes.
Alice choisit g = 2 et a = 7 et elle calcule h = ga = 7. Elle
envoie G, g et h = 7 à Bob.
Bob choisit b = 9 et calcule k = gb = 6 mod 11. Il envoie
k = 6 à Alice.
Alice calcule S = ka = 67 = 8 mod 11 et Bob calcule
S′ = hb = 79 = 8 mod 11.

J.-Marc Couveignes, G.R.I.M.M. Université Toulouse II – p. 2

103



Chiffrement Vernam (masque jetable)

Idée : brouiller le message avec un bruit connu du
destinataire

m = 010101101011 . . . et k = 100111010 . . . clé aussi
longue que le message

chiffré c = m ⊕ k = 11001 . . . donc déchiffrement par
m = c ⊕ k

si c connu alors k et m sont équivalents : sécurité
inconditionnelle

ne surtout pas utiliser plusieurs fois la même clé : pas
très pratique

générateur pseudo-aléatoire ? comment faire beaucoup
de bruit avec peu d’information . . .

J.-Marc Couveignes, G.R.I.M.M. Université Toulouse II – p. 2

Chiffrement de El Gamal

Alice a choisi G et g et a ∈ A. Elle a calculé h = ga et a
publié G, g et h. Le triplet (G, g, h) est la clé publique

Bob veut envoyer m à Alice. On suppose que m est un
élément de G. Bob trouve (G, g, h) dans l’annuaire. Il
choisit b dans A et l’applique à g ce qui donne k = gb. Il
calcule aussi t = hb et c = mt

Bob envoie (k, c)

Alice calcule ka = gba = gab = hb = t et m = c/t

Le chiffré est deux fois plus long que le clair mais il n’y
a qu’un échange

J.-Marc Couveignes, G.R.I.M.M. Université Toulouse II – p. 2
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Exemple de chiffrement de El Gamal

Alice a choisi G = (Z/11Z)∗ et g = 7 et
a = 3 ∈ A = {1, 3, 7, 9}.
Elle a calculé h = ga = 73 = 2 mod 11 et a publié G, g = 7 et
h = 2.
Bob veut envoyer m = 4 à Alice. Bob trouve (G, g, h) dans
l’annuaire. Il choisit b = 9 dans A et l’applique à g ce qui
donne k = gb = 79 = 8. Il calcule aussi t = hb = 29 = 6 et
c = mt = 4 × 6 = 2.
Bob envoie (k, c) = (8, 2) à Alice.
Alice calcule ka = 83 = 6 = t et
m = c/t = 2/6 = 4 mod 11 = m !

J.-Marc Couveignes, G.R.I.M.M. Université Toulouse II – p. 2

RSA : une autre fonction trappe

N = pq entier composé et G = (Z/NZ)∗

γ = #G = (p − 1)(q − 1) = ϕ(N) connu si p et q connus

Lagrange : si x ∈ G alors xγ = 1 et
A = Aut(G) = (Z/γZ)∗

Soit e dans A (souvent on choisit e = 3)

L’application m �→ me est bijective et asymétrique si l’on
ne connaît pas γ

Si on connaît γ alors soit f = e−1 mod γ. Alors
(me)f = mef = m1+∗γ = m.

Pour connaître γ il faut connaître p et q.

J.-Marc Couveignes, G.R.I.M.M. Université Toulouse II – p. 2
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RSA

Génération de clé : Alice choisit deux grands nombres
premiers (il y en a ? comment les trouver ?) et elle les
multiplie N = pq. Elle choisit e premier à
γ = ϕ(N) = (p − 1)(q − 1). Elle calcule f = e−1 mod γ et
publie N , e et garde secrets p, q, γ et f .

Chiffrement : Bob veut envoyer le message m à Alice.
On suppose que m est un entier entre 0 et N et premier
à N . Bob trouve N , e dans l’annuaire et calcule
c = me mod N . Il envoie c à Alice.

Déchiffrement : Alice calcule cf = mef = m mod N .

J.-Marc Couveignes, G.R.I.M.M. Université Toulouse II – p. 2

Un exemple de RSA

Génération de clé : Alice choisit deux grands nombres
premiers p = 5 et q = 11 et elle les multiplie N = pq = 55.
Elle choisit e = 3 premier à γ = ϕ(N) = (p − 1)(q − 1) = 40.
Elle calcule f = e−1 mod γ = 27 et publie N = 55, e = 3 et
garde secrets p, q, γ et f .
Chiffrement : Bob veut envoyer le message m = 23 à Alice.
Bob trouve N = 55, e = 3 dans l’annuaire et calcule
c = me mod N = 233 = 12. Il envoie c = 12 à Alice.
Déchiffrement : Alice calcule cf = 1227 = 23 mod N = m.

J.-Marc Couveignes, G.R.I.M.M. Université Toulouse II – p. 2
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iè

re
p
ar

ti
e

d
e

ce
co

u
rs

ra
ss

em
b
le

u
n
e

ex
p
os

it
io

n
ra

p
id

e
d
es

n
ot

io
n
s

es
se

n
ti

el
le

s
d
e

la
th

éo
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éo

ri
e

al
go

ri
th

-
m

iq
u
e

d
es

n
om

b
re

s.
Il

s’
ag

it
d
e

p
ré
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iè

m
e

p
ar

ti
e

co
m

p
or

te
ra

au
ss

i
le

s
ru

d
im

en
ts

in
d
is

p
en

sa
b
le

s
d
e

gé
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gé
b
ri
q
u
e

gé
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ré
so

lu
ti

on
d
’u

n
p
ro

b
lè
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é
n
’e

st
d
on

c
p
as

u
n
iq

u
e

m
ai

s
si

l’
on

se
re

st
re

in
t

à
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à

d
ro

it
e

et
de

pe
rm

u
te

r
de

u
x

él
ém

en
ts

su
cc

es
si

fs
ch

aq
u
e

fo
is

qu
’i
ls

n
e

so
n
t
pa

s
or

do
n
n
és

.
O

n
ré
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é,

o
n

m
a
jo

re
le

n
om

br
e

de
tr
an

sp
os

it
io

n
s
n
éc

es
sa

ir
es

po
u
r

tr
ie

r
u
n
e

li
st

e
d
e

n
él

ém
en

ts
.
E
xp

li
qu

er

7

8
C

H
A

P
IT

R
E

1
.

Q
U

E
L
Q

U
E

S
N

O
T

IO
N

S
D

E
C

O
M

P
L
E

X
IT

É
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ré

cé
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é

ex
ac

te
d
’u

n
p
ro

b
lè
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é

d
e

ce
rt

ai
n
s

p
ro

b
lè
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lè

m
e

es
t

au
ss

i
d
iffi

ci
le

q
u
e

ce
lu

i
d
e

l’
ap

p
ar

te
n
an

ce
.
E

n
eff

et
,
si

je
sa

is
ca

lc
u
le

r
le

ca
rd

i-
n
al

d
’u

n
so

u
s-

gr
ou

p
e,

je
p
eu

x
ca

lc
u
le

r
le

ca
rd

in
al

d
e

<
σ

1
,σ

2
,.

..
,σ

n
>

et
ce

lu
i
d
e

<
σ

0
,σ

1
,.

..
,σ

n
>

.
Il
s

so
n
t

ég
au

x
si

et
se

u
le

m
en

t
si

σ
0
∈<

σ
1
,σ

2
,.

..
,σ

n
>

.
C

et
te

m
ét

h
o
d
e

q
u
i
ré
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à

tr
ou

ve
r

s’
il

en
ex

is
te

u
n
e

b
ij
ec

ti
on

µ
d
e

A
ve

rs
B

te
ll
e

q
u
e

p
ou

r
to

u
t

a
∈

A
le

co
u
p
le

(a
,µ

(a
))

so
it

d
an

s
M

(µ
es

t
u
n

en
se

m
b
le

d
e

m
ar

ia
ge

s
m

on
og

am
es

q
u
i
n
e

la
is

se
p
er

so
n
n
e

se
u
l)

.
C

e
p
ro

b
lè
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à
tr

oi
s

p
os

si
b
le

s)
.

O
n

ch
er

ch
e,

s’
il

en
ex

is
te

,
d
eu

x
b
ij
ec

ti
on

s
µ

:
A

→
B

et
ν

:
A

→
C

te
ll
es

q
u
e

p
ou

r
to

u
t

a
∈

A
le

m
ar

ia
ge

à
tr

oi
s

(a
,µ

(a
),

ν
(a

))
so

it
d
an

s
M

.
O

n
n
e

co
n
n
âı
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ré

so
u
d
re

ce
p
ro

b
lè
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lè

m
e

es
t

ap
p
el

é
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à

u
n

p
ro

b
lè
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où
n

es
t

la
ta

il
le

de
s

en
tr

ée
s

et
A

u
n

ré
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éfi

n
it

io
n
s

d
u

p
ar

ag
ra

p
h
e

p
ré
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à
l’
ai

d
e

d
’u

n
u
n
iq

u
e

cu
rs

eu
r.

L
e

te
m

p
s

es
t

d
is

cr
et

.
L
e

co
m

p
or

te
m

en
t

d
e

la
m

ac
h
in

e
es

t
d
ét

er
m

in
é
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à
la

p
la

ce
d
u

ca
ra

ct
èr
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lè

m
e

n
’e

st
p
as

d
éc

id
ab

le
,

ré
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lè

m
e

d
e

H
il
b
er

t
[1

6]
.

U
n

la
n
ga

ge
es

t
d
éc

id
ab

le
si

et
se

u
le

m
en

t
si

lu
i

et
so

n
co

m
p
lé
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rê

t
ca

r
la

m
oi

n
d
re

al
té
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ré
d
u
ct

io
n
.

U
n

p
ro

b
lè
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lè

m
es

N
P

-c
om

p
le

t
(i

.e
.
co

m
p
le

ts
p
ou

r
la

cl
as

se
N

P
)

p
ar

m
i
le

sq
u
el

s
le

p
ro

b
lè
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ré
u
ss

ir
.

Il
s’

ag
it

d
on

c
d
’u

n
p
ro

b
lè
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é.

O
n

a
v
u

q
u
e

ce
p
ro

b
lè
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é
es

t
au

ss
i
d
an

s
R

P
d
e

so
rt

e
q
u
’e

ll
e

es
t

d
an

s
R

P
∩

c
o
R

P
.
C

et
te

d
er

n
iè
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à
d
e

l’
al

éa
.
P
ar

ex
em

p
le

le
p
ro

b
lè
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é
co

m
m

e
p
ol

y
n
om

ia
l
al

or
s

q
u
’i
l
es

t
se

u
le

m
en

t
co

n
n
u

p
ou

r
êt

re
d
an

s
F
R

P
.

O
n

a
v
u

u
n
e

p
re

m
iè
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ré
d
u
ct

io
n

16
C

H
A

P
IT

R
E

1
.

Q
U

E
L
Q

U
E

S
N

O
T

IO
N

S
D

E
C

O
M

P
L
E

X
IT

É
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lè

m
e

B
si

A
es

t
d
an

s
Z
P

P
B
.
M

êm
es

d
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lè

m
e

d
it

d
u

lo
ga

ri
th

m
e

di
sc

re
t
es

t
as

se
z

vo
is

in
.
É

ta
n
t

d
on

n
és

u
n

en
ti
er

n
at

u
re

l
N

et
d
eu

x
ré
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iè

re
,

il
se

fa
it

sa
n
s

ca
lc

u
l.

E
n

eff
et

,
p
os

on
s

B
=

bn

où
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rê

te
b
ie

n
au

ca
lc

u
l.

L
es

cl
as

se
s

d
e

co
n
gr

u
en

ce
s

so
n
t

re
p
ré
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ré
su

r
k
,
on

p
eu

t
tr

ai
te

r
d
es

co
n
gr

u
en

ce
s

m
o
d
u
lo

f
(X

)
et

co
n
st

ru
ir

e
ai

n
si

u
n

m
o
d
èl
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ôm

e
sa

n
s

fa
ct

eu
rs

ca
rr

és
.
O

n
re

m
ar

q
u
e

al
or

s
q
u
e

si
f

es
t

u
n

te
l

p
ol

y
n
ôm
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âı

t
p
as

d
’a

lg
or

it
h
m

e
p
ol

y
n
om

ia
l
d
ét

er
m

in
is

te
q
u
i
ré
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éa

to
ir

e
(p

ou
r

la
d
is

tr
ib

u
ti

on
u
n
if
or

m
e)

d
e

F
p
[X

]/
f
.
S
i
pg

cd
(f

,a
)

es
t

u
n

fa
ct

eu
r

n
on

-t
ri

v
ia

l
d
e

f
on

es
t

d
éj
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cé

et
on

p
eu

t
re

p
re

n
d
re

l’
al

go
ri

th
m

e
su

r
ch

ac
u
n

d
es

d
eu

x
fa

ct
eu

rs
ai

n
si

ob
te

n
u
s.

S
u
p
p
os

on
s

d
on

c
q
u
e

f
et

a
so

n
t

p
re

m
ie

rs
en

tr
e

eu
x
.
L
es

ré
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é

1
−

1/
2

r
−

1
.

O
n

en
d
éd

u
it

q
u
e

la
fa

ct
or

is
at

io
n

d
e

p
ol

y
n
ôm

es
su

r
F

p
p
ou

r
p

im
p
ai

r
es

t
d
an

s
B

P
P

ou
p
lu

s
ex

ac
te

m
en

t
d
an

s
la

ve
rs

io
n

fo
n
ct

io
n
n
el

le
d
e

ce
tt

e
cl

as
se

.

E
x
e
rc

ic
e

2
1

D
a
n
s

le
ca

s
p

=
2

to
u
s

le
s

él
ém

en
ts

de
F

2
k

so
n
t
de

s
ca

rr
és

et
l’
a
l-

go
ri

th
m

e
éc

ho
u
e.

O
n

ob
se

rv
e

al
or

s
qu

e
la

m
oi

ti
é
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ôm

e
f

à
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âı

t
p
as

T
p
.
M

ai
s

el
le

im
p
li
q
u
e

q
u
e

p
ou

r
k

as
se

z
gr

an
d

et
m

u
lt
ip

le
d
e

T
p

pg
cd

(x
k
−

x
2
k
,N

)
=

p.

L
’a

lg
or

it
h
m

e
d
e

P
ol

la
rd

co
n
si

st
e

à
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’é

lé
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à

la
ta

il
le

d
e

y
.

26
C

H
A

P
IT

R
E

2
.

F
A

C
T

O
R

IS
A
T

IO
N

E
T

L
O

G
A

R
IT

H
M

E
S

D
IS

C
R

E
T

S

P
ar

ex
em

p
le

,
33

0
=

2
×3

×5
×1

1
es

t
13

-l
is

se
et

m
êm

e
11

-l
is

se
d
an

s
Z

.
D

e
m

êm
e

d
an

s
F

3
7
[X

]
le

p
ol

y
n
ôm
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à

t(
y
).

A
lo

rs
le

p
ro

d
u
it

y 1
y 2

..
.y

n
es

t
d
e

ta
il
le

in
fé
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à

co
m

p
te

r
le

s
él

ém
en

ts
y
-l
is

se
s

ai
n
si

ob
te

n
u
s.

O
n

se
so

u
-

v
ie

n
t

q
u
e

la
p
ro

p
or

ti
on

d
’i
rr

éd
u
ct

ib
le

s
p
ar

m
i

le
s

él
ém

en
ts

n
or

m
al

is
és

d
e

ta
il
le

in
fé
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à

u
n

en
ti

er
b
d
on

n
é.
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ôm

es
li
ss

es
d
on

n
ée

s
au

p
ar

ag
ra

p
h
e

2.
5.

1.
D

an
s

le
ca

s
op

p
os

é
où
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ré

se
n
te

r
0

av
ec

la
fo

rm
e

d
e

ra
n
g

tr
oi

s

Q
(X

,Y
,Z

)
=

X
2
−

Y
2
−

N
Z

2
.

O
n

sa
it

q
u
e

p
lu

s
gé
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’ê

tr
e

li
ss

es
p
ou

r
N

gr
an

d
.

Il
p
ré
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où
l’
on

n
ot

e
q
u
e

m
2
−

N
es

t
d
e

l’
or

d
re

d
e
√ N

.
O

n
se

d
on

n
e

u
n
e

b
or

n
e

B
=

13
et

l’
on

ch
er

ch
e

d
e

p
et

it
s

en
ti

er
s

a
te

ls
q
u
e

5
+

a
2
+

29
2a

so
it

B
-l
is

se
.
P
ar

ex
em

p
le

p
ou

r
a

co
m

p
ri

s
en

tr
e
−6

0
et

60
on

tr
ou

ve

a
5

+
29

2a
+

a
2

−2
7

−2
.5

2
.1

1.
13

−5
−2

.5
.1

1.
13

−1
−2

.1
1.

13
0

5
60

53
.1

32

O
n

p
or

te
d
an

s
u
n
e

m
at

ri
ce

la
p
ar

it
é
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à

p
ar

ti
r

d
es

ve
ct

eu
rs

d
u

n
oy

au
d
e

la
tr

an
sp

os
ée

d
e

ce
tt

e
m

at
ri

ce
.
C

e
n
oy

au
es

t
fo

rm
é
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éa

l
p
re

m
ie

r
d
e

n
or

m
e

N
.

O
n

ch
er

ch
e

al
or

s
d
e

co
u
p
le

d
’e

n
ti

er
s

(a
,b

)
te

ls
q
u
e

a
+

ib
et

a
n
−

m
b

so
ie

n
t

li
ss

es
.

C
el

a
re

v
ie

n
t

à
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ré
d
u
ct

ib
le

s
u
n
it
ai

re
s

à
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fé
ri
eu

r
à
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èr

es
co

n
st

ru
it
s

à
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gé

n
ér

al
,

il
fa

u
t

p
ré
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âı

t
p
as

la
d
éc

om
p
os

it
io

n
d
es

fa
ct

eu
rs

et
d
’a

il
le

u
rs

,
el

le
n
’e

st
p
as

fo
rc

ém
en

t
u
n
iq

u
e

p
u
is

q
u
e

l’
an

n
ea

u
O K

p
eu

t
n
e

p
as

êt
re

fa
ct

or
ie

l.
O

n
d
oi

t
d
on

c
ca

lc
u
le

r
u
n
e

ra
ci

n
e

d
e

ρ
a
lg
(P

1
)

p
ar

u
n
e

m
ét

h
o
d
e

a
d

h
oc

.
N

ou
s

n
’a

b
or

d
on

s
p
as

ce
p
ro

b
lè
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à
an

al
y
se

r
l’
al

go
ri

th
m

e
su

iv
an

t.

125



2
.7

.
A

N
A

L
Y

S
E

D
’U

N
A

L
G

O
R

IT
H

M
E

N
A

ÏF
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é
o
rè
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é
e

D
an

s
ce

tt
e

se
ct

io
n

n
ou

s
an

al
y
so

n
s
le

cr
ib

le
al

gé
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gé

o
m

ét
ri

qu
es

.
G

au
th

ie
r-

V
il
la

rs
,

19
50

.

[1
3]

A
.K

.
L
en

st
ra

,
H

.W
.
L
en

st
ra

J
r.

,
an

d
L
.
L
ov

ás
z.

F
ac

to
ri

n
g

p
ol

y
n
om

ia
ls

w
it

h
ra

ti
on

al
co

effi
ci

en
ts

.
M

a
th

.
A

n
n
.,

26
1

:5
15

–5
34

,
19

82
.

[1
4]

A
.K

.
L
en

st
ra

,
H

.W
.
L
en

st
ra

,
M

.S
.
M

an
as

se
,
an

d
J
.M

.
P
ol

la
rd

.
T

h
e

n
u
m

be
r

fi
el

d
si

ev
e,

vo
lu

m
e

15
54

of
L
ec

t.
N

ot
es

in
M

at
h.

,
p
ag

es
11

–4
0.

S
p
ri

n
ge

r
V

er
la

g,
19

93
.

[1
5]

C
.

L
u
n
d
,

L
.

F
or

tn
ow

,
H

.
K

ar
lo

ff
,

an
d

N
.

N
is

an
.

A
lg

eb
ra

ic
m

et
h
o
d
s

fo
r

in
te

ra
ct

iv
e

p
ro

of
s.

P
ro

c.
31

st
IE

E
E

S
ym

p.
o
n

th
e

F
o
u
n
da

ti
on

s
o
f
C

om
pu

te
r

S
ci

en
ce

,
p
ag

es
1–

10
,
19

90
.

47

48
B

IB
L
IO

G
R

A
P

H
IE

[1
6]

Y
.

M
at

iy
as

ev
ic

h
.

E
n
u
m

er
ab

le
se

ts
ar

e
d
io

p
h
an

ti
n
e.

S
ov

ie
t

M
at

h.
D

ok
l.
,

11
:3

54
–3

57
,
19

70
.

[1
7]

M
au

ri
ce

M
ig

n
ot

te
.

A
n

in
eq

u
al

it
y

ab
ou

t
ir
re

d
u
ci

b
le

fa
ct

or
s

of
in

te
ge

r
p
ol

y
-

n
om

ia
ls

.
J
ou

rn
a
l
o
f
N

u
m

be
r

T
he

or
y,

30
:1

56
–1

66
,
19

88
.

[1
8]

L
ou

is
M

on
ie

r.
E

va
lu

at
io

n
an

d
co

m
p
ar

is
on

of
tw

o
effi

ci
en

t
p
ro

b
ab

il
is

ti
c

p
ri

-
m

al
it
y

te
st

in
g

al
go

ri
th

m
s.

T
h
eo

re
t.

C
o
m

p
u
t.

S
ci

.,
12

:9
7–

10
8,

19
80

.

[1
9]

C
.H

.
P
ap

ad
im

it
ri

ou
.

C
om

pu
ta

ti
on

al
C

om
pl

ex
it
y.

A
d
d
is

on
W

es
le

y,
19

94
.

[2
0]

C
.

P
om

er
an

ce
.

F
as

t,
ri

go
ro

u
s

fa
ct

or
iz

at
io

n
an

d
d
is

cr
et

e
lo

ga
ri

th
m

al
go

-
ri

th
m

s.
In

D
is

cr
et

e
a
lg

or
it
hm

s
a
n
d

co
m

pl
ex

it
y,

p
ag

es
11

9–
14

3.
A

ca
d
em

ic
P

re
ss

,
19

87
.

[2
1]

M
ic

h
ae

l
O

.
R

ab
in

.
P

ro
b
ab

il
is

ti
c

al
go

ri
th

m
fo

r
te

st
in

g
p
ri

m
al

it
y.

J
.
N

u
m

be
r

T
he

o
ry

,
12

:1
28

–1
38

,
19

80
.

[2
2]

A
.
S
h
am

ir
.

IP
=

P
S
P
A

C
E

.
P
ro

c.
31

st
IE

E
E

S
ym

p.
o
n

th
e

F
o
u
n
da

ti
on

s
o
f

C
om

pu
te

r
S
ci

en
ce

,
p
ag

es
11

–1
5,

19
90

.

[2
3]

H
.
S
ti

ch
te

n
ot

h
.

A
lg

eb
ra

ic
fu

n
ct

io
n

fi
el

d
s

a
n
d

co
d
es

.
S
p
ri

n
ge

r,
19

93
.

[2
4]

E
.C

.
T

it
ch

m
ar

sh
an

d
D

.R
.
H

ea
th

-B
ro

w
n
.

T
h
e

th
eo

ry
o
f
th

e
R
ie

m
a
n
n

Z
et

a
-

fu
n
ct

io
n
.

S
p
ri

n
ge

r,
19

86
.

130



 
 
 
 
 
 
 

Architectures tolérant les intrusions : 
concepts et conception 

 
 
 
 
 

Paulo Veríssimo 
 

Professeur à l’Université de Lisbonne 
Portugal 

131



 

132



In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o

Ve
rís

si
m

o
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

In
tru

si
on

 T
ol

er
an

ce
:

Co
nc

ep
ts

 a
nd

 D
es

ig
n 

Pr
in

ci
pl

es

a 
Tu

to
ria

l

Pa
ul

o 
Ve

rís
si

m
o

U
ni

v.
 o

f L
is

bo
a 

Fa
cu

lty
 o

f S
ci

en
ce

s
Li

sb
oa

 –
Po

rt
ug

al

pj
v@

di
.fc

.u
l.p

t
ht

tp
://

w
w

w
.n

av
ig

at
or

s.
di

.fc
.u

l.p
t

©
 2

00
2-

06
  P

au
lo

 V
er

ís
si

m
o 

-A
ll 

rig
ht

s 
re

se
rv

ed
, n

o 
un

au
th

or
iz

ed
 d

ire
ct

 re
pr

od
uc

tio
n 

in
 a

ny
fo

rm
.

Ci
ta

tio
ns

 to
 p

ar
ts

 c
an

 b
e 

m
ad

e 
fre

el
y 

w
ith

 a
ck

no
w

le
dg

m
en

t o
f t

he
so

ur
ce

.
1

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o

Ve
rís

si
m

o
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

Po
in

te
rs

 to
 tu

to
ria

l m
at

er
ia

l

•
W

ith
 th

e 
ai

m
 o

f d
is

se
m

in
at

in
g 

in
tru

si
on

 to
le

ra
nc

e 
co

nc
ep

ts
 a

nd
 

te
ch

ni
qu

es
 to

 a
 w

id
e 

au
di

en
ce

, t
he

 tu
to

ria
l, 

an
d 

a 
co

m
pa

ni
on

 
te

xt
, a

re
 a

va
ila

bl
e 

fro
m

 th
e 

Un
iv

er
si

ty
 o

f L
is

bo
a 

Te
ch

ni
ca

l 
Re

po
rts

 w
eb

 s
ite

. 
•

ht
tp

://
w

w
w

.n
av

ig
at

or
s.

di
.fc

.u
l.p

t/i
t/i

nd
ex

.h
tm

•
Tu

to
ria

l
•

Ve
rís

si
m

o,
 P

au
lo

: I
nt

ru
si

on
 T

ol
er

an
ce

: C
on

ce
pt

s 
an

d 
De

si
gn

 
Pr

in
ci

pl
es

. A
 T

ut
or

ia
l. 

Te
ch

ni
ca

lR
ep

or
t D

I/F
CU

L 
TR

02
-6

, D
ep

t. 
of

 
In

fo
rm

at
ic

s,
 U

ni
ve

rs
ity

 o
f L

is
bo

a 
(2

00
2)

. a
bs

tra
ct

-p
df

•
Te

xt
•

An
ex

te
nd

ed
 v

er
si

on
 o

f t
he

 p
ap

er
: V

er
ís

si
m

o,
 P

. E
., 

an
d 

Ne
ve

s,
 N

. 
F.

, a
nd

 C
or

re
ia

, M
. P

.: 
In

tru
si

on
-T

ol
er

an
t A

rc
hi

te
ct

ur
es

: C
on

ce
pt

s 
an

d 
De

si
gn

. I
n:

 A
rc

hi
te

ct
in

g 
De

pe
nd

ab
le

 S
ys

te
m

s.
 S

pr
in

ge
r-

Ve
rla

g
LN

CS
 2

67
7 

(2
00

3)
.

Te
ch

ni
ca

l R
ep

or
t D

I/F
CU

L 
TR

03
-5

, 
De

pt
. o

f I
nf

or
m

at
ic

s,
 U

ni
ve

rs
ity

 o
f L

is
bo

a 
(2

00
3)

. a
bs

tra
ct

-p
df

2

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o

Ve
rís

si
m

o
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

•
A

 lo
t o

f t
he

 m
at

er
ia

l p
re

se
nt

ed
 h

er
e 

de
riv

es
 fr

om
 p

as
t e

xp
er

ie
nc

e 
w

ith
 

fa
ul

t t
ol

er
an

t a
nd

 s
ec

ur
e 

sy
st

em
s,

 a
nd

 fr
om

 n
ew

 w
or

k 
an

d 
ch

al
le

ng
in

g 
di

sc
us

si
on

s,
 d

ur
in

g 
th

e 
pa

st
 th

re
e 

ye
ar

s,
 w

ith
in

 th
e 

Eu
ro

pe
an

 IS
T 

M
A

FT
IA

 p
ro

je
ct

. I
 w

is
h 

to
 w

ar
m

ly
 a

ck
no

w
le

dg
e 

th
e 

co
nt

rib
ut

io
ns

 o
f a

ll 
m

em
be

rs
 o

f t
he

 te
am

, s
ev

er
al

 o
f w

ho
m

 c
on

tr
ib

ut
ed

 re
su

lts
 p

re
se

nt
ed

 
he

re
, a

nd
 c

ol
le

ct
iv

el
y 

ha
ve

 re
pr

es
en

te
d 

a 
fe

no
m

en
al

 th
in

ki
ng

 ta
nk

.
•

Fu
rt

he
r r

ea
di

ng
 o

n 
th

e 
co

nc
ep

ts
 a

nd
 d

es
ig

n 
pr

in
ci

pl
es

 p
re

se
nt

ed
 h

er
e 

ca
n 

th
us

 b
e 

fo
un

d 
in

:
–

Pa
ul

o 
Ve

rís
si

m
o 

an
d 

Lu
ís

Ro
dr

ig
ue

s,
D

is
tr

ib
ut

ed
 S

ys
te

m
s 

fo
r S

ys
te

m
 

A
rc

hi
te

ct
s,

 K
lu

w
er

Ac
ad

em
ic

 P
ub

lis
he

rs
, 2

00
1.

 
ht

tp
://

w
w

w
.n

av
ig

at
or

s.
di

.fc
.u

l.p
t/d

ss
a/

–
A.

 A
vi

zi
en

is
, J

.-C
. L

ap
rie

an
d 

B.
 R

an
de

ll,
Fu

nd
am

en
ta

l C
on

ce
pt

s 
of

 
D

ep
en

da
bi

lit
y,

 R
es

ea
rc

h 
Re

po
rt 

N°
01

14
5,

 L
AA

S-
CN

RS
, A

pr
il 

20
01

.
ht

tp
://

w
w

w
.la

as
.fr

/
–

P.
 V

er
ís

si
m

o 
an

d 
N.

 F
. N

ev
es

, e
ds

., 
Se

rv
ic

e 
an

d 
Pr

ot
oc

ol
 A

rc
hi

te
ct

ur
e 

fo
r t

he
 

M
A

FT
IA

 M
id

dl
ew

ar
e.

 D
el

iv
. D

23
, P

ro
je

ct
 M

AF
TI

A 
IS

T-
19

99
-1

15
83

, T
ec

h.
Re

p.
 

DI
/F

CU
L 

TR
-0

1-
1,

 U
ni

v.
 L

is
bo

a 
Ja

n.
 2

00
1.

ht
tp

://
w

w
w

.d
i.f

c.
ul

.p
t/t

ec
h-

re
po

rts
/a

bs
tra

ct
01

-1
.h

tm
l

–
D.

 P
ow

el
l a

nd
 R

. S
tro

ud
, e

ds
., 

M
A

FT
IA

C
on

ce
pt

ua
l M

od
el

 a
nd

 A
rc

hi
te

ct
ur

e,
De

liv
. D

2,
 P

ro
je

ct
 M

AF
TI

A 
IS

T-
19

99
-1

15
83

, T
ec

h.
Re

p.
 D

I/F
CU

L 
TR

-0
1-

10
, U

ni
v.

 
Li

sb
oa

 N
ov

. 2
00

1.
ht

tp
://

w
w

w
.d

i.f
c.

ul
.p

t/t
ec

h-
re

po
rts

/a
bs

tra
ct

01
-1

0.
ht

m
l

3

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o

Ve
rís

si
m

o
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

Th
e 

ca
se

 fo
r I

nt
ru

si
on

 T
ol

er
an

ce

•
Di

st
rib

ut
io

n 
an

d 
fa

ul
t t

ol
er

an
ce

 g
o 

ha
nd

 in
 h

an
d:

–
Yo

u 
di

st
rib

ut
e 

to
 a

ch
ie

ve
 re

si
lie

nc
e 

to
 c

om
m

on
 m

od
e 

fa
ul

ts
–

Yo
u 

em
be

d 
FT

 in
 a

 d
is

tri
bu

te
d 

sy
st

em
 to

 re
si

st
 h

ig
he

r f
au

lt 
pr

ob
ab

il.
•

Se
cu

rit
y 

an
d 

di
st

rib
ut

io
n 

go
 h

an
d 

in
 h

an
d:

–
Yo

u 
br

ea
k,

 s
pl

it,
 a

nd
 s

ep
ar

at
e 

yo
ur

 in
fo

rm
at

io
n

–
Yo

u 
m

ak
e 

lif
e 

ha
rd

er
 to

 a
n 

at
ta

ck
er

•
So

 it
 lo

ok
s 

lik
e 

w
e 

sh
ou

ld
 b

e 
ta

lk
in

g 
ab

ou
t 

(d
is

tri
bu

te
d)

 m
al

ic
io

us
 fa

ul
t t

ol
er

an
ce

, a
.k

.a
. 

(D
is

tri
bu

te
d)

In
tru

si
on

 T
ol

er
an

ce
In

tru
si

on
 T

ol
er

an
ce

•
If 

th
is

 is
 s

o 
ob

vi
ou

s,
 w

hy
 h

as
n’

t i
t h

ap
pe

ne
d 

ea
rli

er
?

–
Di

st
rib

ut
ed

 s
ys

te
m

s 
pr

es
en

t f
un

da
m

en
ta

l i
ss

ue
s 

an
d 

lim
ita

tio
ns

 th
at

 
to

ok
 a

 lo
ng

 ti
m

e 
to

 le
ar

n
–

Cl
as

si
ca

l f
au

lt 
to

le
ra

nc
e 

to
le

ra
nc

e 
fo

llo
w

s 
a 

fra
m

ew
or

k 
th

at
 is

 n
ot

 
co

m
pl

et
el

y 
fit

 to
 th

e 
un

iv
er

se
 o

f i
nt

en
tio

na
l a

nd
/o

r m
al

ic
io

us
 fa

ul
ts

4

133



In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o

Ve
rís

si
m

o
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

De
pe

nd
ab

ili
ty

 a
s 

a 
co

m
m

on
 fr

am
ew

or
k

•
De

pe
nd

ab
ili

ty
 is

 c
la

ss
ic

al
ly

 d
ef

in
ed

as
 “

th
at

 p
ro

pe
rty

 
of

 a
 c

om
pu

te
r s

ys
te

m
 s

uc
h 

th
at

 re
lia

nc
e 

ca
n 

ju
st

ifi
ab

ly
 b

e 
pl

ac
ed

 o
n 

th
e 

se
rv

ic
e 

it 
de

liv
er

s”
•

Th
e 

se
rv

ic
e 

de
liv

er
ed

 b
y 

a 
sy

st
em

 is
 it

s 
be

ha
vi

ou
ra

s
it 

is
 p

er
ce

pt
ib

le
 b

y 
its

 u
se

r(s
); 

a 
us

er
 is

 a
no

th
er

 
sy

st
em

 (h
um

an
 o

r p
hy

si
ca

l) 
w

hi
ch

 in
te

ra
ct

s 
w

ith
 th

e 
fo

rm
er

•
De

pe
nd

ab
ili

ty
 g

re
w

 u
nd

er
 th

e 
m

en
ta

l f
ra

m
ew

or
k 

of
 

ac
ci

de
nt

al
 fa

ul
ts

•
Bu

t a
ll 

th
at

 is
 d

ef
in

ed
w

.r.
t. 

de
pe

nd
ab

ili
ty

 c
an

 b
e 

ap
pl

ie
d 

to
 m

al
ic

io
us

 fa
ul

ts

5

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o

Ve
rís

si
m

o
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

In
tru

si
on

 T
ol

er
an

ce

•
Tr

ad
iti

on
al

ly
, s

ec
ur

ity
 h

as
 in

vo
lv

ed
 e

ith
er

:
–

Tr
us

tin
g 

th
at

 c
er

ta
in

 a
tta

ck
s 

w
ill

 n
ot

 o
cc

ur
–

Re
m

ov
in

g 
vu

ln
er

ab
ili

tie
s 

fro
m

 in
iti

al
ly

 fr
ag

ile
 s

of
tw

ar
e

–
Pr

ev
en

tin
g 

at
ta

ck
s 

fro
m

 le
ad

in
g 

to
 in

tru
si

on
s

•
In

 c
on

tra
st

, t
he

 to
le

ra
nc

e 
pa

ra
di

gm
 in

 s
ec

ur
ity

:
–

As
su

m
es

 th
at

 s
ys

te
m

s 
re

m
ai

n 
to

 a
 c

er
ta

in
 e

xt
en

t v
ul

ne
ra

bl
e

–
As

su
m

es
 th

at
 a

tta
ck

s 
on

 c
om

po
ne

nt
s 

or
 s

ub
-s

ys
te

m
s 

ca
n 

ha
pp

en
 

an
d 

so
m

e 
w

ill
 b

e 
su

cc
es

sf
ul

–
En

su
re

s 
th

at
 th

e 
ov

er
al

l s
ys

te
m

 n
ev

er
th

el
es

s 
re

m
ai

ns
 s

ec
ur

e 
an

d 
op

er
at

io
na

l

•
O

bv
io

us
ly

, a
 c

om
pl

et
e 

ap
pr

oa
ch

 c
om

bi
ne

s 
to

le
ra

nc
e 

w
ith

 p
re

ve
nt

io
n,

 re
m

ov
al

, f
or

ec
as

tin
g,

 a
fte

r a
ll,

 th
e 

cl
as

si
c 

de
pe

nd
ab

ili
ty

 fi
el

ds
 o

f a
ct

io
n!

6

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

1
In

tro
du

ct
io

n
to

Se
cu

rit
y 

& 
De

pe
nd

ab
ili

ty

7

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

In
tro

du
ct

io
n 

to
 s

ec
ur

ity

8

134



3

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

Se
cu

rit
y 

Pr
op

er
tie

s

•
Co

nf
id

en
tia

lit
y

–
th

e 
m

ea
su

re
 in

 w
hi

ch
 a

 s
er

vi
ce

 o
r p

ie
ce

 o
f i

nf
or

m
at

io
n 

is
 p

ro
te

ct
ed

 
fro

m
 u

na
ut

ho
riz

ed
 d

is
cl

os
ur

e

•
In

te
gr

ity
–

th
e 

m
ea

su
re

 in
 w

hi
ch

 a
 s

er
vi

ce
 o

r p
ie

ce
 o

f i
nf

or
m

at
io

n 
is

 p
ro

te
ct

ed
 

fro
m

 il
le

gi
tim

at
e 

an
d/

or
 u

nd
et

ec
te

d 
m

od
ifi

ca
tio

n

•
Au

th
en

tic
ity

–
th

e 
m

ea
su

re
 in

 w
hi

ch
 a

 s
er

vi
ce

 o
r p

ie
ce

 o
f i

nf
or

m
at

io
n 

is
 g

en
ui

ne
, 

an
d 

th
us

 p
ro

te
ct

ed
 fr

om
 p

er
so

ni
fic

at
io

n 
or

 fo
rg

er
y

•
Av

ai
la

bi
lit

y
–

th
e 

m
ea

su
re

 in
 w

hi
ch

 a
 s

er
vi

ce
 o

r p
ie

ce
 o

f i
nf

or
m

at
io

n 
is

 p
ro

te
ct

ed
 

fro
m

 d
en

ia
l o

f a
ut

ho
riz

ed
 p

ro
vi

si
on

 o
r a

cc
es

s

9

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

Se
cu

rit
y 

Fr
am

ew
or

ks

•
Se

cu
re

 C
ha

nn
el

s 
an

d 
En

ve
lo

pe
s

–
Co

m
m

un
ic

at
in

g
in

a 
se

cu
re

w
ay

–
Di

sp
at

ch
in

g
in

fo
rm

at
io

n
in

a 
se

cu
re

w
ay

•
Au

th
en

tic
at

io
n

–
En

su
rin

g
w

ha
tw

e
de

al
w

ith
is

ge
nu

in
e:

 e
nd

-u
se

rs
, d

at
a,

 s
er

ve
rs

, e
tc

.

•
Pr

ot
ec

tio
n 

an
d 

Au
th

or
iz

at
io

n
–

Pr
ot

ec
tin

g
re

so
ur

ce
s

fro
m

un
au

th
or

iz
ed

ac
ce

ss
–

En
su

rin
g

th
e

us
er

s
ar

e 
au

th
or

iz
ed

to
 d

o 
ju

st
w

ha
tt

he
y

sh
ou

ld

•
Au

di
tin

g 
an

d 
In

tru
si

on
 D

et
ec

tio
n

–
Fo

llo
w

in
g

th
e

sy
st

em
ex

ec
ut

io
n

fo
r a

 p
os

te
rio

ri 
an

al
ys

is
–

De
te

ct
in

g
an

om
al

ou
s

us
ag

e
in

ru
nt

im
e

10

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

Ex
am

pl
e

Se
cu

re
Ne

tw
or

ks
an

d
Ar

ch
ite

ct
ur

es

In
Pa

ul
o 

Ve
rís

si
m

o 
an

d 
Lu

ís
Ro

dr
ig

ue
s,

 D
is

tr
ib

ut
ed

 S
ys

te
m

s 
fo

r 
S

ys
te

m
 

A
rc

hi
te

ct
s,

 K
lu

w
er

Ac
ad

em
ic

 P
ub

lis
he

rs
, 2

00
1.

 
ht

tp
://

w
w

w
.n

av
ig

at
or

s.
di

.fc
.u

l.p
t/d

ss
a/

11

6

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

Cr
yp

to
gr

ap
hi

c
De

vi
ce

Le
as

ed
 L

in
e Da

ta
 N

et
w

or
k

Ro
ut

er
Cr

yp
to

gr
ap

hi
c

De
vi

ce

Se
cu

re
 P

hy
si

ca
l C

irc
ui

ts

Cr
yp

to
gr

ap
hi

c
De

vi
ce

H
os

t

12

135



7

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

Pu
bl

ic
 

Da
ta

 N
et

w
or

k Ro
ut

er

Se
cu

re
 V

irt
ua

l C
irc

ui
ts

Cr
yp

to
gr

ap
hi

c
Se

rv
er

Ho
st

Ho
st

Ro
ut

er

Ro
ut

er

Ro
ut

er Ro
ut

er

Ro
ut

er

13

8

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

Re
fe

re
nc

e 
M

on
ito

r

O
.S

. R
es

ou
rc

es
Us

er

14

9

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

Sy
st

em
Se

rv
er

s
Da

ta
Ne

tw
or

k

Se
cu

rit
y

Se
rv

er

Se
cu

rit
y 

Se
rv

er

15

10

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

Fi
re

w
al

l

Fi
re

w
al

l

Sy
st

em
Se

rv
er

s

In
si

de
 S

ys
te

m

Da
ta

Ne
tw

or
k

ut
si

de
 S

ys
te

m

16

136



11

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

Se
rv

er

Se
rv

er

Pu
bl

ic
 

Da
ta

 N
et

w
or

k

Ro
ut

er

Se
cu

re
 R

em
ot

e 
O

pe
ra

tio
ns

Cl
ie

nt

Cl
ie

nt

Ta
m

pe
rp

ro
of

De
vi

ce

@
#

%
*§

??
??

??
Sn

iff
er

17

12

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

Ba
nk

in
g 

Ne
tw

or
k

Cl
ie

nt
's

Ba
nk

M
er

ch
an

t's
Ba

nk

El
ec

tro
ni

c 
Pa

ym
en

t

AT
M

M
er

ch
an

t's
Te

rm
in

al

Ta
m

pe
rp

ro
of

De
vi

ce

Cl
ie

nt
's

Sm
ar

t C
ar

d

18

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

In
tro

du
ct

io
n

to
fa

ul
t t

ol
er

an
ce

an
d 

de
pe

nd
ab

ili
ty

19

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

Th
e 

fa
ilu

re
 o

f c
om

pu
te

rs

•
hy

 d
o 

co
m

pu
te

rs
 fa

il 
an

d 
w

ha
t c

an
 w

e 
do

 a
bo

ut
 it

 
[ J

. G
ra

y]
•

Be
ca

us
e:

–
Al

l t
ha

t w
or

ks
, f

ai
ls

–
W

e 
te

nd
 to

 o
ve

re
st

im
at

e 
ou

r H
W

 e
 S

W
---

th
at

’s
 c

al
le

d 
fa

ith

•
So

:
–

W
e 

ha
d 

be
tte

r p
re

ve
nt

 (f
ai

lu
re

s)
 th

an
 re

m
ed

y

•
De

pe
nd

ab
ili

ty
 is

 ..
.

–
th

at
 p

ro
pe

rty
 o

f a
 c

om
pu

te
r s

ys
te

m
 s

uc
h 

th
at

 re
lia

nc
e 

ca
n 

ju
st

ifi
ab

ly
 

be
 p

la
ce

d 
on

 th
e 

se
rv

ic
e 

it 
de

liv
er

s

•
W

hy
?

–
Be

ca
us

e
(fa

ith
no

tw
ith

st
an

di
ng

) i
ti

s
th

e
sc

ie
nt

ifi
c

w
ay

to
 q

ua
nt

ify
, 

pr
ed

ic
t, 

pr
ev

en
t, 

to
le

ra
te

, t
he

ef
fe

ct
of

di
st

ur
ba

nc
es

th
at

af
fe

ct
th

e
op

er
at

io
n

of
th

e
sy

st
em

20

137



In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

Do
es

 n
ot

 g
et

 b
et

te
r w

ith
 d

is
tri

bu
tio

n

•
A

 d
is

tr
ib

ut
ed

 s
ys

te
m

 is
 th

e 
on

e 
th

at
 p

re
ve

nt
s 

yo
u 

fr
om

 w
or

ki
ng

 
be

ca
us

e 
of

 th
e 

fa
ilu

re
 o

f a
 m

ac
hi

ne
 th

at
 y

ou
 h

ad
 n

ev
er

 h
ea

rd
 o

f.
[ L

. L
am

po
rt]

•
Si

nc
e:

–
M

ac
hi

ne
s 

fa
il 

in
de

pe
nd

en
tly

, f
or

 a
 s

ta
rt

–
Bu

t t
he

y 
m

ay
 in

flu
en

ce
 e

ac
h 

ot
he

r,
–

Th
ey

 c
om

m
un

ic
at

e 
th

ro
ug

h 
un

re
lia

bl
e 

ne
tw

or
ks

, w
ith

 u
np

re
di

ct
ab

le
de

la
ys

•
...

ga
th

er
in

g 
m

ac
hi

ne
s 

re
nd

er
s 

th
e 

si
tu

at
io

n 
w

or
se

:
–

Th
e 

re
lia

bi
lit

y 
(<

1)
 o

f a
 s

ys
te

m
 is

 th
e 

pr
od

uc
t o

f t
he

 in
di

vi
du

al
 

co
m

po
ne

nt
 re

lia
bi

lit
ie

s,
 fo

r i
nd

ep
en

de
nt

 c
om

po
ne

nt
 fa

ilu
re

s
–

R(
10

 @
 0

.9
9)

= 
0.

99
10

= 
0.

90
; R

(1
0 

@
 0

.9
0)

= 
0.

90
10

= 
0.

35

21

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

Ca
n

ge
tm

uc
h

w
or

se
w

ith
m

al
ic

io
us

fa
ilu

re
s

•
Fa

ilu
re

s
ar

e 
no

 lo
ng

er
in

de
pe

nd
en

t
–

Hu
m

an
at

ta
ck

er
s

ar
e 

th
e

“c
om

m
on

-m
od

e”
 li

nk
–

Co
m

po
ne

nt
s

m
ay

pe
rfo

rm
co

llu
si

on
th

ro
ug

h
di

st
rib

ut
ed

pr
ot

oc
ol

s

•
Fa

ilu
re

s
be

co
m

e
ha

rd
er

–
Co

m
po

ne
nt

s
pr

od
uc

in
g

m
al

ic
io

us
, e

.g
. i

nc
on

si
st

en
to

ut
pu

t, 
at

w
ro

ng
tim

es
, f

or
ge

d,
 e

tc
.

•
“F

au
lt

m
od

el
s”

?
–

Ho
w

do
 y

ou
m

od
el

th
e

m
in

d
of

an
at

ta
ck

er
?

–
M

al
ic

io
us

ly
 in

du
ce

d 
fa

ilu
re

s 
de

fy
 s

to
ch

as
tic

 m
od

el
s 

fo
r f

au
lt 

di
st

rib
ut

io
n

22

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

In
te

ra
ct

io
n 

Fa
ul

t c
la

ss
ifi

ca
tio

n

•
O

m
is

si
ve

–
Cr

as
h

»
ho

st
 th

at
  g

oe
s 

do
w

n
–

O
m

is
si

on
»

m
es

sa
ge

 th
at

 g
et

s 
lo

st
–

Ti
m

in
g

»
co

m
pu

ta
tio

n
ge

ts
de

la
ye

d
•

As
se

rti
ve

–
Sy

nt
ac

tic
»

se
ns

or
 s

ay
s 

ai
r 

te
m

pe
ra

tu
re

 is
 1

00
º

–
Se

m
an

tic
»

se
ns

or
 s

ay
s 

ai
r 

te
m

pe
ra

tu
re

 is
 2

6º
 w

he
n 

it 
is

 3
0º

se
ma

nt
ic

sy
nta

cti
c

tim
ing om

iss
ion cra

sh

MI
SS

IVE
AS

SE
TIV

E

A
IT

A

23

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

se
qu

en
ce

  f
au

lt
er

ro
r

fa
ilu

re

de
si

gn
/

op
er

at
io

n
fa

ul
t

De
si

gn
er

/
O

pe
ra

to
r

in
te

ra
ct

io
n

fa
ul

t

er
ro

r 
fa

ilu
re

24

138



In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

Ac
hi

ev
in

g
de

pe
nd

ab
ili

ty

•
Fa

ul
t p

re
ve

nt
io

n
–

ho
w

 to
 p

re
ve

nt
 th

e 
oc

cu
rr

en
ce

 o
r i

nt
ro

du
ct

io
n 

of
 fa

ul
ts

•
Fa

ul
t t

ol
er

an
ce

–
ho

w
 to

 e
ns

ur
e 

co
nt

in
ue

d 
co

rr
ec

t s
er

vi
ce

 p
ro

vi
si

on
 d

es
pi

te
 fa

ul
ts

•
Fa

ul
t r

em
ov

al
–

ho
w

 to
 re

du
ce

 th
e 

pr
es

en
ce

 (n
um

be
r, 

se
ve

rit
y)

 o
f f

au
lts

•
Fa

ul
t f

or
ec

as
tin

g
–

ho
w

 to
 e

st
im

at
e 

th
e 

pr
es

en
ce

, c
re

at
io

n 
an

d 
co

ns
eq

ue
nc

es
 o

f f
au

lts

25

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

fa
ul

t
re

m
ov

al

De
pe

nd
ab

ili
ty

 m
ea

su
re

s

de
si

gn
/

op
er

at
io

n
fa

ul
t

De
si

gn
er

/
O

pe
ra

to
r

in
te

ra
ct

io
n

fa
ul

t

er
ro

r 
fa

ilu
re

fa
ul

t 
to

le
ra

nc
e

im
pe

rf
ec

t

er
ro

r
pr

oc
es

si
ng

fa
ul

t 
tr

ea
tm

en
t

fa
ul

t
pr

ev
en

tio
n

26

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

De
pe

nd
ab

ili
ty

 p
ro

pe
rti

es

•
Re

lia
bi

lit
y

–
th

e 
m

ea
su

re
 o

f t
he

 c
on

tin
uo

us
 d

el
iv

er
y 

of
 c

or
re

ct
 s

er
vi

ce
 (e

x.
 M

TT
F)

•
M

ai
nt

ai
na

bi
lit

y
–

th
e 

m
ea

su
re

 o
f t

he
 ti

m
e 

to
 re

st
or

at
io

n 
of

 c
or

re
ct

 s
er

vi
ce

 (e
x.

 M
TT

R)

•
Av

ai
la

bi
lit

y
–

m
ea

su
re

 o
f d

el
iv

er
y 

of
 c

or
re

ct
 s

er
vi

ce
 w

ith
 re

sp
ec

t t
o 

al
te

rn
at

io
n 

be
tw

ee
n 

co
rr

ec
t a

nd
 in

co
rr

ec
t s

er
vi

ce
 (e

x.
 M

TB
F/

(M
TB

F+
M

TT
R)

)

•
Sa

fe
ty

–
th

e 
de

gr
ee

 to
 w

hi
ch

 a
 s

ys
te

m
, u

po
n 

fa
ili

ng
, d

oe
s 

so
 in

 a
 n

on
-

ca
ta

st
ro

ph
ic

 m
an

ne
r

•
In

te
gr

ity
 ?

•
Co

nf
id

en
tia

lit
y

?
•

Au
th

en
tic

ity
?

27

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

So
m

e 
ph

ilo
so

ph
y 

fo
r a

 s
ta

rt

•
W

ha
t c

ha
ra

ct
er

iz
es

 a
 d

ep
en

da
bl

e 
sy

st
em

?
–

A 
se

t o
f s

af
et

y 
an

d 
liv

en
es

s 
pr

op
er

tie
s

•
W

ha
t c

ha
ra

ct
er

iz
es

 a
 s

ec
ur

e 
sy

st
em

?
–

A 
se

t o
f s

af
et

y 
an

d 
liv

en
es

s 
pr

op
er

tie
s

•
W

ha
t m

ay
 im

pa
ir 

a 
de

pe
nd

ab
le

 s
ys

te
m

?
–

A 
se

t o
f f

au
lts

 ->
 fa

ilu
re

•
W

ha
t m

ay
 im

pa
ir 

a 
se

cu
re

 s
ys

te
m

?
–

A 
se

t o
f f

au
lts

 (a
tta

ck
s,

 v
ul

ne
ra

bi
lit

ie
s,

 in
tru

si
on

s)
 ->

 fa
ilu

re
•

Ho
w

 d
o 

I m
ak

e 
a 

sy
st

em
 d

ep
en

da
bl

e 
(n

or
m

al
ly

)?
–

Us
in

g 
fa

ul
t a

vo
id

an
ce

 (p
re

ve
nt

io
n,

 re
m

ov
al

) a
nd

 fa
ul

t t
ol

er
an

ce
 (e

rr
or

 
de

te
ct

io
n,

 re
co

ve
ry

, m
as

ki
ng

)
•

Ho
w

 d
o 

I m
ak

e 
a 

sy
st

em
 s

ec
ur

e 
(n

or
m

al
ly

)?
–

Us
in

g 
fa

ul
t a

vo
id

an
ce

 (a
tta

ck
 p

re
ve

nt
io

n,
 v

ul
ne

ra
bi

lit
y 

re
m

ov
al

)
–

an
d 

so
m

e 
bi

ts
 o

f f
au

lt 
to

le
ra

nc
e 

(in
tru

si
on

 d
et

ec
tio

n)
–

No
w

ad
ay

s,
 in

cr
ea

si
ng

ly
 fa

ul
t t

ol
er

an
ce

 (i
nt

ru
si

on
 d

et
ec

tio
n,

 re
co

ve
ry

, 
m

as
ki

ng
)

28

139



In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

Fo
un

da
tio

ns
of

(M
od

ul
ar

 a
nd

Di
st

rib
ut

ed
) 

Fa
ul

t-T
ol

er
an

tC
om

pu
tin

g

29

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

ce
nt

ra
liz

ed

Fo
un

da
tio

ns
 o

f m
od

ul
ar

 a
nd

 d
is

tri
bu

te
d 

fa
ul

t t
ol

er
an

ce

•
To

po
lo

gi
ca

l s
ep

ar
at

io
n

–
fa

ilu
re

 in
de

pe
nd

en
ce

–
gr

ac
ef

ul
 d

eg
ra

da
tio

n

•
Re

pl
ic

at
io

n
–

so
ftw

ar
e 

vs
. h

ar
dw

ar
e

–
fin

e 
gr

an
ul

ar
ity

–
Re

so
ur

ce
 o

pt
im

iz
at

io
n

•
in

cr
em

en
ta

l T
/F

 b
y:

–
cl

as
s 

(o
m

is
si

ve
, s

em
an

tic
)

–
nu

m
be

r o
f f

au
lts

–
nu

m
be

r o
f r

ep
lic

as
»

pa
irs

, t
rip

le
s,

 e
tc

. 
–

Ty
pe

 o
f r

ep
lic

a 
co

nt
ro

l
»

ac
tiv

e,
 p

as
si

ve
»

ro
un

d 
ro

bi
n,

 v
ot

in
g

I´m
 a

liv
e

d
i
s
t
r
i
b
u
t
e
d

30

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

Ex
am

pl
e

Fa
ul

tT
ol

er
an

tN
et

w
or

ks
an

d
Ar

ch
ite

ct
ur

es

In
Pa

ul
o 

Ve
rís

si
m

o 
an

d 
Lu

ís
Ro

dr
ig

ue
s,

 D
is

tr
ib

ut
ed

 S
ys

te
m

s 
fo

r S
ys

te
m

 
A

rc
hi

te
ct

s,
 K

lu
w

er
Ac

ad
em

ic
 P

ub
lis

he
rs

, 2
00

1.
 

ht
tp

://
w

w
w

.n
av

ig
at

or
s.

di
.fc

.u
l.p

t/d
ss

a/

31

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

Re
du

nd
an

tN
et

w
or

ks

32

140



In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

Re
du

nd
an

tM
ed

ia
 N

et
w

or
ks

33

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

Re
du

nd
an

tS
to

ra
ge

an
d

Pr
oc

es
si

ng

(a
)

(b
)

34

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

Er
ro

rD
et

ec
tio

n
an

d
M

as
ki

ng

(a
)

(b
)V

35

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

M
od

ul
ar

 D
is

tri
bu

te
d

FT
 w

ith
Re

pl
ic

a 
Se

ts

36

141



In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

Cl
ie

nt
-S

er
ve

rw
ith

FT
 S

er
ve

rs

D
at

a
N

et
w

or
k

Fa
ul

t-T
ol

er
an

t
Ap

pl
ic

at
io

n
Se

rv
er

s

Cl
ie

nt
PC

 o
r W

S

37

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

FT
 P

ub
lis

he
r-S

ub
sc

rib
er

Da
ta

Ne
tw

or
k

PE
RS

IS
TE

N
T

M
ES

SA
G

E
BU

S

Pu
bl

is
he

rs
Fa

ul
t-T

ol
er

an
t

Pu
bl

is
hi

ng
Se

rv
er

Su
bs

cr
ib

er
s

38

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

2
In

tro
du

ct
io

n
to

In
tru

si
on

 T
ol

er
an

ce
 

39

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

So
m

e 
pr

el
im

in
ar

y 
ob

se
rv

at
io

ns
...

40

142



In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

W
ha

t m
ea

su
re

s 
th

e 
ris

k 
of

 in
tru

si
on

?

•
RI

SK
 is

 a
 c

om
bi

ne
d 

m
ea

su
re

 o
f t

he
 le

ve
l o

f t
hr

ea
t t

o 
w

hi
ch

 a
 c

om
pu

tin
g 

or
 c

om
m

un
ic

at
io

n 
sy

st
em

 is
 

ex
po

se
d,

 a
nd

 th
e 

de
gr

ee
 o

f v
ul

ne
ra

bi
lit

y 
it 

po
ss

es
se

s:
R

IS
K

 =
 V

U
LN

E
R

A
B

IL
IT

Y
 X

 T
H

R
E

A
T

•
Th

e 
co

rr
ec

t m
ea

su
re

 o
f h

ow
 p

ot
en

tia
lly

 in
se

cu
re

 a
 

sy
st

em
 c

an
 b

e 
(in

 o
th

er
 w

or
ds

, o
f h

ow
 h

ar
d 

it 
w

ill
 b

e 
to

 
m

ak
e 

it 
se

cu
re

) d
ep

en
ds

:
–

on
 th

e 
nu

m
be

r 
an

d 
se

ve
ri

ty
 o

f t
he

 fl
aw

s 
of

 th
e 

sy
st

em
 (v

ul
ne

ra
bi

lit
ie

s)
–

on
 th

e 
po

te
nt

ia
l o

f t
he

 a
tt

ac
ks

 it
 m

ay
 b

e 
su

bj
ec

te
d 

to
 (t

hr
ea

ts
)

41

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

An
 e

xa
m

pl
e

•
C

on
si

de
r 

th
e 

fo
llo

w
in

g 
tw

o 
ex

am
pl

e 
sy

st
em

s:
–

S
ys

te
m

 V
au

lt 
ha

s 
a 

de
gr

ee
 o

f v
ul

ne
ra

bi
lit

y 
vv

au
lt=

0.
1,

 a
nd

 s
in

ce
 it

 h
as

 
su

ch
 h

ig
h 

re
si

lie
nc

e,
 it

s 
de

si
gn

er
s 

ha
ve

 p
ut

 it
 to

 s
er

ve
 a

no
ny

m
ou

s 
re

qu
es

ts
 in

 th
e 

In
te

rn
et

, w
ith

 n
o 

co
nt

ro
l w

ha
ts

oe
ve

r 
to

 w
ho

ev
er

 tr
ie

s 
to

 a
cc

es
s 

it,
 th

at
 is

, s
ub

je
ct

 to
 a

 h
ig

h 
le

ve
l o

f t
hr

ea
t, 

tv
au

lt=
10

0.
–

S
ys

te
m

 S
ie

ve
, o

n 
th

e 
ot

he
r 

ha
nd

, i
s 

a 
vu

ln
er

ab
le

 s
ys

te
m

, v
si

ev
e=

10
,

an
d 

in
 c

on
se

qu
en

ce
, i

ts
 d

es
ig

ne
rs

 h
av

e 
sa

fe
gu

ar
de

d 
it,

 in
st

al
lin

g 
it 

be
hi

nd
 a

 fi
re

w
al

l, 
an

d 
co

nt
ro

lli
ng

 th
e 

ac
ce

ss
es

 m
ad

e 
to

 it
, i

n 
w

ha
t 

ca
n 

be
 tr

an
sl

at
ed

 to
 a

 le
ve

l o
f t

hr
ea

t o
f t

si
ev

e=
1.

•
W

hi
ch

 o
f t

he
m

 o
ff

er
s 

a 
lo

w
er

 o
pe

ra
tio

na
l r

is
k?

•
C

on
si

de
r 

th
e 

pr
od

uc
t t

hr
ea

t  
x 

vu
ln

er
ab

ili
ty

:
–

w
ith

 th
e 

im
ag

in
ar

y 
va

lu
es

 w
e 

at
tr

ib
ut

ed
 to

 e
ac

h 
sy

st
em

, i
t e

qu
at

es
 to

 
th

e 
sa

m
e 

va
lu

e 
in

 b
ot

h 
sy

st
em

s 
(1

0)
, a

lth
ou

gh
 s

ys
te

m
 V

au
lt 

is
 a

 
hu

nd
re

d 
tim

es
 le

ss
 v

ul
ne

ra
bl

e 
th

an
 s

ys
te

m
 S

ie
ve

. 

42

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

Sh
ou

ld
 w

e 
br

in
g 

th
e 

ris
k 

to
 z

er
o?

 A
nd

...
 c

an
 w

e?

•
Th

is
 is

 c
la

ss
ic

al
 p

re
ve

nt
io

n/
re

m
ov

al
–

of
 th

e 
nu

m
be

r 
an

d 
se

ve
ri

ty
 o

f t
he

 fl
aw

s 
of

 th
e 

sy
st

em
 (v

ul
ne

ra
bi

lit
ie

s)
–

of
 th

e 
po

te
nt

ia
l o

f t
he

 a
tt

ac
ks

 it
 m

ay
 b

e 
su

bj
ec

te
d 

to
 (t

hr
ea

ts
)

•
W

e 
ca

nn
ot

 m
ak

e 
ei

th
er

 a
rb

itr
ar

ily
 lo

w
–

to
o 

co
st

ly
 a

nd
 in

fe
as

ib
le

–
ce

rta
in

 a
tta

ck
s 

co
m

e 
fro

m
 th

e 
ki

nd
 o

f s
er

vi
ce

 b
ei

ng
 d

ep
lo

ye
d

–
ce

rta
in

 v
ul

ne
ra

bi
lit

ie
s 

ar
e 

at
ta

ch
ed

 to
 th

e 
de

si
gn

 o
f t

he
 s

ys
te

m
pr

op
er

•
...

an
d 

th
e 

qu
es

tio
n 

is
: s

ho
ul

d 
w

e?
•

ca
n’

t w
e 

ta
lk

 a
bo

ut
 a

cc
ep

ta
bl

e 
ris

k?
•

do
es

n’
t t

he
 h

ac
ke

r a
ls

o 
in

cu
r i

n 
a 

co
st

 o
f i

nt
ru

di
ng

??
!!

43

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

An
ot

he
r e

xa
m

pl
e

•
Is

 S
S

L 
se

cu
re

?
–

S
ec

ur
e 

S
oc

ke
ts

 L
ay

er
 (S

S
L)

 r
ep

or
te

dl
y 

en
su

re
s 

se
cu

re
 c

lie
nt

-s
er

ve
r 

in
te

ra
ct

io
ns

 b
et

w
ee

n 
br

ow
se

rs
 a

nd
 W

W
W

 s
er

ve
rs

. U
se

rs
 h

av
e 

te
nd

ed
 to

 a
cc

ep
t t

ha
t t

he
 in

te
ra

ct
io

ns
 a

re
 s

ec
ur

e 
(a

ss
um

ed
 lo

w
 

de
gr

ee
 o

f v
ul

ne
ra

bi
lit

y)
, w

ith
ou

t q
ua

nt
ify

in
g 

ho
w

 s
ec

ur
e.

 
–

S
ev

er
al

 c
om

pa
ni

es
 h

av
e 

bu
ilt

 th
ei

r 
co

m
m

er
ce

 s
er

ve
rs

 a
ro

un
d 

S
S

L,
 

so
m

e 
of

 th
em

 to
 p

er
fo

rm
 fi

na
nc

ia
lly

 s
ig

ni
fic

an
t t

ra
ns

ac
tio

ns
 o

n 
th

e 
In

te
rn

et
 (h

ig
h 

le
ve

l o
f t

hr
ea

t)
.

–
N

et
sc

ap
e'

s 
S

S
L 

im
pl

em
en

ta
tio

n 
br

ok
en

 b
ec

au
se

 o
f a

 b
ug

 th
at

 
al

lo
w

ed
 to

 r
ep

lic
at

e 
se

ss
io

n 
ke

ys
 a

nd
 th

us
 d

ec
ry

pt
 a

ny
 

co
m

m
un

ic
at

io
n.

 T
he

 c
or

re
ct

ed
 v

er
si

on
 w

as
 th

en
 b

ro
ke

n 
at

 le
as

t 
tw

ic
e 

th
ro

ug
h 

br
ut

e-
fo

rc
e 

at
ta

ck
s 

on
 th

e 
40

-b
it 

ke
ys

 v
er

si
on

.
–

Th
is

 in
iti

al
 s

itu
at

io
n 

le
d 

to
 a

 h
ig

h 
ri

sk

44

143



In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

An
ot

he
r e

xa
m

pl
e 

(c
on

t.)

•
Is

 S
S

L 
se

cu
re

 e
no

ug
h?

–
N

et
sc

ap
e 

re
po

rt
ed

 th
at

 it
 w

ou
ld

 c
os

t a
t l

ea
st

 U
S

D
10

,0
00

 to
 b

re
ak

an
 

In
te

rn
et

 s
es

si
on

 o
n 

th
e 

se
co

nd
 v

er
si

on
 o

f S
S

L,
 in

 c
om

pu
tin

g 
tim

e.
 

–
Th

e
co

st
 o

f i
nt

ru
di

ng
a 

sy
st

em
 v

er
su

s 
th

e 
va

lu
e 

of
 th

e 
se

rv
ic

e 
be

in
g 

pr
ov

id
ed

 a
llo

w
s 

th
e 

ar
ch

ite
ct

 to
 m

ak
e 

a 
ri

sk
 a

ss
es

sm
en

t. 
 S

om
eo

ne
 

w
ho

 s
pe

nd
s 

10
 0

00
 E

U
R

O
  t

o 
br

ea
k 

in
to

 a
 s

ys
te

m
 a

nd
 g

et
 1

00
 E

U
R

O
 

w
or

th
 o

f b
ou

nt
y,

 is
 d

oi
ng

 a
 b

ad
 b

us
in

es
s.

 
–

Th
is

 d
ef

in
ed

 th
e 

ac
ce

pt
ab

le
 r

is
k.

 U
nf

or
tu

na
te

ly
, t

he
se

 e
st

im
at

es
 m

ay
 

fa
il:

 s
ho

rt
ly

 a
ft

er
 N

et
sc

ap
e'

s 
an

no
un

ce
m

en
t, 

a 
st

ud
en

t u
si

ng
 a

 s
in

gl
e 

bu
t p

ow
er

fu
l d

es
kt

op
 g

ra
ph

ic
s 

w
or

ks
ta

tio
n,

 b
ro

ke
 it

 fo
r 

ju
st

 U
S

D
60

0.
 

–
H

ow
ev

er
, w

ha
t w

en
t w

ro
ng

 h
er

e 
w

as
 n

ot
 th

e 
pr

in
ci

pl
e 

an
d 

th
e 

at
tit

ud
e 

of
 N

et
sc

ap
e,

 ju
st

 th
e 

ri
sk

 a
ss

es
sm

en
t t

he
y 

m
ad

e,
 w

hi
ch

 w
as

 
to

o 
op

tim
is

tic
. 

45

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

De
pe

nd
ab

ili
ty

 a
nd

 s
ec

ur
ity

, t
w

o 
fa

ce
s 

of
 a

 s
am

e 
co

in

•
W

ha
t c

ha
ra

ct
er

iz
es

 a
 d

ep
en

da
bl

e 
sy

st
em

?
–

A 
se

t o
f s

af
et

y 
an

d 
liv

en
es

s 
pr

op
er

tie
s

•
W

ha
t c

ha
ra

ct
er

iz
es

 a
 s

ec
ur

e 
sy

st
em

?
–

A 
se

t o
f s

af
et

y 
an

d 
liv

en
es

s 
pr

op
er

tie
s

•
W

ha
t m

ay
 im

pa
ir 

a 
de

pe
nd

ab
le

 s
ys

te
m

?
–

A 
se

t o
f f

au
lts

 ->
 fa

ilu
re

•
W

ha
t m

ay
 im

pa
ir 

a 
se

cu
re

 s
ys

te
m

?
–

A 
se

t o
f f

au
lts

 (a
tta

ck
s,

 v
ul

ne
ra

bi
lit

ie
s,

 in
tru

si
on

s)
 ->

 fa
ilu

re
•

Ho
w

 d
o 

I m
ak

e 
a 

sy
st

em
 d

ep
en

da
bl

e 
(n

or
m

al
ly

)?
–

Us
in

g 
fa

ul
t a

vo
id

an
ce

 (p
re

ve
nt

io
n,

 re
m

ov
al

) a
nd

 fa
ul

t t
ol

er
an

ce
 (e

rr
or

 
de

te
ct

io
n,

 re
co

ve
ry

, m
as

ki
ng

)
•

Ho
w

 d
o 

I m
ak

e 
a 

sy
st

em
 s

ec
ur

e 
(n

or
m

al
ly

)?
–

Us
in

g 
fa

ul
t a

vo
id

an
ce

 (a
tta

ck
 p

re
ve

nt
io

n,
 v

ul
ne

ra
bi

lit
y 

re
m

ov
al

)
–

an
d 

so
m

e 
bi

ts
 o

f f
au

lt 
to

le
ra

nc
e 

(in
tru

si
on

 d
et

ec
tio

n)
–

No
w

ad
ay

s,
 in

cr
ea

si
ng

ly
 fa

ul
t t

ol
er

an
ce

 (i
nt

ru
si

on
 d

et
ec

tio
n,

 re
co

ve
ry

, 
m

as
ki

ng
)

46

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

W
ha

t i
s 

In
tru

si
on

 T
ol

er
an

ce
?

•
Th

e 
to

le
ra

nc
e 

pa
ra

di
gm

 in
 s

ec
ur

ity
:

–
As

su
m

es
 th

at
 s

ys
te

m
s 

re
m

ai
n 

to
 a

 c
er

ta
in

 e
xt

en
t v

ul
ne

ra
bl

e
–

As
su

m
es

 th
at

 a
tta

ck
s 

on
 c

om
po

ne
nt

s 
or

 s
ub

-s
ys

te
m

s 
ca

n 
ha

pp
en

 
an

d 
so

m
e 

w
ill

 b
e 

su
cc

es
sf

ul
–

En
su

re
s 

th
at

 th
e 

ov
er

al
l s

ys
te

m
 n

ev
er

th
el

es
s 

re
m

ai
ns

 s
ec

ur
e 

an
d 

op
er

at
io

na
l, 

w
ith

 a
 m

ea
su

ra
bl

e 
pr

ob
ab

ili
ty

•
In

 o
th

er
 w

or
ds

:
–

Fa
ul

ts
---

m
al

ic
io

us
 a

nd
 o

th
er

---
oc

cu
r

–
Th

ey
 g

en
er

at
e 

er
ro

rs
, i

.e
. c

om
po

ne
nt

-le
ve

l s
ec

ur
ity

 c
om

pr
om

is
es

–
Er

ro
r p

ro
ce

ss
in

g 
m

ec
ha

ni
sm

s 
m

ak
e 

su
re

 th
at

 s
ec

ur
ity

 fa
ilu

re
is

pr
ev

en
te

d

•
O

bv
io

us
ly

, a
 c

om
pl

et
e 

ap
pr

oa
ch

 c
om

bi
ne

s 
to

le
ra

nc
e 

w
ith

 p
re

ve
nt

io
n,

 
re

m
ov

al
, f

or
ec

as
tin

g,
 a

fte
r a

ll,
 th

e 
cl

as
si

c 
de

pe
nd

ab
ili

ty
 fi

el
ds

 o
f a

ct
io

n!

47

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

In
tru

si
on

 T
ol

er
an

ce

te
rm

in
ol

og
y 

an
d 

co
nc

ep
ts

Fa
ul

t M
od

el
s

Cl
as

si
ca

l m
et

ho
do

lo
gi

es
Er

ro
r p

ro
ce

ss
in

g
Fa

ul
t t

re
at

m
en

t

48

144



In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

At
ta

ck
s,

 V
ul

ne
ra

bi
lit

ie
s,

 In
tru

si
on

s

•
In

tru
si

on
–

an
 e

xt
er

na
lly

 in
du

ce
d,

 in
te

nt
io

na
lly

 m
al

ic
io

us
, o

pe
ra

tio
na

l f
au

lt,
 

ca
us

in
g 

an
 e

rr
on

eo
us

 s
ta

te
 in

 th
e 

sy
st

em

an
 in

tru
si

on
 h

as
 tw

o 
un

de
rly

in
g 

ca
us

es
:

•
Vu

ln
er

ab
ili

ty
–

m
al

ic
io

us
 o

r n
on

-m
al

ic
io

us
 w

ea
kn

es
s

in
 a

 c
om

pu
tin

g 
or

 
co

m
m

un
ic

at
io

n 
sy

st
em

 th
at

 c
an

 b
e 

ex
pl

oi
te

d 
w

ith
 m

al
ic

io
us

 in
te

nt
io

n

•
At

ta
ck

–
m

al
ic

io
us

 in
te

nt
io

na
l f

au
lt 

in
tro

du
ce

d 
in

 a
 c

om
pu

tin
g 

or
 c

om
m

’s
sy

st
em

, w
ith

 th
e 

in
te

nt
 o

f e
xp

lo
iti

ng
 a

 v
ul

ne
ra

bi
lit

y 
in

 th
at

 s
ys

te
m

in
te

re
st

in
g 

co
ro

la
rie

s:
–

w
ith

ou
t a

tta
ck

s,
 v

ul
ne

ra
bi

lit
ie

s 
ar

e 
ha

rm
le

ss
–

w
ith

ou
t v

ul
ne

ra
bi

lit
ie

s,
 th

er
e 

ca
nn

ot
 b

e 
su

cc
es

sf
ul

 a
tta

ck
s

49

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

At
ta

ck
-V

ul
ne

ra
bi

lit
y-

In
tru

si
on

co
m

po
si

te
fa

ul
t m

od
el

AV
I 

se
qu

en
ce

 :
 a

tta
ck

 +
 v

ul
ne

ra
bi

lit
y

in
tr

us
io

n
er

ro
r

fa
ilu

re

In
tru

de
r/

De
si

gn
er

/
O

pe
ra

to
r

vu
ln

er
ab

ili
ty

fa
ul

t

In
tru

de
r

at
ta

ck
fa

ul
t

in
tr

us
io

n 
fa

ul
t

er
ro

r 
fa

ilu
re

He
nc

e:
at

ta
ck
+

vu
ln

er
ab

ili
ty

in
tru

si
on

er
ro

r
fa

ilu
re

A 
sp

ec
ia

liz
at

io
n 

of
 th

e 
ge

ne
ric

 
fa

ul
t,e

rr
or

,fa
ilu

re
se

qu
en

ce

50

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

at
ta

ck
fa

ul
t

in
tru

si
on

er
ro

r 

vu
ln

er
ab

ili
ty

fa
ul

t

fa
ilu

re

Fa
ul

ts
 in

 C
as

ca
de

AL
LO

W
ED

AL
LO

W
ED

NO
T 

AL
LO

W
ED

 !

AL
LO

W
ED

AL
LO

W
ED

in
tr

us
io

n 
fa

ilu
re

er
ro

r 

in
tru

si
on

 
fa

ilu
re

er
ro

r 

51

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

In
tru

si
on

 T
ol

er
an

ce

Fa
ul

t M
od

el
s

Cl
as

si
ca

l m
et

ho
do

lo
gi

es
Er

ro
r p

ro
ce

ss
in

g
Fa

ul
t t

re
at

m
en

t

52

145



In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

Ac
hi

ev
in

g 
tru

st
w

or
th

in
es

s 
w

.r.
t. 

m
al

ic
io

us
 fa

ul
ts

(th
e 

cl
as

si
ca

l w
ay

s.
..)

•
At

ta
ck

 p
re

ve
nt

io
n

–
En

su
rin

g 
at

ta
ck

s 
do

 n
ot

 ta
ke

 p
la

ce
 a

ga
in

st
 c

er
ta

in
 c

om
po

ne
nt

s

•
At

ta
ck

 re
m

ov
al

–
Ta

ki
ng

 m
ea

su
re

s 
to

 d
is

co
nt

in
ue

 a
tta

ck
s 

th
at

 to
ok

 p
la

ce

•
Vu

ln
er

ab
ili

ty
 p

re
ve

nt
io

n
–

En
su

rin
g 

vu
ln

er
ab

ili
tie

s 
do

 n
ot

 d
ev

el
op

 in
 c

er
ta

in
 c

om
po

ne
nt

s

•
Vu

ln
er

ab
ili

ty
 re

m
ov

al
–

El
im

in
at

in
g 

vu
ln

er
ab

ili
tie

s 
in

 c
er

ta
in

 c
om

po
ne

nt
s 

(e
.g

. b
ug

s)
 

I
T

U
SI

 P
EV

E
TI

53

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

Ex
am

pl
es

•
At

ta
ck

 p
re

ve
nt

io
n

–
se

le
ct

iv
el

y 
fil

te
rin

g 
ac

ce
ss

 to
 in

te
rn

al
 p

ar
ts

 o
f t

he
 s

ys
te

m
 (e

.g
., 

if 
a 

co
m

po
ne

nt
 is

 b
eh

in
d 

a 
fir

ew
al

l a
nd

 c
an

no
t b

e 
ac

ce
ss

ed
 fr

om
 th

e 
In

te
rn

et
, a

tta
ck

 fr
om

 th
er

e 
is

 p
re

ve
nt

ed
)

–
di

sa
bl

in
g 

Ja
va

Sc
rip

t a
nd

/o
r J

av
a 

pr
ev

en
ts

 a
tta

ck
s

by
 m

al
ic

io
us

sc
rip

ts
 o

r a
pp

le
ts

•
At

ta
ck

 re
m

ov
al

–
id

en
tif

yi
ng

 s
ou

rc
e 

of
 a

n 
ex

te
rn

al
 a

tta
ck

 a
nd

 ta
ki

ng
 m

ea
su

re
s 

to
 

te
rm

in
at

e 
it

•
Vu

ln
er

ab
ili

ty
 p

re
ve

nt
io

n
–

be
st

 p
ra

ct
ic

e 
in

 s
of

tw
ar

e 
de

ve
lo

pm
en

t
–

m
ea

su
re

s 
pr

ev
en

tin
g 

co
nf

ig
ur

at
io

n 
an

d 
op

er
at

io
n 

fa
ul

ts
•

Vu
ln

er
ab

ili
ty

 re
m

ov
al

–
of

: c
od

in
g 

fa
ul

ts
 a

llo
w

in
g 

pr
og

ra
m

 s
ta

ck
 o

ve
rfl

ow
, f

ile
s 

w
ith

 ro
ot

 
se

tu
id

in
 U

NI
X,

 n
ai

ve
 p

as
sw

or
ds

, u
np

ro
te

ct
ed

 T
CP

/IP
 p

or
ts

54

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

AV
I C

om
po

si
te

 fa
ul

t m
od

el

se
qu

en
ce

 :
 a

tta
ck

 +
 v

ul
ne

ra
bi

lit
y

in
tr

us
io

n
fa

ilu
re

In
tru

de
r

at
ta

ck
fa

ul
t

in
tr

us
io

n 
fa

ul
t

er
ro

r 
fa

ilu
re

at
ta

ck
 

pr
ev

en
tio

n

vu
ln

er
ab

ili
ty

pr
ev

en
tio

n

in
tr

us
io

n 
pr

ev
en

tio
n

vu
ln

er
ab

ili
ty

re
m

ov
al

In
tru

de
r/

De
si

gn
er

/
O

pe
ra

to
r

vu
ln

er
ab

ili
ty

fa
ul

t

55

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

vu
ln

er
ab

ili
ty

re
m

ov
al

AV
I C

om
po

si
te

 fa
ul

t m
od

el

se
qu

en
ce

 :
 a

tta
ck

 +
 v

ul
ne

ra
bi

lit
y

in
tr

us
io

n
fa

ilu
re

In
tru

de
r/

De
si

gn
er

/
O

pe
ra

to
r

vu
ln

er
ab

ili
ty

fa
ul

t

In
tru

de
r

at
ta

ck
fa

ul
t

in
tr

us
io

n 
fa

ul
t

er
ro

r 
fa

ilu
re

at
ta

ck
 

pr
ev

en
tio

n

vu
ln

er
ab

ili
ty

pr
ev

en
tio

n

in
tru

si
on

 
pr

ev
en

tio
n

in
tr

us
io

n 
to

le
ra

nc
e

56

146



In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

In
tru

si
on

 T
ol

er
an

ce

Fa
ul

t M
od

el
s

Cl
as

si
ca

l m
et

ho
do

lo
gi

es
Er

ro
r p

ro
ce

ss
in

g
Fa

ul
t t

re
at

m
en

t

57

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

Pr
oc

es
si

ng
 th

e 
er

ro
rs

 d
er

iv
in

g 
fro

m
 in

tru
si

on
s

•
er

ro
r d

et
ec

tio
n

–
de

te
ct

in
g 

th
e 

er
ro

r a
fte

r i
t o

cc
ur

s 
ai

m
s 

at
: c

on
fin

in
g 

it 
to

 a
vo

id
 p

ro
pa

ga
tio

n;
 

tri
gg

er
in

g 
er

ro
r r

ec
ov

er
y 

m
ec

ha
ni

sm
s;

 tr
ig

ge
rin

g 
fa

ul
t t

re
at

m
en

tm
ec

ha
ni

sm
s

–
m

od
ifi

ed
 fi

le
s 

or
 m

es
sa

ge
s;

 p
ho

ny
 O

S 
ac

co
un

t; 
sn

iff
er

 in
 o

pe
ra

tio
n;

 
ho

st
 fl

ak
y 

or
 c

ra
sh

in
g 

on
 lo

gi
c 

bo
m

b

•
er

ro
r r

ec
ov

er
y

–
re

co
ve

rin
g 

fro
m

 th
e 

er
ro

r a
im

s 
at

: p
ro

vi
di

ng
 c

or
re

ct
 s

er
vi

ce
 d

es
pi

te
 th

e 
er

ro
r

–
re

co
ve

rin
g 

fro
m

 e
ffe

ct
s 

of
 in

tru
si

on
s

58

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

Pr
oc

es
si

ng
 th

e 
er

ro
rs

 d
er

iv
in

g 
fro

m
 in

tru
si

on
s

•
ba

ck
w

ar
d 

re
co

ve
ry

:
–

th
e 

sy
st

em
 g

oe
s 

ba
ck

 to
 a

 p
re

vi
ou

s 
st

at
e 

kn
ow

n 
as

 c
or

re
ct

 a
nd

 re
su

m
es

–
sy

st
em

 s
uf

fe
rs

 D
O

S 
(d

en
ia

l o
f s

er
vi

ce
) a

tta
ck

, a
nd

 re
-e

xe
cu

te
s 

th
e 

co
rr

up
te

d 
op

er
at

io
n

–
sy

st
em

 d
et

ec
ts

 c
or

ru
pt

ed
 fi

le
s,

 p
au

se
s,

 re
in

st
al

ls
 th

em
, g

oe
s 

ba
ck

•
fo

rw
ar

d 
re

co
ve

ry
:

–
or

 p
ro

ce
ed

s 
fo

rw
ar

d 
to

 a
 s

ta
te

 th
at

 e
ns

ur
es

 c
or

re
ct

 p
ro

vi
si

on
 o

fs
er

vi
ce

–
sy

st
em

 d
et

ec
ts

 in
tru

si
on

, c
on

si
de

rs
 c

or
ru

pt
ed

 o
pe

ra
tio

ns
 lo

st
 a

nd
 

in
cr

ea
se

s 
le

ve
l o

f s
ec

ur
ity

 (t
hr

es
ho

ld
/q

uo
ru

m
s 

in
cr

ea
se

, k
ey

 re
ne

w
al

)
–

sy
st

em
 d

et
ec

ts
 in

tru
si

on
, m

ov
es

 to
 d

eg
ra

de
d 

bu
t s

af
er

 o
p 

m
od

e
•

er
ro

r m
as

ki
ng

–
re

du
nd

an
cy

 a
llo

w
s 

pr
ov

id
in

g 
co

rr
ec

t s
er

vi
ce

 w
ith

ou
t a

ny
 n

ot
ic

ea
bl

e 
gl

itc
h

–
vo

tin
g,

 B
yz

an
tin

e 
ag

re
em

en
t; 

fra
gm

en
ta

tio
n-

re
du

nd
an

cy
-s

ca
tte

rin
g

–
se

ns
or

 c
or

re
la

tio
n 

(a
gr

ee
m

en
t o

n 
im

pr
ec

is
e 

va
lu

es
)

59

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

Er
ro

r p
ro

ce
ss

in
g 

at
 w

or
k

•
ba

ck
w

ar
d

re
co

ve
ry

•
fo

rw
ar

d
re

co
ve

ry

•
er

ro
r m

as
ki

ng

Re
do

 a
fte

r a
tta

ck

“P
la

n 
B”

 a
fte

r i
nt

ru
si

on

W
ha

te
ve

r h
ap

pe
ns

...

60

147



In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

In
tru

si
on

 T
ol

er
an

ce

Fa
ul

t M
od

el
s

Cl
as

si
ca

l m
et

ho
do

lo
gi

es
Er

ro
r p

ro
ce

ss
in

g
Fa

ul
t t

re
at

m
en

t

61

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

Fa
ul

t T
re

at
m

en
t f

ac
et

s

•
Di

ag
no

si
s

–
de

te
rm

in
e 

ca
us

e 
of

 e
rr

or
, i

.e
., 

th
e 

fa
ul

t(s
): 

lo
ca

tio
n 

an
d 

na
tu

re
–

no
n-

m
al

ic
io

us
 o

r m
al

ic
io

us
 s

yn
dr

om
e 

(in
tru

si
on

)?
–

at
ta

ck
? 

---
to

 a
llo

w
 re

m
ov

al
/re

ta
lia

tio
n

–
vu

ln
er

ab
ili

ty
? 

---
to

 a
llo

w
 re

m
ov

al

•
Is

ol
at

io
n

–
pr

ev
en

t n
ew

 a
ct

iv
at

io
n

–
in

tru
si

on
: p

re
ve

nt
 fu

rth
er

 p
en

et
ra

tio
n

–
at

ta
ck

: d
is

ab
le

 fu
rth

er
 a

tta
ck

s 
of

 th
is

 k
in

d 
(b

lo
ck

 th
e 

or
ig

in
)

–
vu

ln
er

ab
ili

ty
: p

as
si

va
te

th
e 

ca
us

e 
of

 s
uc

ce
ss

fu
l a

tta
ck

 (e
.g

. p
at

ch
)

•
Re

co
nf

ig
ur

at
io

n
–

so
 th

at
 fa

ul
t-f

re
e 

co
m

po
ne

nt
s 

pr
ov

id
e 

ad
eq

ua
te

/d
eg

ra
de

d 
se

rv
ic

e
–

co
nt

in
ge

nc
y 

pl
an

s 
to

 d
eg

ra
de

/re
st

or
e 

se
rv

ic
e

62

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

In
tru

si
on

 T
ol

er
an

ce

m
ec

ha
ni

sm
s 

an
d 

st
ra

te
gi

es

In
 e

xt
en

de
d 

ve
rs

io
n 

of
 th

e 
pa

pe
r: 

Ve
rís

si
m

o,
 P

. E
., 

an
d 

Ne
ve

s,
 N

. F
., 

an
d 

Co
rr

ei
a,

 M
. P

.: 
In

tru
si

on
-T

ol
er

an
t A

rc
hi

te
ct

ur
es

: C
on

ce
pt

s 
an

d 
De

si
gn

. I
n:

 A
rc

hi
te

ct
in

g 
De

pe
nd

ab
le

 
Sy

st
em

s.
 S

pr
in

ge
r-V

er
la

g
LN

CS
 2

67
7 

(2
00

3)
.

Te
ch

ni
ca

l R
ep

or
t D

I/F
CU

L 
TR

03
-5

, D
ep

t. 
of

 
In

fo
rm

at
ic

s,
 U

ni
ve

rs
ity

 o
f L

is
bo

a 
(2

00
3)

. a
bs

tra
ct

-p
df

63

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

M
od

el
lin

g
m

al
ic

io
us

 fa
ilu

re
s

•
Ba

si
c 

ty
pe

s 
of

 fa
ilu

re
 a

ss
um

pt
io

ns
:

–
Co

nt
ro

lle
d

fa
ilu

re
s 

: a
ss

um
e 

qu
al

ita
tiv

e 
an

d 
qu

an
tit

at
iv

e 
re

st
ric

tio
ns

 
on

 c
om

po
n.

 fa
ilu

re
s,

 h
ar

d 
to

 s
pe

ci
fy

 fo
r m

al
ic

io
us

 fa
ul

ts
–

Ar
bi

tra
ry

fa
ilu

re
s 

: u
nr

es
tri

ct
ed

 fa
ilu

re
s,

 li
m

ite
d 

on
ly

 to
 th

e 
“p

os
si

bl
e”

 fa
ilu

re
s 

a 
co

m
po

ne
nt

 m
ig

ht
 e

xh
ib

it,
 a

nd
 th

e 
un

de
rly

in
g 

m
od

el
 (e

.g
. s

yn
ch

ro
ni

sm
)

•
W

ha
t a

re
 m

al
ic

io
us

 fa
ilu

re
s?

–
ho

w
 d

o 
w

e 
m

od
el

 th
e 

m
in

d 
an

d 
po

w
er

 o
f t

he
 a

tta
ck

er
?

–
ha

rd
, b

ut
 d

ef
in

ite
ly

 th
e 

ha
ck

er
 h

as
 b

ot
h 

a 
qu

an
tit

at
iv

e 
an

d 
a 

qu
al

ita
tiv

e 
ef

fe
ct

 o
n 

fa
ilu

re
 m

od
es

•
Fa

il-
co

nt
ro

lle
d 

vs
. f

ai
l-a

rb
itr

ar
y 

m
od

el
s 

in
 fa

ce
 o

f 
in

tru
si

on
s

–
FC

 h
av

e 
a 

co
ve

ra
ge

 p
ro

bl
em

, b
ut

 a
re

 s
im

pl
e 

an
d 

ef
fic

ie
nt

–
FA

 a
re

 n
or

m
al

ly
 in

ef
fic

ie
nt

, b
ut

 s
af

e

64

148



In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

Fa
il-

un
co

nt
ro

lle
d 

IT
 p

ro
to

co
ls

 

•
Ti

m
e-

fre
e,

 R
/T

 o
pe

ra
tio

n 
im

po
ss

ib
le

•
Ar

bi
tra

ry
 fa

ilu
re

 e
nv

iro
nm

en
t

•
Ar

bi
tra

ry
 fa

ilu
re

 p
ro

to
co

ls
•

Us
ed

 in
: p

ro
ba

bi
lis

tic
 B

yz
an

tin
e-

ag
re

em
en

t b
as

ed
 s

et
 o

f p
ro

to
co

ls

C
i

Ho
st

 A
C

j

Ho
st

 B
C

k

Ho
st

 C
C

l

Ho
st

 D

Ar
bi

tra
ry

 F
ai

lu
re

 P
ro

to
co

ls

65

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

Ar
bi

tra
ry

 fa
ilu

re
 a

ss
um

pt
io

ns

•
pr

ob
l. 

of
 c

ov
er

ag
e 

of
 c

on
tro

lle
d 

fa
ilu

re
 a

ss
um

pt
io

ns
:

–
al

l l
ie

s 
on

 th
e 

co
ve

ra
ge

 o
f t

he
 fa

il-
co

nt
ro

lle
d 

su
bs

ys
te

m
 a

ss
um

pt
io

ns

•
op

er
at

io
ns

 o
f v

er
y 

hi
gh

 v
al

ue
 a

nd
/o

r c
rit

ic
al

ity
: 

–
fin

an
ci

al
 tr

an
sa

ct
io

ns
 o

f v
er

y 
hi

gh
 v

al
ue

–
co

nt
ra

ct
 s

ig
ni

ng
; p

ro
vi

si
on

 o
f l

on
g 

te
rm

 c
re

de
nc

ia
ls

–
cr

iti
ca

l c
on

tro
l o

pe
ra

tio
ns

–
ris

k 
of

 fa
ilu

re
 d

ue
 to

 v
io

la
tio

n 
of

 a
ss

um
pt

io
ns

 c
an

no
t b

e 
in

cu
rr

ed

•
ar

bi
tra

ry
-fa

ilu
re

 re
si

lie
nt

 b
ui

ld
in

g 
bl

oc
ks

 (e
.g

. 
By

za
nt

in
e 

ag
re

em
en

t p
ro

to
co

ls
): 

–
no

as
su

m
pt

io
ns

 o
n 

ex
is

te
nc

e 
of

 s
ec

ur
ity

 k
er

ne
ls

 o
r o

th
er

 fa
il-

co
nt

ro
lle

d 
co

m
po

ne
nt

s
–

tim
e-

fre
e 

ap
pr

oa
ch

, i
.e

. n
o 

as
su

m
pt

io
ns

 a
bo

ut
 ti

m
el

in
es

s
–

th
en

 n
o 

R/
T 

po
ss

ib
le

!

66

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

M
od

el
in

g
m

al
ic

io
us

 fa
ilu

re
s

•
In

tru
si

on
-a

w
ar

e
co

m
po

si
te

fa
ul

t m
od

el
s

–
th

e 
co

m
pe

tit
iv

e 
ed

ge
 o

ve
r t

he
 h

ac
ke

r
–

AV
I: 

at
ta

ck
-v

ul
ne

ra
bi

lit
y-

in
tru

si
on

 fa
ul

t m
od

el

•
Co

m
bi

ne
d 

us
e 

of
 p

re
ve

nt
io

n
an

d
to

le
ra

nc
e

–
m

al
ic

io
us

 fa
ilu

re
 u

ni
ve

rs
e 

re
du

ct
io

n 
–

at
ta

ck
 p

re
ve

nt
io

n,
 v

ul
ne

ra
bi

lit
y 

pr
ev

en
tio

n,
 v

ul
ne

ra
bi

lit
y 

re
m

ov
al

, i
n 

sy
st

em
 a

rc
hi

te
ct

ur
e 

su
bs

et
s 

an
d/

or
 fu

nc
tio

na
l d

om
ai

ns
 s

ub
se

ts

•
Hy

br
id

fa
ilu

re
 a

ss
um

pt
io

ns
–

di
ffe

re
nt

 fa
ilu

re
 m

od
es

 fo
rd

is
tin

ct
 c

om
po

ne
nt

s
–

re
du

ce
 c

om
pl

ex
ity

 a
nd

 in
cr

ea
se

 p
er

fo
rm

an
ce

, m
ai

nt
ai

ni
ng

 c
ov

er
ag

e

•
Q

ua
nt

ifi
ab

le
 a

ss
um

pt
io

n 
co

ve
ra

ge
–

fa
ul

t f
or

ec
as

tin
g 

(o
n 

AV
I)

67

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

Di
d 

yo
u 

sa
y 

tru
st

ed
?

•
So

m
et

im
es

 c
om

po
ne

nt
s 

ar
e 

ta
m

pe
r-p

ro
of

, o
th

er
s 

ta
m

pe
r-r

es
is

ta
nt

...
–

W
at

ch
-m

ak
er

 s
yn

dr
om

e:
 

»
Is

 th
is

 w
at

ch
 w

at
er

pr
oo

f
»

o,
 it

s 
w

at
er

re
si

st
an

t
»

A
ny

w
ay

, I
 a

ss
um

e 
th

at
 I 

ca
n 

sw
im

 w
ith

 it
»

el
l

ye
s,

 y
ou

 c
an

 b
ut

 i 
w

ou
ld

n
t t

ru
st

 th
at

 v
er

y 
m

uc
h

•
Ho

w
 c

an
 s

om
et

hi
ng

 tr
us

te
d 

be
 n

ot
 tr

us
tw

or
th

y?
–

U
nj

us
tif

ie
d 

re
lia

nc
e 

sy
nd

ro
m

e:
 

»
I t

ru
st

 A
lic

e
»

el
l 

ob
, y

ou
 s

ho
ul

dn
t, 

sh
e

s 
no

t t
ru

st
w

or
th

y

•
W

ha
t i

s 
th

e 
di

ffe
re

nc
e?

If 
w

e 
se

pa
ra

te
 s

pe
ci

fic
at

io
n 

fro
m

 im
pl

em
en

ta
tio

n,
 a

nd
 p

ro
vi

de
 n

ot
io

ns
 o

f 
ju

st
ifi

ca
tio

n
an

d 
of

 c
ov

er
ag

e,
 a

ll 
be

co
m

es
 c

le
ar

er
68

149



In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

Tr
us

te
d,

 T
ru

st
w

or
th

y

•
Tr

us
te

d
–

Be
lie

ve
d 

to
 b

e 
de

pe
nd

ab
le

. R
el

at
io

n 
of

 re
lia

nc
e,

 d
ep

en
de

nc
e.

 

•
Tr

us
tw

or
th

y
–

De
pe

nd
ab

le
. P

ro
pe

rty
 o

f a
 (s

ub
)s

ys
te

m
th

at
 m

ak
es

 u
s 

ju
st

ifi
ab

ly
 re

ly
 

on
 it

69

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

O
n 

Tr
us

t a
nd

 T
ru

st
w

or
th

in
es

s

•
Th

ou
 s

ha
lt 

no
t t

ru
st

 n
on

tr
us

tw
or

th
y 

co
m

po
ne

nt
s

–
A

tru
st

ed
 c

om
po

ne
nt

ha
s 

a 
se

t o
f p

ro
pe

rti
es

 o
n 

w
hi

ch
 a

no
th

er
 

co
m

po
ne

nt
(s

) d
ep

en
d…

•
Tr

us
ts

ho
ul

d 
be

 p
la

ce
d 

to
 th

e 
ex

te
nt

 o
f t

ha
t c

om
po

ne
nt

’s
 

tru
st

w
or

th
in

es
s,

 th
e 

m
ea

su
re

 in
 w

hi
ch

 it
 m

ee
ts

 th
os

e 
pr

op
er

tie
s

–
tru

st
 m

ay
 h

av
e 

se
ve

ra
l d

eg
re

es
, q

ua
nt

ita
tiv

el
y 

or
 q

ua
lit

at
iv

el
y

–
re

la
te

d 
no

t o
nl

y 
w

ith
 s

ec
ur

ity
-re

la
t. 

pr
op

er
tie

s 
(e

.g
., 

tim
el

in
es

s)
 

–
tru

st
 a

nd
 tr

us
tw

or
th

in
es

s 
le

ad
 to

 c
om

pl
em

en
ta

ry
 a

sp
ec

ts
 o

f t
he

 d
es

ig
n 

an
d 

ve
rif

ic
at

io
n 

pr
oc

es
s

•
w

he
n 

A 
tru

st
s 

B,
 A

 a
ss

um
es

 s
om

et
hi

ng
 a

bo
ut

 B
: 

Tr
us

tw
or

th
in

es
s

of
 B

 m
ea

su
re

s 
th

e 
co

ve
ra

ge
 o

f t
he

 
as

su
m

pt
io

n
•

...
 a

nd
 tr

us
tw

or
th

in
es

s 
is

 n
ev

er
 1

 in
 re

al
 s

ys
te

m
s.

..

70

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

Ta
m

pe
rp

ro
of

ne
ss

 a
nd

 it
s 

co
ve

ra
ge

or
 “

ta
m

pe
r-r

es
is

ta
nc

e”
 n

ot
 n

ee
de

d

•
Ta

m
pe

rp
ro

of
–

Pr
op

er
ty

 o
f a

 s
ys

te
m

/c
om

po
ne

nt
 o

f b
ei

ng
 s

hi
el

de
d,

 i.
e.

 w
ho

se
 a

tta
ck

 
m

od
el

 is
 th

at
 a

tta
ck

s 
ca

n 
on

ly
 b

e 
m

ad
e 

at
 th

e 
re

gu
la

r i
nt

er
fa

ce
 

–
Co

ve
ra

ge
 o

f t
he

 "
ta

m
pe

rp
ro

of
" 

as
su

m
pt

io
n 

m
ay

 n
ot

 b
e 

pe
rfe

ct
, a

nd
th

er
e 

ca
n 

be
 s

ev
er

al
 d

eg
re

es
 o

f s
uc

h 
ta

m
pe

rp
ro

of
ne

ss

•
Ex

am
pl

e:
–

Im
pl

em
en

ta
tio

n 
of

 a
 s

ec
ur

ity
 s

er
vi

ce
 u

si
ng

 
av

a 
C

ar
ds

 to
 s

to
re

 
pr

iv
at

e 
ke

ys
. 

e 
as

su
m

e 
.C

ar
ds

ar
e 

ta
m

pe
rp

ro
of

, a
nd

 s
o 

w
e 

ar
gu

e 
th

at
 th

ey
 a

re
 tr

us
tw

or
th

y
th

ey
 w

ill
 n

ot
 re

ve
al

 th
es

e 
ke

ys
 to

 a
n 

un
au

th
or

is
ed

pa
rt

y
. 

en
ce

 w
e 

ca
n 

ju
st

ifi
ab

ly
 a

rg
ue

 th
at

 th
e 

se
rv

ic
e 

is
tr

us
te

d,
 w

ith
 th

e 
co

ve
ra

ge
gi

ve
n 

by
 o

ur
 a

ss
um

pt
io

ns
, n

am
el

y,
 th

e 
ta

m
pe

rp
ro

of
ne

ss
 o

f 
C

ar
ds

71

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

A 
ro

bu
st

 d
es

ig
n 

ap
pr

oa
ch

•
Ar

ch
ite

ct
ur

al
 h

yb
rid

iz
at

io
n:

–
fa

ilu
re

 a
ss

um
pt

io
ns

 e
nf

or
ce

d 
by

 a
rc

hi
te

ct
ur

e 
an

d 
co

ns
tru

ct
io

n,
 th

us
 s

ub
st

an
tia

te
d

–
co

m
bi

ne
d/

re
cu

rs
iv

e 
us

e 
of

 a
tta

ck
/v

ul
ne

ra
bi

lit
y/

in
tru

si
on

 
pr

ev
en

tio
n/

re
m

ov
al

/to
le

ra
nc

e
•

Tr
us

te
d 

(tr
us

tw
or

th
y)

 c
om

po
ne

nt
s:

–
co

m
po

ne
nt

s 
or

 s
ub

sy
st

em
s 

w
ith

ju
st

ifi
ed

 c
ov

er
ag

e,
 

us
ed

 in
 th

e 
co

ns
tru

ct
io

n 
of

 fa
ul

t-t
ol

er
an

t p
ro

to
co

ls
 

un
de

r a
rc

hi
te

ct
ur

al
 h

yb
rid

 fa
ilu

re
 a

ss
um

pt
io

ns

C
C

C
C

C

C

C
C

C
C

C

C

Tr
us

tw
or

th
y

C

72

150



In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

A 
ro

bu
st

 d
es

ig
n 

ap
pr

oa
ch

•
Ar

ch
ite

ct
ur

al
 h

yb
rid

iz
at

io
n:

–
fa

ilu
re

 a
ss

um
pt

io
ns

 e
nf

or
ce

d 
by

 a
rc

hi
te

ct
ur

e 
an

d 
co

ns
tru

ct
io

n,
 th

us
 s

ub
st

an
tia

te
d

–
co

m
bi

ne
d/

re
cu

rs
iv

e 
us

e 
of

 a
tta

ck
/v

ul
ne

ra
bi

lit
y/

in
tru

si
on

 
pr

ev
en

tio
n/

re
m

ov
al

/to
le

ra
nc

e
•

Tr
us

te
d 

(tr
us

tw
or

th
y)

 c
om

po
ne

nt
s:

–
co

m
po

ne
nt

s 
or

 s
ub

sy
st

em
s 

w
ith

ju
st

ifi
ed

 c
ov

er
ag

e,
 

us
ed

 in
 th

e 
co

ns
tru

ct
io

n 
of

 fa
ul

t-t
ol

er
an

t p
ro

to
co

ls
 

un
de

r a
rc

hi
te

ct
ur

al
 h

yb
rid

 fa
ilu

re
 a

ss
um

pt
io

ns

C
C

C
C

C

C

C
C

C
C

C

C
B3

B
5

B
4B
2

B
1

Tr
us

te
d 

C
(b

y B
)

73

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

O
n 

co
ve

ra
ge

 a
nd

 s
ep

ar
at

io
n 

of
 c

on
ce

rn
s

•
pr

ed
ic

at
e 

P 
ho

ld
s 

w
ith

 a
 c

ov
er

ag
e 

Pr
–

w
e 

sa
y 

th
at

 w
e 

ar
e 

co
nf

id
en

t t
ha

t P
 h

as
 a

 p
ro

ba
bi

lit
y 

Pr
 o

f h
ol

di
ng

•
en

vi
ro

nm
en

ta
la

ss
um

pt
io

n 
co

ve
ra

ge
 (P

re
)

–
se

t o
f a

ss
um

pt
io

ns
 (H

) a
bo

ut
 th

e 
en

vi
ro

nm
en

t w
he

re
 s

ys
te

m
 w

ill
 ru

n
–

Pr
e

 P
r 

  
f

f
an

y 
fa

ul
t

•
op

er
at

io
na

la
ss

um
pt

io
n 

co
ve

ra
ge

 (P
ro

)
–

th
e 

as
su

m
pt

io
ns

 a
bo

ut
 h

ow
 th

e 
sy

st
em

/a
lg

or
ith

m
/m

ec
ha

ni
sm

 p
ro

pe
r 

(A
) w

ill
 ru

n,
 u

nd
er

 a
 g

iv
en

 s
et

 o
f e

nv
iro

nm
en

ta
l a

ss
um

pt
io

ns
–

Pr
o

 P
r 

A
  

Al
ic

e
Bo

b

Lu
is

a

Pa
ul

Al
ic

e
Pr

A
 

 P
ro

x 
Pr

e
 P

r 
A

  
 x

 P
r 

  
f

74

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

Hy
br

id
 fa

ilu
re

 a
ss

um
pt

io
ns

 c
on

si
de

re
d 

us
ef

ul
 

•
Cl

as
si

c 
hy

br
id

 fa
ul

t m
od

el
s 

–
fla

t, 
us

e 
st

oc
ha

st
ic

 fo
un

da
tio

n 
to

 e
xp

la
in

 d
iff

er
en

t b
eh

av
io

r f
ro

m
 s

am
e 

ty
pe

 o
f c

om
po

ne
nt

s 
(i.

e.
 k

cr
as

h 
an

d 
w

by
za

nt
in

e 
in

 v
ec

to
r o

f v
al

ue
s)

•
Th

e 
pr

ob
le

m
 o

f s
ub

st
an

ce
–

an
 in

te
nt

io
na

l p
la

ye
r d

ef
ra

ud
s 

th
es

e 
as

su
m

pt
io

ns

•
Ar

ch
ite

ct
ur

al
 h

yb
rid

is
at

io
n

–
di

ffe
re

nt
 a

ss
um

pt
io

ns
 fo

rd
is

tin
ct

 c
om

po
ne

nt
 s

ub
se

ts
–

be
ha

vi
or

en
fo

rc
ed

 b
y 

co
ns

tru
ct

io
n:

 tr
us

tw
or

th
in

es
s

75

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

In
tru

si
on

 to
le

ra
nc

e 
w

ith
 h

yb
rid

 fa
ilu

re
as

su
m

pt
io

ns

•
Us

in
g 

tru
st

ed
 c

om
po

ne
nt

s
or

 s
ub

sy
st

em
s:

–
bl

ac
k 

bo
xe

s 
w

ith
 b

en
ig

n 
be

ha
vi

or
, o

f o
m

is
si

ve
 o

r w
ea

k 
fa

il-
si

le
nt

cl
as

s
–

ca
n 

ha
ve

 d
iff

er
en

t c
ap

ab
ili

tie
s 

(e
.g

. s
yn

ch
ro

no
us

 o
r n

ot
; l

oc
al

 o
r 

di
st

rib
ut

ed
), 

ca
n 

ex
is

t a
t d

iff
er

en
t l

ev
el

s 
of

 a
bs

tra
ct

io
n

•
Fa

ul
t-t

ol
er

an
t p

ro
to

co
ls

:
–

m
or

e 
ef

fic
ie

nt
 th

an
 tr

ul
y 

ar
bi

tra
ry

 a
ss

um
pt

io
ns

 p
ro

to
co

ls
 

–
m

or
e 

ro
bu

st
 th

an
 n

on
-e

nf
or

ce
d

co
nt

ro
lle

d 
fa

ilu
re

 p
ro

to
co

ls

•
To

le
ra

nc
e 

at
tit

ud
e 

in
 d

es
ig

n:
–

un
lik

e 
cl

as
si

ca
l p

re
ve

nt
io

n-
ba

se
d 

ap
pr

oa
ch

es
, t

ru
st

ed
 c

om
po

ne
nt

s 
do

 
no

t m
ed

ia
te

 a
ll 

ac
ce

ss
es

 to
 re

so
ur

ce
s 

an
d 

op
er

at
io

ns
–

as
si

st
 o

nl
y 

cr
uc

ia
l s

te
ps

 o
f t

he
 e

xe
cu

tio
n 

of
 s

er
vi

ce
s 

an
d 

ap
pl

ic
at

io
ns

–
pr

ot
oc

ol
s 

ru
n 

in
 u

nt
ru

st
ed

en
vi

ro
nm

en
t, 

lo
ca

l p
ar

tic
ip

an
ts

 o
nl

y 
tru

st
 

tru
st

ed
 c

om
po

ne
nt

s,
 s

in
gl

e 
co

m
po

ne
nt

s 
ca

n 
be

 c
or

ru
pt

ed
–

co
rr

ec
t s

er
vi

ce
 b

ui
lt 

on
 d

is
tri

bu
te

d 
fa

ul
t t

ol
er

an
ce

 m
ec

ha
ni

sm
s,

e.
g.

, 
ag

re
em

en
t a

nd
 re

pl
ic

at
io

n 
am

on
gs

t p
ar

tic
ip

an
ts

 in
 s

ev
er

al
 h

os
ts

76

151



In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

Fa
il-

co
nt

ro
lle

d 
I/T

 p
ro

to
co

ls
 

w
ith

 L
oc

al
 T

ru
st

ed
 S

ub
sy

st
em

s
•

Tr
us

tw
or

th
y 

su
bs

ys
te

m
 (a

ls
o 

ca
lle

d 
W

or
m

ho
le

) -
e.

g.
 s

m
ar

t o
r J

av
a 

ca
rd

; 
ap

pl
ia

nc
e 

bo
ar

d
•

Se
cu

re
, a

nd
 ti

m
e-

fre
e 

or
 ti

m
ed

 (a
s 

in
 fi

gu
re

)
•

Ar
bi

tra
ry

 fa
ilu

re
 e

nv
iro

nm
en

t+
 L

oc
al

 W
or

m
ho

le
•

Hy
br

id
 fa

ilu
re

 p
ro

to
co

ls
•

Ex
am

pl
e 

us
ag

e:
 F

T 
di

st
rib

ut
ed

 d
at

a 
di

ss
em

in
at

io
n 

w
ith

 a
ut

he
nt

ic
at

io
n 

an
d 

au
th

or
is

at
io

n 
pr

ot
oc

ol
s

77

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

In
tru

si
on

 to
le

ra
nc

e 
w

ith
 h

yb
rid

 fa
ilu

re
as

su
m

pt
io

ns

•
di

st
rib

ut
ed

 tr
us

te
d 

co
m

po
ne

nt
s

or
 s

ub
sy

st
em

s:
–

am
pl

ify
in

g 
th

e 
no

tio
n 

of
 lo

ca
l t

ru
st

ed
 c

om
po

ne
nt

, i
m

pl
em

en
tin

g 
di

st
rib

ut
ed

 tr
us

t f
or

 lo
w

-le
ve

l o
pe

ra
tio

ns
–

ba
se

d 
on

 a
pp

lia
nc

e 
bo

ar
ds

 w
ith

 p
riv

at
e 

co
nt

ro
l c

ha
nn

el
s

–
ca

n 
su

pp
ly

 b
as

ic
 d

is
tri

bu
te

d 
se

cu
rit

y 
an

d 
HR

T 
tim

in
g 

fu
nc

tio
ns

•
ho

w
 th

ey
 a

ss
is

t p
ro

to
co

ls
 s

ec
ur

ity
-w

is
e:

–
pr

ot
oc

ol
 p

ar
tic

ip
an

ts
 e

xc
ha

ng
e 

m
es

sa
ge

s 
in

 a
 w

or
ld

 fu
ll 

of
 th

re
at

s,
 

so
m

e 
of

 th
em

 m
ay

 e
ve

n 
be

 m
al

ic
io

us
 a

nd
 c

he
at

–
th

er
e 

is
 a

n 
or

ac
le

th
at

 c
or

re
ct

 p
ar

tic
ip

an
ts

 tr
us

t, 
an

d 
a 

ch
an

ne
lt

ha
t

th
ey

 c
an

 u
se

 to
 g

et
 in

 to
uc

h 
w

ith
 e

ac
h 

ot
he

r, 
ev

en
 fo

r r
ar

e 
m

om
en

ts
–

ac
ts

 a
s 

a 
ch

ec
kp

oi
nt

th
at

 m
al

ic
io

us
 p

ar
tic

ip
an

ts
 h

av
e 

to
 s

yn
ch

ro
ni

se
 

w
ith

, a
nd

 th
is

 li
m

its
 th

ei
r p

ot
en

tia
l f

or
 B

yz
an

tin
e 

ac
tio

ns

78

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

Fa
il-

co
nt

ro
lle

d 
IT

 p
ro

to
co

ls
 

w
ith

 a
 D

is
tri

bu
te

d 
Tr

us
te

d 
Su

bs
ys

te
m

•
Di

st
rib

ut
ed

 T
ru

st
w

or
th

y 
su

bs
ys

te
m

 (d
is

tr.
 W

or
m

ho
le

) -
e.

g.
 a

pp
lia

nc
e 

bo
ar

ds
 

in
te

rc
on

ne
ct

ed
 b

y 
de

di
ca

te
d 

ne
tw

or
k

•
Se

cu
re

, a
nd

 ti
m

e-
fre

e 
or

 ti
m

ed
 (a

s 
in

 fi
gu

re
)

•
Ar

bi
tra

ry
 fa

ilu
re

 e
nv

iro
nm

en
t+

 D
is

tri
bu

te
d 

W
or

m
ho

le
•

Hy
br

id
 fa

ilu
re

 p
ro

to
co

ls
•

Ex
am

pl
e:

 F
T 

tra
ns

ac
. p

ro
ts

 re
qu

iri
ng

 ti
m

in
g 

co
ns

tra
in

ts
 (e

.g
. S

CA
DA

, D
CS

)

79

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

De
si

gn
 o

f i
nt

ru
si

on
 to

le
ra

nt
 s

ys
te

m
s

80

152



In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

So
m

e 
pa

ra
di

gm
s

un
de

r a
n 

In
tru

si
on

 T
ol

er
an

ce
 lo

ok
In

 e
xt

en
de

d 
ve

rs
io

n 
of

 th
e 

pa
pe

r: 
Ve

rís
si

m
o,

 P
. E

., 
an

d 
Ne

ve
s,

 N
. F

., 
an

d 
Co

rr
ei

a,
 M

. P
.: 

In
tru

si
on

-T
ol

er
an

t A
rc

hi
te

ct
ur

es
: C

on
ce

pt
s 

an
d 

De
si

gn
. I

n:
 A

rc
hi

te
ct

in
g 

De
pe

nd
ab

le
 

Sy
st

em
s.

 S
pr

in
ge

r-V
er

la
g

LN
CS

 2
67

7 
(2

00
3)

.
Te

ch
ni

ca
l R

ep
or

t D
I/F

CU
L 

TR
03

-5
, D

ep
t. 

of
In

fo
rm

at
ic

s,
 U

ni
ve

rs
ity

 o
f L

is
bo

a 
(2

00
3)

. a
bs

tra
ct

-p
df

81

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

Au
th

en
tic

at
io

n,
 s

ig
na

tu
re

s,
 M

AC
s

•
In

tru
si

on
 p

re
ve

nt
io

n 
de

vi
ce

: e
nf

or
ce

s 
au

th
en

tic
ity

, i
nt

eg
rit

y 
•

Co
ve

ra
ge

: s
ig

na
tu

re
/a

ut
he

nt
ic

at
io

n 
m

et
ho

d
•

En
d-

to
-e

nd
 p

ro
bl

em
: w

ho
 a

m
 I 

au
th

en
tic

at
in

g?
 m

e 
or

 m
y 

PC
?

82

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

Tu
nn

el
lin

g,
 s

ec
ur

e 
ch

an
ne

ls

•
In

tru
si

on
 p

re
ve

nt
io

n 
de

vi
ce

: e
nf

or
ce

s 
co

nf
id

en
tia

lit
y,

 in
te

gr
ity

(a
ut

he
nt

ic
ity

)
•

Co
ve

ra
ge

: t
un

ne
lli

ng
 m

et
ho

d,
 re

si
lie

nc
e 

of
 g

at
ew

ay
•

En
d-

to
-e

nd
 p

ro
bl

em
: a

re
 a

ll 
in

tra
ne

t g
uy

s 
go

od
?

83

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

Fi
re

w
al

lin
g

•
In

tru
si

on
 p

re
ve

nt
io

n 
de

vi
ce

: p
re

ve
nt

s 
at

ta
ck

s 
on

 in
si

de
 m

ac
hi

ne
s

•
Co

ve
ra

ge
: s

em
an

tic
s 

of
 fi

re
w

al
l f

un
ct

io
ns

, r
es

ili
en

ce
 o

f b
as

tio
ns

•
En

d-
to

-e
nd

 p
ro

bl
em

: a
re

 a
ll 

in
te

rn
al

 n
et

w
or

k 
gu

ys
 g

oo
d?

84

153



In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

Co
m

m
un

ic
at

io
n 

an
d 

ag
re

em
en

t p
ro

to
co

ls

A
lic

e
B

o
b

S
el

f-
E

nf
or

ci
n

g
 P

ro
to

co
l

L
u

is
a

P
au

l

n
g

•
In

tru
si

on
 to

le
ra

nc
e 

de
vi

ce
: e

rr
or

 p
ro

ce
ss

in
g 

 o
r  

m
as

ki
ng

 (3
f+

1,
2f

+1
, f

+2
)

•
Co

ve
ra

ge
: s

em
an

tic
s 

of
 p

ro
to

co
l f

un
ct

io
ns

, u
nd

er
ly

in
g 

m
od

el
 

as
su

m
pt

io
ns

85

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

Th
re

sh
ol

d 
cr

yp
to

gr
ap

hy

•
In

tru
si

on
 to

le
ra

nc
e 

de
vi

ce
: e

rr
or

 p
ro

ce
ss

in
g/

m
as

ki
ng

 
(f+

1 
ou

t o
f n

)
•

Co
ve

ra
ge

: c
ry

pt
o 

se
m

an
tic

s,
 b

ru
te

 fo
rc

e 
re

si
lie

nc
e,

 
un

de
rly

in
g 

m
od

el
 a

ss
um

pt
io

ns
86

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

Tr
us

te
d 

Th
ird

 P
ar

ty
 (T

TP
) p

ro
to

co
ls

A
lic

e
B

o
b

P
au

l

T
re

n
t

(A
d

ju
d

ic
at

o
r,

A
rb

it
er

,
C

er
ti

f.
 A

u
th

)

T
ru

st
e

d
-T

h
ir

d
-P

ar
ty

 P
ro

to
co

l

•
In

tru
si

on
 to

le
ra

nc
e 

de
vi

ce
: e

rr
or

 p
ro

ce
ss

in
g/

m
as

ki
ng

•
Co

ve
ra

ge
: s

em
an

tic
s 

of
 p

ro
to

co
l f

un
ct

io
ns

, 
un

de
rly

in
g 

m
od

el
 a

ss
um

pt
io

ns
, r

es
ili

en
ce

 o
f T

TP
87

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

St
ra

te
gi

es
 fo

r c
on

st
ru

ct
io

n
of

 IT
 s

ub
sy

st
em

s

In
 e

xt
en

de
d 

ve
rs

io
n 

of
 th

e 
pa

pe
r: 

Ve
rís

si
m

o,
 P

. E
., 

an
d 

Ne
ve

s,
 N

. F
., 

an
d 

Co
rr

ei
a,

 M
. P

.: 
In

tru
si

on
-T

ol
er

an
t A

rc
hi

te
ct

ur
es

: C
on

ce
pt

s 
an

d 
De

si
gn

. I
n:

 A
rc

hi
te

ct
in

g 
De

pe
nd

ab
le

 
Sy

st
em

s.
 S

pr
in

ge
r-V

er
la

g
LN

CS
 2

67
7 

(2
00

3)
.

Te
ch

ni
ca

l R
ep

or
t D

I/F
CU

L 
TR

03
-5

, D
ep

t. 
of

In
fo

rm
at

ic
s,

 U
ni

ve
rs

ity
 o

f L
is

bo
a 

(2
00

3)
. a

bs
tra

ct
-p

df

88

154



In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

Re
cu

rs
iv

e 
us

e 
of

 F
. P

re
ve

nt
io

n 
an

d 
F.

To
le

ra
nc

e

Al
ic

e
Bo

b
S

el
f-

En
fo

rc
in

g 
Pr

ot
oc

ol

Lu
is

a

Pa
ul

Bo
b

S
elelel

flf--
En

f
En

fo
r

nf
or

c
or

cici
ng

 P
in

g 
Pr

ng
 P

ro
t

ro
toot
oc

olco
lTT

P

•
Th

e 
TT

P 
pr

ot
oc

ol
 re

vi
si

te
d

•
W

or
k 

at
 s

ub
sy

st
em

 le
ve

l t
o 

ac
hi

ev
e 

ju
st

ifi
ab

le
 b

eh
av

io
ur

•
Ar

ch
ite

ct
ur

al
 h

yb
rid

at
io

n 
w

.r.
t. 

fa
ilu

re
 a

ss
um

pt
io

ns

89

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

St
ra

te
gi

es
 fo

r c
on

st
ru

ct
io

n 
of

 IT
 s

ub
sy

st
em

s

Al
ic

e
Bo

b
Se

lf-
En

fo
rc

in
g 

Pr
ot

oc
ol

Lu
is

a

Pa
ul

See
lel
flf-

Ef-E
nnf

orfo
rcor
cici

ng
 P

ro
in

g 
Pr

ot
octo

co
l

•
Ar

bi
tra

ry
 m

od
el

 –
no

 a
ss

um
pt

io
ns

•
Hi

gh
 c

ov
er

ag
e 

–
ve

ry
 li

ttl
e 

to
 “

co
ve

r”

90

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

St
ra

te
gi

es
 fo

r c
on

st
ru

ct
io

n 
of

 IT
 s

ub
sy

st
em

s

Al
ic

e
Bo

b

Lu
is

a

Pa
ul

Al
ic

e

•
Fa

il-
co

nt
ro

lle
d 

m
od

el
 --

un
ju

st
ifi

ed
 e

nv
iro

nm
en

t 
as

su
m

pt
io

ns
•

Fa
ir 

co
ve

ra
ge

 –
no

 e
nf

or
ce

m
en

t

91

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

St
ra

te
gi

es
 fo

r c
on

st
ru

ct
io

n 
of

 IT
 s

ub
sy

st
em

s

LS
K

LS
K

LS
K

LS
K

•
Fa

il-
co

nt
ro

lle
d 

m
od

el
 –

lit
tle

 e
nv

iro
nm

en
t 

as
su

m
pt

io
ns

; j
us

tif
ie

d 
co

m
po

ne
nt

 a
ss

um
pt

io
ns

•
Hi

gh
 c

ov
er

ag
e 

–
en

fo
rc

em
en

t b
y 

Lo
ca

l T
ru

st
ed

 C
om

p.

92

155



In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

St
ra

te
gi

es
 fo

r c
on

st
ru

ct
io

n 
of

 IT
 s

ub
sy

st
em

s

D
SK

K

D
SK

D
SK

•
Fa

il-
co

nt
ro

lle
d 

m
od

el
 –

lit
tle

 e
nv

iro
nm

en
t 

as
su

m
pt

io
ns

; j
us

tif
ie

d 
co

m
po

ne
nt

 a
ss

um
pt

io
ns

•
Hi

gh
 c

ov
er

ag
e 

–
en

fo
rc

em
en

t b
y 

Di
st

r. 
Tr

us
te

d 
Co

m
p.

93

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

4
Ad

va
nc

ed

In
tru

si
on

To
le

ra
nc

e

Pa
ra

di
gm

s

94

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

In
tru

si
on

To
le

ra
nc

e

Al
go

rit
hm

ic
s

an
d

th
e

su
bs

ta
nc

e
of

Fa
ul

tM
od

el
s

95

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

Re
ca

pi
tu

la
tin

g
th

e
us

ua
l p

at
h

•
If

yo
u

w
an

te
ffi

ci
en

t/p
er

fo
rm

an
ts

ol
ut

io
ns

to
 F

/T
–

as
su

m
e 

co
nt

ro
lle

d
fa

ilu
re

m
od

es
(o

m
is

si
ve

, f
ai

l-s
ile

nt
, e

tc
.)

•
If

yo
u

w
an

tt
o 

bu
ild

tim
el

y
se

rv
ic

es
(e

ve
n

so
ft

R/
T)

–
as

su
m

e 
sy

nc
hr

on
ou

s
m

od
el

s,
 o

ra
tl

ea
st

pa
rti

al
ly

sy
nc

•
So

m
e 

se
cu

rit
y-

re
la

te
d

sy
st

em
s

ta
ke

th
is

ap
pr

oa
ch

–
pa

rti
al

sy
nc

hr
on

ou
s

en
vi

ro
nm

en
t

–
w

el
l-b

eh
av

ed
(e

.g
. f

or
tre

ss
) h

os
ts

–
m

od
er

at
e

le
ve

lo
ft

hr
ea

ti
n

ne
tw

or
k

•
Th

ey
w

or
k,

 b
ut

on
ly

to
 th

e
co

ve
ra

ge
of

th
e

as
su

m
pt

io
ns

–
w

hi
ch

m
us

tb
e

su
bs

ta
nt

ia
te

d
–

el
se

w
e

fa
ll

in
th

e
“w

el
lb

eh
av

ed
ha

ck
er

 s
yn

dr
om

e:
»

el
lo

, I
ll 

be
 y

ou
r h

ac
ke

r t
od

ay
, h

er
e 

is
 th

e 
lis

t o
f w

ha
t I

 p
ro

m
is

e 
no

t 
to

 d
o.

»
h 

th
an

k 
yo

u
 

y 
th

e 
w

ay
, h

er
e 

ar
e 

a 
fe

w
 a

dd
iti

on
al

 a
tta

ck
s 

w
e

w
ou

ld
 a

ls
o 

lik
e 

yo
u 

no
t t

o 
at

te
m

pt
.

96

156



In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

W
he

re
do

 w
e

go
fro

m
he

re
?

•
ar

bi
tra

ry
fa

ilu
re

s
/ a

sy
nc

hr
on

y
th

re
ad

–
ar

e 
sa

fe
, b

ut
no

rm
al

ly
in

ef
fic

ie
nt

–
FL

P:
 n

o 
de

te
rm

in
is

tic
 s

ol
ut

io
n 

of
 h

ar
d 

pr
ob

le
m

s 
e.

g.
 c

on
se

ns
us

, B
A

–
do

es
 n

ot
 s

ol
ve

 ti
m

ed
 p

ro
bl

em
s 

(e
.g

., 
e-

co
m

, s
to

ck
s,

 S
CA

DA
, D

CS
)

•
co

nt
ro

lle
d

fa
ilu

re
s

/ s
yn

ch
ro

ny
th

re
ad

–
ha

rd
 to

 s
pe

ci
fy

 fo
r m

al
ic

io
us

 fa
ul

ts
, t

ha
t b

rin
gs

 a
 c

ov
er

ag
e

pr
ob

le
m

–
su

sc
ep

tib
le

 to
 a

tta
ck

s 
on

 ti
m

in
g 

as
su

m
pt

io
ns

–
di

ffi
cu

lty
of

im
pl

em
en

ta
tio

n
of

sy
nc

. e
ve

n
in

be
ni

gn
se

tti
ng

s

97

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

W
he

re
do

 w
e

go
fro

m
he

re
?

•
ar

bi
tra

ry
fa

ilu
re

s
/ a

sy
nc

hr
on

y
th

re
ad

–
ar

e 
sa

fe
, b

ut
no

rm
al

ly
in

ef
fic

ie
nt

–
FL

P:
 n

o 
de

te
rm

in
is

tic
 s

ol
ut

io
n 

of
 h

ar
d 

pr
ob

le
m

s 
e.

g.
 c

on
se

ns
us

, B
A

–
do

es
 n

ot
 s

ol
ve

 ti
m

ed
 p

ro
bl

em
s 

(e
.g

., 
e-

co
m

, s
to

ck
s)

•
co

nt
ro

lle
d

fa
ilu

re
s

/ s
yn

ch
ro

ny
th

re
ad

–
ha

rd
 to

 s
pe

ci
fy

 fo
r m

al
ic

io
us

 fa
ul

ts
, t

ha
t b

rin
gs

 a
 c

ov
er

ag
e

pr
ob

le
m

–
su

sc
ep

tib
le

 to
 a

tta
ck

s 
on

 ti
m

in
g 

as
su

m
pt

io
ns

–
le

ta
lo

ne
th

e
di

ffi
cu

lty
of

im
pl

em
en

ta
tio

n
ev

en
in

be
ni

gn
se

tti
ng

s

98

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

Ar
bi

tra
ry

 fa
ilu

re
 / 

as
yn

ch
ro

ny
 a

ss
um

pt
io

ns

•
O

BJ
EC

TI
VE

:
•

so
lv

e 
m

os
t n

on
-ti

m
ed

 p
ro

bl
em

s 
w

ith
 h

ig
h 

co
ve

ra
ge

 

•
to

ne
do

w
n

de
te

rm
in

is
m

:
–

ra
nd

om
iz

at
io

n
(M

af
tia

/IB
M

Zu
ric

h/
Ca

ch
in

-e
t-a

l)
–

se
m

an
tic

s
(+

) -
sp

ee
d

(-)
•

to
ne

do
w

n
liv

en
es

s
ex

pe
ct

at
io

ns
:

–
sa

cr
ifi

ce
 li

ve
ne

ss
gu

ar
an

te
es

(M
IT

/C
as

tro
-L

is
ko

v)
–

te
rm

in
at

io
n

(-)
 -

sp
ee

d
(+

)
•

us
e 

w
ea

ke
rs

em
an

tic
s

–
av

oi
d 

co
ns

en
su

s 
(C

or
ne

ll/
AP

SS
/S

ch
ne

id
er

-e
t-a

l)
–

us
e 

qu
or

um
s

(A
lv

is
i, 

M
al

ki
, R

ei
te

r)
–

se
m

an
tic

s
(-)

 -
te

rm
in

at
io

n
(+

)

•
Co

ve
ra

ge
:

–
ve

ry
hi

gh
, b

ut
st

ill
bo

un
d

to
 c

ru
ci

al
 a

ss
um

pt
io

ns
,s

uc
h

as
 n

um
be

ro
ff

ai
lu

re
s

•
Ti

m
el

in
es

s:
–

no
ne

99

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

Co
nt

ro
lle

d
fa

ilu
re

as
su

m
pt

io
ns

•
O

BJ
EC

TI
VE

:
•

so
lv

e 
no

n-
tim

ed
 p

ro
bl

em
s 

w
ith

 h
ig

h 
co

ve
ra

ge
 

•
to

ne
do

w
n

fa
ul

ts
ev

er
ity

:
–

hy
br

id
 fa

ul
ts

 (I
BM

Zu
ric

h/
Ca

ch
in

-e
t-a

l)
(M

ey
er

, P
ra

dh
an

, W
al

te
r, 

Su
ri)

–
fa

ul
tc

ov
er

ag
e

(~
)

•
en

fo
rc

e
hy

br
id

be
ha

vi
ou

r(
“s

tro
ng

” 
an

d
“w

ea
k”

 c
om

po
ne

nt
s)

:
–

ar
ch

ite
ct

ur
al

hy
br

id
iz

at
io

n
(U

.L
is

bo
a)

–
sp

ee
d

(+
) -

te
rm

in
at

io
n

(+
) -

se
m

an
tic

s
(+

)
–

fa
ul

tc
ov

er
ag

e
(+

)

•
Co

ve
ra

ge
:

–
fa

ir
fo

r h
yb

rid
fa

ul
tc

ov
er

ag
e

–
ca

n
ge

tv
er

y
hi

gh
if

bo
un

d
to

 th
e

“s
tro

ng
” 

co
m

po
ne

nt
s

–
st

ill
bo

un
d

to
 c

ru
ci

al
 a

ss
um

pt
io

ns
, s

uc
h

as
 n

ro
ff

ai
lu

re
s

•
Ti

m
el

in
es

s:
–

no
ne

10
0

157



In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

W
he

re
do

 w
e

go
fro

m
he

re
?

•
ar

bi
tra

ry
fa

ilu
re

s
/ a

sy
nc

hr
on

y
th

re
ad

–
ar

e 
sa

fe
, b

ut
no

rm
al

ly
in

ef
fic

ie
nt

–
FL

P:
 n

o 
de

te
rm

in
is

tic
 s

ol
ut

io
n 

of
 h

ar
d 

pr
ob

le
m

s 
e.

g.
 c

on
se

ns
us

, B
A

–
do

es
 n

ot
 s

ol
ve

 ti
m

ed
 p

ro
bl

em
s 

(e
.g

., 
e-

co
m

, s
to

ck
s)

•
co

nt
ro

lle
d

fa
ilu

re
s

/ s
yn

ch
ro

ny
th

re
ad

–
ha

rd
 to

 s
pe

ci
fy

 fo
r m

al
ic

io
us

 fa
ul

ts
, t

ha
t b

rin
gs

 a
 c

ov
er

ag
e

pr
ob

le
m

–
su

sc
ep

tib
le

 to
 a

tta
ck

s 
on

 ti
m

in
g 

as
su

m
pt

io
ns

–
le

ta
lo

ne
th

e
di

ffi
cu

lty
of

im
pl

em
en

ta
tio

n
ev

en
in

be
ni

gn
se

tti
ng

s

10
1

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

Co
nt

ro
lle

d
fa

ilu
re

s
/ s

yn
ch

ro
ny

as
su

m
pt

io
ns

•
O

BJ
EC

TI
VE

:
•

so
lv

e 
tim

ed
 a

nd
 n

on
-ti

m
ed

 p
ro

bl
em

s 
w

ith
 h

ig
h 

co
ve

ra
ge

 

•
en

fo
rc

e
hy

br
id

be
ha

vi
ou

rw
.r.

t. 
tim

e:
–

pr
ot

ec
tc

ru
ci

al
 ti

m
e,

 b
e

in
du

lg
en

tw
ith

no
n-

cr
uc

ia
lt

im
e

(U
.L

is
bo

a)
•

Re
al

-T
im

e
se

cu
rit

y
ke

rn
el

s
–

pr
ot

ec
tt

im
e

fro
m

at
ta

ck
er

s
an

d
ot

he
rf

au
lts

(U
.L

is
bo

a)
•

in
du

lg
en

tt
im

in
g

as
su

m
pt

io
ns

th
at

re
si

st
a 

ce
rta

in
le

ve
lo

ft
hr

ea
t

–
tim

el
y

co
m

pu
tin

g
ba

se
(U

.L
is

bo
a)

•
Co

ve
ra

ge
:

–
ca

n
ge

tv
er

y
hi

gh
if

bo
un

d
on

ly
to

 th
e

“s
tro

ng
” 

co
m

po
ne

nt
s

–
st

ill
bo

un
d

to
 c

ru
ci

al
 a

ss
um

pt
io

ns
, s

uc
h

as
 n

ro
ff

ai
lu

re
s

•
Ti

m
el

in
es

s:
–

po
ss

ib
le

, w
ith

“s
tro

ng
” 

tim
ed

co
m

po
ne

nt
s

10
2

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

Ta
ki

ng
de

to
ur

s…

•
O

BJ
EC

TI
VE

:
•

so
lv

e 
m

os
t n

on
-ti

m
ed

 p
ro

bl
em

s 
w

ith
 h

ig
he

st
 p

os
si

bl
e 

co
ve

ra
ge

 

•
to

ne
do

w
n

de
te

rm
in

is
m

(e
.g

., 
ra

nd
om

is
at

io
n)

•
to

ne
do

w
n

liv
en

es
s

ex
pe

ct
at

io
ns

(e
.g

., 
in

du
lg

en
ce

)
•

us
e 

w
ea

ke
rs

em
an

tic
s

(e
.g

., 
th

re
sh

ol
ds

, q
uo

ru
m

s)
•

to
ne

do
w

n
al

lo
w

ed
fa

ul
ts

ev
er

ity
(e

.g
., 

hy
br

id
fa

ul
ts

)
•

to
ne

do
w

n
as

yn
ch

ro
ny

(e
.g

., 
pa

rs
yn

c
pr

ot
oc

ol
s,

 F
Ds

)

•
O

BJ
EC

TI
VE

:
•

so
lv

e 
tim

ed
 p

ro
bl

em
s 

w
ith

 h
ig

he
st

 p
os

si
bl

e 
co

ve
ra

ge
 

•
to

ne
do

w
n

as
yn

ch
ro

ny
(e

.g
., 

sy
nc

/p
ar

sy
nc

pr
ot

oc
ol

s)

10
3

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

Ta
ki

ng
lo

ng
 d

et
ou

rs
…

•
O

BJ
EC

TI
VE

:
•

ke
ep

 s
ys

te
m

s 
w

or
ki

ng
 lo

ng
 e

no
ug

h
(n

on
-ti

m
ed

 p
ro

bl
em

s,
 a

rb
itr

ar
y

fa
ilu

re
s

/ a
sy

nc
hr

on
y

th
re

ad
)

•
en

su
rin

g
en

ou
gh

re
pl

ic
as

•
us

in
g

di
ve

rs
ity

•
O

BJ
EC

TI
VE

: •
ke

ep
 s

ys
te

m
s 

w
or

ki
ng

 lo
ng

 e
no

ug
h 

or
 in

 a
 p

er
pe

tu
al

 m
an

ne
r

•
re

ac
tiv

e 
or

pr
oa

ct
iv

e
re

co
ve

ry
(e

.g
., 

re
ju

ve
na

tio
n,

 re
fre

sh
in

g)

10
4

158



In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

De
to

ur
s 

m
ay

 le
ad

 to
de

ad
 e

nd
s…

•
f f

au
lt-

to
le

ra
nc

e 
m

ea
ns

 a
t l

ea
st

 (n
-f)

 c
or

re
ct

 
no

de
s.

•
Re

so
ur

ce
 e

xh
au

st
io

n:
 v

io
la

tio
n 

of
 a

 re
so

ur
ce

 
as

su
m

pt
io

n
(e

.g
., 

f+
1 

no
de

s 
fa

il)
, w

hi
ch

 m
ay

 le
ad

 to
 

fa
ilu

re
•

A 
sy

st
em

 is
 e

xh
au

st
io

n-
sa

fe
if 

re
so

ur
ce

 e
xh

au
st

io
n 

ne
ve

r h
ap

pe
ns

.

10
5

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

De
to

ur
s 

m
ay

 le
ad

 to
de

ad
 e

nd
s…

•
An

 f 
fa

ul
t-t

ol
er

an
t d

is
tri

bu
te

d 
sy

st
em

 is
 e

xh
au

st
io

n-
sa

fe
 if

 it
 te

rm
in

at
es

 b
ef

or
e 

f+
1 

fa
ul

ts
 b

ei
ng

 p
ro

du
ce

d
•

O
bv

io
us

?
•

Im
po

ss
ib

ili
ty

 o
f e

xh
au

st
io

n
sa

fe
 a

sy
nc

hr
on

ou
s 

di
st

rib
ut

ed
 s

ys
te

m
s 

w
/ o

r w
/o

 p
ro

ac
tiv

e 
re

co
ve

ry

10
6

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

St
at

us
 Q

uo

•
In

 s
um

m
ar

y,
 ta

ki
ng

 d
et

ou
rs

 h
as

 a
 p

ric
e 

to
 p

ay
, y

ou
 lo

se
 

so
m

et
hi

ng
 (p

er
fo

rm
an

ce
, s

em
an

tic
s,

 ti
m

el
in

es
s,

 c
ov

er
ag

e)
•

So
m

e 
de

to
ur

s
ar

e 
“s

o
lo

ng
” 

th
at

yo
u

ca
n

ge
to

ut
of

ga
s

(e
xh

au
st

io
n)

•
W

ith
RT

E 
sy

st
em

s,
 c

rit
ic

al
in

fra
st

ru
ct

ur
e

pr
ot

ec
tio

n,
 y

ou
ca

nn
ot

af
fo

rd
an

y
of

th
es

e
tra

de
of

fs
, t

he
y

m
us

tb
e:

–
hi

gh
ly

re
lia

bl
e,

 re
pa

iri
ng

da
m

ag
e

is
co

st
ly

–
tim

el
y

(R
/T

), 
le

ta
lo

ne
ju

st
tim

ed
–

ex
ha

us
tio

n-
sa

fe
, f

or
 th

ey
w

ill
be

ex
ha

us
te

d
as

 fa
st

as
 p

os
si

bl
e

•
W

ith
 g

en
er

ic
 In

te
rn

et
 s

ys
te

m
s,

 y
ou

 h
av

e 
a 

lit
tle

 m
or

e 
sl

ac
k,

 b
ut

no
t m

uc
h:

–
sy

st
em

s 
ar

e 
ge

tti
ng

 m
or

e 
de

m
an

di
ng

 ti
m

el
in

es
s-

w
is

e
–

av
er

ag
e 

24
/7

 o
pe

ra
tio

n 
is

 g
et

tin
g 

a 
m

us
t

–
ex

ha
us

tio
n-

sa
fe

ty
 is

 a
 u

ni
ve

rs
al

 m
us

t, 
fo

r i
ts

 a
bs

en
ce

 m
ay

 c
om

pr
om

is
e

sh
ee

r s
ys

te
m

 c
or

re
ct

ne
ss

10
7

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

Sh
or

tc
ut

s
vs

. d
et

ou
rs

•
Re

nd
er

in
g

th
e

so
lu

tio
n

si
m

pl
er

(w
ith

ou
tc

ha
ng

in
g

th
e

pr
ob

le
m

!)

•
Ar

ch
ite

ct
ur

al
hy

br
id

iz
at

io
n

•
W

or
m

ho
le

s
m

od
el

In P
au

lo
 V

er
ís

si
m

o,
 T

ra
ve

lli
ng

 th
ro

ug
h 

W
or

m
ho

le
s:

 a
 n

ew
 lo

ok
 a

t D
is

tr
ib

ut
ed

 S
ys

te
m

s 
M

od
el

s ,
S

IG
A

C
T

N
: S

IG
A

C
T

 N
ew

s 
(A

C
M

 S
pe

ci
al

 In
te

re
st

 G
ro

up
 o

n 
A

ut
om

at
a 

an
d

C
om

pu
ta

bi
lit

y 
T

he
or

y)
, 

vo
l. 

37
, n

o.
 1

, (
W

ho
le

 N
um

be
r 

13
8)

, 2
00

6.
P

au
lo

 V
er

ís
si

m
o,

 U
nc

er
ta

in
ty

 a
nd

 P
re

di
ct

ab
ili

ty
: C

an
 th

ey
 b

e 
re

co
nc

ile
d?

, F
ut

ur
e 

D
ire

ct
io

ns
 in

 
D

is
tr

ib
ut

ed
 C

om
pu

tin
g,

 p
p.

 1
08

-1
13

, S
pr

in
ge

r 
V

er
la

g
LN

C
S

 2
58

4,
 M

ay
, 2

00
3

10
8

159



In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

W
or

m
ho

le
s

•
Ne

w
 d

es
ig

n 
ph

ilo
so

ph
y 

fo
r 

di
st

rib
ut

ed
 s

ys
te

m
s:

 
•

co
ns

tru
ct

s 
w

ith
 p

riv
ile

ge
d 

pr
op

er
tie

s 
w

hi
ch

 e
nd

ow
 s

ys
te

m
s 

w
ith

 th
e 

ca
pa

bi
lit

y 
of

 e
va

di
ng

 th
e 

un
ce

rta
in

ty
of

 th
e 

en
vi

ro
nm

en
t 

(``
ta

ki
ng

 a
 s

ho
rtc

ut
'')

 fo
r c

er
ta

in
 

cr
uc

ia
l s

te
ps

 o
f t

he
ir 

op
er

at
io

n,
 

in
 o

rd
er

 to
 a

ch
ie

ve
 th

e 
re

qu
ire

d 
“h

ar
d 

pr
op

er
tie

s”
 (p

re
di

ct
ab

ili
ty

)

H
os

t 
A

P
a

yl
o

a
d

S
ys

te
m

H
os

t 
C

H
os

t 
B

P
ay

lo
ad

 N
et

w
o

rk
(e

.g
. 

In
te

rn
e

t/
In

tr
a

ne
t)

W
G

 -
 W

o
rm

h
o

le
 G

at
ew

a
y

H
os

t 
D

W
o

rm
ho

le
su

b
sy

st
e

m

W
G

W
G

W
G

W
G

H
os

t A

P
ay

lo
a

d
S

ys
te

m

H
os

t C

H
os

t B

P
ay

lo
a

d 
N

et
w

or
k

(e
.g

. 
In

te
rn

et
/

In
tr

a
ne

t)

W
G

 -
W

o
rm

h
ol

e 
G

at
ew

ay
H

os
t D

L
o

ca
l

W
o

rm
h

o
le

su
b

sy
st

e
m

s
W

G

W
G

W
G

W
G

10
9

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

Th
eo

re
tic

al
un

de
rp

in
ni

ng
s

•
A 

ge
ne

ric
hy

br
id

di
st

rib
ut

ed
sy

st
em

s
m

od
el

, o
rW

or
m

ho
le

s
M

od
el

11
0

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

Th
eo

re
tic

al
un

de
rp

in
ni

ng
s

•
Pr

oc
es

se
s 

an
d

lin
ks

in
W

or
m

ho
le

s
m

od
el

s

PP
P

P

P

P
P

11
1

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

Th
eo

re
tic

al
un

de
rp

in
ni

ng
s

•
Ar

ch
ite

ct
ur

e
im

pr
in

tin
g

in
W

or
m

ho
le

s
m

od
el

s

S
ite

 C

S
ite

 A
S

ite
 B

P
a

yl
o

ad
N

et
w

or
k

PP
P

P

P

P
P

C
on

tr
ol

 N
et

w
or

k

W
or

m
W

or
m

W
or

m

11
2

160



In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

St
ra

te
gy

fo
r t

im
el

in
es

s
aw

ar
en

es
s

an
d/

or
as

su
ra

nc
e

C
i

H
os

t A
C

j

H
os

t B
C

k

H
os

t C
C

l

H
os

t D

W
or

m
.

Pa
rt

ia
lly

 S
yn

ch
ro

no
us

Pr
ot

oc
ol

s

W
or

m
.

W
or

m
.

W
or

m
.

-F
ul

ly
sy

nc
hr

on
ou

s, 
tim

el
y

-P
ar

tia
lly

sy
nc

hr
on

ou
s, 

po
te

nt
ia

lly
un

tim
el

y

11
3

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

Ch
ar

ac
te

ris
at

io
n

of
 a

 p
ra

ct
ic

al
 W

or
m

ho
le

•
Th

e 
lit

tle
 p

ar
t t

ha
t o

ffe
rs

 ‘h
ar

d’
 p

ro
pe

rti
es

, e
.g

.:
–

sy
nc

hr
on

ou
s:

 b
ou

nd
s 

on
 p

ro
ce

ss
in

g 
de

la
ys

, d
rif

t r
at

e 
of

 lo
ca

l c
lo

ck
s 

an
d 

de
liv

er
y 

de
la

y 
of

 c
on

tro
l m

es
sa

ge
s

–
se

cu
re

: t
ru

st
ed

to
 b

e
ta

m
pe

rp
ro

of
, s

ec
ur

e
pr

oc
es

si
ng

an
d

co
m

m
s.

•
Sm

al
l, 

si
m

pl
e 

an
d 

us
es

 fe
w

 re
so

ur
ce

s
–

Ea
si

er
 to

 c
on

st
ru

ct
 a

nd
 v

er
ify

, w
ith

 h
ig

h 
co

ve
ra

ge
–

Su
pp

lie
s

si
m

pl
e

se
rv

ic
es

, l
ik

e
fa

ilu
re

de
te

ct
io

n,
 ti

m
el

y
ex

ec
ut

io
n,

 tr
us

te
d

ch
an

ne
ls

, o
rs

ig
na

tu
re

s
•

Ac
ts

 a
s 

a 
co

ve
ra

ge
 a

m
pl

ifi
er

 fo
r t

he
 w

ho
le

 s
ys

te
m

 

A 
sm

al
lp

ar
to

ft
he

sy
st

em
ex

ec
ut

es
 a

 s
m

al
lb

ut
cr

iti
ca

lp
ar

to
fi

ts
op

er
at

io
n

(a
 n

um
be

ro
fc

rit
ic

al
ta

sk
s)

 w
ith

hi
gh

co
nf

id
en

ce
(c

ov
er

ag
e)

11
4

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

W
or

m
ho

le
s

m
od

el
in

ac
tio

n
Ex

am
pl

e
of

de
pl

oy
m

en
to

fa
 s

ys
te

m
w

ith
w

or
m

ho
le

s

•
W

e
ha

ve
pl

ay
ed

re
ce

nt
ly

w
ith

tw
o

ty
pe

s
of

w
or

m
ho

le
su

bs
ys

te
m

s,
to

 p
ro

ve
 th

e
co

nc
ep

t:
–

Ti
m

el
y

Co
m

pu
tin

g
Ba

se
 fo

r t
im

el
in

es
s

–
Tr

us
te

d
Ti

m
el

y
Co

m
pu

tin
g

Ba
se

 fo
r t

im
el

in
es

s
an

d
se

cu
rit

y

A
rb

it
ra

ry
fa

ilu
re

s 
&

A
sy

n
ch

ro
n

ou
s

C
ra

sh
fa

ilu
re

s 
&

S
yn

ch
ro

n
ou

s

11
5

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

W
or

m
ho

le
s

m
od

el
in

ac
tio

n
Ex

am
pl

e
of

de
pl

oy
m

en
to

fa
 s

ys
te

m
w

ith
w

or
m

ho
le

s

•
W

e
ha

ve
pl

ay
ed

re
ce

nt
ly

w
ith

tw
o

ty
pe

s
of

w
or

m
ho

le
su

bs
ys

te
m

s,
to

 p
ro

ve
 th

e
co

nc
ep

t:
–

Ti
m

el
y

Co
m

pu
tin

g
Ba

se
 fo

r t
im

el
in

es
s

–
Tr

us
te

d
Ti

m
el

y
Co

m
pu

tin
g

Ba
se

 fo
r t

im
el

in
es

s
an

d
se

cu
rit

y

P
a

yl
o

a
d 

N
e

tw
o

rk

H
o

st
 1

P
ro

ce
ss

e
s

H
o

st
 2

P
ro

ce
ss

e
s

H
o

st
 n

P
ro

ce
ss

e
s

O
S

O
S

O
S

Lo
ca

l
W

or
m

.
Lo

ca
l

W
or

m
.

Lo
ca

l
W

or
m

.

11
6

161



In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

Tr
us

te
d 

Ti
m

el
y 

Co
m

pu
tin

g 
Ba

se
 (T

TC
B)

•
Pr

op
er

tie
s:

–
tru

st
ed

 a
nd

 ti
m

el
y 

ex
ec

ut
io

n;
 tr

us
te

d 
tim

in
g 

fa
ilu

re
 d

et
ec

tio
n

–
se

cu
re

 (c
an

 o
nl

y 
fa

il 
by

 c
ra

sh
in

g)
–

re
al

-ti
m

e 
(c

ap
ab

le
 o

f t
im

el
y 

be
ha

vi
or

)
–

co
rr

ec
t p

ro
ce

ss
es

 c
an

 in
te

ra
ct

 s
ec

ur
el

y 
w

ith
 th

e 
TT

CB
•

TT
CB

 c
an

 b
e 

se
en

 a
s 

a 
di

st
rib

ut
ed

 s
ec

ur
ity

 k
er

ne
l t

ha
t p

ro
vi

de
s 

a 
m

in
im

al
 

se
t o

f t
ru

st
ed

 a
nd

 ti
m

el
y 

se
rv

ic
es

 to
 a

ss
is

t t
he

 e
xe

cu
tio

n 
of

 fa
ul

t/i
nt

ru
si

on
-

to
le

ra
nt

 a
lg

or
ith

m
s,

 s
uc

h 
as

:
–

pr
ov

id
es

 a
 tr

us
te

d 
en

vi
ro

nm
en

t f
or

 c
ru

ci
al

 s
te

ps
 

–
lo

ca
l a

ut
he

nt
ic

at
io

n
–

ag
re

em
en

t o
n 

a 
fix

ed
 s

iz
ed

 b
lo

ck
 o

f d
at

a 
(T

BA
)

–
gl

ob
al

ly
 m

ea
ni

ng
fu

l t
im

es
ta

m
ps

–
Ca

n 
be

 b
ui

lt 
(th

er
e 

is
 a

 C
O

TS
-b

as
ed

 p
ro

to
ty

pe
)

Co
rr

ei
a,

 V
er

ís
si

m
o,

 a
nd

 N
ev

es
. T

he
De

si
gn

 o
f a

 C
O

TS
 R

ea
l-T

im
e 

Di
st

rib
ut

ed
 S

ec
ur

ity
 K

er
ne

l. 
Eu

ro
pe

an
 D

ep
en

da
bl

e 
Co

m
pu

tin
g 

Co
nf

., 
ED

C
C

, O
ct

ob
er

 2
00

2

11
7

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

CO
TS

-b
as

ed
 T

CB
 R

ef
er

en
ce

 A
rc

hi
te

ct
ur

e
RT

-L
in

ux
ex

am
pl

e

Li
nu

x
A

pp
lic

at
io

n
Li

nu
x

A
pp

lic
at

io
n

A
PI

TC
B 

S
pe

ci
fi

c
Li

nu
x

TF
D

S
ys

te
m

 H
W

 R
es

ou
rc

es
(C

lo
ck

, P
ro

ce
ss

or
,I

nt
er

ru
pt

s,
 e

tc
.)

Fa
il-

S
ile

nc
e 

S
w

it
ch

Re
gu

la
r 

N
et

wo
rk

in
g

In
fr

as
tr

uc
tu

re

Re
gu

la
r

Li
nu

x 
O

S
D

U
R EX

EC

RT
-L

in
ux

Fa
st

-E
th

er
ne

t 
N

et
w

or
k

RT
-L

in
ux

ta
sk

T
CB

S
el

f-
ch

ec
ki

ng
M

ec
ha

ni
sm

s

RT
-L

in
ux

D
ri

ve
r

Re
gu

la
r

Li
nu

x 
D

ri
ve

r

11
8

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

W
or

m
ho

le
s

m
od

el
in

ac
tio

n
Ex

am
pl

e
of

de
pl

oy
m

en
to

fs
ys

te
m

s
w

ith
w

or
m

ho
le

s

11
9

W
o
rm

h
o
le

-A
w

a
re

 B
y
za

n
ti

n
e
 

C
o
n
s
e
n
s
u
s
 P

ro
to

c
o
ls

12
0

162



Ef
fic

ie
nt

 B
yz

an
tin

e-
Re

si
lie

nt
 R

el
ia

bl
e 

M
ul

tic
as

t 
on

 a
 H

yb
rid

 F
au

lt 
M

od
el

Ef
fic

ie
nt

 B
yz

an
tin

e-
Re

si
lie

nt
 R

el
ia

bl
e 

M
ul

tic
as

t o
n 

a 
H

yb
rid

 F
ai

lu
re

 M
od

el
,M

ig
ue

l C
or

re
ia

, L
au

Ch
eu

k
Lu

ng
, N

un
o

Fe
rr

ei
ra

 N
ev

es
, P

au
lo

 V
er

ís
si

m
o.

 P
ro

c’
s

of
 th

e 
21

st
 S

ym
p.

 o
n 

Re
lia

bl
e

D
is

tr
ib

ut
ed

 S
ys

te
m

s 
(S

RD
S'

20
02

),
 S

ui
ta

, J
ap

an
, O

ct
ob

er
 2

00
2

12
1

B
a

s
ic

 f
a

il
u

re
 m

o
d

e
s

Pr
oc

es
se

s 
ca

n 
fa

il 
in

 a
 B

yz
an

tin
e 

w
ay

:
Cr

as
h,

 d
is

ob
ey

 t
he

 p
ro

to
co

l, 
se

nd
 c

on
tr

ad
ic

to
ry

 
m

es
sa

ge
s,

 c
ol

lu
de

 w
ith

 o
th

er
 m

al
ic

io
us

 p
ro

ce
ss

es
,..

. 

N
et

w
or

k:
Ca

n 
co

rr
up

t 
pa

ck
et

s 
(d

ue
 t

o 
ac

ci
de

nt
al

 fa
ul

ts
)

An
 a

tt
ac

ke
r 

ca
n 

m
od

ify
, d

el
et

e,
 a

nd
 in

tr
od

uc
e 

m
es

sa
ge

s 
in

 t
he

 n
et

w
or

k

12
2

T
T

C
B

 s
e

rv
ic

e
s

Th
e

re
lia

bl
e 

m
ul

ti
ca

st
pr

ot
oc

ol
 u

se
s 

on
ly

 
th

re
e

TT
CB

 s
er

vi
ce

s:
Lo

ca
l a

u
th

en
ti

ca
ti

on
 s

er
vi

ce
Tr

u
st

ed
 b

lo
ck

 a
gr

ee
m

en
t

Tr
u

st
ed

 a
bs

ol
u

te
 t

im
es

ta
m

pi
n

g

12
3

A
g

re
e

m
e

n
t 

S
e

rv
ic

e

A 
pr

oc
es

s 
m

ak
es

 t
w

o 
op

er
at

io
ns

: 
pr

op
os

e,
 d

ec
id

e
th

is
 w

or
ks

 w
ith

 “
sm

al
l” 

bl
oc

ks
 o

f d
at

a

ag
re

em
en

t
is

 d
ef

in
ed

 b
y 

(e
lis

t,
 t

st
ar

t,
 d

ec
is

io
n)

el
is

t:
 li

st
 o

f p
ro

ce
ss

es
 in

vo
lv

ed
ts

ta
rt

: 
in

st
an

t 
w

he
n 

th
e 

TT
CB

 s
to

ps
 a

cc
ep

tin
g 

pr
op

os
al

s
de

ci
si

on
 =

 T
TC

B_
TB

A_
RM

U
LT

IC
AS

T;
 r

et
ur

ns
:

va
lu

e 
pr

op
os

ed
 b

y 
1s

t
pr

oc
es

s 
in

 e
lis

t
m

as
k

pr
op

os
ed

-o
k:

pr
oc

es
se

s 
th

at
 p

ro
po

se
d 

th
e 

va
lu

e 
de

ci
de

d 12
4

163



R
e

li
a

b
le

 m
u

lt
ic

a
s
t

A 
re

lia
bl

e 
m

ul
tic

as
t 

pr
ot

oc
ol

 is
 d

ef
in

ed
 fo

rm
al

ly
 in

 t
er

m
s 

of
 

th
e 

fo
llo

w
in

g 
pr

op
er

tie
s:

V
al

id
it

y:
If

 a
 c

or
re

ct
 p

ro
ce

ss
 m

ul
tic

as
ts

 a
 m

es
sa

ge
 M

 
th

en
 s

om
e 

co
rr

ec
t 

pr
oc

es
s 

in
 g

ro
up

(M
)

ev
en

tu
al

ly
 d

el
iv

er
s 

M
.

A
gr

ee
m

en
t:

If
 a

 c
or

re
ct

 p
ro

ce
ss

 d
el

iv
er

s 
a 

m
es

sa
ge

 M
 

th
en

 a
ll 

co
rr

ec
t 

pr
oc

es
se

s 
in

 g
ro

up
(M

)
ev

en
tu

al
ly

 d
el

iv
er

 
M

.
In

te
gr

it
y:

Fo
r 

an
y 

m
es

sa
ge

 M
, e

ve
ry

 c
or

re
ct

 p
ro

ce
ss

 p
de

liv
er

s 
M

 a
t 

m
os

t 
on

ce
 a

nd
 o

nl
y 

if 
p

is
 in

 g
ro

up
(M

),
 a

nd
 

if
se

nd
er

(M
)

is
 c

or
re

ct
 t

he
n 

M
 w

as
 p

re
vi

ou
sl

y 
m

ul
tic

as
t 

by
 

se
nd

er
(M

).

12
5

F
ir

s
t 

p
h

a
s
e

Th
e 

pr
ot

oc
ol

 t
er

m
in

at
es

 in
 t

he
 fi

rs
t 

ph
as

e 
if 

th
er

e 
ar

e 
no

 fa
ul

ts
 o

r 
de

la
ys

Th
e 

se
nd

er
:

se
nd

s 
a 

da
ta

 m
es

sa
ge

 (
D

AT
)

gi
ve

 t
he

 r
ec

ip
ie

nt
s 

a 
re

lia
bl

e 
h

as
h

of
 t

he
 m

es
sa

ge
 

se
nt

 u
si

ng
 t

he
 T

TC
B 

Ag
re

em
en

t 
Se

rv
ic

e

Th
e 

TT
CB

 A
gr

ee
m

en
t 

Se
rv

ic
e 

ac
kn

ow
le

dg
es

 t
he

 
pr

oc
es

se
s 

th
at

 p
ro

po
se

d 
th

e 
rig

ht
 h

as
h

if 
al

l p
ro

po
se

d 
th

e 
pr

ot
oc

ol
 t

er
m

in
at

es

12
6

12
7

E
x

a
m

p
le

: 
b

e
s
t 

c
a

s
e

 (1
s
t
p

h
a

s
e

o
n

ly
)

P
1

P
4

P
2

P
3

T
T

C
B

ag
re

em
en

t

ts
ta

rt

pr
op

os
e

D
A

T
 m

sg
m

sg
de

liv
er

y

M

H
(M

)
H

(M
),

 a
ll

pr
op

os
ed

ok

O
d

=
 k

de
ci

de
12

8

164



S
e

c
o

n
d

 p
h

a
s
e

 (
II

)

Ea
ch

 p
ro

ce
ss

 t
ha

t 
ha

s 
th

e 
m

es
sa

ge
 fo

r 
w

hi
ch

 
H

(M
) 

=
 v

al
ue

 r
et

ur
ne

d 
by

 t
he

 T
TC

B 
Ag

re
em

en
t,

 
re

se
nd

s 
M

 u
nt

il:
Al

l p
ro

ce
ss

es
 a

ck
no

w
le

dg
ed

:
Pr

op
os

in
g 

on
 t

im
e 

fo
r 

th
e 

TT
CB

 A
gr

ee
m

en
t;

 o
r

W
ith

 a
n 

AC
K

O
r 

un
til

 it
 s

en
t 

O
d+

1 
tim

es
:

Pr
oc

es
se

s 
th

at
 d

o 
no

t 
re

ce
iv

e 
ar

e 
fa

ile
d

12
9

E
x

a
m

p
le

: 
m

a
li
c

io
u

s
 s

e
n

d
e

r

ts
ta

rt

P
1

TT
CB

 a
gr

ee
m

en
t

M M

M
’

H
(M

)
H

(M
’)

M M

M
’

H
(M

)

P
2

P
3

P
4

T
T

C
B

pr
op

os
e

O
d

=
 1

D
A

T
 m

sg
m

sg
de

liv
er

y

de
ci

de
A

C
K

 m
sg

13
0

E
x

a
m

p
le

: 
m

e
s
s
a

g
e

 
lo

s
s
e

s
/d

e
la

y
s

ts
ta

rt

P
1

P
4

P
2

P
3

T
T

C
B

pr
op

os
e

D
A

T
 m

sg

A
C

K
 m

sg

m
sg

de
liv

er
y

H
(M

)
H

(M
)

O
d+

1
O

d+
1

O
d

=
 1

TT
CB

ag
re

em
en

t

m
sg

lo
st

de
ci

de
13

1

3
. 
P

ro
to

c
o

l 
P

e
rf

o
rm

a
n

c
e

13
2

165



P
e

rf
o

rm
a

n
c

e
 e

v
a

lu
a

ti
o

n
 

s
c

e
n

a
ri

o

CO
TS

-b
as

ed
 T

TC
B:

5 
PC

s:
 P

en
tiu

m
 I

II
, 4

50
 M

H
z,

 6
4 

M
by

te
s 

RA
M

Re
al

-T
im

e 
Li

nu
x

2 
 1

00
 M

bp
s 

Fa
st

-E
th

er
ne

t 
LA

N
s 

(p
ay

lo
ad

 n
et

w
. a

nd
 c

tl.
ch

an
ne

l)
Pr

ot
oc

ol
 im

pl
em

en
te

d 
in

 C
 (

gc
c)

M
ul

tic
as

t 
us

in
g 

IP
 m

ul
tic

as
t

H
as

h 
=

 M
D

5
O

ne
 p

ro
ce

ss
 p

er
 h

os
t

N
o 

fa
ile

d 
pr

oc
es

se
s

Th
e 

va
lu

es
 a

re
 a

ve
ra

ge
s 

of
 4

50
0 

m
ea

su
re

m
en

ts

13
3

M
e

a
s
u

re
m

e
n

ts

BR
M

IP
m

ca
st

Ty
pi

ca
lv

al
ue

s
in

ea
rli

er
w

or
ks

: 
~

50
m

s
13

4

C
o

n
c

lu
s
io

n

Re
lia

bl
e 

m
ul

tic
as

t 
w

ith
 B

yz
an

tin
e 

fa
ul

ts
 r

eq
ui

re
s:

as
yn

ch
ro

no
us

sy
st

em
: 

n 
3f

+
1 

[B
ra

ch
a&

To
ue

g]
sy

nc
hr

on
ou

s
sy

st
em

: 
no

 li
m

it 
(n

 
f+

2)
 [

La
m

po
rt

et
 a

l.]

W
e 

fo
llo

w
 a

 w
or

m
ho

le
-a

w
ar

e 
m

od
el

:
pa

yl
oa

d 
is

 a
sy

nc
hr

on
ou

s 
an

d 
by

za
nt

in
e-

on
-f

ai
lu

re
TT

CB
 is

 s
yn

ch
ro

no
us

 a
nd

 c
ra

sh
-o

n-
fa

ilu
re

W
e 

ac
hi

ev
e:

n
f+

2 
w

ith
ou

t 
as

ym
m

et
ric

 c
ry

pt
o 

(s
ig

na
tu

re
s)

Ef
fic

ie
nc

y:
 fe

w
ph

as
es

, h
ig

h 
pe

rf
or

m
an

ce

13
5

Lo
w

 C
om

pl
ex

ity
 

By
za

nt
in

e-
Re

si
lie

nt
 C

on
se

ns
us

Lo
w

 C
om

pl
ex

ity
 B

yz
an

tin
e-

Re
si

lie
nt

 C
on

se
ns

us
,M

ig
ue

l C
or

re
ia

, N
un

o
Fe

rr
ei

ra
 N

ev
es

, P
au

lo
V

er
ís

si
m

o,
 L

au
 C

he
uk

Lu
ng

. D
is

tr
ib

ut
ed

 D
is

tr
ib

ut
ed

 C
om

pu
tin

g,
 v

ol
. 1

7,
 n

. 3
, p

p.
 2

37
--

24
9,

M
ar

ch
 2

00
5.

 
Se

e 
al

so
:

So
lv

in
g 

Ve
ct

or
 C

on
se

ns
us

 w
ith

 a
 W

or
m

ho
le

,N
un

o
Fe

rr
ei

ra
 N

ev
es

, M
ig

ue
l C

or
re

ia
, P

au
lo

V
er

ís
si

m
o.

 I
EE

E 
Tr

an
sa

ct
io

ns
 o

n 
Pa

ra
lle

l a
nd

 D
is

tr
ib

ut
ed

 S
ys

te
m

s,
 v

ol
. 1

6,
 n

o.
 1

2,
 p

p.
 1

12
0-

11
31

, D
ec

em
be

r 
20

05
.

13
6

166



S
y
s
te

m
 M

o
d

e
l 

w
it

h
 a

 W
o

rm
h

o
le

P1
P2

Pn

Pa
yl

oa
d 

ch
an

ne
l

Us
ua

l s
of

tw
ar

e
(O

S,
 m

id
dl

ew
ar

e,
 A

pp
)

As
su

m
pt

io
ns

•
as

yn
ch

ro
no

us
 s

ys
te

m
•

ar
bi

tr
ar

y 
fa

ilu
re

s 
•

at
 m

os
t

(n
 –

1)
 /

 3
pr

oc
es

s 
fa

ilu
re

s

W
W

W
Co

nt
ro

l c
ha

nn
el

Pr
oc

es
se

s 
ca

n 
re

so
rt

 to
th

e 
w

or
m

ho
le

 s
er

vi
ce

s
du

rin
g 

cr
uc

ia
l s

te
ps

 o
f

th
ei

r e
xe

cu
tio

n

13
7

E
x

a
m

p
le

 W
o

rm
h

o
le

: 
T

T
C

B

A
rb

it
ra

ry
fa

ilu
re

s 
&

A
sy

n
ch

ro
n

ou
s

C
ra

sh
fa

ilu
re

s 
&

Sy
n

ch
ro

n
ou

s

TT
CB

 is
 a

 d
is

tr
ib

ut
ed

 s
ec

ur
ity

 k
er

ne
l t

ha
t 

pr
ov

id
es

 a
 

m
in

im
al

 s
et

of
 t

ru
st

ed
 a

nd
 t

im
el

y 
se

rv
ic

es
, s

uc
h 

as
lo

ca
l a

ut
he

nt
ic

at
io

n
ag

re
em

en
t 

on
 a

 fi
xe

d 
si

ze
d 

bl
oc

k 
of

 d
at

a

13
8

S
o

lv
in

g
 C

o
n

s
e

n
s
u

s
 w

it
h

 a
T

T
C

B
 W

o
rm

h
o

le

It
 le

ad
s 

to
 a

 s
ol

ut
io

n 
w

ith
 s

om
e 

ni
ce

 c
ha

ra
ct

er
is

tic
s

no
 a

sy
m

m
et

ric
 c

rip
to

sm
al

l n
um

be
r 

of
 m

es
sa

ge
 r

ou
nd

s
in

de
pe

nd
en

ce
 fr

om
 t

im
e

Th
e 

co
ns

en
su

s 
pr

ob
le

m
Va

lid
ity

 -
If

 a
ll 

co
rr

ec
t p

ro
ce

ss
es

 p
ro

po
se

 th
e 

sa
m

e 
va

lu
e 

v,
 th

en
 a

ny
 

co
rr

ec
t p

ro
ce

ss
 th

at
 d

ec
id

es
, d

ec
id

es
 v

Ag
re

em
en

t 
-

No
 tw

o 
co

rr
ec

t p
ro

ce
ss

es
 d

ec
id

e 
di

ffe
re

nt
ly

Te
rm

in
at

io
n 

-
Ev

er
y 

co
rr

ec
t p

ro
ce

ss
 e

ve
nt

ua
lly

 d
ec

id
es

13
9

T
h

e
 P

ro
to

c
o

l

As
su

m
pt

io
ns

 a
bo

ut
 p

ay
lo

ad
 c

ha
nn

el
 m

es
sa

ge
s

Re
lia

bl
y 

de
liv

er
ed

 (
us

e 
re

tr
an

sm
is

si
on

s)
In

te
gr

ity
 p

ro
te

ct
ed

 (
us

e 
a 

M
AC

)

Se
rv

ic
e 

pr
ov

id
ed

 b
y 

th
e 

w
or

m
ho

le
A 

lo
w

 le
ve

l a
gr

ee
m

en
t 

on
 fi

xe
d 

si
ze

d 
da

ta
 (

20
 b

yt
es

)

Er
ro

r, 
va

lu
e,

 p
ro

p-
ok

 
TT

CB
_T

BA
(e

id
, e

lis
t, 

ai
d,

 q
uo

ru
m

, v
al

ue
)

14
0

167



ta
sk

T1
:

v 
 =

m
os

tC
om

m
on

Va
lu

e(
ba

g)
ou

t=
TT

CB
_T

BA
(e

id
, e

lis
t, 

ci
d,

2f
+

1,
 H

as
h(

v)
)

if
(a

tl
ea

st
f+

1
pr

op
os

ed
th

e
sa

m
e

va
lu

e)
th

en
ha

sh
-v

=
 o

ut
.v

al
ue

el
se re

tu
rn

(d
ef

au
lt-

va
lu

e)

ta
sk

T2
:

w
he

n
(r

ec
ei

ve
(D

ec
id

e,
 k

, v
al

ue
))

 d
o

ba
g

=
 b

ag
{ 

va
lu

e
}

w
he

n
(h

as
h-

v
) 

an
d

(
va

lu
e

ba
g:

 H
as

h(
va

lu
e)

 =
 h

as
h-

v)
) 

do
br

oa
dc

as
t

(D
ec

id
e,

 i,
 v

al
ue

)
re

tu
rn

(v
al

ue
)

fu
n

ct
io

n
co

ns
en

su
s(

el
is

t, 
ci

d,
 v

al
ue

)
ha

sh
-v

=
ba

g
=

br
oa

dc
as

t(
B-

va
lu

e,
 i,

 v
al

ue
)

re
pe

at
re

ce
iv

e(
B-

va
lu

e,
 k

, v
al

ue
)

ba
g

=
ba

g
{ 

va
lu

e
}

un
ti

l(
ba

g
ha

s
2f

+
1

va
lu

es
fr

om
di

ffe
re

nt
pr

oc
es

se
s)

ac
ti

va
te

ta
sk

(T
1,

 T
2)

14
1

A
ll
 P

ro
c

e
s
s
e

s
 a

re
 C

o
rr

e
c

t

Br
oa

dc
as

t B
-v

al
ue

Al
l v

al
ue

s a
re

 e
qu

al

TB
A

Br
oa

dc
as

t D
ec

id
e

P1 P2 P3 P4 W
or

m
ho

le

14
2

P
4

 i
s
 M

a
li
c

io
u

s

P1 P2 P3 P4 W
or

m
ho

leP1
, P

2 
an

d 
P3

ha
ve

 d
ist

in
ct

 v
al

ue
s

V
al

ue
1

V
al

ue
2

V
al

ue
3

V
al

ue
4

Se
nd

co
nt

ra
di

ct
or

y
B-

va
lu

em
es

sa
ge

s

TB
A

Pr
ov

id
ew

ro
ng

ha
sh

to
 th

e
wo

rm
ho

le

Se
nd

wr
on

g
va

lu
ei

n
a 

D
ec

id
e m

es
sa

ge

14
3

P
3

 i
s
 D

e
la

y
e

d
, 
P

4
 i
s
 M

a
li
c

io
u

s

Br
oa

dc
as

t D
ec

id
e

Br
oa

dc
as

t B
-v

al
ue

sa
m

e v
al

ue
 fo

r P
1 

to
 P

3
P1 P2 P3 P4 W
or

m
ho

le
TB

A

14
4

168



T
e

rm
in

a
ti

o
n

 &
 F

L
P

 r
e

s
u

lt

FL
P 

re
su

lt:
 im

po
ss

ib
le

 to
 d

et
er

m
in

is
tic

al
ly

 s
ol

ve
 

co
ns

en
su

s 
in

 a
n 

as
yn

ch
ro

no
us

 s
ys

te
m

U
su

al
 s

ol
ut

io
ns

:
ra

nd
om

iz
at

io
n,

 w
ea

k 
sy

nc
hr

on
ou

s 
as

su
m

pt
io

ns
 (

e.
g.

, p
ar

tia
l s

yn
ch

ro
no

us
 m

od
el

s 
or

 
un

re
lia

bl
e 

fa
ilu

re
 d

et
ec

to
rs

)

O
ur

 a
ss

um
pt

io
n

2f
 +

 1
 p

ro
ce

ss
es

 e
ve

nt
ua

lly
 m

an
ag

e 
to

 p
ro

po
se

 
be

fo
re

 o
ne

 o
f t

he
 ts

ta
rt

s

14
5

T
e

rm
in

a
ti

o
n

 &
 F

L
P

 r
e

s
u

lt

FL
P 

re
su

lt:
 

im
po

ss
ib

le
 to

 d
et

er
m

in
is

tic
al

ly
 s

ol
ve

 c
on

se
ns

us
 in

 a
n 

as
yn

ch
ro

no
us

 
sy

st
em

U
su

al
 s

ol
ut

io
ns

:
ra

nd
om

iz
at

io
n,

 w
ea

k 
sy

nc
hr

on
ou

s 
as

su
m

pt
io

ns
 (

e.
g.

, p
ar

tia
l 

sy
nc

hr
on

ou
s 

m
od

el
s 

or
 u

nr
el

ia
bl

e 
fa

ilu
re

 d
et

ec
to

rs
)

O
ur

ap
pr

oa
ch

:
av

oi
d 

vi
ol

at
io

n 
of

 s
af

et
y 

pr
op

er
tie

s
en

su
re

 te
rm

in
at

io
n 

by
 fi

nd
in

g 
a 

w
ay

 to
 c

irc
um

ve
nt

 th
e 

FL
P

im
po

ss
ib

ili
ty

 r
es

ul
t

O
ur

 a
ss

um
pt

io
n

ev
en

tu
al

ly
 th

er
e 

w
ill

 b
e 

a 
ro

un
d 

w
he

re
 a

t l
ea

st
 2

f+
1 

pr
oc

es
se

s 
m

an
ag

e 
to

 lo
ca

lly
 c

al
l t

he
 T

TC
B 

on
 ti

m
e

14
6

T
e

rm
in

a
ti

o
n

 &
 F

L
P

 r
e

s
u

lt

Pr
ot

oc
ol

 e
xe

cu
te

s 
in

 r
ou

nd
s 

an
d 

in
 e

ac
h 

ro
un

d 
pr

oc
es

se
s 

at
te

m
pt

 t
o 

pr
op

os
e 

a 
va

lu
e 

to
 t

he
 T

BA
 s

er
vi

ce
 b

ef
or

e 
ts

ta
rt

If
 in

 o
ne

 o
f t

he
 r

ou
nd

s 
en

ou
gh

 p
ro

ce
ss

es
 a

re
 c

ap
ab

le
 o

f p
ro

vi
di

ng
 

th
ei

r 
va

lu
es

 o
n 

tim
e,

 t
he

n 
th

ey
 a

re
 a

bl
e 

to
 c

om
pl

et
e 

th
e 

co
ns

en
su

s 
pr

ot
oc

ol
W

ha
t 

ha
pp

en
s 

to
 t

he
 r

em
ai

ni
ng

 c
or

re
ct

 c
or

re
ct

 (
bu

t 
sl

ow
er

) 
pr

oc
es

se
s?

 T
he

y 
w

ill
 e

ve
nt

ua
lly

 m
an

ag
e 

to
 p

ro
po

se
 t

st
ar

t,
 a

nd
 t

he
y 

al
so

 t
er

m
in

at
e

Fo
r 

liv
en

es
s

(T
er

m
in

at
io

n)
, w

e 
m

ak
e 

a 
si

ng
le

 a
sy

nc
hr

on
y 

re
st

ric
tio

n 
hy

po
th

es
is

:
ev

en
tu

al
ly

 th
er

e 
w

ill
 b

e 
a 

ro
un

d 
w

he
re

 a
t l

ea
st

 2
f+

1 
pr

oc
es

se
s

m
an

ag
e 

to
 c

al
l t

he
 T

TC
B 

on
 ti

m
e

Fo
r 

sa
fe

ty
 t

hi
s 

hy
po

th
es

is
 is

 n
ot

 n
ee

de
d 

: 
if 

it 
is

 n
ev

er
 v

er
ifi

ed
, 

Ag
re

em
en

t 
an

d 
Va

lid
ity

 p
ro

pe
rt

ie
s 

ar
e 

no
t 

vi
ol

at
ed

Th
is

 h
yp

ot
he

si
s 

co
nc

er
ns

 lo
ca

l e
xe

cu
tio

n 
on

ly
, t

hu
s 

st
ric

tly
 w

ea
ke

r 
th

an
 g

en
er

ic
 r

es
tr

ic
tio

n 
hy

po
th

es
es

 (
ex

ec
ut

io
n+

co
m

m
's

)

14
7

P
e

rf
o

rm
a

n
c

e
 C

o
m

p
a

ri
s
o

n

U
se

la
te

nc
y 

de
gr

ee
 [

Sc
hi

pe
r

97
] 

cr
ite

ria
 e

xt
en

de
d 

to
 

in
cl

ud
e 

cu
rr

en
t 

im
pl

em
en

ta
tio

n 
of

 T
TC

B 
ag

re
em

en
t 

P
ro

to
co

l
La

te
n

cy
 d

eg
re

e
R

eq
u

ir
em

en
ts

D
w

or
k

et
 a

l.
7

D
w

or
k

et
 a

l.
4

si
gn

ed
 m

es
sa

ge
s

Ge
ne

ra
l c

on
se

ns
us

1 
or

 2
TT

CB

M
al

hk
i&

 R
ei

te
r

9 
or

 6
si

gn
ed

 m
es

sa
ge

s

Ki
hl

st
ro

m
et

 a
l.

4
si

gn
ed

 m
es

sa
ge

s

Bl
oc

k 
co

ns
en

su
s

1
TT

CB

14
8

169



St
at

e 
m

ac
hi

ne
 r

ep
lic

at
io

n 
on

 a
to

m
ic

 m
ul

tic
as

t

H
ow

 to
 T

ol
er

at
e 

H
al

f L
es

s 
O

ne
 B

yz
an

tin
e 

No
de

s 
in

 P
ra

ct
ic

al
 D

is
tr

ib
ut

ed
 S

ys
te

m
s.

M
ig

ue
l C

or
re

ia
,

N
un

o
Fe

rr
ei

ra
 N

ev
es

, P
au

lo
 V

er
ís

si
m

o.
 I

n 
Pr

oc
ee

di
ng

s 
of

 th
e 

23
rd

 I
EE

E 
Sy

m
po

si
um

 o
n 

Re
lia

bl
e 

D
is

tr
ib

ut
ed

 S
ys

te
m

s.
 F

lo
ria

no
po

lis
, B

ra
si

l, 
pa

ge
s 

17
4-

18
3,

 O
ct

ob
er

 2
00

4.

14
9

S
y
s
te

m
a

rc
h

it
e

c
tu

re

H
os

t2
H

os
t1

O
Ss 1

O
S

H
os

tn

O
S

s 2
s n

O
S

c
1

O
S

c
m

(p
os

si
bl

y
m

an
y)

 C
LI

EN
TS

S
E

R
V

E
R

S

Lo
ca

l
T

T
C

B
Lo

ca
l

T
T

C
B

T
T

C
B

 C
on

tr
ol

C
ha

nn
el

T
T

C
B

Lo
ca

l
T

T
C

B

P
ay

lo
ad

N
et

w
or

k

O
Sc1

O
Sc1

O
Sc1

O
Sc1

O
Sc1

O
Sc1

O
nl

y
se

rv
er

s 
ha

ve
w

or
m

ho
le

s

15
0

M
a

in
 A

c
h

ie
v
e

m
e

n
ts

Fi
rs

t
SM

A 
se

rv
ic

e
fo

r 
pr

ac
tic

al
by

za
nt

in
e

di
st

rib
ut

ed
sy

st
em

s
w

ith
re

si
lie

nc
e

f o
ut

of
2f

+
1

Lo
w

er
nu

m
be

r
of

re
pl

ic
as

 r
ed

uc
es

co
st

of
ha

rd
w

ar
e 

+
 

co
st

of
de

si
gn

in
g

di
ff

er
en

t
re

pl
ic

as
 (

fo
r 

fa
ul

t
in

de
pe

nd
en

ce
)

Lo
w

tim
e

co
m

pl
ex

ity

Pr
ob

ab
le

 g
oo

d 
pe

rf
or

m
an

ce
 s

in
ce

 it
 d

oe
s 

no
t 

re
so

rt
 t

o 
pu

bl
ic

 k
ey

 c
ry

pt
og

ra
ph

y
15

1

Ex
ha

us
tio

n 
sa

fe
ty

 a
nd

 im
po

ss
ib

ili
ty

 o
f 

as
yn

ch
ro

no
us

 p
ro

ac
tiv

e 
re

co
ve

ry

H
ow

 R
es

ili
en

t a
re

 D
is

tr
ib

ut
ed

 f 
Fa

ul
t/

In
tr

us
io

n-
To

le
ra

nt
 S

ys
te

m
s?

P
au

lo
 S

ou
sa

, N
u

n
o

Fe
rr

ei
ra

N
ev

es
, P

au
lo

 V
er

ís
si

m
o.

 I
n 

Pr
oc

ee
di

ng
s 

of
 t

he
 2

00
5 

In
te

rn
at

io
na

l C
on

fe
re

nc
e 

on
 D

ep
en

da
bl

e 
Sy

st
em

s 
an

d 
N

et
w

or
ks

 (
D

SN
'0

5)
. Y

ok
oh

am
a,

 J
ap

an
, p

ag
es

 9
8-

10
7,

 J
un

e 
20

05
.

15
2

170



Fo
cu

si
ng

 o
n 

Re
so

ur
ce

s
Fo

cu
si

ng
 o

n 
Re

so
ur

ce
s

Fa
ul

t 
an

d 
tim

in
g 

as
su

m
pt

io
ns

 a
re

 a
n 

ab
st

ra
ct

io
n 

of
 t

he
 

Fa
ul

t 
an

d 
tim

in
g 

as
su

m
pt

io
ns

 a
re

 a
n 

ab
st

ra
ct

io
n 

of
 t

he
 

re
qu

ire
d 

re
so

ur
ce

s.
re

qu
ire

d 
re

so
ur

ce
s.

e.
g.

, f
 fa

ul
t

e.
g.

, f
 fa

ul
t --

to
le

ra
nc

e 
m

ea
ns

 (
to

le
ra

nc
e 

m
ea

ns
 (

nn --
ff )

 c
or

re
ct

 n
od

es
 a

re
 r

eq
ui

re
d.

) 
co

rr
ec

t 
no

de
s 

ar
e 

re
qu

ire
d.

Re
so

ur
ce

 e
xh

au
st

io
n

Re
so

ur
ce

 e
xh

au
st

io
n :

 v
io

la
tio

n 
of

 a
 r

es
ou

rc
e 

as
su

m
pt

io
n.

: 
vi

ol
at

io
n 

of
 a

 r
es

ou
rc

e 
as

su
m

pt
io

n.
e.

g.
, f

+
1 

no
de

s 
fa

il.
e.

g.
, f

+
1 

no
de

s 
fa

il.

D
ef

in
iti

on
: 

An
 

D
ef

in
iti

on
: 

An
 e

xh
au

st
io

n
ex

ha
us

tio
n --

fa
ilu

re
fa

ilu
re

is
 a

 fa
ilu

re
 t

ha
t 

re
su

lts
 

is
 a

 fa
ilu

re
 t

ha
t 

re
su

lts
 

fr
om

 r
es

ou
rc

e 
ex

ha
us

tio
n.

fr
om

 r
es

ou
rc

e 
ex

ha
us

tio
n.

D
ef

in
iti

on
: 

A 
sy

st
em

 is
 

D
ef

in
iti

on
: 

A 
sy

st
em

 is
 e

xh
au

st
io

n
ex

ha
us

tio
n --

sa
fe

sa
fe

if 
it 

en
su

re
s 

th
at

 
if 

it 
en

su
re

s 
th

at
 

ex
ha

us
tio

n
ex

ha
us

tio
n --

fa
ilu

re
s 

ne
ve

r 
ha

pp
en

.
fa

ilu
re

s 
ne

ve
r 

ha
pp

en
.

15
3

To
 B

e 
or

 N
ot

 t
o 

Be
 E

xh
au

st
io

n
To

 B
e 

or
 N

ot
 t

o 
Be

 E
xh

au
st

io
n --

Sa
fe

Sa
fe

ex
ha

us
tio

n-
sa

fe

no
n

ex
ha

us
tio

n-
sa

fe

15
4

As
yn

c 
Pr

oa
ct

iv
e 

Re
co

ve
ry

As
yn

c 
Pr

oa
ct

iv
e 

Re
co

ve
ry

H
ow

 t
o 

gu
ar

an
te

e 
th

at
 r

ej
uv

en
at

io
ns

 a
lw

ay
s 

H
ow

 t
o 

gu
ar

an
te

e 
th

at
 r

ej
uv

en
at

io
ns

 a
lw

ay
s 

te
rm

in
at

e 
be

fo
re

 r
es

ou
rc

e 
ex

ha
us

tio
n?

te
rm

in
at

e 
be

fo
re

 r
es

ou
rc

e 
ex

ha
us

tio
n?

Re
ju

ve
na

tio
n 

st
ar

t 
in

st
an

t 
m

ay
 b

e 
de

la
ye

d.
Re

ju
ve

na
tio

n 
st

ar
t 

in
st

an
t 

m
ay

 b
e 

de
la

ye
d.

Re
ju

ve
na

tio
n 

ac
tio

ns
 m

ay
 b

e 
de

la
ye

d.
Re

ju
ve

na
tio

n 
ac

tio
ns

 m
ay

 b
e 

de
la

ye
d.

Th
es

e 
de

la
ys

 m
ay

 b
e 

en
fo

rc
ed

 b
y 

a 
m

al
ic

io
us

 
Th

es
e 

de
la

ys
 m

ay
 b

e 
en

fo
rc

ed
 b

y 
a 

m
al

ic
io

us
 

ad
ve

rs
ar

y!
ad

ve
rs

ar
y!

As
yn

c
As

yn
c

pr
oa

ct
iv

e 
re

co
ve

ry
 d

oe
s 

no
t 

pr
oa

ct
iv

e 
re

co
ve

ry
 d

oe
s 

no
t 

gu
ar

an
te

e 
ex

ha
us

tio
n

gu
ar

an
te

e 
ex

ha
us

tio
n --

sa
fe

ty
.

sa
fe

ty
.

na
m

el
y,

 in
 a

 m
al

ic
io

us
 e

nv
iro

nm
en

t.
na

m
el

y,
 in

 a
 m

al
ic

io
us

 e
nv

iro
nm

en
t.

15
5

D
et

ou
rs

 m
ay

 le
ad

 t
o

D
et

ou
rs

 m
ay

 le
ad

 t
o

de
ad

 e
nd

s
de

ad
 e

nd
s ……

An
 f 

fa
ul

t
An

 f 
fa

ul
t --

to
le

ra
nt

 d
is

tr
ib

ut
ed

 s
ys

te
m

 is
 

to
le

ra
nt

 d
is

tr
ib

ut
ed

 s
ys

te
m

 is
 

ex
ha

us
tio

n
ex

ha
us

tio
n --

sa
fe

 if
 it

 t
er

m
in

at
es

 b
ef

or
e 

sa
fe

 if
 it

 t
er

m
in

at
es

 b
ef

or
e 

f+
1 

fa
ul

ts
 b

ei
ng

 p
ro

du
ce

d
f+

1 
fa

ul
ts

 b
ei

ng
 p

ro
du

ce
d

Th
us

:
Th

us
:

Im
po

ss
ib

ili
ty

 o
f e

xh
au

st
io

n
Im

po
ss

ib
ili

ty
 o

f e
xh

au
st

io
n --

sa
fe

sa
fe

as
yn

ch
ro

no
us

 d
is

tr
ib

ut
ed

 s
ys

te
m

s 
(w

/ 
as

yn
ch

ro
no

us
 d

is
tr

ib
ut

ed
 s

ys
te

m
s 

(w
/ 

or
 w

/o
 p

ro
ac

tiv
e 

re
co

ve
ry

)
or

 w
/o

 p
ro

ac
tiv

e 
re

co
ve

ry
)

O
bv

io
us

?
O

bv
io

us
?

15
6

171



Fr
om

 T
he

or
y 

to
 P

ra
ct

ic
e 

(1
)

Fr
om

 T
he

or
y 

to
 P

ra
ct

ic
e 

(1
)

CO
D

EX
 (

CO
D

EX
 (

CO
rn

el
l

CO
rn

el
l D

at
a

D
at

a
EX

ch
an

ge
EX

ch
an

ge
) 

is
 a

 r
ec

en
t 

) 
is

 a
 r

ec
en

t 
di

st
rib

ut
ed

 s
er

vi
ce

 fo
r 

st
or

ag
e 

an
d 

di
st

rib
ut

ed
 s

er
vi

ce
 fo

r 
st

or
ag

e 
an

d 
di

ss
em

in
at

io
n 

of
 s

ec
re

ts
 [

M
ar

sh
 a

nd
 

di
ss

em
in

at
io

n 
of

 s
ec

re
ts

 [
M

ar
sh

 a
nd

 
Sc

hn
ei

de
r,

 2
00

4]
.

Sc
hn

ei
de

r,
 2

00
4]

.
As

su
m

pt
io

ns
:

As
su

m
pt

io
ns

:
as

yn
c

as
yn

c
m

od
el

, m
al

ic
io

us
 a

dv
er

sa
ry

.
m

od
el

, m
al

ic
io

us
 a

dv
er

sa
ry

.

CO
D

EX
 p

riv
at

e 
ke

y 
is

 s
ha

re
d 

by
 C

O
D

EX
 

CO
D

EX
 p

riv
at

e 
ke

y 
is

 s
ha

re
d 

by
 C

O
D

EX
 

se
rv

er
s 

us
in

g 
th

re
sh

ol
d 

cr
yp

to
gr

ap
hy

. (
Ea

ch
 

se
rv

er
s 

us
in

g 
th

re
sh

ol
d 

cr
yp

to
gr

ap
hy

. (
Ea

ch
 

se
rv

er
 h

as
 a

 s
ha

re
 o

f t
he

 k
ey

).
se

rv
er

 h
as

 a
 s

ha
re

 o
f t

he
 k

ey
).

Sh
ar

es
 a

re
 p

er
io

di
ca

lly
 r

ef
re

sh
ed

 t
hr

ou
gh

 a
n 

Sh
ar

es
 a

re
 p

er
io

di
ca

lly
 r

ef
re

sh
ed

 t
hr

ou
gh

 a
n 

as
yn

ch
ro

no
us

as
yn

ch
ro

no
us

pr
oa

ct
iv

e 
se

cr
et

 s
ha

rin
g 

pr
ot

oc
ol

 
pr

oa
ct

iv
e 

se
cr

et
 s

ha
rin

g 
pr

ot
oc

ol
 

(A
PS

S)
.

(A
PS

S)
.

Ke
y 

is
 c

om
pr

om
is

ed
 if

 a
n 

ad
ve

rs
ar

y 
co

lle
ct

s 
Ke

y 
is

 c
om

pr
om

is
ed

 if
 a

n 
ad

ve
rs

ar
y 

co
lle

ct
s 

ff
i

i
t

h
i

th
ff

i
i

t
h

i
th

i
t

lb
t

i
t

lb
t

15
7

Fr
om

 T
he

or
y 

to
 P

ra
ct

ic
e 

(2
)

Fr
om

 T
he

or
y 

to
 P

ra
ct

ic
e 

(2
)

CO
D

EX
 in

 m
or

e 
de

ta
il

CO
D

EX
 in

 m
or

e 
de

ta
il

n 
se

rv
er

s 
sh

ar
e 

th
e 

pr
iv

at
e 

ke
y 

us
in

g 
an

 
n 

se
rv

er
s 

sh
ar

e 
th

e 
pr

iv
at

e 
ke

y 
us

in
g 

an
 

(n
, f

+
1)

 s
ec

re
t 

sh
ar

in
g 

sc
he

m
e

(n
, f

+
1)

 s
ec

re
t 

sh
ar

in
g 

sc
he

m
e

f+
1 

sh
ar

es
 a

re
 s

uf
fic

ie
nt

 t
o 

re
co

ve
r 

th
e 

ke
y.

f+
1 

sh
ar

es
 a

re
 s

uf
fic

ie
nt

 t
o 

re
co

ve
r 

th
e 

ke
y.

le
ss

 t
ha

n 
f+

1 
sh

ar
es

 g
iv

e 
no

 k
no

w
le

dg
e 

ab
ou

t 
th

e 
ke

y.
le

ss
 t

ha
n 

f+
1 

sh
ar

es
 g

iv
e 

no
 k

no
w

le
dg

e 
ab

ou
t 

th
e 

ke
y.

As
su

m
pt

io
n:

 a
t 

m
os

t 
f

(n
As

su
m

pt
io

n:
 a

t 
m

os
t 

f
(n

-- 1
)/

3 
se

rv
er

s 
“a

re
 

1)
/3

 s
er

ve
rs

 “
ar

e 
co

m
pr

om
is

ed
 a

t 
an

y 
tim

e”
.

co
m

pr
om

is
ed

 a
t 

an
y 

tim
e”

.
Ex

cl
ud

es
 t

he
 p

os
si

bi
lit

y 
of

 a
n 

ad
ve

rs
ar

y 
co

nt
ro

lli
ng

 f+
1 

se
rv

er
s

Ex
cl

ud
es

 t
he

 p
os

si
bi

lit
y 

of
 a

n 
ad

ve
rs

ar
y 

co
nt

ro
lli

ng
 f+

1 
se

rv
er

s
si

m
ul

ta
ne

ou
sl

y
si

m
ul

ta
ne

ou
sl

y ,
 b

ut
 “

it 
, b

ut
 “

it 
do

es
 n

ot
 r

ul
e 

ou
t

do
es

 n
ot

 r
ul

e 
ou

t
th

e 
ad

ve
rs

ar
y 

th
e 

ad
ve

rs
ar

y 
co

m
pr

om
is

in
g 

on
e 

se
rv

er
 a

nd
 le

ar
ni

ng
 t

he
 C

O
D

EX
 p

riv
at

e 
ke

y 
co

m
pr

om
is

in
g 

on
e 

se
rv

er
 a

nd
 le

ar
ni

ng
 t

he
 C

O
D

EX
 p

riv
at

e 
ke

y 
sh

ar
e 

st
or

ed
 t

he
re

, b
ei

ng
 e

vi
ct

ed
, c

om
pr

om
is

in
g 

an
ot

he
r,

 a
nd

 
sh

ar
e 

st
or

ed
 t

he
re

, b
ei

ng
 e

vi
ct

ed
, c

om
pr

om
is

in
g 

an
ot

he
r,

 a
nd

 
ul

tim
at

el
y

ul
tim

at
el

y
le

ar
ni

ng
 f+

1 
sh

ar
es

le
ar

ni
ng

 f+
1 

sh
ar

es
”.”.

(m
ob

ile
 v

iru
s 

at
ta

ck
 [

(m
ob

ile
 v

iru
s 

at
ta

ck
 [

O
st

ro
vs

ky
O

st
ro

vs
ky

&
 Y

un
g,

 1
99

1]
)

&
 Y

un
g,

 1
99

1]
)

15
8

Fr
om

 T
he

or
y 

to
 P

ra
ct

ic
e 

(3
)

Fr
om

 T
he

or
y 

to
 P

ra
ct

ic
e 

(3
)

AP
SS

: 
CO

D
EX

 d
ef

en
se

 a
ga

in
st

 m
ob

ile
 v

iru
s 

AP
SS

: 
CO

D
EX

 d
ef

en
se

 a
ga

in
st

 m
ob

ile
 v

iru
s 

at
ta

ck
s

at
ta

ck
s

AP
SS

 is
 p

er
io

di
ca

lly
 e

xe
cu

te
d.

AP
SS

 is
 p

er
io

di
ca

lly
 e

xe
cu

te
d.

tr
ig

ge
re

d 
by

 a
 lo

ca
l t

im
er

 o
r 

by
 a

 r
em

ot
e 

no
tif

ic
at

io
n.

tr
ig

ge
re

d 
by

 a
 lo

ca
l t

im
er

 o
r 

by
 a

 r
em

ot
e 

no
tif

ic
at

io
n.

“a
 m

ob
ile

 v
iru

s 
at

ta
ck

 w
ou

ld
 s

uc
ce

ed
 o

nl
y 

if 
it 

is
 

“a
 m

ob
ile

 v
iru

s 
at

ta
ck

 w
ou

ld
 s

uc
ce

ed
 o

nl
y 

if 
it 

is
 

co
m

pl
et

ed
 in

 t
he

 in
te

rv
al

 b
et

w
ee

n 
su

cc
es

si
ve

 
co

m
pl

et
ed

 in
 t

he
 in

te
rv

al
 b

et
w

ee
n 

su
cc

es
si

ve
 

ex
ec

ut
io

ns
 o

f A
PS

S,
 a

nd
 t

hi
s 

ex
ec

ut
io

ns
 o

f A
PS

S,
 a

nd
 t

hi
s 

in
te

rv
al

 c
an

 b
e 

as
 

in
te

rv
al

 c
an

 b
e 

as
 

sh
or

t 
as

 a
 fe

w
 m

in
ut

es
sh

or
t 

as
 a

 fe
w

 m
in

ut
es

”.”.

15
9

Th
e 

pr
ob

le
m

Th
e 

pr
ob

le
m

w
he

n 
sa

fe
ty

 o
f a

n 
as

yn
ch

ro
no

us
 s

ys
te

m
 

w
he

n 
sa

fe
ty

 o
f a

n 
as

yn
ch

ro
no

us
 s

ys
te

m
 

de
pe

nd
s 

on
 n

on
de

pe
nd

s 
on

 n
on

-- s
ub

st
an

tia
te

d
su

bs
ta

nt
ia

te
d

tim
in

g
tim

in
g

as
su

m
pt

io
ns

as
su

m
pt

io
ns

cl
oc

ks
 w

ith
 b

ou
nd

ed
 r

at
e 

of
 d

ev
ia

tio
n 

to
 r

ea
l

cl
oc

ks
 w

ith
 b

ou
nd

ed
 r

at
e 

of
 d

ev
ia

tio
n 

to
 r

ea
l -- t

im
e

tim
e

ca
pa

ci
ty

 o
f p

er
fo

rm
in

g 
pe

rio
di

c 
(

ca
pa

ci
ty

 o
f p

er
fo

rm
in

g 
pe

rio
di

c 
( t

iu
m

el
y

tiu
m

el
y )

 e
xe

cu
tio

ns
) 

ex
ec

ut
io

ns
th

es
e 

as
su

m
pt

io
ns

 
th

es
e 

as
su

m
pt

io
ns

 c
an

 b
e 

vi
ol

at
ed

ca
n 

be
 v

io
la

te
d

ei
th

er
 in

 t
he

 
ei

th
er

 in
 t

he
 

as
su

m
ed

as
su

m
ed

as
yn

c
as

yn
c

en
vi

ro
nm

en
t 

an
d/

or
 b

y 
a 

m
al

ic
io

us
 

en
vi

ro
nm

en
t 

an
d/

or
 b

y 
a 

m
al

ic
io

us
 

ad
ve

rs
ar

y.
ad

ve
rs

ar
y.

16
0

172



Fr
om

 T
he

or
y 

to
 P

ra
ct

ic
e 

(4
)

Fr
om

 T
he

or
y 

to
 P

ra
ct

ic
e 

(4
)

An
 a

tt
ac

k 
th

at
 c

om
pr

om
is

es
 s

af
et

y:
An

 a
tt

ac
k 

th
at

 c
om

pr
om

is
es

 s
af

et
y:

Tw
o 

ad
ve

rs
ar

ie
s:

 A
D

V1
 a

nd
 A

D
V2

.
Tw

o 
ad

ve
rs

ar
ie

s:
 A

D
V1

 a
nd

 A
D

V2
.

St
ep

 1
: 

AD
V1

 p
er

fo
rm

s 
a 

m
ob

ile
 v

iru
s 

at
ta

ck
 

St
ep

 1
: 

AD
V1

 p
er

fo
rm

s 
a 

m
ob

ile
 v

iru
s 

at
ta

ck
 

ag
ai

ns
t 

f+
1 

se
rv

er
s

ag
ai

ns
t 

f+
1 

se
rv

er
s

sl
ow

s 
th

e 
cl

oc
k 

ra
te

sl
ow

s 
th

e 
cl

oc
k 

ra
te

of
 e

ac
h 

se
rv

er
.

of
 e

ac
h 

se
rv

er
.

St
ep

 2
: 

AD
V1

 t
em

po
ra

lly
 

St
ep

 2
: 

AD
V1

 t
em

po
ra

lly
 c

ut
s 

of
f t

he
 li

nk
s

cu
ts

 o
ff

 t
he

 li
nk

s
be

tw
ee

n 
th

e 
f+

1 
se

rv
er

s 
an

d 
th

e 
re

st
 o

f t
he

 
be

tw
ee

n 
th

e 
f+

1 
se

rv
er

s 
an

d 
th

e 
re

st
 o

f t
he

 
sy

st
em

.
sy

st
em

.

16
1

Fr
om

 T
he

or
y 

to
 P

ra
ct

ic
e 

(5
)

Fr
om

 T
he

or
y 

to
 P

ra
ct

ic
e 

(5
)

An
 a

tt
ac

k 
th

at
 c

om
pr

om
is

es
 C

O
D

EX
 s

af
et

y:
An

 a
tt

ac
k 

th
at

 c
om

pr
om

is
es

 C
O

D
EX

 s
af

et
y:

St
ep

 3
: 

AD
V2

 p
er

fo
rm

s 
a 

m
ob

ile
 v

iru
s 

at
ta

ck
 

St
ep

 3
: 

AD
V2

 p
er

fo
rm

s 
a 

m
ob

ile
 v

iru
s 

at
ta

ck
 

ag
ai

ns
t 

th
e 

sa
m

e 
f+

1 
se

rv
er

s
ag

ai
ns

t 
th

e 
sa

m
e 

f+
1 

se
rv

er
s

le
ar

ns
, o

ne
 b

y 
on

e,
 f+

1 
pr

iv
at

e 
ke

y 
sh

ar
es

.
le

ar
ns

, o
ne

 b
y 

on
e,

 f+
1 

pr
iv

at
e 

ke
y 

sh
ar

es
.

no
 r

ej
uv

en
at

io
n 

oc
cu

rs
no

 r
ej

uv
en

at
io

n 
oc

cu
rs

in
 b

et
w

ee
n 

be
ca

us
e 

in
 s

te
p 

1 
cl

oc
ks

 a
re

 
in

 b
et

w
ee

n 
be

ca
us

e 
in

 s
te

p 
1 

cl
oc

ks
 a

re
 

m
ad

e 
as

 s
lo

w
 a

s 
ne

ed
ed

.
m

ad
e 

as
 s

lo
w

 a
s 

ne
ed

ed
.

St
ep

 4
: 

AD
V2

 d
is

cl
os

es
 C

O
D

EX
 p

riv
at

e 
ke

y 
by

 
St

ep
 4

: 
AD

V2
 d

is
cl

os
es

 C
O

D
EX

 p
riv

at
e 

ke
y 

by
 

co
m

bi
ni

ng
 t

he
 f+

1 
sh

ar
es

.
co

m
bi

ni
ng

 t
he

 f+
1 

sh
ar

es
.

Im
po

rt
an

t 
N

ot
e

Im
po

rt
an

t 
N

ot
e :

 A
D

V1
 a

ct
io

ns
 

: 
AD

V1
 a

ct
io

ns
 s

im
pl

y 
en

fo
rc

e
si

m
pl

y 
en

fo
rc

e
aa

be
ha

vi
or

 t
ha

t 
ca

n 
oc

cu
r 

in
 a

ny
 fa

ul
t

be
ha

vi
or

 t
ha

t 
ca

n 
oc

cu
r 

in
 a

ny
 fa

ul
t --

fr
ee

fr
ee

as
yn

c
as

yn
c

sy
st

em
.

sy
st

em
.

16
2

Fr
om

 T
he

or
y 

to
 P

ra
ct

ic
e 

(6
)

Fr
om

 T
he

or
y 

to
 P

ra
ct

ic
e 

(6
)

Ex
am

pl
e 

w
ith

 n
=

4,
 f=

1
Ex

am
pl

e 
w

ith
 n

=
4,

 f=
1

s0
1

s0
1 D

s0
1 C

s0
1 A

B

sX
X:

 s
ha

re
 v

er
si

on16
3

Fr
om

 T
he

or
y 

to
 P

ra
ct

ic
e 

(6
)

Fr
om

 T
he

or
y 

to
 P

ra
ct

ic
e 

(6
)

Ex
am

pl
e 

w
ith

 n
=

4,
 f=

1
Ex

am
pl

e 
w

ith
 n

=
4,

 f=
1 s0

5
s0

5
s0

5
s0

5 A
B

C
D

AD
V1

 s
lo

w
s

A 
cl

oc
k

sX
X:

 s
ha

re
 v

er
si

on16
4

173



Fr
om

 T
he

or
y 

to
 P

ra
ct

ic
e 

(6
)

Fr
om

 T
he

or
y 

to
 P

ra
ct

ic
e 

(6
)

Ex
am

pl
e 

w
ith

 n
=

4,
 f=

1
Ex

am
pl

e 
w

ith
 n

=
4,

 f=
1 s1

5
s1

5
s1

5
s1

5 A
B

C
D

AD
V1

 s
lo

w
s

B 
cl

oc
k

sX
X:

 s
ha

re
 v

er
si

on16
5

Fr
om

 T
he

or
y 

to
 P

ra
ct

ic
e 

(6
)

Fr
om

 T
he

or
y 

to
 P

ra
ct

ic
e 

(6
)

Ex
am

pl
e 

w
ith

 n
=

4,
 f=

1
Ex

am
pl

e 
w

ith
 n

=
4,

 f=
1 s2

5 D

s2
5

s2
5

C

s2
5 A

B

AD
V1

 c
ut

s 
of

f 
co

nn
ec

tio
n

be
tw

ee
n 

A,
B 

an
d 

C,
D

sX
X:

 s
ha

re
 v

er
si

on16
6

Fr
om

 T
he

or
y 

to
 P

ra
ct

ic
e 

(6
)

Fr
om

 T
he

or
y 

to
 P

ra
ct

ic
e 

(6
)

Ex
am

pl
e 

w
ith

 n
=

4,
 f=

1
Ex

am
pl

e 
w

ith
 n

=
4,

 f=
1 s5

0
s5

0
s2

5
s2

5 A
B

C
D

AD
V2

 g
et

s 
A 

sh
ar

e

sX
X:

 s
ha

re
 v

er
si

on16
7

Fr
om

 T
he

or
y 

to
 P

ra
ct

ic
e 

(6
)

Fr
om

 T
he

or
y 

to
 P

ra
ct

ic
e 

(6
)

Ex
am

pl
e 

w
ith

 n
=

4,
 f=

1
Ex

am
pl

e 
w

ith
 n

=
4,

 f=
1 s7

0
s7

0
s2

5
s2

5 A
B

C
D

AD
V2

 g
et

s 
B 

sh
ar

e
A 

sh
ar

e 
+

 B
 s

ha
re

 
=

 p
riv

at
e 

ke
y

sX
X:

 s
ha

re
 v

er
si

on16
8

174



Fr
om

 T
he

or
y 

to
 P

ra
ct

ic
e 

(6
)

Fr
om

 T
he

or
y 

to
 P

ra
ct

ic
e 

(6
)

Ex
am

pl
e 

w
ith

 n
=

4,
 f=

1
Ex

am
pl

e 
w

ith
 n

=
4,

 f=
1 s7

0 D

s7
0

s7
0

C

s7
0 A

B

AD
V2

re
co

nn
ec

ts
ne

tw
or

k

sX
X:

 s
ha

re
 v

er
si

on16
9

Co
nc

lu
si

on
s

Co
nc

lu
si

on
s

Cu
rr

en
t 

st
at

e
Cu

rr
en

t 
st

at
e --

ofof
-- t

heth
e --

ar
t 

do
es

 n
ot

 a
llo

w
 t

o 
ar

t 
do

es
 n

ot
 a

llo
w

 t
o 

co
ns

tr
uc

t 
ex

ha
us

tio
n

co
ns

tr
uc

t 
ex

ha
us

tio
n --

sa
fe

 d
is

tr
ib

ut
ed

 
sa

fe
 d

is
tr

ib
ut

ed
 

sy
st

em
s 

in
 fa

ce
 o

f a
rb

itr
ar

y 
fa

ul
ts

.
sy

st
em

s 
in

 fa
ce

 o
f a

rb
itr

ar
y 

fa
ul

ts
.

Sy
nc

 s
ys

te
m

s 
ar

e 
vu

ln
er

ab
le

:
Sy

nc
 s

ys
te

m
s 

ar
e 

vu
ln

er
ab

le
:

tim
in

g 
fa

ilu
re

s.
tim

in
g 

fa
ilu

re
s.

As
yn

c 
sy

st
em

s 
ar

e 
vu

ln
er

ab
le

:
As

yn
c 

sy
st

em
s 

ar
e 

vu
ln

er
ab

le
:

m
ax

 n
um

be
r 

of
 fa

ul
ts

 +
 u

nb
ou

nd
ed

 e
xe

cu
tio

n 
tim

e.
m

ax
 n

um
be

r 
of

 fa
ul

ts
 +

 u
nb

ou
nd

ed
 e

xe
cu

tio
n 

tim
e.

As
yn

c 
sy

st
em

s 
w

ith
 

As
yn

c 
sy

st
em

s 
w

ith
 a

sy
nc

as
yn

c
pr

oa
ct

iv
e 

re
co

ve
ry

 
pr

oa
ct

iv
e 

re
co

ve
ry

 
ar

e 
vu

ln
er

ab
le

:
ar

e 
vu

ln
er

ab
le

:
m

ax
 n

um
be

r 
of

 fa
ul

ts
 +

 u
nb

ou
nd

ed
 r

ej
uv

en
at

io
n 

pe
rio

d.
m

ax
 n

um
be

r 
of

 fa
ul

ts
 +

 u
nb

ou
nd

ed
 r

ej
uv

en
at

io
n 

pe
rio

d.
17

0

O
ng

oi
ng

 W
or

k
O

ng
oi

ng
 W

or
k

Co
m

bi
ni

ng
 p

ro
ac

tiv
e 

re
co

ve
ry

 a
nd

 
Co

m
bi

ni
ng

 p
ro

ac
tiv

e 
re

co
ve

ry
 a

nd
 

w
or

m
ho

le
s

w
or

m
ho

le
s

Pr
oa

ct
iv

e 
re

co
ve

ry
 is

 u
se

fu
l t

o 
po

st
po

ne
 

Pr
oa

ct
iv

e 
re

co
ve

ry
 is

 u
se

fu
l t

o 
po

st
po

ne
 tt

ex
ha

us
t

ex
ha

us
t

as
 lo

ng
 a

s 
it 

ha
s 

tim
el

in
es

s 
gu

ar
an

te
es

.
as

 lo
ng

 a
s 

it 
ha

s 
tim

el
in

es
s 

gu
ar

an
te

es
.

Pr
op

os
al

: 
co

m
bi

ne
 

Pr
op

os
al

: 
co

m
bi

ne
 a

sy
nc

as
yn

c
pa

yl
oa

d 
sy

st
em

 w
ith

 
pa

yl
oa

d 
sy

st
em

 w
ith

 
sy

nc
 p

ro
ac

tiv
e 

re
co

ve
ry

 s
ub

sy
st

em
.

sy
nc

 p
ro

ac
tiv

e 
re

co
ve

ry
 s

ub
sy

st
em

.
Se

e 
re

ce
nt

 t
ec

h 
re

po
rt

s 
an

d 
pa

pe
rs

 in
 o

ur
 p

ag
e

Se
e 

re
ce

nt
 t

ec
h 

re
po

rt
s 

an
d 

pa
pe

rs
 in

 o
ur

 p
ag

e
E.

g.
 P

ro
ac

tiv
e 

Re
si

lie
nc

e 
th

ro
ug

h 
Ar

ch
ite

ct
ur

al
 H

yb
rid

iz
at

io
n

E.
g.

 P
ro

ac
tiv

e 
Re

si
lie

nc
e 

th
ro

ug
h 

Ar
ch

ite
ct

ur
al

 H
yb

rid
iz

at
io

n
D

I/
FC

U
L 

TR
 0

5
D

I/
FC

U
L 

TR
 0

5 --
8,

 M
ay

 2
00

5.
8,

 M
ay

 2
00

5.

17
1

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

M
AF

TI
A

Re
fe

re
nc

e 
In

tru
si

on
-T

ol
er

an
ce

Ar
ch

ite
ct

ur
e

In
D.

 P
ow

el
l a

nd
 R

. S
tro

ud
, e

ds
., 

M
A

FT
IA

C
on

ce
pt

ua
l M

od
el

 a
nd

 A
rc

hi
te

ct
ur

e,
 

De
liv

. D
2,

 P
ro

je
ct

 M
AF

TI
A 

IS
T-

19
99

-1
15

83
, T

ec
h.

Re
p.

 D
I/F

CU
L 

TR
-0

1-
10

, U
ni

v.
 

Li
sb

oa
 N

ov
. 2

00
1.

ht
tp

://
w

w
w

.d
i.f

c.
ul

.p
t/t

ec
h-

re
po

rts
/a

bs
tra

ct
01

-1
0.

ht
m

l

17
2

175



In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

M
AF

TI
A 

-M
al

ic
io

us
 a

nd
 A

cc
id

en
ta

l F
au

lt 
To

le
ra

nc
e 

fo
r I

nt
er

ne
t A

pp
lic

at
io

ns

Co
m

pu
te

r 
sy

st
em

s 
ca

n 
fa

il 
fo

r 
m

an
y 

re
as

on
s

ht
tp

://
w

w
w

.m
af

tia
.o

rg

M
AF

TI
A 

in
ve

st
ig

at
ed

 w
ay

s 
of

 m
ak

in
g 

co
m

pu
te

r 
sy

st
em

s 
au

to
m

at
ic

al
ly

re
si

st
 b

ot
h 

ac
ci

de
nt

al
 a

nd
 m

al
ic

io
us

 f
au

lt
s

17
3

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

Ar
ch

ite
ct

ur
e 

O
ve

rv
ie

w
Ho

st
ar

ch
ite

ct
ur

e

A
p

p
li

c
a

ti
o

n
s

A
c

ti
v
it

y
S

u
p

p
o

rt
 S

e
rv

ic
e

s

C
o

m
m

u
n

ic
a

ti
o

n
S

u
p

p
o

rt
 S

e
rv

ic
e

s

M
u

lt
ip

o
in

t
N

e
tw

o
rk

O
.S

.

T
T

C
B

S
e

c
u

ri
ty

K
e

rn
e

ls

R
u

n
ti

m
e

E
n

v
ir

o
n

m
e

n
t

(J
V

M
+
 A

p
p

ia
)

A
S

T
T

P

ID
S

U
n

tr
u

s
te

d
H

a
rd

w
a

re

T
ru

s
te

d
H

a
rd

w
a

re

Co
nt

ro
l

ch
an

ne
l

Pa
yl

oa
d

ch
an

ne
l

(In
te

rn
et

)

H
a
rd

w
a
re

L
o
c
a
l

S
u
p
p
o
rt

D
is

tr
ib

u
te

d
S

o
ft

w
a

re

A
S

 -
A

u
th

o
ri

s
a

ti
o

n
 S

e
rv

ic
e

, 
ID

S
 -

In
tr

u
s
io

n
 D

e
te

c
ti

o
n

 S
e

rv
ic

e
,

T
T

P
 -

T
ru

s
te

d
 T

h
ir

d
 P

a
rt

y
 S

e
rv

ic
e

17
4

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

Ar
ch

ite
ct

ur
e 

O
ve

rv
ie

w
Ho

st
ar

ch
ite

ct
ur

e

A
p

p
li

c
a

ti
o

n
s

A
c

ti
v
it

y
S

u
p

p
o

rt
 S

e
rv

ic
e

s

C
o

m
m

u
n

ic
a

ti
o

n
S

u
p

p
o

rt
 S

e
rv

ic
e

s

M
u

lt
ip

o
in

t
N

e
tw

o
rk

O
.S

.

T
T

C
B

S
e

c
u

ri
ty

K
e

rn
e

ls

R
u

n
ti

m
e

E
n

v
ir

o
n

m
e

n
t

(J
V

M
+
 A

p
p

ia
)

A
S

T
T

P

ID
S

U
n

tr
u

s
te

d
H

a
rd

w
a

re

T
ru

s
te

d
H

a
rd

w
a

re

Co
nt

ro
l

ch
an

ne
l

Pa
yl

oa
d

ch
an

ne
l

(In
te

rn
et

)

tr
us

te
d—

vs
.u

nt
ru

st
ed

—
ha

rd
w

ar
e

m
os

t 
of

 M
AF

TI
A’

s
ha

rd
w

ar
e 

is
 u

nt
ru

st
ed

, b
ut

sm
al

l p
ar

ts
 c

on
si

de
re

d 
tr

us
te

d 
in

 t
he

 s
en

se
 o

f 
ta

m
pe

rp
ro

of
  b

y 
co

ns
tr

uc
tio

n

H
a
rd

w
a
re

L
o
c
a
l

S
u
p
p
o
rt

D
is

tr
ib

u
te

d
S

o
ft

w
a

re

A
S

 -
A

u
th

o
ri

s
a

ti
o

n
 S

e
rv

ic
e

, 
ID

S
 -

In
tr

u
s
io

n
 D

e
te

c
ti

o
n

 S
e

rv
ic

e
,

T
T

P
 -

T
ru

s
te

d
 T

h
ir

d
 P

a
rt

y
 S

e
rv

ic
e

17
5

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

Ar
ch

ite
ct

ur
e 

O
ve

rv
ie

w
Ho

st
ar

ch
ite

ct
ur

e

A
p

p
li

c
a

ti
o

n
s

A
c

ti
v
it

y
S

u
p

p
o

rt
 S

e
rv

ic
e

s

C
o

m
m

u
n

ic
a

ti
o

n
S

u
p

p
o

rt
 S

e
rv

ic
e

s

M
u

lt
ip

o
in

t
N

e
tw

o
rk

O
.S

.

T
T

C
B

S
e

c
u

ri
ty

K
e

rn
e

ls

R
u

n
ti

m
e

E
n

v
ir

o
n

m
e

n
t

(J
V

M
+
 A

p
p

ia
)

A
S

T
T

P

ID
S

U
n

tr
u

s
te

d
H

a
rd

w
a

re

T
ru

s
te

d
H

a
rd

w
a

re

Co
nt

ro
l

ch
an

ne
l

Pa
yl

oa
d

ch
an

ne
l

(In
te

rn
et

)

se
cu

rit
y 

ke
rn

el
s 

m
at

er
ia

lis
in

g
fa

il-
co

nt
ro

lle
d 

su
bs

ys
te

m
s 

tr
us

te
d 

to
 e

xe
cu

te
 a

 fe
w

 fu
nc

tio
ns

 c
or

re
ct

ly
, a

lb
ei

t 
im

m
er

se
d 

in
an

 e
nv

iro
nm

en
t 

su
bj

ec
te

d 
to

 m
al

ic
io

us
 fa

ul
ts

Lo
ca

l s
ec

ur
ity

 k
er

ne
ls

 (
Ja

va
 C

ar
d)

D
is

tr
ib

ut
ed

 s
ec

ur
ity

 k
er

ne
ls

 (
Tr

us
te

d 
Ti

m
el

y 
Co

m
pu

tin
g 

Ba
se

)

H
a
rd

w
a
re

L
o
c
a
l

S
u
p
p
o
rt

D
is

tr
ib

u
te

d
S

o
ft

w
a

re

A
S

 -
A

u
th

o
ri

s
a

ti
o

n
 S

e
rv

ic
e

, 
ID

S
 -

In
tr

u
s
io

n
 D

e
te

c
ti

o
n

 S
e

rv
ic

e
,

T
T

P
 -

T
ru

s
te

d
 T

h
ir

d
 P

a
rt

y
 S

e
rv

ic
e

17
6

176



In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

Ar
ch

ite
ct

ur
e 

O
ve

rv
ie

w
Ho

st
ar

ch
ite

ct
ur

e

A
p

p
li

c
a

ti
o

n
s

A
c

ti
v
it

y
S

u
p

p
o

rt
 S

e
rv

ic
e

s

C
o

m
m

u
n

ic
a

ti
o

n
S

u
p

p
o

rt
 S

e
rv

ic
e

s

M
u

lt
ip

o
in

t
N

e
tw

o
rk

O
.S

.

H
a
rd

w
a
re

L
o
c
a
l

S
u
p
p
o
rt

D
is

tr
ib

u
te

d
S

o
ft

w
a

re

T
T

C
B

S
e

c
u

ri
ty

K
e

rn
e

ls

R
u

n
ti

m
e

E
n

v
ir

o
n

m
e

n
t

(J
V

M
+
 A

p
p

ia
)

A
S

T
T

P

ID
S

U
n

tr
u

s
te

d
H

a
rd

w
a

re

T
ru

s
te

d
H

a
rd

w
a

re

Co
nt

ro
l

ch
an

ne
l

Pa
yl

oa
d

ch
an

ne
l

(In
te

rn
et

)

ru
n-

tim
e 

en
vi

ro
nm

en
t 

ex
te

nd
in

g 
O

S
ca

pa
bi

lit
ie

s
hi

di
ng

 h
et

er
og

en
ei

ty
 b

y 
of

fe
rin

g 
a 

ho
m

og
en

eo
us

 A
PI

 a
nd

 fr
am

ew
or

k 
fo

r 
pr

ot
oc

ol
 c

om
po

si
tio

n

A
S

 -
A

u
th

o
ri

s
a

ti
o

n
 S

e
rv

ic
e

, 
ID

S
 -

In
tr

u
s
io

n
 D

e
te

c
ti

o
n

 S
e

rv
ic

e
,

T
T

P
 -

T
ru

s
te

d
 T

h
ir

d
 P

a
rt

y
 S

e
rv

ic
e

17
7

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

Ar
ch

ite
ct

ur
e 

O
ve

rv
ie

w
Ho

st
ar

ch
ite

ct
ur

e

A
p

p
li

c
a

ti
o

n
s

A
c

ti
v
it

y
S

u
p

p
o

rt
 S

e
rv

ic
e

s

C
o

m
m

u
n

ic
a

ti
o

n
S

u
p

p
o

rt
 S

e
rv

ic
e

s

M
u

lt
ip

o
in

t
N

e
tw

o
rk

O
.S

.

H
a
rd

w
a
re

L
o
c
a
l

S
u
p
p
o
rt

D
is

tr
ib

u
te

d
S

o
ft

w
a

re

T
T

C
B

S
e

c
u

ri
ty

K
e

rn
e

ls

R
u

n
ti

m
e

E
n

v
ir

o
n

m
e

n
t

(J
V

M
+
 A

p
p

ia
)

A
S

T
T

P

ID
S

U
n

tr
u

s
te

d
H

a
rd

w
a

re

T
ru

s
te

d
H

a
rd

w
a

re

Co
nt

ro
l

ch
an

ne
l

Pa
yl

oa
d

ch
an

ne
l

(In
te

rn
et

)

m
od

ul
ar

an
d 

m
ul

ti-
la

ye
re

d 
m

id
dl

ew
ar

e
ne

at
 s

ep
ar

at
io

n 
be

tw
ee

n 
di

ff
er

en
t 

fu
nc

tio
na

l 
bl

oc
ks

A
S

 -
A

u
th

o
ri

s
a

ti
o

n
 S

e
rv

ic
e

, 
ID

S
 -

In
tr

u
s
io

n
 D

e
te

c
ti

o
n

 S
e

rv
ic

e
,

T
T

P
 -

T
ru

s
te

d
 T

h
ir

d
 P

a
rt

y
 S

e
rv

ic
e

17
8

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

M
od

ul
ar

 G
ro

up
 A

rc
hi

te
ct

ur
e

M
em

be
rs

hi
p

an
d

Fa
ilu

re
De

te
ct

io
n

Pa
rti

ci
pa

nt
 le

ve
l

Si
te

 le
ve

l

Ph
ys

ic
al

 N
et

w
or

k

M
ul

tip
oi

nt
Ne

tw
or

k 
(M

N)

Pa
rti

ci
p.

n
Pa

rti
ci

p.
 m

Pa
rti

ci
p.

p

A
pp

lic
at

io
ns Co

m
m

un
ic

at
io

n
Su

pp
or

t
Se

rv
ic

es
 (C

S)

Ac
tiv

ity
 S

up
po

rt
Se

rv
ic

es
 (A

S)

Runtime Environment
(Appia+JVM+OS)

Co
m

m
un

ic
at

io
n 

Se
rv

ic
es

D
is

tr
ib

ut
ed

 C
ry

pt
og

ra
ph

y 
(t

hr
es

ho
ld

 p
ub

lic
 k

ey
)

G
ro

up
 C

om
m

un
ic

at
io

n 
(r

el
ia

bi
lit

y 
an

d 
or

de
r 

pr
op

s)
By

za
nt

in
e 

Ag
re

em
en

t
Ti

m
e 

an
d 

Cl
oc

k 
Sy

nc
hr

on
is

at
io

n

M
ul

tip
oi

nt
 N

et
w

or
k

M
ul

tip
oi

nt
 a

dd
re

ss
in

g 
an

d 
ro

ut
in

g
Ba

si
c 

se
cu

re
 c

ha
nn

el
s 

an
d 

en
ve

lo
pe

s
M

an
ag

em
en

t 
Co

m
m

un
ic

at
io

n 
pr

ot
s

Ap
pi

a
AP

Is
 f

or
 m

ca
st

IP
, I

ps
ec

, S
N

M
P

M
ai

n 
Ac

tiv
ity

 S
er

vi
ce

s
Re

pl
ic

at
io

n 
m

an
ag

em
en

t 
Ke

y 
M

an
ag

em
en

t
Tr

an
sa

ct
io

na
l M

an
ag

em
en

t

17
9

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

IT
 T

ra
ns

ac
tio

ns
 w

ith
 E

rr
or

 M
as

ki
ng

•
A 

CO
RB

A-
st

yl
e

tra
ns

ac
tio

n 
se

rv
ic

e,
 s

ta
nd

ar
d 

AC
ID

 p
ro

pe
rti

es
•

Su
pp

or
t f

or
 m

ul
tip

ar
ty

 tr
an

sa
ct

io
ns

•
Us

es
 e

rr
or

 m
as

ki
ng

 to
 to

le
ra

te
 in

tru
si

on
s

•
Ap

pl
ic

at
io

n 
of

 h
yb

rid
 fa

ilu
re

 a
ss

um
pt

io
ns

Tr
an

sa
ct

io
n

M
an

ag
er

be
gi

n

op
 (

ti
d)

co
m

m
it

/a
b

or
t

pr
ep

ar
e

co
m

m
it

/a
bo

rt

Tr
an

sa
ct

io
n

M
an

ag
er

Tr
an

sa
ct

io
n

M
an

ag
er

Re
so

ur
ce

M
an

ag
er

Re
so

ur
ce

Re
so

ur
ce

M
an

ag
er

Re
so

ur
ce

Re
so

ur
ce

M
an

ag
er

Re
so

ur
ce

Re
so

ur
ce

M
an

ag
er

Re
so

ur
ce

Re
so

ur
ce

M
an

ag
er

Re
so

ur
ce

Re
so

ur
ce

M
an

ag
er

Re
so

ur
ce

pr
ep

ar
e

co
m

m
it

/a
b

or
t

Tr
an

sa
ct

io
n

M
an

ag
er

T

co
rr

up
ti

on

Re
so

ur
ce

M
an

ag
er

co
rr

up
ti

on
Re

so
ur

ce
M

an
ag

er
co

rr
up

ti
on

18
0

177



In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

IT
 A

ut
ho

ris
at

io
n 

Se
rv

ic
e

A
ut

ho
riz

at
io

n
S

er
ve

r

fs
2

f3

ps
1

p4
u

Ja
va

C
ar

d

S
ec

ur
ity

ke
rn

el
S

ec
ur

ity
ke

rn
el

S
ec

ur
ity

ke
rn

el

18
1

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

IT
 In

tru
si

on
 D

et
ec

tio
n 

Se
rv

ic
e

•
fin

di
ng

 s
ol

ut
io

ns
 to

 th
e 

pr
ob

le
m

s 
of

 th
e 

hi
gh

 ra
te

 o
f f

al
se

 p
os

iti
ve

 
an

d 
fa

ls
e 

ne
ga

tiv
e 

al
ar

m
s 

ge
ne

ra
te

d 
by

 e
xi

st
in

g 
so

lu
tio

ns
•

th
es

e 
fa

ls
e 

al
ar

m
s 

ca
n 

al
so

 b
e 

du
e 

to
 a

tta
ck

s 
ag

ai
ns

t t
he

 ID
S 

its
el

f, 
th

er
ef

or
e 

th
e 

ne
ed

 to
 d

es
ig

n 
an

 ID
S 

w
hi

ch
 is

 it
se

lf 
to

le
ra

nt
 to

in
tru

si
on

s
•

st
ud

y 
an

d 
ev

al
ua

te
 h

ow
 n

ot
io

ns
 s

uc
h 

as
 fa

ul
t i

nj
ec

tio
n,

 d
iv

er
si

ty
 a

nd
 

di
st

rib
ut

ed
 re

as
on

in
g 

ca
n 

ad
dr

es
s 

th
e 

w
ea

kn
es

se
s 

of
 e

xi
st

in
g 

so
lu

tio
ns

18
2

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

O
AS

IS

O
RG

AN
IC

AL
LY

 A
SS

UR
ED

 &
 S

UR
VI

VA
BL

E
IN

FO
RM

AT
IO

N 
SY

ST
EM

S

18
3

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

O
A

SI
S

O
A

SI
S

O
RG

AN
IC

AL
LY

 A
SS

UR
ED

 &
 S

UR
VI

VA
BL

E
IN

FO
RM

AT
IO

N 
SY

ST
EM

S
Dr

. J
ay

na
ra

ya
n

La
la

–
jla

la
@

da
rp

a.
m

il,
 7

03
-6

96
-7

44
1

O
rg

an
ic

al
ly

 A
ss

ur
ed

 S
ur

vi
va

bl
e 

In
fo

rm
at

io
n 

Sy
st

em
s,

 
O

AS
IS

 D
em

on
st

ra
tio

n 
an

d 
Va

lid
at

io
n 

Pr
og

ra
m

So
m

e 
At

ta
ck

s 
w

ill
 S

uc
ce

ed

3r
d 

G
en

er
at

io
n

(O
pe

ra
te

 T
hr

ou
gh

 A
tta

ck
s)

Bi
g 

Bo
ar

d 
Vi

ew
 o

f A
tta

ck
s

Re
al

-T
im

e 
Si

tu
at

io
n 

Aw
ar

en
es

s
& 

Re
sp

on
se

 

In
tru

sio
n

To
le

ra
nc

e

G
ra

ce
fu

l
De

gr
ad

at
io

n

Ha
rd

en
ed

Co
re

Fu
nc

tio
na

lit
y

P
er

fo
rm

an
ce

Sec
ur

ity

18
4

178



In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

O
A

SI
S

O
A

SI
S

O
AS

IS
In

tr
us

io
n 

To
le
ra

nt
 A

rc
hi
te

ct
ur

e
O
bj

ec
ti
ve

s

Te
ch

ni
ca

l A
pp

ro
ac

h
Sc

he
du

le

CO
TS

Se
rv

er
s

A
cc

ep
ta

nc
e

M
on

ito
rs

Ba
llo

t
M

on
ito

rs
Pr

ox
y

Se
rv

er
s

P
u

B
v

A
m

S
n

P
2

B
2

A
2

S
2

P
1

B
1

A
1

S
1

A
ud

it
Co

nt
ro

l
A

da
pt

iv
e

Re
co

nf
ig

ur
at

io
n

re
qu

es
t

re
sp

on
se

s
co

nt
ro

l

Users/Clients

Protected Protected

De
ve

lo
pi

ng
Te

ch
no

lo
gy

Dr
op

s
Ph

as
e 

II

Er
ro

r C
om

pe
ns

at
io

n,
Re

sp
on

se
, R

ec
ov

er
y

Re
al

-ti
m

e 
Ex

ec
ut

io
n

M
on

ito
rs

,
Er

ro
r D

et
ec

tio
n

Ph
as

e 
I

1/
01

1/
02

1/
03

•C
on

st
ru

ct
 in

tru
sio

n-
to

le
ra

nt
 a

rc
hi

te
ct

ur
es

 fr
om

 
po

te
nt

ia
lly

 v
ul

ne
ra

bl
e 

co
m

po
ne

nt
s

•C
ha

ra
ct

er
ize

 c
os

t-b
en

ef
its

 o
f i

nt
ru

sio
n 

to
le

ra
nc

e 
m

ec
ha

ni
sm

s
•D

ev
el

op
 a

ss
es

sm
en

t a
nd

 v
al

id
at

io
n 

m
et

ho
do

lo
gi

es
 to

 e
va

lu
at

e 
in

tru
sio

n 
to

le
ra

nc
e 

m
ec

ha
ni

sm
s

•R
ea

l-T
im

e 
Ex

ec
ut

io
n 

M
on

ito
rs

: I
n-

lin
e 

re
fe

re
nc

e 
m

on
ito

rs
, w

ra
pp

er
s,

 
sa

nd
bo

xin
g,

 b
in

ar
y 

in
se

rti
on

 in
 le

ga
cy

 c
od

e,
 p

ro
of

 c
ar

ry
in

g 
co

de
, s

ec
ur

e 
m

ob
ile

 
pr

ot
oc

ol
s

•E
rro

r D
et

ec
tio

n 
& 

To
le

ra
nc

e 
Tr

ig
ge

rs
: T

im
e 

an
d 

Va
lu

e 
Do

m
ai

n 
Ch

ec
ks

, 
Co

m
pa

ris
on

 a
nd

 V
ot

in
g,

 R
ea

r G
ua

rd
s

•E
rro

r C
om

pe
ns

at
io

n,
 R

es
po

ns
e 

an
d 

Re
co

ve
ry

: H
ar

dw
ar

e 
an

d 
So

ftw
ar

e
Re

du
nd

an
cy

, R
ol

lb
ac

k 
an

d 
Ro

ll-
Fo

rw
ar

d 
Re

co
ve

ry
•I

nt
ru

sio
n 

To
le

ra
nt

 A
rc

hi
te

ct
ur

es
: D

es
ig

n 
Di

ve
rs

ity
, R

an
do

m
ne

ss
,U

nc
er

ta
in

ty
,

Ag
ilit

y
•A

ss
es

sm
en

t &
 V

al
id

at
io

n:
 P

ee
r R

ev
ie

w 
Te

am
s,

 R
ed

 T
ea

m
, A

ss
ur

an
ce

Ca
se

(F
au

lt 
Tr

ee
, H

az
ar

d 
An

al
ys

is,
 F

or
m

al
 P

ro
of

s,
 A

na
lyt

ica
l M

od
el

s,
 E

m
pi

ric
al

Ev
id

en
ce

)

1/
99

1/
00

18
5

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

Fu
rth

er
 R

ea
di

ng
•

L.
 A

lv
is

i, 
D

. M
al

kh
i, 

E
. P

ie
rc

e,
 M

. K
. R

ei
te

r,
 a

nd
 R

. N
. W

rig
ht

, D
yn

am
ic

 B
yz

an
tin

e 
qu

or
um

 s
ys

te
m

s,
" 

in
 P

ro
c.

 In
t’l

 C
on

fe
re

nc
e 

on
 D

ep
en

da
bl

e 
S

ys
 a

nd
 N

et
w

or
ks

 (
F

T
C

S
-3

0/
D

C
C

A
-8

),
 p

p.
 2

83
-2

92
, 2

00
0.

•
Y

. A
m

ir
et

 a
l. 

S
ec

ur
e 

gr
ou

p 
co

m
m

un
ic

at
io

n 
in

 a
sy

nc
hr

on
ou

s 
ne

tw
or

ks
 w

ith
fa

ilu
re

s:
 In

te
gr

at
io

n 
an

d 
ex

pe
rim

en
ts

. I
n 

P
ro

c.
 T

he
 2

0t
h 

IE
E

E
 In

te
rn

at
io

na
l C

on
fe

re
nc

e 
on

 D
is

tr
ib

ut
ed

 C
om

pu
tin

g 
S

ys
te

m
s 

(I
C

D
C

S
 2

00
0)

, p
ag

es
 3

30
-3

43
, T

ai
pe

i, 
T

ai
w

an
, A

pr
il 

20
00

.
•

G
. A

te
ni

es
e,

 M
. S

te
in

er
, G

. T
su

di
k:

 A
ut

he
nt

ic
at

ed
 g

ro
up

 k
ey

 a
gr

ee
m

en
t a

nd
 fr

ie
nd

s.
 In

 P
ro

ce
ed

in
gs

 
of

 th
e 

5t
h 

A
C

M
 C

on
fe

re
nc

e 
on

 C
om

pu
te

r 
an

d 
C

om
m

un
ic

at
io

ns
 S

ec
ur

ity
 (

C
C

S
-9

8)
, p

ag
es

 1
7-

26
, 

N
ew

 Y
or

k,
 N

ov
em

be
r 

3-
5 

19
98

. A
C

M
 P

re
ss

.
•

G
iu

se
pp

e 
A

te
ni

es
e,

 M
ic

ha
el

 S
te

in
er

, a
nd

 G
en

e 
T

su
di

k.
  N

ew
 m

ul
ti-

pa
rt

y 
au

th
en

tic
at

io
n 

se
rv

ic
es

 a
nd

 
ke

y 
ag

re
em

en
t p

ro
to

co
ls

. I
E

E
E

 J
ou

rn
al

 o
f S

el
ec

te
d 

A
re

as
 o

n 
C

om
m

un
ic

at
io

ns
, 1

8,
 M

ar
ch

   
20

00
.

•
C

hr
is

tia
n 

C
ac

hi
n.

 D
is

tr
ib

ut
in

g 
T

ru
st

 o
n 

th
e 

In
te

rn
et

. I
n 

P
ro

cs
. o

f t
he

 In
t’l

 C
on

f. 
on

 D
ep

en
d.

 S
ys

te
m

s 
an

d 
N

et
w

or
ks

 (
D

S
N

-2
00

2)
, G

ot
te

bo
rg

, S
w

ed
en

, 2
00

1.
•

C
. C

ac
hi

n,
 K

. K
ur

sa
w

e
an

d 
V

. S
ho

up
, “

R
an

do
m

 o
ra

cl
es

 in
 C

on
st

an
tin

op
le

: P
ra

ct
ic

al
 a

sy
nc

hr
on

ou
s 

B
yz

an
tin

e 
ag

re
em

en
t u

si
ng

 c
ry

pt
og

ra
ph

y”
, i

n 
P

ro
c.

 1
9t

h 
A

C
M

 S
ym

po
si

um
 o

n 
P

rin
ci

pl
es

 o
f 

D
is

tr
ib

ut
ed

 C
om

pu
tin

g 
(P

O
D

C
),

 p
p.

12
3-

32
, 2

00
0b

.
•

C
. C

ac
hi

n
an

d 
J.

 A
. P

or
itz

, H
yd

ra
:S

ec
ur

e 
re

pl
ic

at
io

n 
on

 th
e 

In
te

rn
et

,"
 In

 P
ro

cs
.o

f t
he

 In
t’l

 C
on

f. 
on

 
D

ep
en

da
bl

e 
S

ys
te

m
s 

an
d 

N
et

w
or

ks
 (

D
S

N
-2

00
2)

, W
as

hi
gt

on
, U

S
A

, 2
00

2.
•

M
. C

as
tr

o 
an

d 
B

. L
is

ko
v,

 P
ra

ct
ic

al
 B

yz
an

tin
e 

fa
ul

t t
ol

er
an

ce
,"

 in
 P

ro
c.

 T
hi

rd
 S

ym
p.

 O
pe

ra
tin

g 
S

ys
te

m
s 

D
es

ig
n 

an
d 

Im
pl

em
en

ta
tio

n 
(O

S
D

I)
, 1

99
9.

•
T

. D
. C

ha
nd

ra
 a

nd
 S

. T
ou

eg
, U

nr
el

ia
bl

e 
fa

ilu
re

 d
et

ec
to

rs
 fo

r 
re

lia
bl

e 
di

st
rib

ut
ed

 s
ys

te
m

s,
" 

Jo
ur

na
l o

f 
th

e 
A

C
M

, v
ol

. 4
3,

 n
o.

 2
, p

p.
 2

25
-2

67
, 1

99
6.

•
N

ic
k 

C
oo

k,
 S

an
to

sh
S

hr
iv

as
ta

va
, S

tu
ar

t W
he

at
er

. D
is

tr
ib

ut
ed

 O
bj

ec
t M

id
dl

ew
ar

e 
to

 S
up

po
rt

 
D

ep
en

da
bl

e 
In

fo
rm

at
io

n 
S

ha
rin

g 
be

tw
ee

n 
O

rg
an

is
at

io
ns

. I
n 

P
ro

cs
. o

f t
he

 In
t’l

 C
on

f. 
on

 D
ep

en
da

bl
e 

S
ys

te
m

s 
an

d 
N

et
w

or
ks

 (
D

S
N

-2
00

2)
, W

as
hi

gt
on

, U
S

A
, 2

00
2.

18
6

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

Fu
rth

er
 R

ea
di

ng
•

M
ig

ue
l C

or
re

ia
, N

un
o 

F
er

re
ira

 N
ev

es
, P

au
lo

 V
er

ís
si

m
o,

 L
au

 C
he

uk
 L

un
g,

 L
ow

 C
om

pl
ex

ity
 

B
yz

an
tin

e-
R

es
ili

en
t C

on
se

ns
us

, D
is

tr
ib

ut
ed

 C
om

pu
tin

g,
 v

ol
. 1

7,
 n

. 3
, p

p.
 2

37
--

24
9,

 M
ar

ch
 2

00
5.

 
•

M
. C

or
re

ia
, L

au
 C

he
uk

 L
un

g,
 N

un
o 

F
er

re
ira

 N
ev

es
, a

nd
 P

. V
er

ís
si

m
o.

 E
ffi

ci
en

t B
yz

an
tin

e-
R

es
ili

en
t 

R
el

ia
bl

e 
M

ul
tic

as
t o

n 
a 

H
yb

rid
 F

ai
lu

re
 M

od
el

. I
n 

P
ro

c.
 o

f S
ym

p.
 o

f R
el

ia
bl

e 
D

is
tr

ib
ut

ed
 S

ys
te

m
s,

 
O

ct
ob

er
 2

00
2,

 J
ap

an
.

•
M

ig
ue

l C
or

re
ia

, P
au

lo
 V

er
ís

si
m

o,
 a

nd
 N

un
o~

F
er

re
ira

 N
ev

es
. T

he
 a

rc
hi

te
ct

ur
e 

of
 a

 s
ec

ur
e 

gr
ou

p 
co

m
m

un
ic

at
io

n 
sy

st
em

 b
as

ed
 o

n 
  i

nt
ru

si
on

 to
le

ra
nc

e.
  I

n 
In

te
rn

at
io

na
l W

or
ks

ho
p 

on
 A

pp
lie

d 
R

el
ia

bl
e 

G
ro

up
 C

om
m

un
ic

at
io

n,
 P

ho
en

ix
, A

riz
on

a,
 U

S
A

, A
pr

il 
20

01
.

•
M

. C
or

re
ia

, P
. V

er
ís

si
m

o,
 a

nd
 N

. F
. N

ev
es

. T
he

 d
es

ig
n 

of
 a

 C
O

T
S

 r
ea

l-t
im

e 
di

st
rib

ut
ed

 s
ec

ur
ity

 
ke

rn
el

. I
n 

pr
oc

ee
di

ng
s 

of
 th

e 
E

D
C

C
-4

, F
ou

rt
h 

E
ur

op
ea

n 
D

ep
en

da
bl

e 
C

om
pu

tin
g 

C
on

fe
re

nc
e,

 
T

ou
lo

us
e,

 F
ra

nc
e 

-
O

ct
ob

er
 2

3-
25

, 2
00

2.
•

H
. D

eb
ar

, M
. D

ac
ie

r,
 A

. W
es

pi
: T

ow
ar

ds
 a

 ta
xo

no
m

y 
of

 in
tr

us
io

n 
de

te
ct

io
n 

sy
st

em
s.

 C
om

pu
te

r 
N

et
w

or
ks

, 3
1:

80
5-

82
2,

 1
99

9.
•

Y
. D

es
m

ed
t: 

S
oc

ie
ty

 a
nd

 g
ro

up
 o

rie
nt

ed
 c

ry
pt

og
ra

ph
y:

 a
 n

ew
 c

on
ce

pt
; C

ry
pt

o
‘8

7,
 L

N
C

S
 2

93
, 

S
pr

in
ge

r-
V

er
la

g,
 B

er
lin

 1
98

8,
 1

20
-1

27
.

•
Y

. D
es

m
ed

t, 
T

hr
es

ho
ld

 c
ry

pt
og

ra
ph

y,
" 

E
ur

op
ea

n 
T

ra
ns

ac
tio

ns
 o

n 
T

el
ec

om
m

un
ic

at
io

ns
, v

ol
. 5

, n
o.

 4
, 

pp
. 4

49
-4

57
, 1

99
4.

•
Y

. D
es

w
ar

te
, N

. A
bg

ho
ur

, V
. N

ic
om

et
te

an
d 

D
. P

ow
el

l, 
“A

n 
in

te
rn

et
 a

ut
ho

riz
at

io
n 

sc
he

m
e 

us
in

g 
sm

ar
t c

ar
d-

ba
se

d 
se

cu
rit

y 
ke

rn
el

s”
, i

n 
In

t’l
 C

on
f. 

on
 R

es
ea

rc
h 

in
 S

m
ar

t C
ar

ds
 (

E
-s

m
ar

t 2
00

1)
, 

(C
an

ne
s,

 F
ra

nc
e)

, L
ec

tu
re

 N
ot

es
 in

 C
om

pu
te

r 
S

ci
en

ce
, p

p.
71

-8
2,

 S
pr

in
ge

r-
V

er
la

g,
 2

00
1.

•
Y

. D
es

w
ar

te
, L

. B
la

in
, J

.-
C

. F
ab

re
: I

nt
ru

si
on

 to
le

ra
nc

e 
in

 d
is

tr
ib

ut
ed

 s
ys

te
m

s.
 In

 P
ro

c.
 S

ym
p.

 o
n 

R
es

ea
rc

h 
in

 S
ec

ur
ity

 a
nd

 P
riv

ac
y,

 p
ag

es
 1

10
-1

21
, O

ak
la

nd
, C

A
, U

S
A

, 1
99

1.
 IE

E
E

 C
om

pS
oc

P
re

ss
.

•
D

ur
w

ar
d

M
cD

on
el

l, 
B

ria
n 

N
ie

bu
hr

, B
ria

n 
M

at
t, 

D
av

id
 L

. S
am

es
, G

re
gg

 T
al

ly
, S

zu
-C

hi
en

W
an

g,
 B

re
nt

 
W

hi
tm

or
e.

 D
ev

el
op

in
g 

a 
H

et
er

og
en

eo
us

 In
tr

us
io

n 
T

ol
er

an
t C

O
R

B
A

 S
ys

te
m

. I
n 

P
ro

cs
. o

f t
he

 In
t’l

 
C

on
f. 

on
 D

ep
en

da
bl

e 
S

ys
te

m
s 

an
d 

N
et

w
or

ks
 (

D
S

N
-2

00
2)

,W
as

hi
gt

on
, U

S
A

, 2
00

2.

18
7

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

Fu
rth

er
 R

ea
di

ng
•

B
ru

no
 D

ut
er

tr
e,

 H
as

se
n

S
aï

di
an

d 
V

ic
to

ria
 S

ta
vr

id
ou

. I
nt

ru
si

on
-T

ol
er

an
t G

ro
up

 M
an

ag
em

en
t i

n 
E

nc
la

ve
s.

 In
 P

ro
cs

. o
f t

he
 In

t’l
 C

on
f. 

on
 D

ep
en

da
bl

e 
S

ys
te

m
s 

an
d 

N
et

w
or

ks
 (

D
S

N
-2

00
1)

, G
ot

te
bo

rg
, 

S
w

ed
en

, 2
00

1.
•

J.
 F

ra
ga

an
d 

D
. P

ow
el

l, 
“A

 F
au

lt 
an

d 
In

tr
us

io
n-

T
ol

er
an

t F
ile

 S
ys

te
m

”,
 in

 IF
IP

 3
rd

 In
t. 

C
on

f. 
on

 
C

om
pu

te
r 

S
ec

ur
ity

, (
J.

 B
. G

rim
so

n
an

d 
H

.-
J.

 K
ug

le
r,

 E
ds

.)
, (

D
ub

lin
, I

re
la

nd
),

 C
om

pu
te

r 
S

ec
ur

ity
, 

pp
.2

03
-1

8,
 E

ls
ev

ie
r 

S
ci

en
ce

 P
ub

lis
he

rs
 B

.V
. (

N
or

th
-H

ol
la

nd
),

 1
98

5.
•

R
. G

ue
rr

ao
ui

, M
. H

ur
n,

 A
. M

os
te

fa
ou

i, 
R

. O
liv

ei
ra

, M
. R

ay
na

l, 
an

d 
A

. S
ch

ip
er

, C
on

se
ns

us
 in

 
as

yn
ch

ro
no

us
 d

is
tr

ib
ut

ed
 s

ys
te

m
s:

 A
 c

on
ci

se
 g

ui
de

d 
to

ur
,"

 in
 A

dv
an

ce
s 

in
 D

is
tr

ib
ut

ed
S

ys
te

m
s 

(S
. 

K
ra

ko
w

ia
k

an
d 

S
. S

hr
iv

as
ta

va
, e

ds
.)

, v
ol

. 1
75

2 
of

 L
N

C
S

, p
p.

 3
3-

47
, S

pr
in

ge
r,

 2
00

0.
•

V
. H

ad
zi

la
co

s
an

d 
S

. T
ou

eg
, F

au
lt-

to
le

ra
nt

 b
ro

ad
ca

st
s 

an
d 

re
la

te
d 

pr
ob

le
m

s,
" 

in
 D

is
tr

ib
ut

ed
 S

ys
te

m
s 

(S
. J

. M
ul

le
nd

er
, e

d.
),

 N
ew

 Y
or

k:
 A

C
M

 P
re

ss
 &

 A
dd

is
on

-W
es

le
y,

 1
99

3.
 A

n 
ex

pa
nd

ed
 v

er
si

on
 a

s 
T

ec
hn

ic
al

 R
ep

or
t T

R
94

-1
42

5,
 D

ep
ar

tm
en

t o
f C

om
pu

te
r 

S
ci

en
ce

, C
or

ne
ll 

U
ni

ve
rs

ity
, I

th
ac

a
N

Y
, 1

99
4.

•
H

ar
iG

ov
in

d
V

 R
am

as
am

y,
 P

ra
sh

an
tP

an
de

y,
 J

am
es

Ly
on

s,
 M

ic
he

l C
uk

ie
r,

 W
ill

ia
m

 H
. S

an
de

rs
. 

Q
ua

nt
ify

in
g 

th
e 

C
os

t o
f P

ro
vi

di
ng

 In
tr

us
io

n 
T

ol
er

an
ce

 in
 G

ro
up

 C
om

m
un

ic
at

io
n 

S
ys

te
m

s,
 In

 P
ro

cs
. o

f 
th

e 
In

t’l
 C

on
f. 

on
 D

ep
en

da
bl

e 
S

ys
te

m
s 

an
d 

N
et

w
or

ks
 (

D
S

N
-2

00
2)

, W
as

hi
gt

on
, U

S
A

, 2
00

2.
•

M
at

ti
A

. H
ilt

un
en

, R
ic

ha
rd

 D
. S

ch
lic

ht
in

g
an

d 
C

ar
lo

s 
A

. U
ga

rt
e.

 E
nh

an
ci

ng
 S

ur
vi

va
bi

lit
y 

of
 S

ec
ur

ity
 

S
er

vi
ce

s 
U

si
ng

 R
ed

un
da

nc
y.

 In
 P

ro
cs

. o
f t

he
 In

t’l
 C

on
f. 

on
 D

ep
en

da
bl

e 
S

ys
te

m
s 

an
d 

N
et

w
or

ks
 

(D
S

N
-2

00
2)

, G
ot

te
bo

rg
, S

w
ed

en
, 2

00
1.

•
K

. P
. K

ih
ls

tr
om

, L
. E

. M
os

er
, a

nd
 P

. M
. M

el
lia

r-
S

m
ith

, T
he

 S
ec

ur
eR

in
g

pr
ot

oc
ol

sf
or

se
cu

rin
g 

gr
ou

p 
co

m
m

un
ic

at
io

n,
" 

in
 P

ro
c.

 3
1s

t H
aw

ai
i I

nt
’l 

C
on

f. 
on

 S
ys

te
m

 S
ci

en
ce

s,
 p

p.
 3

17
-3

26
, I

E
E

E
, J

an
. 1

99
8.

•
J.

 H
. L

al
a,

 “
A

 B
yz

an
tin

e 
R

es
ili

en
t F

au
lt-

T
ol

er
an

t C
om

pu
te

r 
fo

r 
N

uc
le

ar
 P

ow
er

 P
la

nt
 A

pp
lic

at
io

ns
”,

 in
 

16
th

 IE
E

E
 In

t. 
S

ym
p.

 o
n 

F
au

lt 
T

ol
er

an
t C

om
pu

tin
g 

(F
T

C
S

-1
6)

, (
V

ie
nn

a,
 A

us
tr

ia
),

 p
p.

33
8-

43
, I

E
E

E
 

C
om

pu
te

r 
S

oc
ie

ty
 P

re
ss

, 1
98

6.

18
8

179



In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

Fu
rth

er
 R

ea
di

ng
•

B
. M

ad
an

, K
. G

os
ev

a-
P

op
st

oj
an

ov
a,

 K
. V

ai
dy

an
at

ha
n,

 K
. T

riv
ed

i. 
M

od
el

in
g 

an
d 

Q
ua

nt
ifi

ca
tio

n 
of

 
S

ec
ur

ity
 A

ttr
ib

ut
es

 o
f S

of
tw

ar
e 

S
ys

te
m

s.
 In

 P
ro

cs
. o

f t
he

 In
t’l

 C
on

f. 
on

 D
ep

. S
ys

t. 
an

d 
N

et
w

or
ks

 
(D

S
N

-2
00

2)
, W

as
hi

gt
on

, U
S

A
, 2

00
2.

•
D

. M
al

kh
ia

nd
 M

. K
. R

ei
te

r,
 A

n 
ar

ch
ite

ct
ur

e 
fo

r 
su

rv
iv

ab
le

 c
oo

rd
in

at
io

n 
in

 la
rg

e 
di

st
rib

ut
ed

 s
ys

te
m

s,
" 

IE
E

E
 T

ra
ns

ac
tio

ns
 o

n 
K

no
w

le
dg

e 
an

d 
D

at
a 

E
ng

in
ee

rin
g,

 v
ol

. 1
2,

 n
o.

 2
, p

p.
 1

87
-2

02
, 2

00
0.

•
Je

an
-P

hi
lip

pe
 M

ar
tin

, L
or

en
zo

 A
lv

is
i, 

M
ic

ha
el

 D
ah

lin
. S

m
al

l B
yz

an
tin

e 
Q

uo
ru

m
s.

 In
 P

ro
cs

. o
f t

he
 In

t’l
 

C
on

f. 
on

 D
ep

en
da

bl
e 

S
ys

te
m

s 
an

d 
N

et
w

or
ks

 (
D

S
N

-2
00

2)
,W

as
hi

gt
on

, U
S

A
, 2

00
2.

•
R

oy
 A

. M
ax

io
n

an
d 

T
ah

lia
N

. T
ow

ns
en

, M
as

qu
er

ad
e 

D
et

ec
tio

n 
U

si
ng

 T
ru

nc
at

ed
 C

om
m

an
d 

Li
ne

s.
 In

 
P

ro
cs

. o
f t

he
 In

t’l
 C

on
f. 

on
 D

ep
. S

ys
t. 

an
d 

N
et

w
or

ks
 (

D
S

N
-2

00
2)

, W
as

hi
gt

on
, U

S
A

, 2
00

2.
•

F
. M

ey
er

 a
nd

 D
. P

ra
dh

an
, “

C
on

se
ns

us
 w

ith
 D

ua
l F

ai
lu

re
 M

od
es

,”
 p

re
se

nt
ed

 a
t T

he
 1

7t
h 

In
te

rn
at

io
na

l 
S

ym
po

si
um

 o
n 

F
au

lt-
T

ol
er

an
t C

om
pu

tin
g 

S
ys

te
m

s,
 P

itt
sb

ur
gh

, P
A

, 1
98

7,
 p

p.
 2

14
--

22
.

•
L.

 E
. M

os
er

, P
. M

. M
el

lia
r-

S
m

ith
, a

nd
 N

. N
ar

as
im

ha
n.

 T
he

 S
ec

ur
eG

ro
up

co
m

m
un

ic
at

io
n 

sy
st

em
. I

n 
P

ro
ce

ed
in

gs
 o

f t
he

 IE
E

E
 In

fo
rm

at
io

n 
S

ur
vi

va
bi

lit
y 

C
on

fe
re

nc
e,

 p
ag

es
 5

07
–5

16
, J

an
ua

ry
 2

00
0.

•
P

et
er

 G
. N

eu
m

an
n,

 “
P

ra
ct

ic
al

 A
rc

hi
te

ct
ur

es
 fo

r 
S

ur
vi

va
bl

e 
S

ys
te

m
s 

an
d 

N
et

w
or

ks
,”

 C
om

pu
te

r 
S

ci
en

ce
 L

ab
or

at
or

y,
 S

R
I I

nt
er

na
tio

na
l, 

M
en

lo
 P

ar
k,

 C
A

, T
ec

hn
ic

al
R

ep
or

t
ht

tp
://

w
w

w
.c

sl
.s

ri.
co

m
/~

ne
um

an
n/

pr
iv

at
e/

ar
ld

ra
ft.

{p
df

|p
s}

, O
ct

ob
er

 1
99

8.
•

N
un

o 
F

er
re

ira
 N

ev
es

, M
ig

ue
l C

or
re

ia
, P

au
lo

 V
er

ís
si

m
o,

 S
ol

vi
ng

 V
ec

to
r 

C
on

se
ns

us
 w

ith
 a

 W
or

m
ho

le
IE

E
E

 T
ra

ns
ac

tio
ns

 o
n 

P
ar

al
le

l a
nd

 D
is

tr
ib

ut
ed

 S
ys

te
m

s,
 v

ol
. 1

6,
 n

o.
 1

2,
 p

p.
 1

12
0-

11
31

, D
ec

. 2
00

5.
•

B
irg

it
P

fit
zm

an
n

an
d 

M
ic

ha
el

 W
ai

dn
er

.  
C

om
po

si
tio

n 
an

d 
in

te
gr

ity
 p

re
se

rv
at

io
n 

of
 s

ec
ur

e 
re

ac
tiv

e 
sy

st
em

s.
  7

th
 A

C
M

 C
on

fe
re

nc
e 

on
 C

om
pu

te
r 

an
d 

C
om

m
un

ic
at

io
ns

 S
ec

ur
ity

, A
th

en
s,

 N
ov

em
be

r 
20

00
, A

C
M

 P
re

ss
, N

ew
 Y

or
k 

20
00

, 2
45

-2
54

.
•

P
. P

or
ra

s,
 D

. S
ch

na
ck

en
be

rg
, S

. S
ta

ni
fo

rd
-C

he
n 

an
d 

M
. S

til
lm

an
, “

T
he

 C
om

m
on

 In
tr

us
io

n 
D

et
ec

tio
n 

F
ra

m
ew

or
k 

A
rc

hi
te

ct
ur

e”
, C

ID
F

 w
or

ki
ng

 g
ro

up
, h

ttp
://

w
w

w
.g

id
os

.o
rg

/d
ra

fts
/a

rc
hi

te
ct

ur
e.

tx
t,

(a
cc

es
se

d:
 5

 S
ep

te
m

be
r,

 2
00

1)
.

•
D

. P
ow

el
l, 

G
. B

on
n,

 D
. S

ea
to

n,
 P

. V
er

ís
si

m
o 

an
d 

F
. W

ae
se

ly
nc

k,
 “

T
he

 D
el

ta
-4

 A
pp

ro
ac

h 
to

 
D

ep
en

da
bi

lit
y 

in
 O

pe
n 

D
is

tr
ib

ut
ed

 C
om

pu
tin

g 
S

ys
te

m
s”

, i
n 

18
th

 IE
E

E
 In

t. 
S

ym
p.

 o
n 

F
au

lt-
T

ol
er

an
t

C
om

pu
tin

g 
S

ys
te

m
s 

(F
T

C
S

-1
8)

, (
T

ok
yo

, J
ap

an
),

 p
p.

24
6-

51
, I

E
E

E
 C

om
pu

te
r 

S
oc

ie
ty

 P
re

ss
, 1

98
8.

18
9

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

Fu
rth

er
 R

ea
di

ng
•

M
. K

. R
ei

te
r:

 D
is

tr
ib

ut
in

g 
tr

us
t w

ith
 th

e 
R

am
pa

rt
 to

ol
ki

t; 
C

om
m

un
ic

at
io

ns
 o

f t
he

 A
C

M
, 3

9/
4 

(1
99

6)
.

•
F

. B
. S

ch
ne

id
er

, “
Im

pl
em

en
tin

g 
fa

ul
t-

to
le

ra
nt

 s
er

vi
ce

s 
us

in
g 

th
e 

st
at

e 
m

ac
hi

ne
 a

pp
ro

ac
h:

 a
 tu

to
ria

l”,
A

C
M

 C
om

pu
tin

g 
S

ur
ve

ys
, 2

2 
(4

),
 p

p.
29

9-
31

9,
 1

99
0.

•
P

au
lo

 S
ou

sa
, N

un
o 

F
er

re
ira

 N
ev

es
, P

au
lo

 V
er

ís
si

m
o,

H
ow

 R
es

ili
en

t a
re

 D
is

tr
ib

ut
ed

 f 
F

au
lt/

In
tr

us
io

n-
T

ol
er

an
t S

ys
te

m
s?

. I
n 

P
ro

ce
ed

in
gs

 o
f t

he
 2

00
5 

In
te

rn
at

io
na

l C
on

fe
re

nc
e 

on
 D

ep
en

da
bl

e 
S

ys
te

m
s 

an
d 

N
et

w
or

ks
 (

D
S

N
'0

5)
. Y

ok
oh

am
a,

 J
ap

an
, p

ag
es

 9
8-

10
7,

 J
un

e 
20

05
.

•
P

. V
er

is
si

m
o,

 A
. C

as
im

iro
an

d 
C

. F
et

ze
r,

 “
T

he
 T

im
el

y 
C

om
pu

tin
g 

B
as

e:
 T

im
el

y 
A

ct
io

ns
 in

 th
e 

P
re

se
nc

e 
of

 U
nc

er
ta

in
 T

im
el

in
es

s”
, i

n 
P

ro
c.

 o
f D

S
N

 2
00

0,
 th

e 
In

t. 
C

on
f. 

on
 D

ep
en

da
bl

e 
S

ys
te

m
s 

an
d 

N
et

w
or

ks
, p

p.
53

3-
52

, I
E

E
E

/IF
IP

, 2
00

0.
•

P
au

lo
 V

er
ís

si
m

o,
 N

un
o~

F
er

re
ira

 N
ev

es
, a

nd
 M

ig
ue

l C
or

re
ia

.  
T

he
 m

id
dl

ew
ar

e 
ar

ch
ite

ct
ur

e 
of

 
M

A
F

T
IA

: A
 b

lu
ep

rin
t. 

 In
 P

ro
ce

ed
in

gs
 o

f t
he

 IE
E

E
 T

hi
rd

 In
fo

rm
at

io
n 

S
ur

vi
va

bi
lit

y 
W

or
ks

ho
p 

(I
S

W
-

20
00

),
 B

os
to

n,
 M

as
sa

ch
us

et
ts

, U
S

A
, O

ct
ob

er
 2

00
0.

•
P

au
lo

 V
er

ís
si

m
o,

 T
ra

ve
lli

ng
 th

ro
ug

h 
W

or
m

ho
le

s:
 a

 n
ew

 lo
ok

 a
t D

is
tr

ib
ut

ed
 S

ys
te

m
s 

M
od

el
s,

S
IG

A
C

T
N

: S
IG

A
C

T
 N

ew
s 

(A
C

M
 S

pe
ci

al
 In

te
re

st
 G

ro
up

 o
n 

A
ut

om
at

a 
an

d
C

om
pu

ta
bi

lit
y 

T
he

or
y)

, 
vo

l. 
37

, n
o.

 1
, (

W
ho

le
 N

um
be

r 
13

8)
, 2

00
6.

•
P

au
lo

 V
er

ís
si

m
o,

 U
nc

er
ta

in
ty

 a
nd

 P
re

di
ct

ab
ili

ty
: C

an
 th

ey
 b

e 
re

co
nc

ile
d?

, F
ut

ur
e 

D
ire

ct
io

ns
 in

 
D

is
tr

ib
ut

ed
 C

om
pu

tin
g,

 p
p.

 1
08

-1
13

, S
pr

in
ge

r 
V

er
la

g 
LN

C
S

 2
58

4,
 M

ay
, 2

00
3

•
C

he
nx

iW
an

g,
 J

ac
k 

D
av

id
so

n,
 J

on
at

ha
n 

H
ill

 a
nd

 J
oh

n 
K

ni
gh

t. 
P

ro
te

ct
io

n 
of

 S
of

tw
ar

e-
B

as
ed

 
S

ur
vi

va
bi

lit
y 

M
ec

ha
ni

sm
s.

 In
 P

ro
cs

. o
f t

he
 In

t’l
 C

on
f. 

on
 D

ep
en

da
bl

e 
S

ys
te

m
s 

an
d 

N
et

w
or

ks
 (

D
S

N
-

20
02

),
 G

ot
te

bo
rg

, S
w

ed
en

, 2
00

1.
•

J.
~X

u,
 A

.~
R

om
an

ov
sk

y,
 a

nd
 B

.~
R

an
de

ll.
 C

on
cu

rr
en

t e
xc

ep
tio

n 
ha

nd
lin

g 
an

d 
re

so
lu

tio
n 

in
 d

is
tr

ib
ut

ed
 

ob
je

ct
 s

ys
te

m
s.

  I
E

E
E

 T
ra

ns
. o

n 
P

ar
al

le
l a

nd
 D

is
tr

ib
ut

ed
 S

ys
te

m
s,

 1
0(

11
):

10
19

--
10

32
, 2

00
0.

•
L.

 Z
ho

u,
 F

. B
. S

ch
ne

id
er

, a
nd

 R
. v

an
 R

en
es

se
, C

O
C

A
: A

 s
ec

ur
e 

di
st

rib
ut

ed
 o

nl
in

e 
ce

rt
ifi

ca
tio

n 
au

th
or

ity
,T

ec
h.

 R
ep

. 2
00

0-
18

28
, C

S
 D

pt
, C

or
ne

ll 
U

ni
ve

rs
ity

, D
ec

. 2
00

0.
 A

ls
o 

A
C

M
 T

O
C

S
 to

 a
pp

ea
r.

19
0

In
tru

si
on

 T
ol

er
an

ce

©
20

02
-0

6
Pa

ul
o 

Ve
rís

si
m

o 
-A

ll 
rig

ht
s 

re
se

rv
ed

, n
o 

un
au

th
or

iz
ed

 re
pr

od
uc

tio
n 

in
 a

ny
 fo

rm

W
he

re
 to

 fi
nd

 u
s

••
N

av
ig

at
or

s 
G

ro
up

N
av

ig
at

or
s 

G
ro

up
ht

tp
://

w
w

w
.n

av
ig

at
or

s.
di

.fc
.u

l.p
t

•
In

tru
si

on
 T

ol
er

an
ce

 re
la

te
d 

re
se

ar
ch

 in
 th

e 
si

te
:

•
Lo

ok
-u

p 
ou

r r
es

ea
rc

h 
in

 th
e 

Fa
ul

t a
nd

 In
tru

si
on

 T
ol

er
an

ce
 in

 O
pe

n 
D

is
tri

bu
te

d 
Sy

st
em

s
re

se
ar

ch
 li

ne

•
Fe

el
 fr

ee
 to

 e
m

ai
l:

•
Pa

ul
o:

pj
v@

di
.fc

.u
l.p

t

19
1

180



In
tr

u
si

o
n
-T

o
le

r
a
n
t

A
r
c
h
it

e
c
tu

r
e
s:

C
o
n
c
e
p
ts

a
n
d

D
e
si

g
n

⋆

P
au

lo
E

st
ev

es
V

eŕ
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s
on

b
ot

h
si

d
es

o
f

th
e

A
tl

a
n
ti

c,
th

e
O

A
S
IS

a
n
d

th
e

M
A

F
T

IA
p
ro

je
ct

s,
d
o
in

g
st

ru
ct

u
re

d
w

o
rk

o
n

co
n
ce

p
ts

,
m

ec
h
a
n
is

m
s

a
n
d

a
rc

h
it

ec
tu

re
s.

O
n
e

m
a
in

re
a
so

n
is

co
n
ce

rn
ed

w
it

h
th

e
fa

ct
th

a
t

d
is

tr
ib

u
te

d
sy

st
em

s
p
re

se
n
t

fu
n
d
a
m

en
ta

l
p
ro

b
le

m
s

in
th

e
p
re

se
n
ce

o
f
m

a
li
ci

o
u
s

fa
u
lt

s.
O

n
th

e
o
th

er
h
a
n
d
,
cl

a
ss

ic
a
l
fa

u
lt

to
le

ra
n
ce

fo
ll
ow

s
a

fr
a
m

ew
o
rk

th
a
t

is
n
o
t

co
m

p
le

te
ly

fi
t

to
th

e
u
n
iv

er
se

o
f

in
te

n
ti

o
n
a
l

an
d
/o

r
m

a
li
ci

o
u
s

fa
u
lt

s.
T

h
es

e
is

su
es

w
il
l
b
e

d
is

cu
ss

ed
b
el

ow
.

T
h
e

p
u
rp

o
se

o
f

th
is

p
a
p
er

is
to

m
a
k
e

a
n

a
tt

em
p
t

to
sy

st
em

a
ti

ze
th

es
e

n
ew

co
n
ce

p
ts

an
d

d
es

ig
n

p
ri

n
ci

p
le

s.
T

h
e

p
a
p
er

d
es

cr
ib

es
th

e
fu

n
d
a
m

en
ta

l
co

n
ce

p
ts

b
eh

in
d

in
tr

u
si

o
n

to
le

ra
n
ce

(I
T

),
tr

a
ci

n
g

th
ei

r
co

n
n
ec

ti
o
n

w
it

h
cl

a
ss

ic
a
l
fa

u
lt

to
l-

er
an

ce
an

d
se

cu
ri

ty
,

a
n
d

id
en

ti
fy

in
g

th
e

m
a
in

d
el

ic
a
te

is
su

es
em

er
g
in

g
in

th
e

ev
ol

u
ti

on
to

w
a
rd

s
IT

.
W

e
d
is

cu
ss

th
e

m
a
in

st
ra

te
g
ie

s
a
n
d

m
ec

h
a
n
is

m
s

fo
r

a
rc

h
i-

te
ct

in
g

IT
sy

st
em

s,
a
n
d

re
p
o
rt

o
n

re
ce

n
t

a
d
va

n
ce

s
o
n

d
is

tr
ib

u
te

d
IT

sy
st

em
a
r-

ch
it

ec
tu

re
s.

F
o
r
th

e
sa

k
e

o
f
cl

a
ri

fy
in

g
o
u
r
p
o
si

ti
o
n
,
w

e
a
ss

u
m

e
a
n

‘a
rc

h
it

ec
tu

re
’
to

b
e

m
at

er
ia

li
ze

d
b
y

a
g
iv

en
co

m
p
o
si

ti
o
n

o
f
co

m
p
o
n
en

ts
.
C

o
m

p
o
n
en

ts
h
av

e
g
iv

en
fu

n
ct

io
n
al

a
n
d

n
o
n
-f
u
n
ct

io
n
a
l
p
ro

p
er

ti
es

,
a
n
d

a
n

in
te

rf
a
ce

w
h
er

e
th

es
e

p
ro

p
er

ti
es

m
an

if
es

t
th

em
se

lv
es

.
C

o
m

p
o
n
en

ts
a
re

p
la

ce
d

in
a

g
iv

en
to

p
o
lo

g
y

o
f

th
e

a
rc

h
i-

1
E

x
a
m

p
le

p
o
in

te
rs

to
re

le
va

n
t
IT

re
se

a
rc

h
:
M

A
F
T

IA
:
h
tt

p
:/

/
w

w
w

.m
a
ft

ia
.o

rg
.
O

A
S
IS

:
h
tt

p
:/

/
w

w
w

.t
o
le

ra
n
ts

y
st

em
s.

o
rg

.
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te
ct

u
re

,
an

d
in

te
ra

ct
th

ro
u
gh

al
go

ri
th

m
s

(i
n

a
ge

n
er

ic
se

n
se

),
su

ch
th

at
gl

ob
al

sy
st

em
p
ro

p
er

ti
es

em
er

ge
fr

om
th

es
e

in
te

ra
ct

io
n
s.

2
T

h
e

c
a
se

fo
r

In
tr

u
si

o
n

T
o
le

r
a
n
c
e

D
ep

en
d
ab

il
it
y

h
as

b
ee

n
d
efi

n
ed

as
th

at
p
ro

p
er

ty
of

a
co

m
p
u
te

r
sy

st
em

su
ch

th
at

re
li
an

ce
ca

n
ju

st
ifi

ab
ly

b
e

p
la

ce
d

on
th

e
se

rv
ic

e
it

d
el

iv
er

s.
T

h
e

se
rv

ic
e

d
el

iv
er

ed
b
y

a
sy

st
em

is
it

s
b
eh

av
io

u
r

as
it

is
p
er

ce
p
ti

b
le

b
y

it
s

u
se

r(
s)

;
a

u
se

r
is

an
ot

h
er

sy
st

em
(h

u
m

an
or

p
h
y
si

ca
l)

w
h
ic

h
in

te
ra

ct
s

w
it

h
th

e
fo

rm
er

[5
].

D
ep

en
d
ab

il
it
y

is
a

b
o
d
y

of
re

se
ar

ch
th

at
h
os

ts
a

se
t

of
p
ar

ad
ig

m
s,

am
on

gs
t

w
h
ic

h
fa

u
lt

to
le

ra
n
ce

,
an

d
it

gr
ew

u
n
d
er

th
e

m
en

ta
l

fr
am

ew
or

k
of

ac
ci

d
en

ta
l

fa
u
lt

s,
w

it
h

fe
w

ex
ce

p
ti

on
s

[1
9,

17
],

b
u
t

w
e

w
il
l
sh

ow
th

at
th

e
es

se
n
ti

al
co

n
ce

p
ts

ca
n

b
e

ap
p
li
ed

to
m

al
ic

io
u
s

fa
u
lt

s
in

a
co

h
er

en
t

m
an

n
er

.

2
.1

A
b
r
ie

f
lo

o
k

a
t

c
la

s
s
ic

a
l
fa

u
lt

to
le

r
a
n
c
e

a
n
d

s
e
c
u
r
it
y

P
ar

ap
h
ra

si
n
g

G
ra

y
[3

9]
,
“
W

h
y

d
o

co
m

p
u
te

rs
fa

il
a
n
d

w
h
a
t
ca

n
w
e

d
o

a
bo

u
t
it
?
”
,

an
d

n
ot

w
it

h
st

an
d
in

g
th

e
fa

ct
th

at
al

l
th

at
w

or
k
s

ca
n

fa
il
,
it

se
em

s
th

at
p
eo

p
le

te
n
d

to
ov

er
es

ti
m

at
e

th
e

q
u
al

it
y

of
th

e
co

m
p
u
ta

ti
on

al
sy

st
em

s
th

ey
re

ly
u
p
on

.
T

h
is

p
ro

b
le

m
d
o
es

n
ot

ge
t

b
et

te
r

w
it

h
d
is

tr
ib

u
ti

on
.
Q

u
ot

in
g

L
am

p
or

t,
“
A

d
is

-
tr

ib
u
te

d
sy

st
em

is
th

e
o
n
e

th
a
t
p
re

ve
n
ts

yo
u

fr
o
m

w
o
rk

in
g

be
ca

u
se

o
f
th

e
fa

il
u
re

o
f
a

m
a
ch

in
e

th
a
t
yo

u
h
a
d

n
ev

er
h
ea

rd
o
f”

.
M

ac
h
in

es
sh

ou
ld

fa
il

in
d
ep

en
d
en

tl
y,

fo
r

a
st

ar
t,

an
d

th
u
s

re
li
ab

il
it
y

(<
1)

of
a

sy
st

em
b
ei

n
g

th
e

p
ro

d
u
ct

of
th

e
in

-
d
iv

id
u
al

co
m

p
on

en
t

re
li
ab

il
it

ie
s,

th
e

ch
an

ce
s

th
at

so
m

e
co

m
p
on

en
t

is
fa

il
ed

in
a

d
is

tr
ib

u
te

d
sy

st
em

ar
e

gr
ea

te
r

th
an

in
a

m
on

ol
it

h
ic

on
e.

If
co

m
p
on

en
ts

in
fl
u
en

ce
ea

ch
ot

h
er

w
h
en

fa
il
in

g,
th

en
th

e
si

tu
at

io
n

ge
ts

w
or

se
.

M
al

ic
io

u
s

fa
il
u
re

s
m

ak
e

th
e

p
ro

b
le

m
of

re
li
ab

il
it
y

of
a

d
is

tr
ib

u
te

d
sy

st
em

h
ar

d
er

:
fa

il
u
re

s
ca

n
n
o

lo
n
ge

r
b
e

co
n
si

d
er

ed
in

d
ep

en
d
en

t,
as

w
it

h
ac

ci
d
en

ta
l

fa
u
lt

s,
si

n
ce

h
u
m

an
at

ta
ck

er
s

ar
e

li
k
el

y
to

p
ro

d
u
ce

“c
om

m
on

-m
o
d
e”

sy
m

p
to

m
s;

co
m

p
on

en
ts

m
ay

p
er

fo
rm

co
ll
u
si

on
th

ro
u
gh

d
is

tr
ib

u
te

d
p
ro

to
co

ls
;
fa

il
u
re

s
th

em
-

se
lv

es
b
ec

om
e

m
or

e
se

v
er

e,
si

n
ce

th
e

o
cc

u
rr

en
ce

of
in

co
n
si

st
en

t
ou

tp
u
ts

,
at

w
ro

n
g

ti
m

es
,
w

it
h

fo
rg

ed
id

en
ti

ty
or

co
n
te

n
t,

ca
n

n
o

lo
n
ge

r
b
e

co
n
si

d
er

ed
of

“l
ow

p
ro

b
-

ab
il
it
y
”;

fu
rt

h
er

m
or

e,
th

ey
m

ay
o
cc

u
r
at

sp
ec

ia
ll
y

in
co

n
ve

n
ie

n
t
in

st
an

ts
or

p
la

ce
s

of
th

e
sy

st
em

,
d
ri

v
en

b
y

an
in

te
ll
ig

en
t

ad
v
er

sa
ry

’s
m

in
d
.

T
h
is

aff
ec

ts
lo

n
g-

b
el

ie
v
ed

d
og

m
as

in
cl

as
si

ca
l
fa

u
lt

to
le

ra
n
ce

:
th

at
fa

u
lt

ty
p
es

an
d

th
ei

r
d
is

tr
ib

u
ti

on
fo

ll
ow

st
at

is
ti

ca
ll
y

d
efi

n
ab

le
p
at

te
rn

s;
th

at
th

e
en

v
ir

on
-

m
en

t
p
ro

p
er

ti
es

ca
n

b
e

d
efi

n
ed

in
p
ro

b
ab

il
is

ti
ca

ll
y

m
ea

n
in

gf
u
l
te

rm
s.

In
es

se
n
ce

,
th

at
y
ou

ca
n

re
ly

on
:

p
re

-d
efi

n
ed

an
d

st
at

ic
fa

u
lt

m
o
d
el

s
an

d
en

v
ir

on
m

en
t

as
-

su
m

p
ti

on
s.

T
h
e

fi
rs

t
q
u
es

ti
on

th
at

co
m

es
to

m
in

d
w

h
en

ad
d
re

ss
in

g
fa

u
lt

to
le

ra
n
ce

(F
T

)
u
n
d
er

a
m

al
ic

io
u
s

p
er

sp
ec

ti
v
e,

is
th

u
s:

H
o
w

d
o

yo
u

m
od

el
th

e
m

in
d

o
f

a
n

a
t-

ta
ck

er
?

L
et

u
s

n
ow

lo
ok

at
th

e
p
ro

b
le

m
u
n
d
er

a
cl

as
si

ca
l
se

cu
ri

ty
p
er

sp
ec

ti
v
e.

T
y
p
-

ic
al

se
cu

ri
ty

p
ro

p
er

ti
es

ar
e:

co
n
fi
d
en

ti
al

it
y,

or
th

e
m

ea
su

re
in

w
h
ic

h
a

se
rv

ic
e

or
p
ie

ce
of

in
fo

rm
at

io
n

is
p
ro

te
ct

ed
fr

om
u
n
au

th
or

iz
ed

d
is

cl
os

u
re

;
au

th
en

ti
ci

ty
,

3

or
th

e
m

ea
su

re
in

w
h
ic

h
a

se
rv

ic
e

o
r

p
ie

ce
o
f

in
fo

rm
a
ti

o
n

is
g
en

u
in

e,
a
n
d

th
u
s

p
ro

te
ct

ed
fr

o
m

p
er

so
n
ifi

ca
ti

o
n

o
r

fo
rg

er
y
;

in
te

g
ri

ty
,

o
r

th
e

m
ea

su
re

in
w

h
ic

h
a

se
rv

ic
e

or
p
ie

ce
o
f
in

fo
rm

a
ti

o
n

is
p
ro

te
ct

ed
fr

o
m

il
le

g
it

im
a
te

a
n
d
/
o
r

u
n
d
et

ec
te

d
m

o
d
ifi

ca
ti

o
n
;
av

a
il
a
b
il
it
y,

o
r

th
e

m
ea

su
re

in
w

h
ic

h
a

se
rv

ic
e

o
r

p
ie

ce
o
f
in

fo
rm

a
-

ti
on

is
p
ro

te
ct

ed
fr

o
m

d
en

ia
l
o
f

a
u
th

o
ri

ze
d

p
ro

v
is

io
n

o
r

a
cc

es
s.

T
h
e

p
u
rp

o
se

o
f

a
so

u
n
d

sy
st

em
d
es

ig
n

is
to

se
cu

re
a
ll

o
r

so
m

e
o
f
th

es
e

p
ro

p
er

ti
es

.

T
ra

d
it

io
n
a
ll
y,

se
cu

ri
ty

h
a
s

ev
o
lv

ed
a
s

a
co

m
b
in

a
ti

o
n

o
f:

p
re

v
en

ti
n
g

ce
rt

a
in

at
ta

ck
s

fr
o
m

o
cc

u
rr

in
g
;
re

m
ov

in
g

v
u
ln

er
a
b
il
it

ie
s

fr
o
m

in
it

ia
ll
y

fr
a
g
il
e

so
ft

w
a
re

;
p
re

v
en

ti
n
g

a
tt

a
ck

s
fr

o
m

le
a
d
in

g
to

in
tr

u
si

o
n
s.

F
o
r

ex
a
m

p
le

,
in

o
rd

er
to

p
re

se
rv

e
co

n
fi
d
en

ti
a
li
ty

,
it

w
o
u
ld

b
e

u
n
th

in
ka

b
le

to
le

t
a
n

in
tr

u
d
er

re
a
d

a
n
y

co
n
fi
d
en

ti
a
l

d
at

a
at

al
l.

L
ik

ew
is

e,
in

te
g
ri

ty
w

o
u
ld

a
ss

u
m

e
n
o
t

le
tt

in
g

a
n

in
tr

u
d
er

m
o
d
if
y

d
at

a
at

al
l.

T
h
a
t

is
,

w
it

h
fe

w
ex

ce
p
ti

o
n
s,

se
cu

ri
ty

h
a
s

lo
n
g

b
ee

n
b
a
se

d
o
n

th
e

p
re

v
en

ti
on

p
a
ra

d
ig

m
.
H

ow
ev

er
,
le

t
u
s
te

n
ta

ti
ve

ly
im

a
g
in

e
th

e
to

le
ra

n
ce

p
a
ra

d
ig

m
in

se
cu

ri
ty

[1
]:

•
as

su
m

in
g

(a
n
d

a
cc

ep
ti

n
g
)
th

a
t
sy

st
em

s
re

m
a
in

to
a

ce
rt

a
in

ex
te

n
t
v
u
ln

er
a
b
le

;

•
as

su
m

in
g

(a
n
d

a
cc

ep
ti

n
g
)
th

a
t
a
tt

a
ck

s
o
n

co
m

p
o
n
en

ts
/
su

b
-s

y
st

em
s
ca

n
h
a
p
-

p
en

an
d

so
m

e
w

il
l
b
e

su
cc

es
sf

u
l;

•
en

su
ri

n
g

th
a
t
th

e
ov

er
a
ll

sy
st

em
n
ev

er
th

el
es

s
re

m
a
in

s
se

cu
re

a
n
d

o
p
er

a
ti

o
n
a
l.

T
h
en

,
a
n
o
th

er
q
u
es

ti
o
n

ca
n

b
e

p
u
t:

H
o
w

d
o

w
e

le
t
d
a
ta

be
re

a
d

o
r

m
od

ifi
ed

by
a
n

in
tr

u
d
er

,
a
n
d

st
il
l
en

su
re

co
n
fi
d
en

ti
a
li
ty

o
r

in
te

gr
it
y?

2
.2

D
e
p
e
n
d
a
b
il
it
y

a
s

a
c
o
m

m
o
n

fr
a
m

e
w

o
r
k

L
et

u
s

ob
se

rv
e

th
e

w
el

l-
k
n
ow

n
fa

u
lt

-e
rr

o
r-

fa
il
u
re

se
q
u
en

ce
in

F
ig

u
re

1
.
D

ep
en

d
-

ab
il
it
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p
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d
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s
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u
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b
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p
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p
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p
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b
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u
lt
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p
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ce
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se
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u
en
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u
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b
u
t
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u
lt

to
le

ra
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ow
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en
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ed
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rr
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e
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v
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p
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e
fa

u
lt

s.
T

h
u
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v
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g
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ep

en
d
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il
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v
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u
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u
lt
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.g
.
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d
v
u
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il
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w
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l
m
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n
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e
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m

b
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ed
u
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l

p
re
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n
ti
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d
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al
te

ch
n
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it

h
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le
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n
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n
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.
L
et
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se

th
e
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u
n
d
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io
n
s
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d
u
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d
d
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u
te

d
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u
lt
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le

ra
n
ce

,
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d
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e
h
ow
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en
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:

•
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og
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al
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p
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at
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n
,
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il
u
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d
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ac
e-

fu
l
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ra
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.
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h
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b
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u
m

b
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u
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b
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p
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p
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v
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n
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b
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,
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d
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p
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n
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•
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at
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b
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w
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p
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b
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at
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d
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b
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p
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p
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d

av
ai

la
b
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b
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b
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p
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w
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p
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p
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en
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w

il
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b
e
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at
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n
of

ac
ce

ss
to

a
p
ie

ce
of

d
at

a.
C

on
fi
gu

ra
b
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l
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ce
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d
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h
s
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d

k
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d
s
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tr
u
si
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s

(f
+

1
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p
li
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ti
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w

it
h
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d

d
en
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v
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e
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r
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si

li
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n
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n
e
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d
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h
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h
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v
e

d
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t
ty

p
es

of
re
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y
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e
b
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th
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t
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m
p
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b
u
t
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m
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v
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d

p
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ra
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n
g,

b
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ra
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b
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b
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b
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b
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b
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at
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b
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b
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b
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p
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at
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h
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b
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b
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b
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b
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at
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b
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b
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b
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b
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b
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b
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b
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a
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p
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e
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g
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p
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b
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h
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e
p
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it
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b
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v
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.
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b
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a
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n
g
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n

b
e
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a
n
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a
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d
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a
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f
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p
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p
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u
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il
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d
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p
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b
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b
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b
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b
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g
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b
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b
er
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ow

er
,
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n
d

se
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it
y

o
f
th

e
v
u
ln

er
-
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il
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s
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d

th
e
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a
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s
th

e
sy

st
em
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b
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T

h
e
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b
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b
e
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.g
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ra
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b
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b
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b
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ra
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b
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b
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o
u
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b
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b
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to
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a
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o
u
t
a
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ep
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e

ri
sk
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a
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o
f
th

e
p
ro

b
a
b
il
it
y

o
f
fa

il
u
re

w
e
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e

p
re

p
a
re

d
to

a
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ep
t,
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iv

en
th

e
va
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e

o
f
th

e
se
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e
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r
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ta

w
e
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re
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y
in
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ro

te
ct

.
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h
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r
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l
k
in

d
s
o
f
fa

u
lt

s
su

sc
ep

ti
b
le

o
f

co
n
tr

ib
u
ti

n
g

to
a

se
cu

ri
ty

fa
il
u
re

.
F
ig

u
re

2
a

re
p
re

se
n
ts

th
e

fu
n
d
a
m

en
ta

l
se

q
u
en

ce
of

th
es

e
th

re
e

k
in

d
s
o
f
fa

u
lt

s:
a
tt

a
ck

→
v
u
ln

er
a
b
il
it
y
→

in
tr

u
si

o
n
→

fa
il
u
re

.
T

h
is

w
el

l-
d
efi

n
ed

re
la

ti
o
n
sh

ip
b
et

w
ee

n
a
tt

a
ck

/
v
u
ln

er
a
b
il
it
y
/
in

tr
u
si

o
n

is
w

h
a
t

w
e

ca
ll

th
e

A
V

I
co

m
po

si
te

fa
u
lt

m
od

el
.

T
h
e

A
V

I
se

q
u
en

ce
ca

n
o
cc

u
r

re
cu

rs
iv

el
y

in
a

co
h
er

en
t

ch
a
in

o
f

ev
en

ts
g
en

er
a
te

d
b
y

th
e

in
tr

u
d
er

(s
),

a
ls

o
ca

ll
ed

a
n

in
tr

u
si

o
n

ca
m

p
ai

gn
.
F
o
r

ex
a
m

p
le

,
a

g
iv

en
v
u
ln

er
a
b
il
it
y

m
ay

h
av

e
b
ee

n
in

tr
o
d
u
ce

d
in

th
e

co
u
rs

e
of

a
n

in
tr

u
si

o
n

re
su

lt
in

g
fr

o
m

a
p
re

v
io

u
s

su
cc

es
sf

u
l
a
tt

a
ck

.
V
u
ln

er
a
bi

li
ti
es

a
re

th
e

p
ri

m
o
rd

ia
l
fa

u
lt

s
ex

is
ti

n
g

in
si

d
e

th
e

co
m

p
o
n
en

ts
,
es

-
se

n
ti

al
ly

re
q
u
ir

em
en

ts
,
sp

ec
ifi

ca
ti

o
n
,
d
es

ig
n

o
r

co
n
fi
g
u
ra

ti
o
n

fa
u
lt

s
(e

.g
.,

co
d
in

g

8
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fa
u
lt

s
al

lo
w

in
g

p
ro

gr
am

st
ac

k
ov

er
fl
ow

,
fi
le

s
w

it
h

ro
ot

se
tu

id
in

U
N

IX
,

n
ai

v
e

p
as

sw
or

d
s,

u
n
p
ro

te
ct

ed
T

C
P

/I
P

p
or

ts
).

T
h
es

e
ar

e
n
or

m
al

ly
ac

ci
d
en

ta
l,

b
u
t

m
ay

b
e

d
u
e

to
in

te
n
ti

on
al

ac
ti

on
s,

as
p
oi

n
te

d
ou

t
in

th
e

la
st

p
ar

ag
ra

p
h
.
A

tt
a
ck

s
ar

e
in

te
ra

ct
io

n
fa

u
lt

s
th

at
m

al
ic

io
u
sl

y
at

te
m

p
t

to
ac

ti
va

te
on

e
or

m
or

e
of

th
os

e
v
u
l-

n
er

ab
il
it

ie
s

(e
.g

.,
p
or

t
sc

an
s,

em
ai

l
v
ir

u
se

s,
m

al
ic

io
u
s

J
av

a
ap

p
le

ts
or

A
ct

iv
eX

co
n
tr

ol
s)

.

T
h
e

ev
en

t
of

a
su

cc
es

sf
u
l
at

ta
ck

ac
ti

va
ti

n
g

a
v
u
ln

er
ab

il
it
y

is
ca

ll
ed

an
in

tr
u
-

si
o
n
.
T

h
is

fu
rt

h
er

st
ep

to
w

ar
d
s

fa
il
u
re

is
n
or

m
al

ly
ch

ar
ac

te
ri

ze
d

b
y

an
er

ro
n
eo

u
s

st
at

e
in

th
e

sy
st

em
w

h
ic

h
m

ay
ta

k
e

se
v
er

al
fo

rm
s

(e
.g

.,
an

u
n
au

th
or

iz
ed

p
ri

v
-

il
eg

ed
ac

co
u
n
t

w
it

h
te

ln
et

ac
ce

ss
,

a
sy

st
em

fi
le

w
it

h
u
n
d
u
e

ac
ce

ss
p
er

m
is

si
on

s
to

th
e

h
ac

ke
r)

.
In

tr
u
si

on
to

le
ra

n
ce

m
ea

n
s

th
at

th
es

e
er

ro
rs

ca
n

fo
r

ex
am

p
le

b
e

u
n
v
ei

le
d

b
y

in
tr

u
si

on
d
et

ec
ti

on
,
an

d
th

ey
ca

n
b
e

re
co

ve
re

d
or

m
as

k
ed

.
H

ow
ev

er
,

if
n
ot

h
in

g
is

d
on

e
to

p
ro

ce
ss

th
e

er
ro

rs
re

su
lt

in
g

fr
om

th
e

in
tr

u
si

on
,

fa
il
u
re

of
so

m
e

or
se

v
er

al
se

cu
ri

ty
p
ro

p
er

ti
es

w
il
l
p
ro

b
ab

ly
o
cc

u
r.
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F
ig

.
2
.
(a

)
A
V

I
co

m
p
o
si

te
fa

u
lt

m
o
d
el

;
(b

)
P

re
v
en

ti
n
g

se
cu

ri
ty

fa
il
u
re

W
h
y

a
co

m
p
os

it
e

m
o
d
el

?
T

h
e

A
V

I
m

o
d
el

is
a

sp
ec

ia
li
za

ti
on

of
th

e
ge

n
er

ic
fa

u
lt
→

er
ro

r
→

fa
il
u
re

se
q
u
en

ce
,
w

h
ic

h
h
as

se
v
er

al
v
ir

tu
es

.
F
ir

st
ly

,
it

d
es

cr
ib

es
th

e
m

ec
h
an

is
m

of
in

tr
u
si

on
p
re

ci
se

ly
:

w
it

h
ou

t
m

at
ch

in
g

at
ta

ck
s,

a
gi

v
en

v
u
l-

n
er

ab
il
it
y

is
h
ar

m
le

ss
;

w
it

h
ou

t
ta

rg
et

v
u
ln

er
ab

il
it

ie
s,

an
at

ta
ck

s
is

ir
re

le
va

n
t.

S
ec

on
d
ly

,
it

p
ro

v
id

es
co

n
st

ru
ct

iv
e

gu
id

an
ce

to
b
u
il
d

in
d
ep

en
d
ab

il
it
y

ag
ai

n
st

m
al

ic
io

u
s

fa
u
lt

s,
th

ro
u
gh

th
e

co
m

b
in

ed
in

tr
o
d
u
ct

io
n

of
se

v
er

al
te

ch
n
iq

u
es

.
T
o

b
eg

in
w

it
h
,

w
e

ca
n

p
re

v
en

t
so

m
e

at
ta

ck
s

fr
om

o
cc

u
rr

in
g,

re
d
u
ci

n
g

th
e

le
v
el

of
th

re
at

,
as

sh
ow

n
in

F
ig

u
re

2b
.
A

tt
a
ck

p
re

ve
n
ti
o
n

ca
n

b
e

p
er

fo
rm

ed
,
fo

r
ex

am
p
le

,
b
y

sh
ad

ow
in

g
th

e
p
as

sw
or

d
fi
le

in
U

N
IX

,
m

ak
in

g
it

u
n
av

ai
la

b
le

to
u
n
au

th
or

iz
ed

re
ad

er
s,

or
fi
lt

er
in

g
ac

ce
ss

to
p
ar

ts
of

th
e

sy
st

em
(e

.g
.,

if
a

co
m

p
on

en
t

is
b
e-

h
in

d
a

fi
re

w
al

l
an

d
ca

n
n
ot

b
e

ac
ce

ss
ed

fr
om

th
e

In
te

rn
et

,
at

ta
ck

fr
om

th
er

e
is

p
re

ve
n
te

d
).

W
e

ca
n

al
so

p
er

fo
rm

a
tt
a
ck

re
m

o
va

l,
w

h
ic

h
co

n
si

st
s

of
ta

k
in

g
m

ea
-

su
re

s
to

d
is

co
n
ti

n
u
e

on
go

in
g

at
ta

ck
s.

H
ow

ev
er

,
it

is
im

p
os

si
b
le

to
p
re

v
en

t
al

l
at

ta
ck

s,
so

re
d
u
ci

n
g

th
e

le
v
el

of
th

re
at

sh
ou

ld
b
e

co
m

b
in

ed
w

it
h

re
d
u
ci

n
g

th
e

d
eg

re
e

of
v
u
ln

er
ab

il
it
y,

th
ro

u
gh

vu
ln

er
a
bi

li
ty

p
re

ve
n
ti
o
n
,

fo
r

ex
am

p
le

b
y

u
si

n
g

b
es

t-
p
ra

ct
ic

es
in

th
e

d
es

ig
n

an
d

co
n
fi
gu

ra
ti

on
of

sy
st

em
s,

or
th

ro
u
gh

vu
ln

er
a
-

bi
li
ty

re
m

o
va

l
(i

.e
.,

d
eb

u
gg

in
g,

p
at

ch
in

g,
d
is

ab
li
n
g

m
o
d
u
le

s,
et

c.
)

fo
r

ex
am

p
le

9

it
is

n
ot

p
o
ss

ib
le

to
p
re

v
en

t
th

e
a
tt

a
ck

(s
)

th
a
t

a
ct

iv
a
te

(s
)

a
g
iv

en
v
u
ln

er
a
b
il
it
y.

T
h
e

w
h
ol

e
o
f
th

e
a
b
ov

e-
m

en
ti

o
n
ed

te
ch

n
iq

u
es

p
re

fi
g
u
re

s
w

h
a
t

w
e

ca
ll

in
tr

u
si

o
n

p
re

ve
n
ti
o
n
,
i.
e.

th
e

a
tt

em
p
t

to
av

o
id

th
e

o
cc

u
rr

en
ce

o
f
in

tr
u
si

o
n

fa
u
lt

s.
F
ig

u
re

2
b

su
g
g
es

ts
,
a
s
w

e
d
is

cu
ss

ed
ea

rl
ie

r,
th

a
t
it

is
im

p
o
ss

ib
le

o
r
in

fe
a
si

b
le

to
gu

ar
an

te
e

p
er

fe
ct

p
re

v
en

ti
o
n
.
T

h
e

re
a
so

n
s

a
re

o
b
v
io

u
s:

it
m

ay
b
e

n
o
t

p
o
ss

ib
le

to
h
an

d
le

al
l
a
tt

a
ck

s,
p
o
ss

ib
ly

b
ec

a
u
se

n
o
t
a
ll

a
re

k
n
ow

n
o
r
n
ew

o
n
es

m
ay

a
p
p
ea

r;
it

m
ay

n
ot

b
e

p
o
ss

ib
le

to
re

m
ov

e
o
r
p
re

v
en

t
th

e
in

tr
o
d
u
ct

io
n

o
f
n
ew

v
u
ln

er
a
b
il
it

ie
s.

F
or

th
es

e
in

tr
u
si

o
n
s

st
il
l

es
ca

p
in

g
th

e
p
re

v
en

ti
o
n

p
ro

ce
ss

,
fo

rm
s

o
f

in
tr

u
si

o
n

to
le

ra
n
ce

a
re

re
q
u
ir

ed
,
a
s

sh
ow

n
in

th
e

fi
g
u
re

,
in

o
rd

er
to

p
re

v
en

t
sy

st
em

fa
il
u
re

.
A

s
w

il
l

b
e

ex
p
la

in
ed

la
te

r,
th

es
e

ca
n

a
ss

u
m

e
se

v
er

a
l

fo
rm

s:
d
et

ec
ti

o
n

(e
.g

.,
o
f

in
tr

u
d
ed

a
cc

o
u
n
t

a
ct

iv
it
y,

o
f

tr
o
ja

n
h
o
rs

e
a
ct

iv
it
y
);

re
co

ve
ry

(e
.g

.,
in

te
rc

ep
ti

o
n

an
d

n
eu

tr
a
li
za

ti
o
n

o
f
in

tr
u
d
er

a
ct

iv
it
y
);

o
r

m
a
sk

in
g

(e
.g

.,
v
o
ti

n
g

b
et

w
ee

n
se

v
er

a
l

co
m

p
on

en
ts

,
in

cl
u
d
in

g
a

m
in

o
ri

ty
o
f
in

tr
u
d
ed

o
n
es

).

3
.2

T
r
u
s
t

a
n
d

T
r
u
s
tw

o
r
th

in
e
s
s

T
h
e
ad

je
ct

iv
es

“
tr

u
st

ed
”

a
n
d

“
tr

u
st

w
o
rt

h
y
”

a
re

ce
n
tr

a
l
to

m
a
n
y

a
rg

u
m

en
ts

a
b
o
u
t

th
e

d
ep

en
d
a
b
il
it
y

o
f
a

sy
st

em
.
T

h
ey

h
av

e
b
ee

n
o
ft

en
u
se

d
in

co
n
si

st
en

tl
y

a
n
d

u
p

to
n
ow

,
ex

cl
u
si

v
el

y
in

a
se

cu
ri

ty
co

n
te

x
t[

1
].

H
ow

ev
er

,
th

e
n
o
ti

o
n
s

o
f
“
tr

u
st

”
a
n
d

“t
ru

st
w

or
th

in
es

s”
ca

n
b
e

g
en

er
a
li
ze

d
to

p
o
in

t
to

g
en

er
ic

p
ro

p
er

ti
es

a
n
d

n
o
t

ju
st

se
cu

ri
ty

;
an

d
th

er
e

is
a

w
el

l-
d
efi

n
ed

re
la

ti
o
n
sh

ip
b
et

w
ee

n
th

em
—

in
th

a
t

se
n
se

,
th

ey
re

la
te

st
ro

n
g
ly

to
th

e
w

o
rd

s
“
d
ep

en
d
en

ce
”

a
n
d

“
d
ep

en
d
a
b
il
it
y
”
.

T
r
u
s
t

-
th

e
a
cc

ep
te

d
d
ep

en
d
en

ce
o
f
a

co
m

p
o
n
en

t,
o
n

a
se

t
o
f
p
ro

p
er

ti
es

(f
u
n
c-

ti
on

al
a
n
d
/
o
r

n
o
n
-f
u
n
ct

io
n
a
l)

o
f
a
n
o
th

er
co

m
p
o
n
en

t,
su

b
sy

st
em

o
r

sy
st

em

In
co

n
se

q
u
en

ce
,
a

tr
u
st

ed
co

m
p
o
n
en

t
h
a
s

a
se

t
o
f

p
ro

p
er

ti
es

th
a
t

a
re

re
li
ed

u
p
on

b
y

an
o
th

er
co

m
p
o
n
en

t
(o

r
co

m
p
o
n
en

ts
).

If
A

tr
u
st

s
B

,
th

en
A

a
cc

ep
ts

th
a
t

a
v
io

la
ti

on
in

th
o
se

p
ro

p
er

ti
es

o
f
B

m
ig

h
t
co

m
p
ro

m
is

e
th

e
co

rr
ec

t
o
p
er

a
ti

o
n

o
f
A

.
N

ot
e

th
at

tr
u
st

is
n
o
t
a
b
so

lu
te

:
th

e
d
eg

re
e

o
f
tr

u
st

p
la

ce
d

b
y

A
o
n

B
is

ex
p
re

ss
ed

b
y

th
e

se
t

o
f
p
ro

p
er

ti
es

,
fu

n
ct

io
n
a
l
a
n
d

n
o
n
-f
u
n
ct

io
n
a
l,

w
h
ic

h
A

tr
u
st

s
in

B
(f

o
r

ex
am

p
le

,
th

a
t

a
sm

a
rt

ca
rd

:
P

1
-

G
iv

es
a

co
rr

ec
t

si
g
n
a
tu

re
fo

r
ev

er
y

in
p
u
t;

P
2
-

H
as

an
M

T
T

F
o
f
1
0
h

(t
o

a
g
iv

en
le

v
el

o
f
th

re
a
t.

..
))

.
O

b
se

rv
e

th
a
t

th
o
se

p
ro

p
er

ti
es

o
f
B

tr
u
st

ed
b
y

A
m

ig
h
t

n
o
t

co
rr

es
p
o
n
d

q
u
a
n
-

ti
ta

ti
v
el

y
o
r

q
u
a
li
ta

ti
v
el

y
to

B
’s

a
ct

u
a
l

p
ro

p
er

ti
es

.
H

ow
ev

er
,

in
o
rd

er
fo

r
th

e
re

la
ti

on
im

p
li
ed

b
y

th
e

d
efi

n
it

io
n

o
f

tr
u
st

to
b
e

su
b
st

a
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o
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en
v
ir
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n
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o
p
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g
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d

b
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th
e

sh
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O
b
se

rv
e

th
at

B
tr

u
st

s
C

to
p
ro

v
id

e
H

:
B

d
ep

en
d
s

on
th

e
en

v
ir

on
m

en
t’

s
p
ro

p
-

er
ti

es
H

to
im

p
le

m
en

t
th

e
al

go
ri

th
m

se
cu

ri
n
g

p
ro

p
er

ti
es

A
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L
ik

ew
is

e,
a

u
se

r
of

B
tr

u
st

s
th

e
la

tt
er

to
p
ro

v
id

e
A

.
W

it
h
ou

t
fu

rt
h
er

d
is

co
u
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e,
th

is
ch

ai
n

of
tr

u
st

w
ou

ld
b
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C

is
tr

u
st

ed
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p
ro

v
id

e
H

,
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B
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tr

u
st
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p
ro

v
id

e
A

.
N

ow
le

t
u
s

ob
se

rv
e

th
e

tr
u
st

w
or

th
in

es
s

si
d
e.

H
h
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d
s

w
it

h
a

p
ro

b
ab

il
it
y

P
r e

,
th

e
en

v
ir

on
m

en
ta

l
as

su
m

p
ti

on
co

ve
ra

ge
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0]
:

P
r e

=
P

r(
H
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)
,
f

-
an

y
fa

u
lt

P
r e

m
ea

su
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s
th

e
tr

u
st

w
or

th
in
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s
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C

(t
o

se
cu

re
p
ro

p
er

ti
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H
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G
iv

en
H

,
A

h
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a
ce
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n
p
ro

b
ab

il
it
y

(c
an

b
e

1
if

th
e

al
go

ri
th

m
is

d
et

er
m

in
is

ti
c

an
d

co
rr

ec
t,
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n

b
e
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ss

th
an
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e

if
it

is
p
ro

b
ab

il
is

ti
c,

an
d
/o

r
if

it
h
as

d
es

ig
n

fa
u
lt

s)
of

b
ei

n
g

fu
lfi

ll
ed

,
th

e
co

ve
ra

ge
P

r o
or

op
er

at
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n
al

as
su

m
p
ti

on
co

v
er

ag
e:

P
r o

=
P

r(
A
|H

)
P

r o
m

ea
su

re
s

th
e

co
n
fi
d
en

ce
on

B
se

cu
ri

n
g

p
ro

p
er

ti
es

A
(g

iv
en

H
as

en
-

v
ir

on
m

en
t)

.
T

h
en

,
th

e
tr

u
st

w
or

th
in

es
s

of
in

d
iv

id
u
al

co
m

p
on

en
t
B

(t
o

se
cu

re
p
ro

p
er

ti
es

A
gi

v
en

H
)

w
ou

ld
b
e

gi
v
en

b
y

P
r o

.
A

s
w

e
p
ro

p
os

e,
th

es
e

eq
u
at

io
n
s

sh
ou

ld
p
la

ce
li
m

it
s

on
th

e
ex

te
n
t

of
tr

u
st

re
la

ti
on

s.
B

sh
ou

ld
tr

u
st

C
to

th
e

ex
te

n
t
of

p
ro

v
id

in
g

H
w

it
h

co
n
fi
d
en

ce
P

r e
≤

1.
H

ow
ev

er
,
si

n
ce

th
e

u
se

r’
s

tr
u
st

on
B

is
im

p
li
ed

b
y
B

’s
tr

u
st

on
C
,
th

en
th

e
u
se

r
sh

ou
ld

tr
u
st

B
n
ot

in
is

ol
at

io
n
,
b
u
t

co
n
d
it

io
n
ed

to
C
’s

tr
u
st

w
or

th
in

es
s,

th
at

is
,

to
th

e
ex

te
n
t

of
p
ro

v
id

in
g

A
w

it
h

co
n
fi
d
en

ce
:

P
r a

=
P

r o
×

P
r e

=
P

r(
A
|H

)
×

P
r(

H
|f

)
=

P
r(

A
|f

),
f

-
an

y
fa

u
lt

T
h
e

re
su

lt
in

g
ch

ai
n

co
u
ld

go
on

re
cu

rs
iv

el
y.

P
r a

is
th

e
p
ro

b
ab

il
it
y

th
at

a
u
se

r
of

th
e

sy
st

em
co

m
p
os

ed
of

B
an

d
C

en
jo

y
s

p
ro

p
er

ti
es

A
,
in

ot
h
er

w
or

d
s,

it
m

ea
su

re
s

it
s

tr
u
st

w
or

th
in

es
s.

4
IT

fr
a
m

e
w

o
r
k
s

a
n
d

m
e
c
h
a
n
is

m
s

A
ft

er
in

tr
o
d
u
ci

n
g

in
tr

u
si

on
to

le
ra

n
ce

co
n
ce

p
ts

,
w

e
b
eg

in
th

is
se

ct
io

n
b
y

b
ri

efl
y

an
al

y
si

n
g

th
e

m
ai

n
fr

am
ew

or
k
s

w
it

h
w

h
ic

h
th

e
ar

ch
it

ec
t

ca
n

w
or

k
in

or
d
er

to
b
u
il
d

in
tr

u
si

on
to

le
ra

n
t

sy
st

em
s:

se
cu

re
an

d
fa

u
lt

-t
ol

er
an

t
co

m
m

u
n
ic

at
io

n
;

so
ft

w
ar

e-
b
as

ed
in

tr
u
si

on
to

le
ra

n
ce

;
h
ar

d
w

ar
e-

b
as

ed
in

tr
u
si

on
to

le
ra

n
ce

;
au

d
it

-
in

g
an

d
in

tr
u
si

on
d
et

ec
ti

on
.
W

e
w

il
l
al

so
lo

ok
at

se
v
er

al
k
n
ow

n
se

cu
ri

ty
fr

am
e-

w
or

k
s[
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u
n
d
er

an
IT

p
er

sp
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ti
v
e.

T
h
en

w
e

re
v
ie

w
er

ro
r

p
ro

ce
ss

in
g

m
ec

h
an

is
m

s
in

or
d
er
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re

co
v
er
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om

in
tr

u
si

on
s.

4
.1

S
e
c
u
r
e

a
n
d

fa
u
lt
-t

o
le

r
a
n
t

c
o
m

m
u
n
ic

a
ti
o
n

T
h
is

is
th

e
fr

am
ew

or
k

co
n
ce

rn
in

g
th

e
b
o
d
y

of
p
ro

to
co

ls
en

su
ri

n
g

in
tr

u
si

on
to

le
r-

an
t

co
m

m
u
n
ic

at
io

n
.
E

ss
en

ti
al

ly
,
re

le
va

n
t

to
th

is
fr

am
ew

or
k

ar
e

se
cu

re
ch

an
n
el

s
an

d
se

cu
re

en
ve

lo
p
es

,
an

d
cl

as
si

c
fa

u
lt

to
le

ra
n
t

co
m

m
u
n
ic

at
io

n
.

S
ec

u
re

ch
an

n
el

s
ar

e
n
or

m
al

ly
se

t
u
p

fo
r

re
gu

la
r

co
m

m
u
n
ic

at
io

n
s

b
et

w
ee

n
p
ri

n
ci

p
al

s,
or

co
m

m
u
n
ic

at
io

n
s

th
at

la
st

lo
n
g

en
ou

gh
fo

r
th

e
co

n
ce

p
t

of
se

ss
io

n
or

co
n
n
ec

ti
on

to
m

ak
e

se
n
se

.
F
or

in
st

an
ce

,
fi
le

tr
an

sf
er

s
or

re
m

ot
e

se
ss

io
n
s.

T
h
ey

li
ve

on
a

re
si

li
en

ce
/s

p
ee

d
tr

ad
eo

ff
,
b
ec

au
se

th
ey

ar
e

on
-l
in

e,
an

d
m

ay
u
se

co
m

-
b
in

at
io

n
s

of
p
h
y
si

ca
l
an

d
v
ir

tu
al

en
cr

y
p
ti

on
.
S
ec

u
re

ch
an

n
el

s
ad

op
t

p
er

-s
es

si
on

13

se
cu

ri
ty

,
a
n
d

n
o
rm

a
ll
y

u
se

sy
m

m
et

ri
c

co
m

m
u
n
ic

a
ti

o
n

en
cr

y
p
ti

o
n
,

a
n
d

si
g
n
a
-

tu
re

or
cr

y
p
to

g
ra

p
h
ic

ch
ec

k
su

m
(M

A
C

)-
b
a
se

d
ch

a
n
n
el

a
u
th

en
ti

ca
ti

o
n
.

S
ec

u
re

en
v
el

op
es

a
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u
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d
m

a
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r
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o
ra

d
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tr
a
n
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is
si

o
n
s,
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a
s

em
a
il
.
T

h
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to

p
er
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sa
g
e

se
cu
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a
n
d

m
ay

m
a
k
e

u
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f

a
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m
b
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a
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o
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o
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m
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ri
c

a
n
d
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y
m
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c
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y
p
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p
h
y
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o
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h
y
b
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d
)

a
s

a
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f

im
p
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v
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g
p
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r-

m
an
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,
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p
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y
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r
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e
m
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g
e

b
o
d
ie

s.
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ev

er
a
l

te
ch

n
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u
es

a
ss

is
t

th
e

d
es

ig
n

o
f

fa
u
lt
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o
le

ra
n
t

co
m

m
u
n
ic

a
ti

o
n

p
ro

to
-
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ls

.
T

h
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r
ch

o
ic

e
d
ep

en
d
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o
n
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e

a
n
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er
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e
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g

q
u
es
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o
n
:
W

h
a
t
a
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e
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a
ss
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o
f
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il
u
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s
o
f
co

m
m

u
n
ic

a
ti
o
n

n
et

w
o
rk
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m
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n
en
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F
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th
e

a
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h
it
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t,
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is
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b
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e
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n
d
a
m
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l
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n
k

b
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w
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n
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cu
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a
n
d
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u
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n
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.
In
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a
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a
l

fa
u
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le

ra
n
t

co
m

m
u
n
ic

a
ti

o
n
,

it
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u
en

t
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se
e

om
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v
e
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u
lt

m
o
d
el

s
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,
o
m

is
si

o
n
s,
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In

IT
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e
fa

il
u
re

m
o
d
e

a
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u
m

p
ti

o
n
s
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ou

ld
b
e

o
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d
b
y

th
e

A
V

I
fa

u
lt

m
o
d
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,
a
n
d

b
y

th
e

w
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c
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m

p
o
n
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p
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p
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m
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w
h
a
t
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o
u
ld

b
e
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e
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a
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g

a
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u
m

p
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a
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il
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u
re

(c
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b
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a
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o
n

o
f
o
m
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v
e

a
n
d

a
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v
e

b
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u
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.
In
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,
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e

m
o
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u
at

e
b
a
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n
e

m
o
d
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re

p
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n
t

m
a
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o
u
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o
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r
e
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e
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u
s
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n
to
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r
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c
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S
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b
a
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d
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u
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n
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h
a
s

p
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m
a
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b
ee

n
a
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a
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to
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ra
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n
g

h
a
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w
a
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fa
u
lt

s
u
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n
g
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w
a
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n
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u
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.
A

n
o
th

er
im

p
o
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a
n
t
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t
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so
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w
a
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u
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,
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m
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a
t

to
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ra
ti

n
g
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w
a
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d
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n

fa
u
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s
b
y

d
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n

d
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.
F
in

a
ll
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it
h
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lo
n
g

b
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n
k
n
ow

n
th

a
t

so
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w
a
re

-b
a
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d
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u
lt

to
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n
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b
y
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p
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ti
o
n

m
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a
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o
b
e
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y
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v
e

a
t

h
a
n
d
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n
g
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a
n
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t

a
n
d
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n
t

so
ft

w
a
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u
lt
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3
3
].

S
of

tw
a
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a
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d
fa

u
lt

to
le

ra
n
ce
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th

e
b
a
si

s
o
f
m

o
d
u
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r
F
T

,
w

h
ic

h
u
n
d
er

p
in

s
th

e
m

ai
n

p
a
ra

d
ig

m
s
o
f
d
is

tr
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u
te

d
fa

u
lt

to
le

ra
n
ce

.
T

h
e

m
a
in

p
la

ye
rs

a
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so
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w
a
re

m
o
d
u
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s,
w

h
o
se

n
u
m

b
er

a
n
d

lo
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ti
o
n
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se

v
er

a
l
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s

o
f

th
e
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em
d
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d
s

o
n

th
e

d
ep

en
d
a
b
il
it
y

g
o
a
ls

to
b
e

a
ch

ie
ve

d
.

L
et

u
s

a
n
a
ly

se
w

h
a
t

ca
n

b
e

d
o
n
e

u
n
d
er

a
n

IT
p
er

sp
ec

ti
v
e.

In
th

e
ca

se
o
f

d
es

ig
n

or
co

n
fi
g
u
ra

ti
o
n

fa
u
lt

s,
si

m
p
le

re
p
li
ca

ti
o
n

w
o
u
ld

a
p
p
a
re

n
tl

y
p
ro

v
id

e
li
tt

le
h
el

p
:
er

ro
rs

w
o
u
ld

sy
st

em
a
ti

ca
ll
y

o
cc

u
r
in

a
ll

re
p
li
ca

s.
T

h
is

is
tr

u
e

fr
o
m

a
v
u
ln

er
-

ab
il
it
y

v
ie

w
p
o
in

t:
it

is
b
o
u
n
d

to
ex

is
t
in

a
ll

re
p
li
ca

s.
H

ow
ev

er
,
th

e
co

m
m

o
n
-m

o
d
e

sy
n
d
ro

m
e

u
n
d
er

th
e

A
V

I
m

o
d
el

co
n
ce

rn
s
in

tr
u
si

o
n
s,

o
r
a
tt

a
ck

-v
u
ln

er
a
b
il
it
y

p
a
ir

s,
ra

th
er
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an

v
u
ln

er
a
b
il
it

ie
s

a
lo

n
e.

T
h
is

g
iv

es
th

e
a
rc

h
it

ec
t
so

m
e

ch
a
n
ce

s.
C

o
n
si

d
er

th
e

p
ro

b
le

m
o
f
co

m
m

o
n
-m

o
d
e

v
u
ln

er
ab

il
it

ie
s,

a
n
d

o
f

co
m

m
o
n
-m

o
d
e

a
tt

a
ck

s,
i.
e.

a
tt

a
ck

s
th

a
t

ca
n

b
e

cl
o
n
ed

an
d

d
ir

ec
te

d
a
u
to

m
a
ti

ca
ll
y

a
n
d

si
m

u
lt

a
n
eo

u
sl

y
to

a
ll

(i
d
en

ti
ca

l)
re

p
li
ca

s.
D

es
ig

n
d
iv

er
si

ty
ca

n
b
e

a
p
p
li
ed

,
fo

r
ex

a
m

p
le

,
b
y

u
si

n
g

d
iff

er
en

t
o
p
er

a
ti

n
g

sy
st

em
s,

b
o
th

to
re

d
u
ce

th
e

p
ro

b
a
b
il
it
y

o
f
co

m
m

o
n
-m

o
d
e

v
u
ln

er
a
b
il
it

ie
s

(t
h
e

cl
a
ss

ic
w

ay
),

a
n
d

to
re

d
u
ce

th
e

p
ro

b
a
b
il
it
y

o
f
co

m
m

o
n
-m

o
d
e

a
tt

a
ck

s
(b

y
o
b
li
g
in

g
th

e
a
tt

a
ck

er
to

m
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te
r

at
ta

ck
s

to
m

o
re

th
a
n

o
n
e

a
rc

h
it

ec
tu

re
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9
].

B
o
th
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d
u
ce

th
e

p
ro

b
a
b
il
it
y

o
f

co
m

m
on

-m
o
d
e

in
tr

u
si

o
n
,
a
s

d
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p
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u
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d
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h
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c
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n
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th
ey

ca
n

b
e

a
u
to

m
a
ti

ca
ll
y

p
ro

ce
ss

ed
in

re
a
l-
ti

m
e

(r
ec

ov
er

ed
,
m

a
sk

ed
).

T
o

u
n
d
er

st
a
n
d

th
e

p
ro

b
le

m
b
et

te
r,

co
n
si

d
er

th
e

fo
ll
ow

in
g

ex
a
m

p
le

si
tu

a
ti

o
n
s,

in
an

or
ga

n
iz

a
ti

o
n

th
a
t

h
a
s

a
n

in
tr

a
n
et

w
it

h
a
n

ex
tr

a
n
et

co
n
n
ec

te
d

to
th

e
p
u
b
-

li
c

In
te

rn
et

,
a
n
d

is
fi
t

w
it

h
a
n

ID
S
:

(a
)

th
e

ID
S

d
et

ec
ts

a
p
o
rt

sc
a
n

a
g
a
in

st
an

ex
tr

an
et

h
o
st

,
co

m
in

g
fr

o
m

th
e

In
te

rn
et

;
(b

)
th

e
ID

S
d
et

ec
ts

a
p
o
rt

sc
a
n

ag
ai

n
st

an
in

te
rn

a
l
h
o
st

,
co

m
in

g
fr

o
m

th
e

In
te

rn
et

;
(c

)
th

e
ID

S
d
et

ec
ts

a
p
o
rt

sc
an

ag
ai

n
st

a
n

in
te

rn
a
l
h
o
st

,
co

m
in

g
fr

o
m

th
e

in
tr

a
n
et

.
W

h
a
t

is
th

e
d
iff

er
en

ce
b
et

w
ee

n
(a

),
(b

)
a
n
d

(c
)?

In
fa

ct
,
(a

)
m

u
st

(c
u
rr

en
tl

y
)

b
e

co
n
si

d
er

ed
“
n
o
rm

a
l”
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In
te

rn
et

ac
ti

v
it
y,

an
d

w
ou

ld
at

m
os

t
b
e

an
at

ta
ck

,
n
ot

an
in

tr
u
si

on
,
if

th
e

fa
u
lt

m
o
d
el

in
cl

u
d
es

,
fo

r
ex

am
p
le

,
gi

v
en

th
re

sh
ol

d
s

or
p
at

te
rn

s
fo

r
ex

te
rn

al
ac

ti
v
it
y.

O
n

th
e

ot
h
er

h
an

d
,
(b

)
im

p
li
es

an
er

ro
r

(i
n

th
e

ou
ts

id
e

p
ro

te
ct

io
n

m
ec

h
an

is
m

s)
if

th
e

se
cu

ri
ty

p
ol

ic
y

(a
s

ex
p
ec

te
d
..
.)

ru
le

s
ou

t
th

e
p
er

m
is

si
on

fo
r

m
ak

in
g

in
te

r-
n
al

p
or

t
sc

an
s

fr
om

th
e

In
te

rn
et

.
F
in

al
ly

,
(c

)
al

so
p
re

fi
gu

re
s

an
er

ro
r,

si
n
ce

it
w

ou
ld

al
so

b
e

ex
p
ec

te
d

th
at

th
e

se
cu

ri
ty

p
ol

ic
y

fo
rb

id
s

p
or

t
sc

an
s

fr
om

in
si

d
e

th
e

in
st

it
u
ti

on
.

ID
as

er
ro

r
d
et

ec
ti

on
w

il
l

b
e

d
et

ai
le

d
la

te
r

in
th

e
p
ap

er
.

It
ad

d
re

ss
es

d
e-

te
ct

io
n

of
er

ro
n
eo

u
s

st
at

es
in

a
sy

st
em

co
m

p
u
ta

ti
on

,
d
er

iv
in

g
fr

om
m

al
ic

io
u
s

ac
ti

on
e.

g.
,

m
o
d
ifi

ed
fi
le

s
or

m
es

sa
ge

s,
O

S
p
en

et
ra

ti
on

b
y

b
u
ff
er

ov
er

fl
ow

.
ID

as
fa

u
lt

d
ia

gn
os

is
se

ek
s

ot
h
er

p
u
rp

os
es

,
an

d
as

su
ch

,
b
ot

h
ac

ti
v
it

ie
s

sh
ou

ld
n
ot

b
e

m
ix

ed
.
R

eg
ar

d
le

ss
of

th
e

er
ro

r
p
ro

ce
ss

in
g

m
ec

h
an

is
m

(r
ec

ov
er

y
or

m
as

k
in

g)
,

ad
m

in
is

tr
at

io
n

su
b
sy

st
em

s
h
av

e
a

p
ar

am
ou

n
t

ac
ti

on
w

.r
.t

.
fa

u
lt

d
ia

gn
os

is
.
T

h
is

fa
ce

t
of

cl
as

si
ca

l
ID

fi
ts

in
to

fa
u
lt

tr
ea

tm
en

t[
1]

.
It

ca
n

se
rv

e
to

gi
v
e

ea
rl

y
w

ar
n
-

in
g

th
at

er
ro

rs
m

ay
o
cc

u
r

(v
u
ln

er
ab

il
it
y

d
ia

gn
os

is
,
at

ta
ck

fo
re

ca
st

in
g)

,
to

as
se

ss
th

e
d
eg

re
e

of
su

cc
es

s
of

th
e

in
tr

u
d
er

in
te

rm
s

of
co

rr
u
p
ti

on
of

co
m

p
on

en
ts

an
d

su
b
sy

st
em

s
(i

n
tr

u
si

on
d
ia

gn
os

is
),

or
to

fi
n
d

ou
t

w
h
o/

w
h
at

p
er

fo
rm

ed
an

at
ta

ck
or

in
tr

o
d
u
ce

d
a

v
u
ln

er
ab

il
it
y

(a
tt

ac
k

d
ia

gn
os

is
).

D
ia

gn
os

is
ca

n
b
e

d
on

e
p
ro

ac
ti

v
el

y,
b
ef

or
e

er
ro

rs
h
ap

p
en

.
F
or

ex
am

p
le

,
b
y

ac
ti

va
ti

n
g

fa
u
lt

s
(e

.g
.

v
u
ln

er
ab

il
it
y

sc
an

n
in

g)
an

d
p
os

t-
p
ro

ce
ss

in
g

(f
or

ec
as

ti
n
g

th
ei

r
eff

ec
ts

)
on

e
ca

n
ge

t
a

m
et

ri
cs

of
re

si
li
en

ce
(s

u
b
je

ct
to

th
e

m
et

h
o
d

co
v
er

-
ag

e.
..
).

O
n

th
e

ot
h
er

h
an

d
,
b
y

an
al

y
si

n
g

ex
te

rn
al

ac
ti

v
it
y

on
e

ca
n

tr
y

an
d

p
re

d
ic

t
at

ta
ck

s
(e

.g
.
ex

te
rn

al
p
or

t
sc

an
an

al
y
si

s)
.

4
.5

S
o
m

e
s
e
c
u
r
it
y

fr
a
m

e
w

o
r
k
s

u
n
d
e
r

a
n

IT
lo

o
k

O
b
se

rv
e

th
at

so
m

e
m

ec
h
an

is
m

s
p
er

ta
in

in
g

to
k
n
ow

n
fr

am
ew

or
k
s

in
se

cu
ri

ty
(s

e-
cu

re
ch

an
n
el

s
an

d
en

ve
lo

p
es

,
au

th
en

ti
ca

ti
on

,
p
ro

te
ct

io
n
,
cr

y
p
to

gr
ap

h
ic

co
m

m
u
-

n
ic

at
io

n
)[

33
]
ca

n
b
e

re
v
is

it
ed

u
n
d
er

th
e

IT
p
er

sp
ec

ti
v
e

an
d

th
u
s
co

n
st

it
u
te

u
se

fu
l

co
n
ce

p
tu

al
to

ol
s

fo
r

th
e

ar
ch

it
ec

t
of

IT
sy

st
em

s.
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F
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4
.
T
u
n
n
el

s,
S
ec

u
re

C
h
a
n
n
el

s
a
n
d

E
n
v
el

o
p
es

S
ec

u
re

tu
n
n
el

s,
e.

g.
th

os
e

b
u
il
t

on
th

e
In

te
rn

et
w

it
h

se
cu

re
IP

-o
v
er

-I
P

ch
an

-
n
el

s,
ar

e
in

tr
u
si

on
p
re

v
en

ti
on

d
ev

ic
es

(F
ig

u
re

4)
:

th
ey

en
fo

rc
e

co
n
fi
d
en

ti
al

it
y,

in
te

gr
it
y

(a
n
d

so
m

et
im

es
au

th
en

ti
ci

ty
)

b
et

w
ee

n
ac

ce
ss

p
oi

n
ts

,
d
es

p
it

e
in

tr
u
si

on

17

at
te

m
p
ts

.
C

ov
er

a
g
e

is
g
iv

en
b
y
:
th

e
re

si
li
en

ce
o
f

th
e

tu
n
n
el

li
n
g

m
et

h
o
d
,
a
n
d

o
f

th
e

ac
ce

ss
p
o
in

t
g
a
te

w
ay

s.
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5
.
F
ir

ew
a
ll
s

F
ir

ew
a
ll
s
a
re

in
tr

u
si

o
n

p
re

v
en

ti
o
n

d
ev

ic
es

(F
ig

u
re

5
):

th
ey

p
re

v
en

t
a
tt

a
ck

s
o
n

in
si

d
e

m
ac

h
in

es
th

a
t

m
ig

h
t

ex
p
lo

it
v
u
ln

er
a
b
il
it

ie
s

le
a
d
in

g
to

a
n

in
tr

u
si

o
n
.
T

h
ei

r
co

v
er

ag
e

is
g
iv

en
b
y
:

th
e

p
ow

er
o
f

th
e

se
m

a
n
ti

cs
o
f

fi
re

w
a
ll

fu
n
ct

io
n
s,

a
n
d

th
e

re
si

li
en

ce
o
f
b
a
st

io
n
s.
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F
ig

.
6
.
(a

)
A

u
th

en
ti

ca
ti

o
n
;
(b

)
C

o
m

m
u
n
ic

a
ti

o
n

a
n
d

a
g
re

em
en

t

M
ec

h
a
n
is

m
s
a
n
d

p
ro

to
co

ls
p
ro

v
id

in
g

a
u
th

en
ti

ca
ti

o
n

b
et

w
ee

n
tw

o
o
r
m

o
re

en
-

ti
ti

es
(s

ig
n
a
tu

re
,
m

es
sa

g
e

a
u
th

en
ti

ca
ti

o
n

co
d
es

(M
A

C
))

a
re

a
ls

o
in

tr
u
si

o
n

p
re

v
en

-
ti

on
d
ev

ic
es

(F
ig

u
re

6
a
):

th
ey

en
fo

rc
e

a
u
th

en
ti

ci
ty

p
re

v
en

ti
n
g

fo
rg

in
g

o
f
id

en
ti

ty
of

p
ar

ti
ci

p
a
n
ts

o
r

a
u
th

o
rs

h
ip

/
o
ri

g
in

o
f
d
a
ta

.
C

ov
er

a
g
e

is
g
iv

en
b
y
:
th

e
re

si
li
en

ce
of

th
e

si
gn

a
tu

re
/
a
u
th

en
ti

ca
ti

o
n

m
et

h
o
d
.

L
as

t
b
u
t
n
o
t
le

a
st

,
so

m
e

cr
y
p
to

g
ra

p
h
ic

p
ro

to
co

ls
a
re

v
er

y
im

p
o
rt

a
n
t
in

tr
u
si

o
n

to
le

ra
n
ce

b
u
il
d
in

g
b
lo

ck
s

th
a
t

ca
n

b
e

u
se

d
re

cu
rs

iv
el

y.
S
ee

n
a
s

b
u
il
d
in

g
b
lo

ck
s,

se
lf
-e

n
fo

rc
in

g
p
ro

to
co

ls
su

ch
a
s

B
y
za

n
ti

n
e

a
g
re

em
en

t
o
r

a
to

m
ic

m
u
lt

ic
a
st

(F
ig

-
u
re

6b
),

ar
e

in
tr

u
si

o
n

to
le

ra
n
ce

d
ev

ic
es

:
th

ey
p
er

fo
rm

er
ro

r
p
ro

ce
ss

in
g

o
r
m

a
sk

in
g
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(3
f

+
1,

2f
+

1,
f

+
2,

d
ep

en
d
in

g
on

th
e

fa
u
lt

m
o
d
el

)
an

d
en

su
re

m
es

sa
ge

d
el

iv
er

y
d
es

p
it

e
ac

tu
al

in
tr

u
si

on
s.

C
ov

er
ag

e
is

gi
v
en

b
y
:
se

m
an

ti
cs

of
p
ro

to
co

l
fu

n
ct

io
n
s,

u
n
d
er

ly
in

g
m

o
d
el

as
su

m
p
ti

on
s.

T
ru

st
ed

T
h
ir

d
P
ar

ty
(T

T
P

)
p
ro

to
co

ls
ar

e
al

so
in

-
tr

u
si

on
to

le
ra

n
ce

d
ev

ic
es

w
h
ic

h
p
er

fo
rm

er
ro

r
p
ro

ce
ss

in
g/

m
as

k
in

g,
b
u
t

d
ep

en
d

on
a

T
T

P
fo

r
th

ei
r

co
rr

ec
t

op
er

at
io

n
(F

ig
u
re

7a
).

C
ov

er
ag

e
d
ep

en
d
s

on
:

se
-

m
an

ti
cs

of
p
ro

to
co

l
fu

n
ct

io
n
s,

u
n
d
er

ly
in

g
m

o
d
el

as
su

m
p
ti

on
s,

re
si

li
en

ce
of

T
T

P
.

F
in

al
ly

,
th

re
sh

ol
d

cr
y
p
to

gr
ap

h
ic

p
ro

to
co

ls
ar

e
in

tr
u
si

on
to

le
ra

n
ce

d
ev

ic
es

(F
ig

-
u
re

7b
):

th
ey

p
er

fo
rm

er
ro

r
p
ro

ce
ss

in
g/

m
as

k
in

g
u
n
d
er

a
th

re
sh

ol
d

as
su

m
p
ti

on
of

n
o

m
or

e
th

an
f

+
1

ou
t

of
n

in
tr

u
si

on
s.

T
h
ei

r
co

v
er

ag
e

is
gi

v
en

b
y
:
se

m
an

ti
cs

of
th

e
cr

y
p
to

gr
ap

h
ic

fu
n
ct

io
n
s,

b
ru

te
fo

rc
e

re
si

li
en

ce
of

th
e

ci
p
h
er

,
u
n
d
er

ly
in

g
m

o
d
el

as
su

m
p
ti

on
s.

 �
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7
.
(a

)
T
ru

st
ed

T
h
ir

d
P
a
rt

y
;
(b

)
T

h
re

sh
o
ld

cr
y
p
to

g
ra

p
h
y

4
.6

P
r
o
c
e
s
s
in

g
th

e
e
r
r
o
r
s

d
e
r
iv

in
g

fr
o
m

in
tr

u
s
io

n
s

N
ex

t
w

e
re

v
ie

w
cl

as
se

s
of

m
ec

h
an

is
m

s
fo

r
p
ro

ce
ss

in
g

er
ro

rs
d
er

iv
in

g
fr

om
in

-
tr

u
si

on
s.

E
ss

en
ti

al
ly

,
w

e
d
is

cu
ss

th
e

ty
p
ic

al
er

ro
r

p
ro

ce
ss

in
g

m
ec

h
an

is
m

s
u
se

d
in

fa
u
lt

to
le

ra
n
ce

,
u
n
d
er

an
IT

p
er

sp
ec

ti
v
e:

er
ro

r
d
et

ec
ti

on
;
er

ro
r

re
co

v
er

y
;
an

d
er

ro
r

m
as

k
in

g.
E

rr
or

d
et

ec
ti

on
is

co
n
ce

rn
ed

w
it

h
d
et

ec
ti

n
g

th
e

er
ro

r
af

te
r

an
in

tr
u
si

on
is

ac
ti

va
te

d
.
It

ai
m

s
at

:
co

n
fi
n
in

g
it

to
av

oi
d

p
ro

p
ag

at
io

n
;
tr

ig
ge

ri
n
g

er
ro

r
re

co
v
er

y
m

ec
h
an

is
m

s;
tr

ig
ge

ri
n
g

fa
u
lt

tr
ea

tm
en

t
m

ec
h
an

is
m

s.
E

x
am

p
le

s
of

ty
p
ic

al
er

ro
rs

ar
e:

fo
rg

ed
or

in
co

n
si

st
en

t
(B

y
za

n
ti

n
e)

m
es

sa
ge

s;
m

o
d
ifi

ed
fi
le

s
or

m
em

or
y

va
ri

-
ab

le
s;

p
h
on

ey
O

S
ac

co
u
n
ts

;
sn

iff
er

s,
w

or
m

s,
v
ir

u
se

s,
in

op
er

at
io

n
.

E
rr

or
re

co
ve

ry
is

co
n
ce

rn
ed

w
it

h
re

co
ve

ri
n
g

fr
om

th
e

er
ro

r
on

ce
it

is
d
et

ec
te

d
.

It
ai

m
s

at
:
p
ro

v
id

in
g

co
rr

ec
t

se
rv

ic
e

d
es

p
it

e
th

e
er

ro
r;

re
co

ve
ri

n
g

fr
om

eff
ec

ts
of

in
tr

u
si

on
s.

E
x
am

p
le

s
of

b
ac

k
w

ar
d

re
co

ve
ry

ar
e:

th
e

sy
st

em
go

es
b
ac

k
to

a
p
re

v
i-

ou
s

st
at

e
k
n
ow

n
as

co
rr

ec
t

an
d

re
su

m
es

;
th

e
sy

st
em

h
av

in
g

su
ff
er

ed
D

oS
(d

en
ia

l
of

se
rv

ic
e)

at
ta

ck
,
re

-e
x
ec

u
te

s
th

e
aff

ec
te

d
op

er
at

io
n
;
th

e
sy

st
em

h
av

in
g

d
et

ec
te

d
co

rr
u
p
te

d
fi
le

s,
p
au

se
s,

re
in

st
al

ls
th

em
,
go

es
b
ac

k
to

la
st

co
rr

ec
t

p
oi

n
t.

F
or

w
ar

d
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re
co

v
er

y
ca

n
a
ls

o
b
e

u
se

d
:
th

e
sy

st
em

p
ro

ce
ed

s
fo

rw
a
rd

to
a

st
a
te

th
a
t

en
su

re
s

co
rr

ec
t

p
ro

v
is

io
n

o
f

se
rv

ic
e;

th
e

sy
st

em
d
et

ec
ts

in
tr

u
si

o
n
,

co
n
si

d
er

s
co

rr
u
p
te

d
op

er
at

io
n
s

lo
st

a
n
d

in
cr

ea
se

s
le

v
el

o
f
se

cu
ri

ty
(t

h
re

sh
o
ld

/
q
u
o
ru

m
s

in
cr

ea
se

,
k
ey

re
n
ew

al
);

th
e

sy
st

em
d
et

ec
ts

in
tr

u
si

o
n
,
m

ov
es

to
d
eg

ra
d
ed

b
u
t

sa
fe

r
o
p
er

a
ti

o
n
a
l

m
o
d
e. E
rr

or
m

a
sk

in
g

is
a

p
re

fe
rr

ed
m

ec
h
a
n
is

m
w

h
en

,
a
s

o
ft

en
h
a
p
p
en

s,
er

ro
r

d
et

ec
-

ti
on

is
n
ot

re
li
a
b
le

o
r

ca
n

h
av

e
la

rg
e

la
te

n
cy

.
R

ed
u
n
d
a
n
cy

is
u
se

d
sy

st
em

a
ti

ca
ll
y

in
or

d
er

to
p
ro

v
id

e
co

rr
ec

t
se

rv
ic

e
w

it
h
o
u
t

a
n
o
ti

ce
a
b
le

g
li
tc

h
.
A

s
ex

a
m

p
le

s:
sy

s-
te

m
at

ic
v
o
ti

n
g

o
f
o
p
er

a
ti

o
n
s;

B
y
za

n
ti

n
e

a
g
re

em
en

t
a
n
d

in
te

ra
ct

iv
e

co
n
si

st
en

cy
;

fr
ag

m
en

ta
ti

o
n
-r

ed
u
n
d
a
n
cy

-s
ca

tt
er

in
g
;

se
n
so

r
co

rr
el

a
ti

o
n

(a
g
re

em
en

t
o
n

im
p
re

-
ci

se
va

lu
es

).

4
.7

In
tr

u
s
io

n
d
e
te

c
ti
o
n

m
e
c
h
a
n
is

m
s

A
s

to
th

e
m

et
h
o
d
o
lo

g
y

em
p
lo

ye
d
,
cl

a
ss

ic
ID

sy
st

em
s

b
el

o
n
g

to
o
n
e

(o
r

a
h
y
b
ri

d
)

of
tw

o
cl

a
ss

es
:
b
eh

av
io

u
r-

b
a
se

d
(o

r
a
n
o
m

a
ly

)
d
et

ec
ti

o
n

sy
st

em
s;

a
n
d

k
n
ow

le
d
g
e-

b
as

ed
(o

r
m

is
u
se

)
d
et

ec
ti

o
n

sy
st

em
s.

B
eh

av
io

u
r-

b
a
se

d
(a

n
o
m

a
ly

)
d
et

ec
ti

o
n

sy
st

em
s

a
re

ch
a
ra

ct
er

iz
ed

b
y

n
ee

d
in

g
n
o

k
n
ow

le
d
g
e

a
b
o
u
t

sp
ec

ifi
c

a
tt

a
ck

s.
T

h
ey

a
re

p
ro

v
id

ed
w

it
h

k
n
ow

le
d
g
e

a
b
o
u
t

th
e

n
or

m
a
l
b
eh

av
io

u
r

o
f
th

e
m

o
n
it

o
re

d
sy

st
em

,
a
cq

u
ir

ed
e.

g
.,

th
ro

u
g
h

ex
te

n
si

v
e

tr
ai

n
in

g
of

th
e

sy
st

em
in

co
rr

ec
t

o
p
er

a
ti

o
n
.
A

s
a
d
va

n
ta

g
es

:
th

ey
d
o

n
o
t

re
q
u
ir

e
a

d
at

ab
as

e
o
f
a
tt

a
ck

si
g
n
a
tu

re
s

th
a
t

n
ee

d
s

to
b
e

k
ep

t
u
p
-t

o
-d

a
te

.
A

s
d
ra

w
b
a
ck

s:
th

er
e

is
a

si
g
n
ifi

ca
n
t

p
o
te

n
ti

a
l
fo

r
fa

ls
e

a
la

rm
s,

n
a
m

el
y

if
u
sa

g
e

is
n
o
t

v
er

y
p
re

-
d
ic

ta
b
le

w
it

h
ti

m
e;

th
ey

p
ro

v
id

e
n
o

in
fo

rm
a
ti

o
n

(d
ia

g
n
o
si

s)
o
n

ty
p
e

o
f
in

tr
u
si

o
n
,

th
ey

ju
st

si
g
n
a
l
th

a
t

so
m

et
h
in

g
u
n
u
su

a
l
h
a
p
p
en

ed
.

K
n
ow

le
d
g
e-

b
a
se

d
(m

is
u
se

)
sy

st
em

s
re

ly
o
n

a
d
a
ta

b
a
se

o
f

p
re

v
io

u
sl

y
k
n
ow

n
at

ta
ck

si
gn

a
tu

re
s.

W
h
en

ev
er

a
n

a
ct

iv
it
y

m
a
tc

h
es

a
si

g
n
a
tu

re
,
a
n

a
la

rm
is

g
en

-
er

at
ed

.
A

s
a
d
va

n
ta

g
es

:
a
la

rm
s

co
n
ta

in
d
ia

g
n
o
st

ic
in

fo
rm

a
ti

o
n

a
b
o
u
t

th
e

ca
u
se

.
T

h
e

m
ai

n
d
ra

w
b
a
ck

co
m

es
fr

o
m

th
e

p
o
te

n
ti

a
l
fo

r
o
m

it
te

d
o
r

m
is

se
d

a
la

rm
s,

e.
g
.

u
n
k
n
ow

n
a
tt

a
ck

s
(i

n
co

m
p
le

te
d
a
ta

b
a
se

)
o
r

n
ew

a
tt

a
ck

s
(o

n
o
ld

o
r

n
ew

v
u
ln

er
a
-

b
il
it

ie
s)

.
P

u
t

u
n
d
er

a
n

IT
p
er

sp
ec

ti
v
e,

er
ro

r
d
et

ec
ti

o
n

m
ec

h
a
n
is

m
s

o
f
ei

th
er

cl
a
ss

ca
n

an
d

sh
ou

ld
b
e

co
m

b
in

ed
.

C
o
m

b
in

a
ti

o
n

o
f

ID
w

it
h

a
u
to

m
a
te

d
re

co
ve

ry
m

ec
h
a
-

n
is

m
s

is
a

re
se

a
rc

h
su

b
je

ct
in

fa
st

p
ro

g
re

ss
[1

,1
4
,2

3
,1

1
].

T
h
is

ca
n

b
e

sy
st

em
a
ti

ze
d

a
n
d

g
en

er
a
li
ze

d
a
s

in
F
ig

u
re

8
.

S
y
st

em
a
ct

iv
it
y

p
at

te
rn

s
ar

e
fo

ll
ow

ed
,

a
n
d

co
m

p
a
re

d
a
g
a
in

st
re

fe
re

n
ce

p
a
tt

er
n
s[

1
]:

n
o
rm

a
l

a
n
d

ab
n
or

m
al

.
W

h
en

ev
er

th
er

e
is

a
m

a
tc

h
w

it
h

a
n
y

o
f

th
e

a
b
n
o
rm

a
l

p
a
tt

er
n
s,

a
n

er
ro

r
is

re
p
o
rt

ed
(t

h
is

is
a
k
in

to
th

e
m

is
u
se

st
y
le

o
f
d
et

ec
ti

o
n
).

L
ik

ew
is

e,
w

h
en

ev
er

sy
st

em
ac

ti
v
it
y

fa
ll
s

o
u
ts

id
e

th
e

n
o
rm

a
l
p
a
tt

er
n
s,

a
n

er
ro

r
is

a
ls

o
re

p
o
rt

ed
(t

h
is

fa
ll
s

in
to

th
e

a
n
o
m

a
ly

ca
te

g
o
ry

).
N

o
te

th
a
t

b
o
th

m
et

h
o
d
o
lo

g
ie

s
a
re

se
a
m

le
ss

ly
co

m
b
in

ed
.

M
o
d
er

n
in

tr
u
si

o
n

d
et

ec
ti

o
n

sh
o
u
ld

a
d
d
re

ss
er

ro
rs

d
er

iv
in

g
o
r

n
o
t

fr
o
m

m
a
li
-

ci
ou

s
ac

ti
o
n
.
In

fa
ct

,
a

d
et

ec
to

r
o
f
er

ro
rs

ca
u
se

d
b
y

m
a
li
ci

o
u
s
fa

u
lt

s
sh

o
u
ld

d
et

ec
t

er
ro

rs
ca

u
se

d
b
y

n
o
n
-m

a
li
ci

o
u
s

o
n
es

.
T

h
is

p
u
ts

em
p
h
a
si

s
o
n

th
e

re
su

lt
—

th
e

o
b
-

se
rv

ab
le

fa
il
u
re

o
f
so

m
e

co
m

p
o
n
en

t
to

p
ro

v
id

e
co

rr
ec

t
se

rv
ic

e—
ra

th
er

th
a
n

o
n

th
e

ca
u
se

.
T

h
e

p
o
ss

ib
le

ca
u
se

s
m

u
st

h
av

e
b
ee

n
d
efi

n
ed

p
re

v
io

u
sl

y,
w

h
en

d
ev

is
in

g

2
0
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F
ig

.
8
.
In

tr
u
si

o
n

d
et

ec
ti

o
n

m
et

h
o
d
o
lo

g
ie

s

th
e

fa
u
lt

m
o
d
el

(A
V

I
-

at
ta

ck
,

v
u
ln

er
ab

il
it
y,

in
tr

u
si

on
).

E
x
am

p
le

:
a

B
y
za

n
ti

n
e

fa
il
u
re

d
et

ec
to

r
in

a
d
is

tr
ib

u
te

d
sy

st
em

,
d
et

ec
ts

an
ab

n
or

m
al

b
eh

av
io

u
r

of
co

m
-

p
on

en
ts

,
su

ch
as

se
n
d
in

g
in

co
n
si

st
en

t
d
at

a
to

d
iff

er
en

t
p
ar

ti
ci

p
an

ts
.
W

h
et

h
er

or
n
ot

it
is

ca
u
se

d
b
y

m
al

ic
io

u
s

en
ti

ti
es

,
is

ir
re

le
va

n
t.

T
h
e

q
u
al

it
y

of
su

ch
d
et

ec
to

rs
sh

ou
ld

b
e

m
ea

su
re

d
b
y

p
ar

am
et

er
s

su
ch

as
:
fa

ls
e

al
ar

m
ra

te
;
om

it
te

d
al

ar
m

ra
te

;
d
et

ec
ti

on
la

te
n
cy

.

5
In

tr
u
si

o
n

T
o
le

r
a
n
c
e

st
r
a
te

g
ie

s

N
ot

su
rp

ri
si

n
gl

y,
in

tr
u
si

on
to

le
ra

n
ce

st
ra

te
gi

es
d
er

iv
e

fr
om

a
co

n
fl
u
en

ce
of

cl
as

si
-

ca
l
fa

u
lt

to
le

ra
n
ce

an
d

se
cu

ri
ty

st
ra

te
gi

es
[3

3]
.
S
tr

at
eg

ie
s

ar
e

co
n
d
it

io
n
ed

b
y

se
v
-

er
al

fa
ct

or
s,

su
ch

as
:
ty

p
e

of
op

er
at

io
n
,
cl

as
se

s
of

fa
il
u
re

s
(i

.e
.,

p
ow

er
of

in
tr

u
d
er

);
co

st
of

fa
il
u
re

(i
.e

.,
li
m

it
s
to

th
e

ac
ce

p
te

d
ri

sk
);

p
er

fo
rm

an
ce

;
co

st
;
av

ai
la

b
le

te
ch

-
n
ol

og
y.

T
ec

h
n
ic

al
ly

,
b
es

id
es

a
fe

w
fu

n
d
am

en
ta

l
tr

ad
eo

ff
s

th
at

sh
ou

ld
al

w
ay

s
b
e

m
ad

e
in

an
y

d
es

ig
n
,
th

e
gr

an
d

st
ra

te
gi

c
op

ti
on

s
fo

r
th

e
d
es

ig
n

of
an

in
tr

u
si

on
-

to
le

ra
n
t

sy
st

em
d
ev

el
op

al
on

g
a

fe
w

m
ai

n
li
n
es

th
at

w
e

d
is

cu
ss

in
th

is
se

ct
io

n
.

W
e

d
es

cr
ib

e
w

h
at

w
e

co
n
si

d
er

to
b
e

th
e

m
ai

n
st

ra
te

gi
c

li
n
es

th
at

sh
ou

ld
b
e

co
n
-

si
d
er

ed
b
y

th
e

ar
ch

it
ec

t
of

IT
sy

st
em

s,
in

a
li
st

th
at

is
n
ot

ex
h
au

st
iv

e.
O

n
ce

a
st

ra
te

gy
is

d
efi

n
ed

,
d
es

ig
n

sh
ou

ld
p
ro

gr
es

s
al

on
g

th
e

gu
id

el
in

es
su

gg
es

te
d

b
y

th
e

se
ve

ra
l
in

tr
u
si

on
-t

ol
er

an
ce

fr
am

ew
or

k
s

ju
st

p
re

se
n
te

d
.

5
.1

F
a
u
lt

A
v
o
id

a
n
c
e

v
s
.
F
a
u
lt

T
o
le

r
a
n
c
e

T
h
e

fi
rs

t
is

su
e

w
e

co
n
si

d
er

is
or

ie
n
te

d
to

th
e

sy
st

em
co

n
st

ru
ct

io
n
,
w

h
er

ea
s

th
e

re
m

ai
n
in

g
ar

e
re

la
te

d
w

it
h

it
s

op
er

at
io

n
al

p
u
rp

os
e.

It
co

n
ce

rn
s

th
e

b
al

an
ce

b
e-

tw
ee

n
fa

u
lt

s
av

oi
d
ed

(p
re

v
en

te
d

or
re

m
ov

ed
)

an
d

fa
u
lt

s
to

le
ra

te
d
.

O
n

th
e

on
e

h
an

d
,
th

is
is

co
n
ce

rn
ed

w
it

h
th

e
‘z

er
o-

v
u
ln

er
ab

il
it

ie
s’

go
al

ta
k
en

in
m

an
y

cl
as

si
ca

l
se

cu
ri

ty
d
es

ig
n
s.

T
h
e

T
ru

st
ed

C
om

p
u
ti

n
g

B
as

e
p
ar

ad
ig

m
[3

6]
,

w
h
en

p
os

tu
la

ti
n
g

th
e

ex
is

te
n
ce

of
a

co
m

p
u
ti

n
g

n
u
cl

eu
s

th
at

is
im

p
er

v
io

u
s

to

21

h
ac

k
er

s,
re

li
es

o
n

th
a
t

a
ss

u
m

p
ti

o
n
.
O

v
er

th
e

y
ea

rs
,
it

b
ec

a
m

e
ev

id
en

t
th

a
t

th
is

w
as

a
st

ra
te

g
y

im
p
o
ss

ib
le

to
fo

ll
ow

in
g
en

er
ic

sy
st

em
d
es

ig
n
:

sy
st

em
s

a
re

to
o

co
m

p
le

x
fo

r
th

e
w

h
o
le

d
es

ig
n

a
n
d

co
n
fi
g
u
ra

ti
o
n

to
b
e

m
a
st

er
ed

.
O

n
th

e
o
th

er
h
an

d
,
th

is
b
a
la

n
ce

a
ls

o
co

n
ce

rn
s

a
tt

a
ck

p
re

v
en

ti
o
n
.
R

ed
u
ci

n
g

th
e

le
v
el

o
f
th

re
a
t

im
p
ro

v
es

o
n

th
e

sy
st

em
re

si
li
en

ce
,
b
y

re
d
u
ci

n
g

th
e

ri
sk

o
f
in

tr
u
si

o
n
.
H

ow
ev

er
,
fo

r
ob

v
io

u
s

re
a
so

n
s,

th
is

is
a
ls

o
a

v
er

y
li
m

it
ed

so
lu

ti
o
n
.
A

s
a
n

ex
a
m

p
le

,
th

e
fi
re

w
a
ll

p
ar

an
oi

a
o
f

p
re

v
en

ti
n
g

a
tt

a
ck

s
o
n

in
tr

a
n
et

s
a
ls

o
le

av
es

m
a
n
y

n
ec

es
sa

ry
d
o
o
rs

(f
or

ou
ts

id
e

co
n
n
ec

ti
v
it
y
)

cl
o
se

d
in

it
s

w
ay

.
N

ev
er

th
el

es
s,

o
n
e

sh
o
u
ld

av
o
id

fa
ll
in

g
in

th
e

o
p
p
o
si

te
ex

tr
em

e
o
f
th

e
sp

ec
tr

u
m

—
as

su
m

e
th

e
w

o
rs

t
a
b
o
u
t

sy
st

em
co

m
p
o
n
en

ts
a
n
d

a
tt

a
ck

se
v
er

it
y
—

u
n
le

ss
th

e
cr

it
ic

al
it
y

o
f

th
e

o
p
er

a
ti

o
n

ju
st

ifi
es

a
‘m

in
im

a
l

a
ss

u
m

p
ti

o
n
s’

a
tt

it
u
d
e.

T
h
is

is
b
ec

au
se

ar
b
it

ra
ry

fa
il
u
re

p
ro

to
co

ls
a
re

n
o
rm

a
ll
y

co
st

ly
in

te
rm

s
o
f
p
er

fo
rm

a
n
ce

an
d

co
m

p
le

x
it
y.

T
h
e

st
ra

te
g
ic

o
p
ti

o
n

o
f
u
si

n
g

so
m

e
tr

u
st

ed
co

m
p
o
n
en

ts
—

fo
r
ex

a
m

p
le

in
cr

it
i-

ca
l
p
ar

ts
o
f
th

e
sy

st
em

a
n
d

it
s
o
p
er

a
ti

o
n
—

m
ay

y
ie

ld
m

o
re

p
er

fo
rm

a
n
t
p
ro

to
co

ls
.

If
ta

k
en

u
n
d
er

a
to

le
ra

n
ce

(r
a
th

er
th

a
n

p
re

v
en

ti
o
n
)

p
er

sp
ec

ti
v
e,

v
er

y
h
ig

h
le

v
el

s
of

d
ep

en
d
a
b
il
it
y

m
ay

b
e

a
ch

ie
ve

d
.
B

u
t

th
e

co
n
d
it

io
n

is
th

a
t

th
es

e
co

m
p
o
n
en

ts
b
e

m
ad

e
tr

u
st

w
o
rt

h
y

(u
p

to
th

e
tr

u
st

p
la

ce
d

o
n

th
em

,
a
s

w
e

d
is

cu
ss

ed
ea

rl
ie

r)
,

th
at

is
,
th

a
t

th
ei

r
fa

u
lt
y

b
eh

av
io

u
r

is
in

d
ee

d
li
m

it
ed

to
a

su
b
se

t
o
f
th

e
p
o
ss

ib
le

fa
u
lt

s.
T

h
is

is
a
ch

ie
ve

d
b
y

em
p
lo

y
in

g
te

ch
n
iq

u
es

in
th

ei
r

co
n
st

ru
ct

io
n

th
a
t

le
a
d

to
th

e
p
re

v
en

ti
o
n

a
n
d
/
o
r
re

m
ov

a
l
o
f
th

e
p
re

cl
u
d
ed

fa
u
lt

s,
b
e

th
em

v
u
ln

er
a
b
il
it

ie
s,

at
ta

ck
s,

in
tr

u
si

o
n
s,

o
r

o
th

er
fa

u
lt

s
(e

.g
.
o
m

is
si

o
n
,
ti

m
in

g
,
et

c.
).

T
h
e

re
cu

rs
iv

e
(b

y
le

v
el

o
f
a
b
st

ra
ct

io
n
)

a
n
d

m
o
d
u
la

r
(c

o
m

p
o
n
en

t-
b
a
se

d
)

u
se

of
fa

u
lt

to
le

ra
n
ce

a
n
d

fa
u
lt

p
re

v
en

ti
o
n
/
re

m
ov

a
l

w
h
en

a
rc

h
it

ec
ti

n
g

a
sy

st
em

is
th

u
s

on
e

of
th

e
fu

n
d
a
m

en
ta

l
st

ra
te

g
ic

tr
a
d
eo

ff
s

in
so

li
d

b
u
t

eff
ec

ti
v
e

IT
sy

st
em

d
es

ig
n
.
T

h
is

a
p
p
ro

a
ch

w
a
s

ta
k
en

in
p
re

v
io

u
s

a
rc

h
it

ec
tu

ra
l
w

o
rk

s[
2
9
],

b
u
t

h
a
s

a
n

ov
er

w
h
el

m
in

g
im

p
o
rt

a
n
ce

in
IT

,
g
iv

en
th

e
n
a
tu

re
o
f
fa

u
lt

s
in

vo
lv

ed
.

5
.2

C
o
n
fi
d
e
n
ti
a
l
O

p
e
r
a
ti
o
n

W
h
en

th
e

st
ra

te
g
ic

g
o
a
l
is

co
n
fi
d
en

ti
a
li
ty

,
th

e
sy

st
em

sh
o
u
ld

p
re

fe
ra

b
ly

b
e

a
rc

h
i-

te
ct

ed
ar

o
u
n
d

er
ro

r
m

a
sk

in
g
,
re

so
rt

in
g

to
sc

h
em

es
th

a
t

d
es

p
it

e
a
ll
ow

in
g

p
a
rt

ia
l

u
n
au

th
or

is
ed

re
a
d
s

o
f

p
ie

ce
s

o
f

d
a
ta

,
d
o

n
o
t

re
v
ea

l
a
n
y

u
se

fu
l

in
fo

rm
a
ti

o
n
.

O
r

sc
h
em

es
th

a
t

b
y

re
q
u
ir

in
g

a
q
u
o
ru

m
a
b
ov

e
a

g
iv

en
th

re
sh

o
ld

to
a
ll
ow

a
cc

es
s

to
in

fo
rm

at
io

n
,
w

it
h
st

a
n
d

le
v
el

s
o
f
in

tr
u
si

o
n

to
th

e
a
cc

es
s

co
n
tr

o
l
m

ec
h
a
n
is

m
th

a
t

re
m

ai
n

b
el

ow
th

a
t

th
re

sh
o
ld

.
S
ch

em
es

re
ly

in
g

o
n

er
ro

r
d
et

ec
ti

o
n
/
re

co
ve

ry
a
re

al
so

p
os

si
b
le

.
H

ow
ev

er
,

g
iv

en
th

e
sp

ec
ifi

ci
ty

o
f

co
n
fi
d
en

ti
a
li
ty

(o
n
ce

re
a
d
,

re
a
d

fo
re

v
er

..
.)

,
th

ey
w

il
l
n
o
rm

a
ll
y

im
p
ly

so
m

e
fo

rm
o
f
fo

rw
a
rd

,
ra

th
er

th
a
n

b
a
ck

w
a
rd

re
co

v
er

y,
su

ch
a
s

re
n
d
er

in
g

th
e

u
n
d
u
ly

re
a
d

d
a
ta

ir
re

le
va

n
t

in
th

e
fu

tu
re

.
T

h
ey

al
so

re
q
u
ir

e
lo

w
d
et

ec
ti

o
n

la
te

n
cy

,
to

m
it

ig
a
te

th
e

ri
sk

o
f
er

ro
r

p
ro

p
a
g
a
ti

o
n

a
n
d

ev
en

tu
al

sy
st

em
fa

il
u
re

(i
n

p
ra

ct
ic

a
l
te

rm
s,

th
e

ev
en

t
o
f
in

fo
rm

a
ti

o
n

d
is

cl
o
su

re
).

5
.3

P
e
r
fe

c
t

N
o
n
-s

to
p

O
p
e
r
a
ti
o
n

W
h
en

n
o

g
li
tc

h
is

a
cc

ep
ta

b
le

,
th

e
sy

st
em

m
u
st

b
e

a
rc

h
it

ec
te

d
a
ro

u
n
d

er
ro

r
m

a
sk

-
in

g,
as

in
cl

a
ss

ic
a
l

fa
u
lt

to
le

ra
n
ce

.
G

iv
en

a
se

t
o
f

fa
il
u
re

a
ss

u
m

p
ti

o
n
s,

en
o
u
g
h

2
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sp
ac

e
re

d
u
n
d
an

cy
m

u
st

b
e

su
p
p
li
ed

to
ac

h
ie

v
e

th
e

ob
je

ct
iv

e.
O

n
th

e
ot

h
er

h
an

d
,

ad
eq

u
at

e
p
ro

to
co

ls
im

p
le

m
en

ti
n
g

sy
st

em
at

ic
er

ro
r

m
as

k
in

g
u
n
d
er

th
e

d
es

ir
ed

fa
u
lt

m
o
d
el

m
u
st

b
e

u
se

d
(e

.g
.
B

y
za

n
ti

n
e-

re
si

li
en

t,
T

T
P

-b
as

ed
,
et

c.
).

H
ow

ev
er

,
n
ot

e
th

at
n
on

-s
to

p
av

ai
la

b
il
it
y

ag
ai

n
st

ge
n
er

al
d
en

ia
l-
of

-s
er

v
ic

e
at

ta
ck

s
is

st
il
l

an
il
l-
m

as
te

re
d

go
al

in
op

en
sy

st
em

s.

5
.4

R
e
c
o
n
fi
g
u
r
a
b
le

O
p
e
r
a
ti
o
n

N
on

-s
to

p
op

er
at

io
n

is
ex

p
en

si
v
e

an
d

as
su

ch
m

an
y

se
rv

ic
es

re
so

rt
to

ch
ea

p
er

re
-

d
u
n
d
an

cy
m

an
ag

em
en

t
sc

h
em

es
,
b
as

ed
on

er
ro

r
re

co
ve

ry
in

st
ea

d
of

er
ro

r
m

as
k
-

in
g.

T
h
es

e
al

te
rn

at
iv

e
ap

p
ro

ac
h
es

ca
n

b
e

ch
ar

ac
te

ri
ze

d
b
y

th
e

ex
is

te
n
ce

of
a

v
is

ib
le

gl
it

ch
.
T

h
e

u
n
d
er

ly
in

g
st

ra
te

gy
,
w

h
ic

h
w

e
ca

ll
re

co
n
fi
gu

ra
b
le

op
er

at
io

n
,
is

n
or

m
al

ly
ad

d
re

ss
ed

at
av

ai
la

b
il
it
y
-

or
in

te
gr

it
y
-o

ri
en

te
d

se
rv

ic
es

,
su

ch
as

tr
an

s-
ac

ti
on

al
d
at

ab
as

es
,
w

eb
se

rv
er

s,
et

c.
T

h
e

st
ra

te
gy

is
b
as

ed
on

in
tr

u
si

on
d
et

ec
ti

on
.
T

h
e

er
ro

r
sy

m
p
to

m
tr

ig
ge

rs
a

re
co

n
fi
gu

ra
ti

on
p
ro

ce
d
u
re

th
at

au
to

m
at

ic
al

ly
re

p
la

ce
s

a
fa

il
ed

co
m

p
on

en
t

b
y

a
co

rr
ec

t
co

m
p
on

en
t,

or
an

in
ad

eq
u
at

e
or

in
co

rr
ec

t
co

n
fi
gu

ra
ti

on
b
y

an
ad

eq
u
at

e
or

co
rr

ec
t

co
n
fi
gu

ra
ti

on
,
u
n
d
er

th
e

n
ew

ci
rc

u
m

st
an

ce
s

(e
.g

.
h
ig

h
er

le
v
el

of
th

re
at

).
F
or

ex
am

p
le

,
if

a
d
at

ab
as

e
re

p
li
ca

is
at

ta
ck

ed
an

d
co

rr
u
p
te

d
,

it
is

re
p
la

ce
d

b
y

a
b
ac

k
u
p
.
D

u
ri

n
g

re
co

n
fi
gu

ra
ti

on
th

e
se

rv
ic

e
m

ay
b
e

te
m

p
or

ar
il
y

u
n
av

ai
la

b
le

or
su

ff
er

so
m

e
p
er

fo
rm

an
ce

d
eg

ra
d
at

io
n
,
w

h
os

e
d
u
ra

ti
on

d
ep

en
d
s

on
th

e
re

co
ve

ry
m

ec
h
an

is
m

s.
If

th
e

A
V

I
se

q
u
en

ce
ca

n
b
e

re
p
ea

te
d

(e
.g

.,
w

h
il
e

th
e

at
ta

ck
la

st
s)

,
th

e
se

rv
ic

e
m

ay
re

so
rt

to
co

n
fi
gu

ra
ti

on
s

th
at

d
eg

ra
d
e

Q
oS

in
tr

ad
e

fo
r

re
si

li
en

ce
,

d
ep

en
d
in

g
on

th
e

p
ol

ic
y

u
se

d
(e

.g
.,

te
m

p
or

ar
il
y

d
is

ab
li
n
g

a
se

rv
ic

e
th

at
co

n
ta

in
s

a
v
u
ln

er
ab

il
it
y

th
at

ca
n
n
ot

b
e

re
m

ov
ed

,
or

sw
it

ch
in

g
to

m
or

e
re

si
li
en

t
b
u
t
sl

ow
er

p
ro

to
co

ls
).

5
.5

R
e
c
o
v
e
r
a
b
le

O
p
e
r
a
ti
o
n

D
is

ru
p
ti

on
av

oi
d
an

ce
is

n
ot

al
w

ay
s

m
an

d
at

or
y,

an
d

th
is

m
ay

le
ad

to
ch

ea
p
er

an
d

si
m

p
le

r
sy

st
em

s.
F
u
rt

h
er

m
or

e,
in

m
os

t
d
en

ia
l-
of

-s
er

v
ic

e
sc

en
ar

io
s

in
op

en
sy

st
em

s
(I

n
te

rn
et

),
it

is
ge

n
er

ic
al

ly
n
ot

ac
h
ie

va
b
le

.
C

on
si

d
er

th
at

a
co

m
p
on

en
t

cr
as

h
es

u
n
d
er

an
at

ta
ck

.
A

n
in

tr
u
si

on
-t

ol
er

an
t

d
es

ig
n

ca
n

st
il
l

b
e

ob
ta

in
ed

,
if

a
se

t
of

p
re

co
n
d
it

io
n
s

h
ol

d
fo

r
th

e
co

m
p
on

en
t:

(a
)

it
ta

k
es

a
lo

w
er

-b
ou

n
d
ed

ti
m

e
T

c
to

fa
ll
;
(b

)
it

ta
k
es

a
u
p
p
er

-b
ou

n
d
ed

ti
m

e
T

r
to

re
co

ve
r;

(c
)

th
e

d
u
ra

ti
on

of
b
la

ck
ou

ts
is

sh
or

t
en

ou
gh

fo
r

th
e

ap
p
li
ca

ti
on

’s
n
ee

d
s.

U
n
li
ke

w
h
at

h
ap

p
en

s
w

it
h

cl
as

si
c

F
T

re
co

v
er

ab
le

op
er

at
io

n
[3

3]
,

w
h
er

e
(c

)
on

ly
d
ep

en
d
s

on
(b

),
h
er

e
th

e
av

ai
la

b
il
it
y

of
th

e
sy

st
em

is
d
efi

n
ed

in
a

m
or

e
el

ab
or

at
e

w
ay

,
p
ro

p
or

ti
on

at
e

to
th

e
le

v
el

of
th

re
at

,
in

te
rm

s
of

at
ta

ck
se

ve
ri

ty
an

d
d
u
ra

ti
on

.
F
ir

st
ly

,
fo

r
a

gi
v
en

at
ta

ck
se

v
er

it
y,

(a
)
d
et

er
m

in
es

sy
st

em
re

li
ab

il
it
y

u
n
d
er

at
ta

ck
.

If
an

at
ta

ck
la

st
s

le
ss

th
an

T
c
,

th
e

sy
st

em
d
o
es

n
ot

ev
en

cr
as

h
.

S
ec

on
d
ly

,
(a

)
an

d
(b

)
d
et

er
m

in
e

th
e

ti
m

e
fo

r
se

rv
ic

e
re

st
or

at
io

n
.

F
or

a
gi

v
en

at
ta

ck
d
u
ra

ti
on

T
a
,

th
e

sy
st

em
m

ay
ei

th
er

re
co

ve
r

co
m

p
le

te
ly

af
te

r
T

r
(T

a
<

T
c
+

T
r
),

or
el

se
cy

cl
e

u
p
-d

ow
n
,
w

it
h

a
d
u
ty

cy
cl

e
of

T
c
/
(T

c
+

T
r
)
(l

on
ge

r
at

ta
ck

s)
.
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M
or

eo
v
er

,
th

e
cr

a
sh

,
w

h
ic

h
is

p
ro

vo
ke

d
m

a
li
ci

o
u
sl

y,
m

u
st

n
o
t

g
iv

e
ri

se
to

in
-

co
rr

ec
t
co

m
p
u
ta

ti
o
n
s.

T
h
is

m
ay

b
e

a
ch

ie
ve

d
th

ro
u
g
h

se
v
er

a
l
te

ch
n
iq

u
es

,
a
m

o
n
g
st

w
h
ic

h
w

e
n
a
m

e
se

cu
re

ch
ec

k
-p

o
in

ti
n
g

a
n
d

lo
g
g
in

g
.
R

ec
ov

er
a
b
le

ex
a
ct

ly
-o

n
ce

o
p
-

er
at

io
n

ca
n

b
e

a
ch

ie
ve

d
w

it
h

in
tr

u
si

o
n
-t

o
le

ra
n
t

a
to

m
ic

tr
a
n
sa

ct
io

n
s[

3
3
].

In
d
is

-
tr

ib
u
te

d
se

tt
in

g
s,

th
es

e
m

ec
h
a
n
is

m
s

m
ay

re
q
u
ir

e
se

cu
re

a
g
re

em
en

t
p
ro

to
co

ls
.

T
h
is

st
ra

te
g
y

co
n
ce

rn
s

a
p
p
li
ca

ti
o
n
s

w
h
er

e
a
t

th
e

co
st

o
f

a
n
o
ti

ce
a
b
le

te
m

-
p
or

ar
y

se
rv

ic
e

o
u
ta

g
e,

th
e

le
a
st

a
m

o
u
n
t

o
f

re
d
u
n
d
a
n
cy

is
u
se

d
.

T
h
e

st
ra

te
g
y

al
so

se
rv

es
lo

n
g
-r

u
n
n
in

g
a
p
p
li
ca

ti
o
n
s,

su
ch

a
s

d
a
ta

m
in

in
g

o
r

sc
ie

n
ti

fi
c

co
m

p
u
ta

-
ti

on
s,

w
h
er

e
av

a
il
a
b
il
it
y

is
n
o
t

a
s

d
em

a
n
d
in

g
a
s

in
in

te
ra

ct
iv

e
a
p
p
li
ca

ti
o
n
s,

b
u
t

in
te

gr
it
y

is
o
f
p
ri

m
a
ry

co
n
ce

rn
.
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F
a
il
-S

a
fe

In
ce

rt
ai

n
si

tu
a
ti

o
n
s,

it
is

n
ec

es
sa

ry
to

p
ro

v
id

e
fo

r
a
n

em
er

g
en

cy
a
ct

io
n

to
b
e

p
er

fo
rm

ed
in

ca
se

th
e

sy
st

em
ca

n
n
o

lo
n
g
er

to
le

ra
te

th
e

fa
u
lt

s
o
cc

u
rr

in
g
,
i.
e.

it
ca

n
n
ot

w
it

h
st

a
n
d

th
e

cu
rr

en
t

le
v
el

o
f
th

re
a
t.

T
h
is

is
d
o
n
e

to
p
re

v
en

t
th

e
sy

st
em

fr
om

ev
ol

v
in

g
to

a
p
o
te

n
ti

a
ll
y

in
co

rr
ec

t
si

tu
a
ti

o
n
,
su

ff
er

in
g

o
r

d
o
in

g
u
n
ex

p
ec

te
d

d
am

ag
e.

In
th

is
ca

se
,

it
is

p
re

fe
ra

b
le

to
sh

u
t

th
e

sy
st

em
d
ow

n
a
t

o
n
ce

,
w

h
a
t

is
ca

ll
ed

fa
il
-s

a
fe

b
eh

av
io

u
r.

T
h
is

st
ra

te
g
y,

o
ft

en
u
se

d
in

sa
fe

ty
-

a
n
d

m
is

si
o
n
-

cr
it

ic
al

sy
st

em
s,

is
a
ls

o
im

p
o
rt

a
n
t

in
in

tr
u
si

o
n

to
le

ra
n
ce

,
fo

r
o
b
v
io

u
s

re
a
so

n
s.

It
m

ay
co

m
p
le

m
en

t
o
th

er
st

ra
te

g
ie

s
d
es

cr
ib

ed
a
b
ov

e.

6
M

o
d
e
ll
in

g
m

a
li
c
io

u
s

fa
u
lt

s

A
cr

u
ci

al
a
sp

ec
t

o
f
a
n
y

fa
u
lt

-t
o
le

ra
n
t

a
rc

h
it

ec
tu

re
is

th
e

fa
u
lt

m
o
d
el

u
p
o
n

w
h
ic

h
th

e
sy

st
em

a
rc

h
it

ec
tu

re
is

co
n
ce

iv
ed

,
a
n
d

co
m

p
o
n
en

t
in

te
ra

ct
io

n
s

a
re

d
efi

n
ed

.
T

h
e

fa
u
lt

m
o
d
el

co
n
d
it

io
n
s

th
e

co
rr

ec
tn

es
s

a
n
a
ly

si
s,

b
o
th

in
th

e
va

lu
e

a
n
d

ti
m

e
d
om

ai
n
s,

a
n
d

d
ic

ta
te

s
cr

u
ci

a
l
a
sp

ec
ts

o
f
sy

st
em

co
n
fi
g
u
ra

ti
o
n
,
su

ch
a
s

th
e

p
la

ce
-

m
en

t
an

d
ch

o
ic

e
o
f

co
m

p
o
n
en

ts
,

le
v
el

o
f

re
d
u
n
d
a
n
cy

,
ty

p
es

o
f

a
lg

o
ri

th
m

s,
a
n
d

so
fo

rt
h
.

A
sy

st
em

fa
u
lt

m
o
d
el

is
b
u
il
t

o
n

a
ss

u
m

p
ti

o
n
s

a
b
o
u
t

th
e

w
ay

sy
st

em
co

m
p
on

en
ts

fa
il
.

W
h
at

a
re

m
a
li
ci

o
u
s

fa
u
lt

s?
In

th
e

a
n
sw

er
to

th
is

q
u
es

ti
o
n

li
es

th
e

cr
u
x

o
f
th

e
ar

gu
m

en
t
w

it
h

re
g
a
rd

to
“
a
d
eq

u
a
te

”
in

tr
u
si

o
n

fa
u
lt

m
o
d
el

s.
T

h
e

te
rm

‘m
a
li
ci

o
u
s’

is
it

se
lf

v
er

y
su

g
g
es

ti
v
e,

a
n
d

m
ea

n
s

a
sp

ec
ia

l
in

te
n
t

to
ca

u
se

d
a
m

a
g
e.

B
u
t

h
ow

d
o

w
e

m
o
d
el

th
e

m
in

d
a
n
d

p
ow

er
o
f

th
e

a
tt

a
ck

er
?

In
d
ee

d
,

m
a
n
y

w
o
rk

s
h
av

e
fo

cu
se

d
on

th
e

‘i
n
te

n
t’

,
w

h
er

ea
s

fr
o
m

a
n

IT
p
er

sp
ec

ti
v
e,

o
n
e

sh
o
u
ld

fo
cu

s
o
n

th
e

‘r
es

u
lt

’.
T

h
a
t

is
,
w

h
a
t

sh
o
u
ld

b
e

ex
tr

a
ct

ed
fr

o
m

th
e

n
o
ti

o
n

o
f
‘m

a
li
ci

o
u
sn

es
s’

is
a

te
ch

n
ic

al
d
efi

n
it

io
n

o
f
it

s
o
b
je

ct
iv

e:
th

e
vi

o
la

ti
o
n

o
f
se

ve
ra

l
o
r
a
ll

o
f
th

e
p
ro

pe
rt

ie
s

o
f
a

gi
ve

n
se

rv
ic

e,
a
tt

em
p
te

d
in

a
n
y

p
o
ss

ib
le

m
a
n
n
er

w
it

h
in

th
e

p
ow

er
av

a
il
a
b
le

to
th

e
in

tr
u
d
er

.
C

la
ss

ic
a
ll
y,

fa
il
u
re

a
ss

u
m

p
ti

o
n
s

fa
ll

in
to

es
se

n
ti

a
ll
y

tw
o

k
in

d
s:

co
n
tr

o
ll
ed

fa
il
-

u
re

as
su

m
p
ti

o
n
s,

a
n
d

a
rb

it
ra

ry
fa

il
u
re

a
ss

u
m

p
ti

o
n
s.

C
on

tr
o
ll
ed

fa
il
u
re

a
ss

u
m

p
ti

o
n
s

sp
ec

if
y

q
u
a
li
ta

ti
v
e

a
n
d

q
u
a
n
ti

ta
ti

ve
b
o
u
n
d
s

on
co

m
p
on

en
t

fa
il
u
re

s.
F
o
r

ex
a
m

p
le

,
th

e
fa

il
u
re

a
ss

u
m

p
ti

o
n
s

m
ay

sp
ec

if
y

th
a
t

co
m

p
on

en
ts

o
n
ly

h
av

e
ti

m
in

g
fa

il
u
re

s,
a
n
d

th
a
t

n
o

m
o
re

th
a
n

f
co

m
p
o
n
en

ts

2
4

192



fa
il

d
u
ri

n
g

an
in

te
rv

al
of

re
fe

re
n
ce

.
A

lt
er

n
at

iv
el

y,
th

ey
ca

n
ad

m
it

va
lu

e
fa

il
u
re

s,
b
u
t

n
ot

al
lo

w
co

m
p
on

en
ts

to
sp

on
ta

n
eo

u
sl

y
ge

n
er

at
e

or
fo

rg
e

m
es

sa
ge

s,
n
or

im
p
er

so
n
at

e,
co

ll
u
d
e

w
it

h
,
or

se
n
d

co
n
fl
ic

ti
n
g

in
fo

rm
at

io
n

to
ot

h
er

co
m

p
on

en
ts

.
In

th
e

p
re

se
n
ce

of
ac

ci
d
en

ta
l
fa

u
lt

s
th

is
ap

p
ro

ac
h

is
re

al
is

ti
c,

si
n
ce

it
re

p
re

se
n
ts

ve
ry

w
el

l
h
ow

co
m

m
on

sy
st

em
s

w
or

k
,

fa
il
in

g
in

a
b
en

ig
n

m
an

n
er

m
os

t
of

th
e

ti
m

e.
H

ow
ev

er
,
it

ca
n

h
ar

d
ly

b
e

d
ir

ec
tl

y
ex

tr
ap

ol
at

ed
to

m
al

ic
io

u
s

fa
u
lt

s,
u
n
d
er

th
e

ab
ov

e
d
efi

n
it

io
n

of
m

al
ic

io
u
sn

es
s.

A
rb

it
ra

ry
fa

il
u
re

as
su

m
p
ti

on
s

id
ea

ll
y

sp
ec

if
y

n
o

q
u
al

it
at

iv
e

o
r

q
u
an

ti
ta

ti
v
e

b
ou

n
d
s

on
co

m
p
on

en
t

fa
il
u
re

s.
In

th
is

co
n
te

x
t,

an
ar

b
it

ra
ry

fa
il
u
re

m
ea

n
s

th
e

ca
p
ab

il
it
y

of
ge

n
er

at
in

g
an

in
te

ra
ct

io
n

at
an

y
ti

m
e,

w
it

h
w

h
at

ev
er

sy
n
ta

x
an

d
se

m
an

ti
cs

(f
or

m
an

d
m

ea
n
in

g)
,

an
y
w

h
er

e
in

th
e

sy
st

em
.

A
rb

it
ra

ry
fa

il
u
re

as
-

su
m

p
ti

on
s

ad
ap

t
p
er

fe
ct

ly
to

th
e

n
ot

io
n

of
m

al
ic

io
u
sn

es
s,

b
u
t

th
ey

ar
e

co
st

ly
to

h
an

d
le

,
in

te
rm

s
of

p
er

fo
rm

an
ce

an
d

co
m

p
le

x
it
y,

an
d

th
u
s

ar
e

n
ot

co
m

p
at

ib
le

w
it

h
th

e
u
se

r
re

q
u
ir

em
en

ts
of

th
e

va
st

m
a
jo

ri
ty

of
to

d
ay

’s
on

-l
in

e
ap

p
li
ca

ti
on

s.
O

b
v
io

u
sl

y,
th

is
sh

ou
ld

b
e

u
n
d
er

st
o
o
d

in
th

e
co

n
te

x
t

of
a

u
n
iv

er
se

of
“p

os
si

-
b
le

”
fa

il
u
re

s
of

th
e

co
n
ce

rn
ed

op
er

at
io

n
m

o
d
e

of
th

e
co

m
p
on

en
t.

F
or

ex
am

p
le

,
th

e
p
os

si
b
le

fa
il
u
re

m
o
d
es

of
in

te
ra

ct
io

n
s

b
et

w
ee

n
co

m
p
on

en
ts

of
a

d
is

tr
ib

u
te

d
sy

st
em

m
ig

h
t
b
e

li
m

it
ed

to
co

m
b
in

at
io

n
s
of

ti
m

el
in

es
s,

fo
rm

,
m

ea
n
in

g,
an

d
ta

rg
et

of
th

os
e

in
te

ra
ct

io
n
s

(l
et

u
s

ca
ll

th
em

m
es

sa
ge

s)
,
an

d
m

ig
h
t

n
ot

en
co

m
p
as

s
th

e
ar

b
it

ra
ry

cl
on

in
g

of
sy

st
em

co
m

p
on

en
ts

.
O

n
th

e
ot

h
er

h
an

d
,
p
ra

ct
ic

al
sy

st
em

s
b
as

ed
on

ar
b
it

ra
ry

fa
il
u
re

as
su

m
p
ti

on
s

m
u
st

sp
ec

if
y

q
u
an

ti
ta

ti
v
e

b
ou

n
d
s

on
th

e
n
u
m

b
er

of
fa

il
ed

co
m

p
on

en
ts

,
or

at
le

as
t

eq
u
at

e
tr

ad
eo

ff
s

b
et

w
ee

n
re

si
li
en

ce
of

th
ei

r
so

lu
ti

on
s

an
d

th
e

n
u
m

b
er

of
fa

il
u
re

s
ev

en
tu

al
ly

p
ro

d
u
ce

d
.

N
ot

e
th

at
th

e
p
ro

b
le

m
li
es

in
h
ow

re
p
re

se
n
ta

ti
ve

ar
e

ou
r

as
su

m
p
ti

on
s

v
is

-a
-

v
is

w
h
at

h
ap

p
en

s
in

re
al

it
y.

T
h
at

is
,
a

p
ro

b
le

m
of

co
ve

ra
ge

of
ou

r
as

su
m

p
ti

on
s.

S
o,

h
ow

to
p
ro

ce
ed

?
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A
r
b
it
r
a
r
y

fa
il
u
r
e

a
s
s
u
m

p
ti
o
n
s

C
on

si
d
er

op
er

at
io

n
s
of

v
er

y
h
ig

h
va

lu
e

an
d
/o

r
cr

it
ic

al
it
y,

su
ch

as
:
fi
n
an

ci
al

tr
an

s-
ac

ti
on

s;
co

n
tr

ac
t

si
gn

in
g;

p
ro

v
is

io
n

of
lo

n
g

te
rm

cr
ed

en
ti

al
s;

st
at

e
se

cr
et

s.
T

h
e

ri
sk

of
fa

il
u
re

d
u
e

to
v
io

la
ti

on
of

as
su

m
p
ti

on
s

sh
ou

ld
n
ot

b
e

in
cu

rr
ed

.
T

h
is

ju
s-

ti
fi
es

co
n
si

d
er

in
g

ar
b
it

ra
ry

fa
il
u
re

as
su

m
p
ti

on
s,

an
d

b
u
il
d
in

g
th

e
sy

st
em

ar
ou

n
d

ar
b
it

ra
ry

-f
ai

lu
re

re
si

li
en

t
b
u
il
d
in

g
b
lo

ck
s

(e
.g

.
B

y
za

n
ti

n
e

ag
re

em
en

t
p
ro

to
co

ls
),

d
es

p
it

e
a

p
os

si
b
le

p
er

fo
rm

an
ce

p
en

al
ty

.
In

co
n
se

q
u
en

ce
,
n
o

as
su

m
p
ti

on
s

ar
e

m
ad

e
on

th
e

ex
is

te
n
ce

of
tr

u
st

ed
co

m
-

p
on

en
ts

su
ch

as
se

cu
ri

ty
k
er

n
el

s
or

ot
h
er

fa
il
-c

on
tr

ol
le

d
co

m
p
on

en
ts

.
L
ik

ew
is

e,
a

ti
m

e-
fr

ee
or

as
y
n
ch

ro
n
ou

s
ap

p
ro

ac
h

m
u
st

b
e

fo
ll
ow

ed
,
i.
e.

n
o

as
su

m
p
ti

on
s

ab
ou

t
ti

m
el

in
es

s,
si

n
ce

ti
m

in
g

as
su

m
p
ti

on
s

ar
e

su
sc

ep
ti

b
le

to
b
e

at
ta

ck
ed

.
T

h
is

li
m

-
it

s
th

e
cl

as
se

s
of

ap
p
li
ca

ti
on

s
th

at
ca

n
b
e

ad
d
re

ss
ed

u
n
d
er

th
es

e
as

su
m

p
ti

on
s:

as
y
n
ch

ro
n
ou

s
m

o
d
el

s
ca

n
n
ot

so
lv

e
ti

m
ed

p
ro

b
le

m
s.

In
p
ra

ct
ic

e,
m

an
y

of
th

e
em

er
gi

n
g

ap
p
li
ca

ti
on

s
w

e
se

e
to

d
ay

,
p
ar

ti
cu

la
rl

y
on

th
e

In
te

rn
et

,
h
av

e
in

te
ra

ct
iv

it
y

or
m

is
si

on
-c

ri
ti

ca
li
ty

re
q
u
ir

em
en

ts
.

T
im

el
i-

n
es

s
is

p
ar

t
of

th
e

re
q
u
ir

ed
at

tr
ib

u
te

s,
ei

th
er

b
ec

au
se

of
u
se

r-
d
ic

ta
te

d
q
u
al

it
y
-

of
-s

er
v
ic

e
re

q
u
ir

em
en

ts
(e

.g
.,

n
et

w
or

k
tr

an
sa

ct
io

n
se

rv
er

s,
m

u
lt

im
ed

ia
re

n
d
er

in
g,

sy
n
ch

ro
n
is

ed
gr

ou
p
w

ar
e,

st
o
ck

ex
ch

an
ge

tr
an

sa
ct

io
n

se
rv

er
s)

,
or

b
ec

au
se

of
sa

fe
ty

25

co
n
st

ra
in

ts
(e

.g
.,

a
ir

tr
a
ffi

c
co

n
tr

o
l)

.
S
o

w
e

sh
o
u
ld

se
ek

a
lt

er
n
a
ti

v
e

fa
u
lt

m
o
d
el

fr
am

ew
or

k
s

to
a
d
d
re

ss
th

es
e

re
q
u
ir

em
en

ts
u
n
d
er

m
a
li
ci

o
u
s

fa
u
lt

s.

6
.2

H
y
b
r
id

fa
il
u
r
e

a
s
s
u
m

p
ti
o
n
s

c
o
n
s
id

e
r
e
d

u
s
e
fu

l

H
y
b
ri

d
as

su
m

p
ti

o
n
s

co
m

b
in

in
g

se
v
er

a
l

k
in

d
s

o
f

fa
il
u
re

m
o
d
es

w
o
u
ld

b
e

d
es

ir
-

ab
le

.
T

h
er

e
is

a
b
o
d
y

o
f

re
se

a
rc

h
,

st
a
rt

in
g

w
it

h
[2

5
]

o
n

h
y
b
ri

d
fa

il
u
re

m
o
d
el

s
th

at
as

su
m

e
d
iff

er
en

t
fa

il
u
re

ty
p
e

d
is

tr
ib

u
ti

o
n
s

fo
r

d
iff

er
en

t
n
o
d
es

.
F
o
r

in
st

a
n
ce

,
so

m
e

n
o
d
es

a
re

a
ss

u
m

ed
to

b
eh

av
e

a
rb

it
ra

ri
ly

w
h
il
e

o
th

er
s

a
re

a
ss

u
m

ed
to

fa
il

on
ly

b
y

cr
a
sh

in
g
.

T
h
e

p
ro

b
a
b
il
is

ti
c

fo
u
n
d
a
ti

o
n

o
f

su
ch

d
is

tr
ib

u
ti

o
n
s

m
ig

h
t

b
e

h
ar

d
to

su
st

a
in

in
th

e
p
re

se
n
ce

o
f
m

a
li
ci

o
u
s

in
te

ll
ig

en
ce

,
u
n
le

ss
th

ei
r

b
eh

av
io

u
r

is
co

n
st

ra
in

ed
in

so
m

e
m

a
n
n
er

.
C

o
n
si

d
er

a
co

m
p
o
n
en

t
o
r

su
b
-s

y
st

em
fo

r
w

h
ic

h
gi

v
en

co
n
tr

o
ll
ed

fa
il
u
re

a
ss

u
m

p
ti

o
n
s

w
er

e
m

a
d
e.

H
ow

ca
n

w
e

en
fo

rc
e

tr
u
st

w
o
r-

th
in

es
s

of
th

e
co

m
p
o
n
en

t
v
is

-a
-v

is
th

e
a
ss

u
m

ed
b
eh

av
io

u
r,

th
a
t

is
,
co

ve
ra

g
e

o
f

su
ch

as
su

m
p
ti

o
n
s,

g
iv

en
th

e
u
n
p
re

d
ic

ta
b
il
it
y

o
f

a
tt

a
ck

s
a
n
d

th
e

el
u
si

v
en

es
s

o
f

v
u
ln

er
ab

il
it

ie
s?

A
co

m
p
o
si

te
(A

V
I)

fa
u
lt

m
o
d
el

w
it

h
h
y
b
ri

d
fa

il
u
re

a
ss

u
m

p
ti

o
n
s

is
o
n
e

w
h
er

e
th

e
p
re

se
n
ce

a
n
d

se
v
er

it
y

o
f

v
u
ln

er
a
b
il
it

ie
s,

a
tt

a
ck

s
a
n
d

in
tr

u
si

o
n
s

va
ri

es
fr

o
m

co
m

p
on

en
t
to

co
m

p
o
n
en

t.
S
o
m

e
p
a
rt

s
o
f
th

e
sy

st
em

w
o
u
ld

ju
st

ifi
a
b
ly

ex
h
ib

it
fa

il
-

co
n
tr

ol
le

d
b
eh

av
io

u
r,

w
h
il
st

th
e

re
m

a
in

d
er

o
f
th

e
sy

st
em

w
o
u
ld

st
il
l
b
e

a
ll
ow

ed
a
n

ar
b
it

ra
ry

b
eh

av
io

u
r.

T
h
is

m
ig

h
t

b
es

t
b
e

d
es

cr
ib

ed
a
s
a
rc

h
it
ec

tu
ra

l
h
yb

ri
d
is

a
ti
o
n
,

in
th

e
li
n
e

o
f

w
o
rk

s
su

ch
a
s

[2
8
,3

4
,1

3
],

w
h
er

e
fa

il
u
re

a
ss

u
m

p
ti

o
n
s

a
re

in
fa

ct
en

fo
rc

ed
b
y

th
e

a
rc

h
it

ec
tu

re
a
n
d

th
e

co
n
st

ru
ct

io
n

o
f
th

e
sy

st
em

co
m

p
o
n
en

ts
,
a
n
d

th
u
s

su
b
st

a
n
ti

a
te

d
.
T

h
a
t

is
(s

ee
S
ec

ti
o
n

3
)

th
e

co
m

p
o
n
en

t
is

m
a
d
e

tr
u
st

w
o
rt

h
y

en
ou

gh
to

m
a
tc

h
th

e
tr

u
st

im
p
li
ed

b
y

th
e

fa
il
-c

o
n
tr

o
ll
ed

a
ss

u
m

p
ti

o
n
s.

T
h
e

ta
sk

o
f

th
e

a
rc

h
it

ec
t

is
m

a
d
e

ea
si

er
si

n
ce

th
e

co
n
tr

o
ll
ed

fa
il
u
re

m
o
d
es

of
so

m
e

co
m

p
o
n
en

ts
v
is

-a
-v

is
m

a
li
ci

o
u
s

fa
u
lt

s
re

st
ri

ct
th

e
sy

st
em

fa
u
lt

s
th

e
co

m
p
on

en
t

ca
n

p
ro

d
u
ce

.
In

fa
ct

a
fo

rm
o
f

fa
u
lt

p
re

v
en

ti
o
n

w
a
s

p
er

fo
rm

ed
a
t

sy
st

em
le

v
el

:
so

m
e

k
in

d
s

o
f

sy
st

em
fa

u
lt

s
a
re

si
m

p
ly

n
o
t

p
ro

d
u
ce

d
.

In
tr

u
si

o
n
-

to
le

ra
n
ce

m
ec

h
a
n
is

m
s

ca
n

n
ow

b
e

d
es

ig
n
ed

u
si

n
g

a
m

ix
tu

re
o
f
a
rb

it
ra

ry
-f
a
il
u
re

(f
ai

l-
u
n
co

n
tr

o
ll
ed

o
r

n
o
n

tr
u
st

ed
)

a
n
d

fa
il
-c

o
n
tr

o
ll
ed

(o
r

tr
u
st

ed
)

co
m

p
o
n
en

ts
.

H
y
b
ri

d
fa

il
u
re

a
ss

u
m

p
ti

o
n
s

ca
n

a
ls

o
b
e

th
e

k
ey

to
se

cu
re

ti
m

ed
o
p
er

a
ti
o
n
.

W
it

h
re

ga
rd

to
ti

m
el

in
es

s
a
n
d

ti
m

in
g

fa
il
u
re

s,
h
y
b
ri

d
is

a
ti

o
n

y
ie

ld
s

fo
rm

s
o
f
p
a
r-

ti
al

sy
n
ch

ro
n
y
:

(i
)

so
m

e
su

b
sy

st
em

s
ex

h
ib

it
co

n
tr

o
ll
ed

fa
il
u
re

m
o
d
es

a
n
d

ca
n

th
u
s

su
p
p
ly

ti
m

ed
se

rv
ic

es
in

a
se

cu
re

w
ay

;
(i

i)
th

e
la

tt
er

a
ss

is
t

th
e

sy
st

em
in

fu
lfi

ll
in

g
ti

m
el

in
es

s
sp

ec
ifi

ca
ti

o
n
s;

(i
ii
)

co
n
tr

o
ll
ed

fa
il
u
re

o
f
th

o
se

sp
ec

ifi
ca

ti
o
n
s

is
ad

m
it

te
d
,
b
u
t

ti
m

in
g

fa
il
u
re

d
et

ec
ti

o
n

ca
n

b
e

a
ch

ie
ve

d
w

it
h

th
e

h
el

p
o
f
tr

u
st

ed
co

m
p
on

en
ts

[1
3
].

7
A

r
c
h
it

e
c
ti

n
g

in
tr

u
si

o
n
-t

o
le

r
a
n
t

sy
st

e
m

s

In
th

is
se

ct
io

n
,
w

e
d
is

cu
ss

a
fe

w
n
o
ti

o
n
s

o
n

a
rc

h
it

ec
ti

n
g

in
tr

u
si

o
n
-t

o
le

ra
n
t

sy
s-

te
m

s.

2
6
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7
.1

(A
lm

o
s
t)

n
o

a
s
s
u
m

p
ti
o
n
s

T
h
e

fa
il
-u

n
co

n
tr

ol
le

d
or

ar
b
it

ra
ry

fa
il
u
re

ap
p
ro

ac
h

to
IT

ar
ch

it
ec

tu
re

is
b
as

ed
on

as
su

m
in

g
as

li
tt

le
as

p
os

si
b
le

ab
ou

t
th

e
en

v
ir

on
m

en
t’

s
b
eh

av
io

u
r

(f
au

lt
s,

sy
n
-

ch
ro

n
is

m
),

w
it

h
th

e
in

te
n
t

of
m

ax
im

iz
in

g
co

v
er

ag
e.

It
p
ro

v
id

es
a

co
n
ce

p
tu

al
ly

si
m

p
le

fr
am

ew
or

k
fo

r
d
ev

el
op

in
g

an
d

re
as

on
in

g
ab

ou
t

th
e

co
rr

ec
tn

es
s

of
an

al
-

go
ri

th
m

,
sa

ti
sf

y
in

g
sa

fe
ty

u
n
d
er

an
y

co
n
d
it

io
n
s,

an
d

p
ro

v
id

in
g

li
v
en

es
s

u
n
d
er

ce
rt

ai
n

co
n
d
it

io
n
s,

n
or

m
al

ly
d
efi

n
ed

in
a

p
ro

b
ab

il
is

ti
c

w
ay

.
R

an
d
om

is
ed

B
y
za

n
ti

n
e

ag
re

em
en

t
p
ro

to
co

ls
ar

e
an

ex
am

p
le

of
ty

p
ic

al
p
ro

-
to

co
ls

in
th

is
ap

p
ro

ac
h
.
T

h
ey

m
ay

n
ot

te
rm

in
at

e
w

it
h

n
on

-z
er

o
p
ro

b
ab

il
it
y,

b
u
t

th
is

p
ro

b
ab

il
it
y

ca
n

b
e

m
ad

e
n
eg

li
gi

b
le

.
In

fa
ct

,
a

p
ro

to
co

l
u
si

n
g

cr
y
p
to

gr
ap

h
y

al
w

ay
s

h
as

a
re

si
d
u
al

p
ro

b
ab

il
it
y

of
fa

il
u
re

,
d
et

er
m

in
ed

b
y

th
e

k
ey

le
n
gt

h
s.

O
f

co
u
rs

e,
fo

r
th

e
sy

st
em

as
a

w
h
ol

e
to

p
ro

v
id

e
u
se

fu
l
se

rv
ic

e,
it

is
n
ec

es
sa

ry
th

at
at

le
as

t
so

m
e

of
th

e
co

m
p
on

en
ts

ar
e

co
rr

ec
t.

T
h
is

ap
p
ro

ac
h

is
es

se
n
ti

al
ly

p
ar

a-
m

et
ri

c:
it

w
il
l
re

m
ai

n
co

rr
ec

t
if

a
su

ffi
ci

en
t

n
u
m

b
er

of
co

rr
ec

t
p
ar

ti
ci

p
an

ts
ex

is
t,

fo
r

an
y

h
y
p
ot

h
es

is
ed

n
u
m

b
er

of
fa

u
lt
y

p
ar

ti
ci

p
an

ts
f
.
O

r
in

ot
h
er

w
or

d
s,

w
it

h
al

m
os

t
n
o

as
su

m
p
ti

on
s

on
e

is
ab

le
to

ac
h
ie

ve
ex

tr
em

el
y

re
si

li
en

t
p
ro

to
co

ls
.

T
h
is

h
as

so
m

e
ad

va
n
ta

ge
s

fo
r

th
e

d
es

ig
n

of
se

cu
re

d
is

tr
ib

u
te

d
sy

st
em

s,
w

h
ic

h
is

on
e

re
as

on
fo

r
p
u
rs

u
in

g
su

ch
an

ap
p
ro

ac
h
.
In

fa
ct

,
so

m
et

im
es

it
is

n
ec

es
sa

ry
an

d
w

or
th

w
h
il
e

to
sa

cr
ifi

ce
p
er

fo
rm

an
ce

or
ti

m
el

in
es

s
fo

r
re

si
li
en

ce
,
fo

r
ex

am
p
le

fo
r

v
er

y
cr

it
ic

al
op

er
at

io
n
s

(k
ey

d
is

tr
ib

u
ti

on
,
co

n
tr

ac
t

si
gn

in
g,

et
c.
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F
ig

.
9
.
A

rb
it

ra
ry

fa
il
u
re

a
p
p
ro

a
ch

F
ig

u
re

9
sh

ow
s

th
e

p
ri

n
ci

p
le

in
si

m
p
le

te
rm

s.
T

h
e

m
et

ap
h
or

e
u
se

d
fr

om
n
ow

on
is

:
gr

ey
er

fo
r

h
os

ti
le

,
m

al
ic

io
u
s,

an
d

w
h
it

er
fo

r
b
en

ig
n
,

co
rr

ec
t.

F
ig

u
re

9a
sh

ow
s

th
e

p
ar

ti
ci

p
an

ts
b
ei

n
g

im
m

er
se

d
in

a
h
os

ti
le

an
d

as
y
n
ch

ro
n
ou

s
en

v
ir

on
-

m
en

t.
T

h
e

in
d
iv

id
u
al

h
os

ts
an

d
th

e
co

m
m

u
n
ic

at
io

n
en

v
ir

on
m

en
t
ar

e
n
ot

tr
u
st

ed
.

P
ar

ti
ci

p
an

ts
m

ay
b
e

m
al

ic
io

u
s,

an
d

n
or

m
al

ly
th

e
on

ly
re

st
ri

ct
io

n
as

su
m

ed
is

in
th

e
n
u
m

b
er

of
il
l-
b
eh

av
ed

p
ar

ti
ci

p
an

ts
.
F
ig

u
re

9b
su

gg
es

ts
th

at
th

e
p
ro

to
co

l,
co

p
-

in
g

w
it

h
th

e
en

v
ir

on
m

en
t’

s
d
efi

ci
en

ci
es

,
en

su
re

s
th

at
th

e
p
ar

ti
ci

p
an

ts
co

ll
ec

ti
v
el

y
p
ro

v
id

e
a

co
rr

ec
t

se
rv

ic
e

(w
h
it

er
sh

ad
e)

. 27

F
or

a
p
ro

to
co

l
to

b
e

a
b
le

to
p
ro

v
id

e
co

rr
ec

t
se

rv
ic

e,
it

m
u
st

co
p
e

w
it
h

a
rb

i-
tr

ar
y

fa
il
u
re

s
o
f
co

m
p
o
n
en

ts
a
n
d

th
e

en
v
ir

o
n
m

en
t.

F
o
r

ex
a
m

p
le

,
co

m
p
o
n
en

t
C

k
is

m
al

ic
io

u
s,

b
u
t

th
is

m
ay

b
e

b
ec

a
u
se

th
e

co
m

p
o
n
en

t
it

se
lf

o
r

h
o
st

C
h
av

e
b
ee

n
ta

m
p
er

ed
w

it
h
,
o
r

b
ec

a
u
se

a
n

in
tr

u
d
er

in
th

e
co

m
m

u
n
ic

a
ti

o
n

sy
st

em
si

m
u
la

te
s

th
at

b
eh

av
io

u
r.
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.2

N
o
n
-j
u
s
ti
fi
e
d

a
s
s
u
m

p
ti
o
n
s
,
o
r

th
e

p
o
w

e
r

o
f
fa

it
h

A
lt

er
n
at

iv
el

y,
IT

a
rc

h
it

ec
tu

re
m

ay
ta

k
e

th
e

fa
il
-c

o
n
tr

o
ll
ed

a
p
p
ro

a
ch

.
S
o
m

et
im

es
,

it
m

ay
si

m
p
ly

b
e

a
ss

u
m

ed
th

a
t
th

e
en

v
ir

o
n
m

en
t
is

b
en

ig
n
,
w

it
h
o
u
t
su

b
st

a
n
ti

a
ti

n
g

th
os

e
as

su
m

p
ti

o
n
s.

T
h
is

is
o
ft

en
d
o
n
e

in
a
cc

id
en
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l
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u
lt
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le

ra
n
ce

,
w

h
en

th
e

en
v
ir
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m

en
t
is
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a
so

n
a
b
ly

w
el

l-
k
n
ow

n
,
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r
ex

a
m

p
le

,
fr

o
m

st
a
ti

st
ic

m
ea

su
re

m
en

ts
.
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a
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o
n
a
b
le

a
p
p
ro

a
ch

fo
r

m
a
li
ci

o
u
s

fa
u
lt
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N
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u
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a
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u
m

p
ti

o
n
s
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1
0
a

sh
ow

s
th

e
p
a
rt

ic
ip

a
n
ts

b
ei

n
g

im
m

er
se

d
in

a
n

a
ss

u
m

ed
m

o
d
er

a
te

ly
b
en

ig
n

en
v
ir

o
n
m

en
t

(e
ss

en
ti

a
ll
y

w
h
it

e,
w

it
h

a
th

in
d
a
rk

p
a
rt

,
a
cc

o
rd

in
g

to
o
u
r

m
et

ap
h
or

s)
.
F
o
r

ex
a
m

p
le

,
it

is
u
su

a
l
to

co
n
si

d
er

th
a
t

th
e

in
d
iv

id
u
a
l
h
o
st

s
(l

o
ca

l
en

v
ir

on
m

en
t)

a
re

tr
u
st

ed
,

a
n
d

th
a
t

th
e

co
m

m
u
n
ic

a
ti

o
n

en
v
ir

o
n
m

en
t,

th
o
u
g
h

n
ot

tr
u
st

ed
h
a
s

a
g
iv

en
li
m

it
ed

a
tt

a
ck

m
o
d
el

.
S
o
m

e
u
se

r
p
a
rt

ic
ip

a
n
ts

m
ay

b
e

m
al

ic
io

u
s.

T
h
e

im
p
le

m
en

ta
ti

o
n

is
b
o
u
n
d

to
w

o
rk

m
o
st

o
f
th

e
ti

m
es

.
H

ow
ev

er
,
it

sh
o
u
ld

n
ot

b
e

su
rp

ri
si

n
g

th
a
t

a
b
eh

av
io

u
r

th
a
t

is
a
ss

u
m

ed
o
u
t

o
f
st

a
ti

st
ic

ev
id

en
ce

(o
r

w
or

se
,
ou

t
o
f
fa

it
h
..
.)

a
n
d

n
o
t

b
y

en
fo

rc
em

en
t,

ca
n

b
e

d
ef

ra
u
d
ed

b
y

a
n

in
tr

u
d
er

at
ta

ck
in

g
th

e
ru

n
-t

im
e

en
v
ir

o
n
m

en
t.

T
h
u
s,

it
m

ay
tu

rn
o
u
t

th
a
t

th
e

la
tt

er
b
e-

h
av

es
in

a
m

a
n
n
er

w
o
rs

e
th

a
n

a
ss

u
m

ed
(e

.g
.,

h
o
st

s
w

er
e

n
o
t

th
a
t

tr
u
st

w
o
rt

h
y,

or
th

e
co

m
m

u
n
ic

a
ti

o
n

su
p
p
o
rt

w
a
s

m
o
re

se
v
er

el
y

a
tt

a
ck

ed
th

a
n

th
e

m
o
d
el

a
s-

su
m

ed
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su

g
g
es

te
d

in
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ig

u
re

1
0
b
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y
u
p
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e
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v
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o
n
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t
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ow
n
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u
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a
g
g
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e
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a
n
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y
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u
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h
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.
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In
co

n
se

q
u
en

ce
,
m

ak
in

g
as

su
m

p
ti

on
s

th
at

ar
e

n
ot

su
b
st

an
ti

at
ed

in
a

st
ro

n
g

m
an

n
er

m
ay

in
m

an
y

ca
se

s
le

ad
to

th
e

la
ck

of
tr

u
st

w
or

th
in

es
s

(c
ov

er
ag

e)
on

th
e

p
ro

p
er

ti
es

of
a

co
m

p
on

en
t

or
su

b
sy

st
em

(s
u
gg

es
te

d
in

ou
r

ex
am

p
le

b
y

th
e

d
ar

k
sh

ad
e

p
ar

ti
al

ly
h
it

ti
n
g

th
e

p
ar

ti
ci

p
an

ts
an

d
p
ro

to
co

l)
.

T
h
is

m
ay

b
e

p
ro

b
le

m
-

at
ic

,
b
ec

au
se

it
co

n
ce

rn
s

fa
il
u
re

s
n
ot

as
su

m
ed

,
th

at
is

,
fo

r
w

h
ic

h
th

e
p
ro

to
co

l
is

n
ot

p
re

p
ar

ed
,

an
d

w
h
ic

h
m

ay
b
e

or
ch

es
tr

at
ed

b
y

m
al

ic
io

u
s

in
te

ll
ig

en
ce

.
T

h
ei

r
co

n
se

q
u
en

ce
s

m
ay

th
u
s

b
e

u
n
p
re

d
ic

ta
b
le

.
W

e
d
is

cu
ss

a
co

rr
ec

t
ap

p
ro

ac
h

b
el

ow
.
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A
r
c
h
it
e
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tu

r
a
l
h
y
b
r
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is
a
ti
o
n

A
rc

h
it

ec
tu

ra
l
h
y
b
ri

d
is

at
io

n
is

a
so

li
d

gu
id

in
g

p
ri

n
ci

p
le

fo
r

ar
ch

it
ec

ti
n
g

fa
il
-c

on
-

tr
ol

le
d

IT
sy

st
em

s.
O

n
e

w
is

h
es

to
av

oi
d

th
e

ex
tr

em
e

of
ar

b
it

ra
ry

as
su

m
p
ti

on
s,

w
it

h
ou

t
in

cu
rr

in
g

th
e

ri
sk

s
of

la
ck

of
co

v
er

ag
e.

A
ss

u
m

in
g

so
m

et
h
in

g
m

ea
n
s
tr

u
st

-
in

g,
as

w
e

sa
w

ea
rl

ie
r

on
,
an

d
so

ar
ch

it
ec

tu
ra

l
h
y
b
ri

d
is

at
io

n
is

an
en

ab
le

r
of

th
e

ap
p
ro

ac
h

of
u
si

n
g

tr
u
st

ed
co

m
po

n
en

ts
,
b
y

m
ak

in
g

th
em

tr
u
st

w
o
rt

h
y

en
ou

gh
.

E
ss

en
ti

al
ly

,
th

e
ar

ch
it

ec
t

tr
ie

s
to

m
ak

e
av

ai
la

b
le

b
la

ck
b
ox

es
w

it
h

b
en

ig
n

b
e-

h
av

io
u
r,

of
om

is
si

v
e

or
w

ea
k

fa
il
-s

il
en

t
cl

as
s[
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T
h
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e
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n
h
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e
d
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er
en

t
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p
a-

b
il
it

ie
s

(e
.g

.
sy

n
ch

ro
n
ou

s
or

n
ot

;
lo

ca
l
or

d
is

tr
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u
te

d
),

an
d

ca
n

ex
is

t
at

d
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er
en

t
le

ve
ls

of
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st
ra

ct
io

n
.

A
go

o
d

ap
p
ro

ac
h

is
to

d
re

ss
th

em
as

ru
n
-t

im
e

en
v
ir

on
-

m
en

t
co

m
p
on

en
ts

,
w

h
ic

h
ca

n
b
e

ac
ce

ss
ed

b
y

sy
st

em
ca

ll
s

b
u
t

p
ro

v
id

e
tr

u
st

-
w

or
th

y
re

su
lt

s,
in

co
n
tr

as
t

w
it

h
ca

ll
s

to
an

u
n
tr

u
st

ed
en

v
ir

on
m

en
t.

O
f

co
u
rs

e,
fa

il
-c

on
tr

ol
le

d
d
es

ig
n
s

ca
n

y
ie

ld
fa

u
lt

-t
ol

er
an

t
p
ro

to
co

ls
th

at
ar

e
m

or
e

effi
ci

en
t

th
an

tr
u
ly

ar
b
it

ra
ry

as
su

m
p
ti

on
s

p
ro

to
co

ls
,
b
u
t

m
or

e
ro

b
u
st

th
an

n
on

-e
n
fo

rc
ed

co
n
tr

ol
le

d
fa

il
u
re

p
ro

to
co

ls
.

T
h
e

to
le

ra
n
ce

at
ti

tu
d
e

in
th

e
d
es

ig
n

of
h
y
b
ri

d
IT

sy
st

em
s
ca

n
b
e

ch
ar

ac
te

ri
ze

d
b
y

a
fe

w
as

p
ec

ts
:

•
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su
m

in
g
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li
tt

le
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p
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si
b
le

fr
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th
e

en
v
ir

on
m

en
t

or
ot

h
er

co
m

p
on

en
ts

;

•
m

ak
in

g
as

su
m

p
ti

on
s

ab
ou

t
w

el
l-
b
eh

av
ed

(t
ru

st
ed

)
co

m
p
on

en
ts

or
p
ar

ts
of

th
e

en
v
ir

on
m

en
t

w
h
en

ev
er

st
ri

ct
ly

n
ec

es
sa

ry
;

•
en

fo
rc

in
g

th
e

as
su

m
p
ti

on
s

on
tr

u
st

ed
co

m
p
on

en
ts

,
b
y

co
n
st

ru
ct

io
n
;

•
u
n
li
k
e

cl
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si
ca

l
p
re

v
en

ti
on

-b
as

ed
ap

p
ro

ac
h
es

,
tr

u
st

ed
co

m
p
on

en
ts

d
o

n
ot

in
-

te
rv

en
e

in
al

l
op

er
at

io
n
s,

th
ey

as
si

st
on

ly
cr

u
ci

al
st

ep
s

of
th

e
ex

ec
u
ti

on
;

•
p
ro

to
co

ls
ru

n
th

u
s

in
an

n
on

-t
ru

st
ed

en
v
ir

on
m

en
t,

si
n
gl

e
co

m
p
on

en
ts

ca
n

b
e

co
rr

u
p
te

d
,
fa

u
lt

s
(i

n
tr

u
si

on
s)

ca
n

o
cc

u
r;

•
co

rr
ec

t
se

rv
ic

e
is

b
u
il
t
on

d
is

tr
ib

u
te

d
fa

u
lt

to
le

ra
n
ce

m
ec

h
an

is
m

s,
e.

g.
,
ag

re
e-

m
en

t
an

d
re

p
li
ca

ti
on

am
on

gs
t

p
ar

ti
ci

p
an

ts
in

se
v
er

al
h
os

ts
.
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,
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r
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n
c
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,
a
n
d

a
b
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o
f
s
a
lt

O
n

ac
h
ie

v
in

g
tr

u
st

w
or

th
y

co
m

p
on

en
ts

,
th

e
ar

ch
it

ec
t
sh

ou
ld

b
ea

r
in

m
in

d
a

re
ci

p
e

d
is

cu
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ed
ea
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r:
th

e
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o
d

b
al

an
ce

b
et

w
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n
p
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v
en
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d

to
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ra
n
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.
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e

p
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n
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p
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s
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at
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n
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a
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u
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ir
d

p
ar
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T
P

)
p
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l,
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d
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d
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F
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u
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P
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p
an
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,
P
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l
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d
B
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,

ru
n

an
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p
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to
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l
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t
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,
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d
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u
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T
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n
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e

T
T

P
co

m
p
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to
p
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v
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e
a
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w
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se
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t

a
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t
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e

p
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l
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b
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n
g
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u
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o
n
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ra
n
t.

W
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a
t

th
e
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g
u
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o
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n
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a
n
d
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ld
o
m

a
sk

ed
is

:
is

th
e

T
T

P
tr

u
st

w
o
rt

h
y
?
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1
1
.
(a

)
T

T
P

p
ro

to
co

l;
(b

)
E

n
fo

rc
in

g
T

T
P

tr
u
st

w
o
rt

h
in

es
s

In
fa

ct
,
th

e
T

T
P

is
th

e
p
er

fe
ct

ex
a
m

p
le

o
f
a

tr
u
st

ed
co

m
p
o
n
en

t
th

a
t

is
so

m
e-

ti
m

es
(o

ft
en

?)
tr

u
st

ed
to

a
n

ex
te

n
t

g
re

a
te

r
th

a
n

it
s

tr
u
st

w
o
rt

h
in

es
s.

In
F
ig

u
re

1
1
b

w
e

“
o
p
en

th
e

li
d
”

o
f
th

e
T

T
P

a
n
d

ex
em

p
li
fy

h
ow

a
g
o
o
d

co
m

-
b
in

at
io

n
o
f
p
re

v
en

ti
o
n

a
n
d

to
le

ra
n
ce

ca
n

re
n
d
er

it
tr

u
st

w
o
rt

h
y.

T
o

st
a
rt

w
it

h
,
w

e
re

q
u
ir

e
ce

rt
ifi

ca
te

-b
a
se

d
a
u
th

en
ti

ca
ti

o
n
,

a
s

a
m

ea
n
s

to
p
re

v
en

t
ce

rt
a
in

fa
il
u
re

s
fr

om
o
cu

rr
in

g
in

th
e

p
o
in

t-
to

-p
o
in

t
in

te
ra

ct
io

n
o
f

p
a
rt

ic
ip

a
n
ts

w
it

h
th

e
T

T
P

(e
.g

.,
im

p
er

so
n
a
ti

o
n
,

fo
rg

in
g
,

et
c.

).
T

h
en

,
if

w
e

re
p
li
ca

te
th

e
T

T
P
,

w
e

m
a
k
e

it
re

si
li
en

t
to

cr
a
sh

es
,

a
n
d

to
a

ce
rt

a
in

le
v
el

o
f

a
tt

a
ck

s
o
n

th
e

T
T

P
se

rv
er

re
p
li
-

ca
s,

if
th

er
e

is
en

o
u
g
h

re
d
u
n
d
a
n
cy

.
F
u
rt

h
er

m
o
re

,
th

e
re

p
li
ca

s
sh

o
u
ld

co
m

m
u
n
i-

ca
te

th
ro

u
g
h

se
lf
-e

n
fo

rc
in

g
p
ro

to
co

ls
o
f
th

e
B

y
za

n
ti

n
e-

re
si

li
en

t
k
in

d
,
if

m
a
li
ci

o
u
s

fa
u
lt

s
ca

n
b
e

a
tt

em
p
te

d
a
t

su
b
se

ts
o
f
se

rv
er

re
p
li
ca

s.
T

h
e

u
se

r
n
ee

d
n
o
t

b
e

aw
a
re

o
f
th

e
a
d
d
it

io
n
a
l
co

m
p
le

x
it
y

a
n
d

d
is

tr
ib

u
ti

o
n

o
f

th
e

T
T

P
,
a

u
su

a
l
p
ri

n
ci

p
le

in
fa

u
lt

to
le

ra
n
ce

.
In

fa
ct

,
w

e
sh

o
u
ld

“
cl

o
se

th
e

li
d
”

so
th

at
p
a
rt

ic
ip

a
n
ts

se
e

es
se

n
ti

a
ll
y

a
si

n
g
le

lo
g
ic

a
l
en

ti
ty

w
h
ic

h
th

ey
tr

u
st

(a
s

in
F
ig

u
re

11
a
).

H
ow

ev
er

,
b
y

h
av

in
g

w
o
rk

ed
a
t

co
m

p
o
n
en

t
le

v
el

(T
T

P
),

w
e

a
ch

ie
ve

tr
u
st

w
or

th
y

b
eh

av
io

u
r

o
f
th

e
co

m
p
o
n
en

t
a
s

se
en

a
t

a
h
ig

h
er

le
v
el

(s
y
st

em
).

N
o
te

th
at

in
fa

ct
,
w

e
h
av

e
p
re

v
en

te
d

so
m

e
sy

st
em

fa
u
lt

s
fr

o
m

o
cc

u
rr

in
g
.
T

h
is

d
u
a
l-

it
y

p
re

v
en

ti
o
n
/
to

le
ra

n
ce

ca
n

b
e

a
p
p
li
ed

re
cu

rs
iv

el
y

in
m

o
re

th
a
n

o
n
e

in
st

a
n
ce

.
R

ec
en

tl
y,

th
er

e
h
a
s

b
ee

n
ex

te
n
si

v
e

re
se

a
rc

h
o
n

m
a
k
in

g
tr

u
st

w
o
rt

h
y

T
T

P
s,

fo
r

ex
am

p
le

b
y

re
cu

rs
iv

el
y

u
si

n
g

in
tr

u
si

o
n

to
le

ra
n
ce

m
ec

h
a
n
is

m
s[

1
,3

8
].

7
.5

U
s
in

g
tr

u
s
te

d
c
o
m

p
o
n
e
n
ts

T
h
e

re
la

ti
o
n

o
f
tr

u
st

/
tr

u
st

w
o
rt

h
in

es
s
ca

n
b
e

a
p
p
li
ed

in
g
en

er
a
l
w

h
en

a
rc

h
it

ec
ti

n
g

IT
sy

st
em

s,
a
s

w
e

sa
w

in
th

e
la

st
se

ct
io

n
.
H

ow
ev

er
,
p
a
rt

ic
u
la

r
in

st
a
n
ti

a
ti

o
n
s

o
f

tr
u
st

ed
co

m
p
o
n
en

ts
d
es

er
v
e

m
en

ti
o
n

h
er

e.
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IT
p
ro

to
co

ls
ca

n
co

m
b
in

e
ex

tr
em

el
y

h
ig

h
effi

ci
en

cy
w

it
h

h
ig

h
re

si
li
en

ce
if

su
p
p
or

te
d

b
y

lo
ca

ll
y

a
cc

es
si

bl
e

tr
u
st

ed
co

m
p
on

en
ts

.
F
or

ex
am

p
le

,
th

e
n
ot

io
n

of
se

cu
ri

ty
k
er

n
el

in
IT

w
ou

ld
co

rr
es

p
on

d
to

a
fa

il
-c

on
tr

ol
le

d
lo

ca
l

su
b
sy

st
em

tr
u
st

ed
to

ex
ec

u
te

a
fe

w
se

cu
ri

ty
-r

el
at

ed
fu

n
ct

io
n
s

co
rr

ec
tl

y,
al

b
ei

t
im

m
er

se
d

in
th

e
re

m
ai

n
in

g
en

v
ir

on
m

en
t,

su
b
je

ct
ed

to
m

al
ic

io
u
s

fa
u
lt

s.

���
���

%&
,

%&
,

%&
,

%&
,

-&
,

F
ig

.
1
2
.
U

si
n
g

tr
u
st

ed
co

m
p
o
n
en

ts
:
(a

)
L
o
ca

l;
(b

)
D

is
tr

ib
u
te

d

T
h
is

ca
n

b
e

ge
n
er

al
is

ed
to

an
y

fu
n
ct

io
n
,
su

ch
as

ti
m

e-
k
ee

p
in

g,
or

fa
il
u
re

d
e-

te
ct

io
n
.
In

th
at

se
n
se

,
a

lo
ca

l
tr

u
st

ed
co

m
p
on

en
t

w
ou

ld
en

ca
p
su

la
te

,
an

d
su

p
p
ly

in
a

tr
u
st

ed
w

ay
,
a

se
t

of
fu

n
ct

io
n
s,

co
n
si

d
er

ed
cr

u
ci

al
fo

r
p
ro

to
co

ls
an

d
se

rv
ic

es
h
av

in
g

to
ex

ec
u
te

in
a

h
os

ti
le

en
v
ir

on
m

en
t.

T
h
e

u
se

of
tr

u
st

ed
h
ar

d
w

ar
e

(e
.g

.
sm

ar
t
ca

rd
s,

ap
p
li
an

ce
b
oa

rd
s)

m
ay

se
rv

e
to

am
p
li
fy

th
e

tr
u
st

w
or

th
in

es
s
of

th
es

e
sp

ec
ia

l
co

m
p
on

en
ts

.
In

F
ig

u
re

12
a

w
e

se
e

an
ex

am
p
le

of
an

ar
ch

it
ec

tu
re

fe
at

u
r-

in
g

L
T

C
s

(l
o
ca

l
tr

u
st

ed
co

m
p
on

en
ts

).
In

te
r-

co
m

p
on

en
t

co
m

m
u
n
ic

at
io

n
sh

ou
ld

en
su

re
th

at
co

rr
ec

t
co

m
p
on

en
ts

en
jo

y
th

e
p
ro

p
er

ti
es

of
th

e
L
T

C
d
es

p
it

e
m

al
i-

ci
ou

s
fa

u
lt

s.
O

n
th

e
ot

h
er

h
an

d
,
th

e
im

p
le

m
en

ta
ti

on
of

th
e

L
T

C
sh

ou
ld

en
su

re
th

at
m

al
ic

io
u
s

co
m

p
on

en
ts

,
su

ch
as

th
e

on
e

on
th

e
ri

gh
t

of
F
ig

u
re

12
a,

d
o

n
ot

u
n
d
er

m
in

e
th

e
op

er
at

io
n

of
th

e
L
T

C
,
m

ak
in

g
it

w
or

k
in

co
rr

ec
tl

y.

F
ig

u
re

12
b

sh
ow

s
a

d
is

tr
ib

u
te

d
tr

u
st

ed
co

m
p
on

en
t

(D
T

C
).

It
am

p
li
fi
es

th
e

p
ow

er
of

a
L
T

C
,
si

n
ce

it
as

su
m

es
th

e
ex

is
te

n
ce

of
n
ot

on
ly

lo
ca

l
tr

u
st

ed
ex

ec
u
ti

on
,

b
u
t

al
so

a
tr

u
st

ed
ch

an
n
el

am
on

g
L
T

C
s.

T
h
is

m
ak

es
it

p
os

si
b
le

to
im

p
le

m
en

t
d
is

tr
ib

u
te

d
tr

u
st

fo
r

lo
w

-l
ev

el
op

er
at

io
n
s

(e
.g

.,
d
is

tr
ib

u
ti

on
of

m
es

sa
ge

au
th

en
ti

-
ca

ti
on

co
d
es

-
M

A
C

S
).

It
ca

n
b
e

b
u
il
t

fo
r

ex
am

p
le

w
it

h
ap

p
li
an

ce
b
oa

rd
s

w
it

h
a

p
ri

va
te

co
n
tr

ol
ch

an
n
el

,
su

ch
as

a
se

co
n
d

n
et

w
or

k
at

ta
ch

m
en

t
in

a
h
os

t.

A
D

T
C

ca
n

as
si

st
p
ro

to
co

ls
in

n
u
m

b
er

of
w

ay
s,

w
h
ic

h
w

e
d
is

cu
ss

w
it

h
m

or
e

d
et

ai
l
in

la
te

r
se

ct
io

n
s

of
th

e
p
ap

er
,
b
u
t

th
e

fu
n
d
am

en
ta

l
ra

ti
on

al
e

is
th

e
fo

ll
ow

-
in

g: •
p
ro

to
co

l
p
ar

ti
ci

p
an

ts
h
av

e
to

ex
ch

an
ge

m
es

sa
ge

s
in

a
w

or
ld

fu
ll

of
th

re
at

s,
so

m
e

of
th

em
m

ay
ev

en
b
e

m
al

ic
io

u
s

an
d

ch
ea

t
(t

h
e

n
or

m
al

n
et

w
or

k
);

•
th

er
e

is
a

ch
an

n
el

th
at

co
rr

ec
t

p
ar

ti
ci

p
an

ts
tr

u
st

,
an

d
w

h
ic

h
th

ey
ca

n
u
se

to
ge

t
in

to
u
ch

w
it

h
ea

ch
ot

h
er

,
ev

en
if

fo
r

ra
re

an
d

sh
or

t
m

om
en

ts
;
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•
th

ey
ca

n
u
se

th
is

ch
a
n
n
el

to
sy

n
ch

ro
n
is

e,
d
is

se
m

in
a
te

,
a
n
d

a
g
re

e
o
n
,
si

m
p
le

b
u
t

cr
u
ci

a
l
fa

ct
s

o
f
th

e
ex

ec
u
ti

o
n

o
f
a

p
ro

to
co

l,
a
n
d

th
is

li
m

it
s

th
e

p
o
te

n
ti

a
l

fo
r

B
y
za

n
ti

n
e

a
ct

io
n
s

fr
o
m

m
a
li
ci

o
u
s

p
a
rt

ic
ip

a
n
ts

.

8
S
o
m

e
E
x
a
m

p
le

S
y
st

e
m

s

T
h
e

te
rm

“
in

tr
u
si

o
n

to
le

ra
n
ce

”
a
p
p
ea

re
d

o
ri

g
in

a
ll
y

in
a

p
a
p
er

b
y

F
ra

g
a

a
n
d

P
ow

-
el

l
[1

9]
.
L
at

er
th

ei
r
sc

h
em

e
–
F
ra

g
m

en
ta

ti
o
n
-R

ed
u
n
d
a
n
cy

-S
ca

tt
er

in
g
–

w
a
s
u
se

d
in

th
e

D
E

L
T
A

-4
p
ro

je
ct

to
d
ev

el
o
p

a
n

in
tr

u
si

o
n
-t

o
le

ra
n
t

d
is

tr
ib

u
te

d
se

rv
er

co
m

-
p
os

ed
b
y

a
se

t
o
f
in

se
cu

re
si

te
s

[1
6
].

In
th

e
fo

ll
ow

in
g

y
ea

rs
a

n
u
m

b
er

o
f
is

o
la

te
d

IT
p
ro

to
co

ls
a
n
d

sy
st

em
s
em

er
g
ed

.
B

F
T

[1
0]

is
a
n

effi
ci

en
t
st

a
te

-m
a
ch

in
e

re
p
li
ca

ti
o
n

a
lg

o
ri

th
m

[3
2
].

It
h
a
s
b
ee

n
u
se

d
to

im
p
le

m
en

t
a
n

in
tr

u
si

o
n
-t

o
le

ra
n
t
N

F
S

se
rv

er
.
R

a
m

p
a
rt

p
ro

v
id

es
to

o
ls

fo
r
b
u
il
d
-

in
g

IT
d
is

tr
ib

u
te

d
se

rv
ic

es
:
re

li
a
b
le

m
u
lt

ic
a
st

,
a
to

m
ic

m
u
lt

ic
a
st

a
n
d

m
em

b
er

sh
ip

p
ro

to
co

ls
[3

1
].

S
ec

u
re

R
in

g
is

a
v
ie

w
-s

y
n
ch

ro
n
o
u
s

g
ro

u
p

co
m

m
u
n
ic

a
ti

o
n

sy
st

em
b
as

ed
on

th
e

T
o
te

m
si

n
g
le

-r
in

g
p
ro

to
co

ls
[2

2
].

B
o
th

R
a
m

p
a
rt

a
n
d

S
ec

u
re

R
in

g
ca

n
b
e

u
se

d
to

b
u
il
d

se
rv

er
s

u
si

n
g

th
e

st
a
te

-m
a
ch

in
e

re
p
li
ca

ti
o
n

a
p
p
ro

a
ch

.
F
le

et
[2

4
]

u
se

B
y
za

n
ti

n
e

q
u
o
ru

m
sy

st
em

s
[2

]
to

b
u
il
d

IT
d
a
ta

st
o
re

s,
re

sp
ec

ti
v
el

y
fo

r
d
a
ta

ab
st

ra
ct

io
n
s

li
k
e

va
ri

a
b
le

s
a
n
d

lo
ck

s,
a
n
d

fo
r

J
av

a
o
b
je

ct
s.

T
h
e

p
ro

to
co

l
su

it
e

C
L
IQ

U
E

S
su

p
p
o
rt

s
g
ro

u
p

k
ey

a
g
re

em
en

t
o
p
er

a
ti

o
n
s

fo
r

d
y
n
a
m

ic
g
ro

u
p
s

o
f
p
ro

-
ce

ss
es

[4
,3

].
M

o
re

re
ce

n
tl

y,
tw

o
p
ro

je
ct

s
h
av

e
fo

cu
se

d
o
n

in
tr

u
si

o
n

to
le

ra
n
ce

,
O

A
S
IS

an
d

M
A

F
T

IA
,
d
ev

el
o
p
in

g
se

v
er

a
l
re

su
lt

s
th

a
t

w
il
l
b
e

d
et

a
il
ed

a
h
ea

d
.

8
.1

O
A

S
IS

O
rg

a
n
ic

a
ll
y

A
ss

u
re

d
a
n
d

S
u
rv

iv
a
bl

e
In

fo
rm

a
ti
o
n

S
ys

te
m

(O
A

S
IS

)
2

is
a

U
S

D
A

R
P
A

p
ro

g
ra

m
w

it
h

th
e

g
o
a
l

o
f

p
ro

v
id

in
g

“
d
ef

en
ce

ca
p
a
b
il
it

ie
s

a
g
a
in

st
so

-
p
h
is

ti
ca

te
d

a
d
v
er

sa
ri

es
to

a
ll
ow

su
st

a
in

ed
o
p
er

a
ti

o
n

o
f
m

is
si

o
n

cr
it

ic
a
l
fu

n
ct

io
n
s

in
th

e
fa

ce
o
f
k
n
ow

n
a
n
d

fu
tu

re
cy

b
er

a
tt

a
ck

s
a
g
a
in

st
in

fo
rm

a
ti

o
n

sy
st

em
s”

.
T

h
e

p
ro

gr
am

h
a
s

a
st

ro
n
g

fo
cu

s
in

in
tr

u
si

o
n

to
le

ra
n
ce

.
It

s
o
b
je

ct
iv

es
a
re

:

–
to

co
n
st

ru
ct

in
tr

u
si

o
n
-t

o
le

ra
n
t
sy

st
em

s
b
a
se

d
o
n

p
o
te

n
ti

a
ll
y

v
u
ln

er
a
b
le

co
m

-
p
on

en
ts

;
–

to
ch

ar
a
ct

er
iz

e
th

e
co

st
-b

en
efi

ts
o
f
in

tr
u
si

o
n

to
le

ra
n
ce

m
ec

h
a
n
is

m
s;

–
to

d
ev

el
o
p

a
ss

es
sm

en
t

a
n
d

va
li
d
a
ti

o
n

m
et

h
o
d
o
lo

g
ie

s
to

ev
a
lu

a
te

in
tr

u
si

o
n

to
le

ra
n
ce

m
ec

h
a
n
is

m
s.

O
A

S
IS

is
fi
n
a
n
ci

n
g

so
m

et
h
in

g
li
k
e

3
0

p
ro

je
ct

s.
It

is
n
o
t

p
o
ss

ib
le

to
d
es

cr
ib

e
al

l
of

th
em

so
w

e
su

rv
ey

a
fe

w
th

a
t

w
e

fi
n
d

in
te

re
st

in
g

a
n
d

re
p
re

se
n
ta

ti
ve

.
In

tr
u
si

o
n

T
o
le

ra
n
ce

b
y

U
n
p
re

d
ic

ta
b
le

A
d
a
p
ta

ti
o
n

(I
T

U
A

)
a
im

s
to

d
ev

el
o
p

a
m

id
d
le

w
a
re

to
h
el

p
d
es

ig
n

a
p
p
li
ca

ti
o
n
s

th
a
t

to
le

ra
te

ce
rt

a
in

cl
a
ss

es
o
f

a
t-

ta
ck

s
[1

4]
.
T

h
e

IT
U

A
a
rc

h
it

ec
tu

re
is

co
m

p
o
se

d
b
y

se
cu

ri
ty

d
o
m

a
in

s,
th

a
t
a
b
st

ra
ct

th
e

n
ot

io
n

o
f
b
o
u
n
d
a
ri

es
th

a
t

a
re

d
iffi

cu
lt

b
y

a
n

a
tt

a
ck

er
to

cr
o
ss

(e
.g

.,
a

L
A

N
p
ro

te
ct

ed
b
y

a
fi
re

w
a
ll
).

A
n

in
tr

u
si

o
n
-t

o
le

ra
n
t

a
p
p
li
ca

ti
o
n

u
su

a
ll
y

h
a
s

to
a
d
a
p
t

2
h
tt

p
:/

/
w

w
w

.t
o
le

ra
n
ts

y
st

em
s.

o
rg

/

3
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w
h
en

th
er

e
ar

e
at

ta
ck

s.
IT

U
A

p
ro

p
os

es
u
n
p
re

d
ic

ta
b
le

ad
ap

ta
ti

on
as

a
m

ea
n
s

to
to

le
ra

te
at

ta
ck

s
th

at
tr

y
to

p
re

d
ic

t
an

d
ta

k
e

ad
va

n
ta

ge
of

th
at

ad
ap

ta
ti

on
.
A

d
ap

-
ta

ti
on

in
IT

U
A

is
h
an

d
le

d
b
y

th
e

Q
u
O

m
id

d
le

w
ar

e
an

d
gr

ou
p

co
m

m
u
n
ic

at
io

n
is

im
p
le

m
en

te
d

as
in

tr
u
si

on
-t

ol
er

an
t

la
ye

rs
in

th
e

E
n
se

m
b
le

to
ol

k
it

.
In

tr
u
si

on
T
ol

er
an

t
A

rc
h
it

ec
tu

re
s

h
as

th
e

ob
je

ct
iv

e
to

d
ev

el
op

a
m

et
h
o
d
ol

og
y

b
as

ed
on

ar
ch

it
ec

tu
ra

l
co

n
ce

p
ts

fo
r

co
n
st

ru
ct

in
g

in
tr

u
si

on
-t

ol
er

an
t

sy
st

em
s.

T
h
e

p
ro

je
ct

d
ev

el
op

ed
an

IT
v
er

si
on

of
E

n
cl

av
es

,
a

m
id

d
le

w
ar

e
fo

r
su

p
p
or

ti
n
g

se
cu

re
gr

ou
p

ap
p
li
ca

ti
on

s
in

in
se

cu
re

n
et

w
or

k
s,

li
k
e

th
e

In
te

rn
et

[1
8]

.
IT

-E
n
cl

av
es

h
as

se
ve

ra
l
le

ad
er

s
fr

om
w

h
ic

h
at

m
os

t
f

ou
t
of

n
≥

3
f

+
1

ar
e

al
lo

w
ed

to
b
e

co
m

p
ro

-
m

is
ed

.
T

h
e

le
ad

er
s

p
ro

v
id

e
al

l
gr

ou
p
-m

an
ag

em
en

t
se

rv
ic

es
:
u
se

r
au

th
en

ti
ca

ti
on

,
m

em
b
er

jo
in

an
d

le
av

e,
gr

ou
p
-k

ey
ge

n
er

at
io

n
,

d
is

tr
ib

u
ti

on
,

an
d

re
fr

es
h
m

en
t.

E
ac

h
m

em
b
er

of
th

e
gr

ou
p

is
in

co
n
ta

ct
w

it
h

2f
+

1
le

ad
er

s.
C

O
C

A
is

an
on

-l
in

e
ce

rt
ifi

ca
ti

on
-a

u
th

or
it
y

fo
r

lo
ca

l
an

d
w

id
e-

ar
ea

n
et

w
or

k
s

[3
8]

.
C

O
C

A
u
se

s
re

p
li
ca

te
d

se
rv

er
s

fo
r

av
ai

la
b
il
it
y

an
d

in
tr

u
si

on
-t

ol
er

an
ce

.
T

h
e

ce
rt

ifi
ca

te
s
th

at
it

p
ro

d
u
ce

s
ar

e
si

gn
ed

u
si

n
g

a
th

re
sh

ol
d

cr
y
p
to

gr
ap

h
y

al
go

ri
th

m
.

C
O

C
A

as
su

m
es

an
ad

v
er

sa
ry

ta
k
es

a
ce

rt
ai

n
ti

m
e

to
co

rr
u
p
t
a

n
u
m

b
er

of
se

rv
er

s,
th

er
ef

or
e

fr
om

ti
m

e
to

ti
m

e
k
ey

s
ar

e
ch

an
ge

d
(p

ro
ac

ti
v
e

se
cu

ri
ty

).
R

ep
li
ca

ti
on

is
b
as

ed
on

a
B

y
za

n
ti

n
e

q
u
or

u
m

sy
st

em
.

In
te

gr
it
y

T
h
ro

u
gh

M
ed

ia
te

d
In

te
rf

ac
es

is
a

p
ro

je
ct

th
at

h
as

th
e

ob
je

ct
iv

e
of

p
ro

v
id

in
g

d
at

a
in

te
gr

it
y

[4
0]

.
T

h
e

ap
p
ro

ac
h

co
n
si

st
s

in
u
si

n
g

an
In

te
gr

it
y

M
an

ag
er

to
m

on
it

or
th

e
p
ro

gr
am

s
th

at
m

an
ip

u
la

te
th

e
d
at

a,
an

d
to

re
co

rd
al

l
d
at

a
tr

an
sf

or
m

at
io

n
.
T

h
e

re
co

rd
s

p
ro

d
u
ce

d
ca

n
b
e

u
se

d
w

it
h

se
v
er

al
p
u
rp

os
es

,
in

cl
u
d
in

g
th

e
re

co
n
st

ru
ct

io
n

of
co

rr
u
p
te

d
d
at

a.
T

h
e

p
ro

je
ct

d
es

ig
n
ed

w
ra

p
p
er

s
fo

r
C

O
T

S
ap

p
li
ca

ti
on

s,
th

at
ca

n
b
e

u
se

d
b
ot

h
w

it
h

th
e

ab
ov

e
m

en
ti

on
ed

go
al

s,
an

d
w

it
h

th
e

p
u
rp

os
e

of
p
ro

te
ct

in
g

th
e

en
v
ir

on
m

en
t

fr
om

m
al

ic
io

u
s

co
d
e

(e
m

ai
l

at
ta

ch
m

en
ts

,
m

ac
ro

s,
et

c.
).

IT
D

B
M

S
is

en
gi

n
ee

ri
n
g

an
ex

p
er

im
en

ta
l
in

tr
u
si

on
-t

ol
er

an
t

d
a
ta

b
as

e
sy

st
em

u
si

n
g

C
O

T
S

co
m

p
on

en
ts

in
or

d
er

to
p
ro

v
id

e
co

m
p
re

h
en

si
v
e,

in
te

gr
at

ed
,

an
d

co
st

eff
ec

ti
v
e

so
lu

ti
on

s
fo

r
IT

D
B

M
S
s

[4
1]

.
T

h
e

ap
p
ro

ac
h

is
b
as

ed
on

a
m

u
lt

i-
la

y
er

ed
d
ef

en
ce

st
ra

te
gy

th
at

co
m

b
in

es
se

v
er

al
m

ec
h
an

is
m

s:
tr

an
sa

ct
io

n
-l
ev

el
in

tr
u
si

on
d
et

ec
ti

on
,
in

tr
u
si

on
is

ol
at

io
n
,
in

tr
u
si

on
m

as
k
in

g,
d
am

ag
e

lo
ca

ti
on

an
d

co
n
fi
n
em

en
t,

an
d

se
lf
-s

ta
b
il
iz

at
io

n
.

A
gi

le
O

b
je

ct
s

is
a

fr
am

ew
or

k
to

co
n
st

ru
ct

IT
ap

p
li
ca

ti
on

s
b
as

ed
on

th
e

id
ea

s
of

lo
ca

ti
on

,
in

te
rf

ac
e

an
d

d
y
n
am

ic
el

u
si

v
en

es
s

[1
1]

.
L
o
ca

ti
on

el
u
si

v
en

es
s

is
th

e
ca

p
ab

il
it
y

of
th

e
ap

p
li
ca

ti
on

co
m

p
on

en
ts

to
m

ov
e

ac
ro

ss
d
iff

er
en

t
h
os

ts
in

or
-

d
er

to
ev

ad
e

fr
om

at
ta

ck
s

an
d

co
rr

u
p
te

d
n
o
d
es

.
In

te
rf

ac
e

el
u
si

v
en

es
s

al
lo

w
s

th
e

m
id

d
le

w
ar

e
to

au
to

m
at

ic
al

ly
ch

an
ge

th
e

in
te

rf
ac

e
of

th
e

co
m

p
on

en
ts

.
D

y
n
am

ic
el

u
si

ve
n
es

s
is

th
e

ca
p
ab

il
it
y

of
m

an
ag

in
g

th
e

d
im

en
si

on
s
of

lo
ca

ti
on

an
d

in
te

rf
ac

e
el

u
si

ve
n
es

s.

8
.2

M
A

F
T

IA

M
a
li
ci

o
u
s-

a
n
d

A
cc

id
en

ta
l-
F
a
u
lt

T
o
le

ra
n
ce

fo
r
In

te
rn

et
A

p
p
li
ca

ti
o
n
s
(M

A
F
T

IA
)3

is
a

re
ce

n
tl

y
fi
n
is

h
ed

E
U

IS
T

p
ro

je
ct

w
it

h
th

e
ge

n
er

al
ob

je
ct

iv
e

of
sy

st
em

at
ic

al
ly

3
h
tt

p
:/

/
w

w
w

.m
a
ft

ia
.o

rg
/

33

in
v
es

ti
ga

ti
n
g

th
e

‘t
o
le

ra
n
ce

p
a
ra

d
ig

m
’

fo
r

co
n
st

ru
ct

in
g

la
rg

e-
sc

a
le

d
ep

en
d
a
b
le

d
is

tr
ib

u
te

d
a
p
p
li
ca

ti
o
n
s.

T
h
e

p
ro

je
ct

h
a
d

a
co

m
p
re

h
en

si
v
e

a
p
p
ro

a
ch

th
a
t

in
-

cl
u
d
es

b
ot

h
a
cc

id
en

ta
l
a
n
d

m
a
li
ci

o
u
s

fa
u
lt

s.
M

A
F
T

IA
fo

ll
ow

ed
th

re
e

m
a
in

li
n
es

of
ac

ti
on

:

–
d
efi

n
it

io
n

o
f
a
n

a
rc

h
it

ec
tu

ra
l
fr

a
m

ew
o
rk

a
n
d

a
co

n
ce

p
tu

a
l
m

o
d
el

;
–

th
e

d
es

ig
n

o
f
m

ec
h
a
n
is

m
s

a
n
d

p
ro

to
co

ls
;

–
fo

rm
al

va
li
d
a
ti

o
n

a
n
d

a
ss

es
sm

en
t.

T
h
e

fi
rs

t
li
n
e

a
im

ed
to

d
ev

el
o
p

a
co

h
er

en
t

se
t

o
f
co

n
ce

p
ts

fo
r

a
n

a
rc

h
it

ec
tu

re
th

at
co

u
ld

to
le

ra
te

m
a
li
ci

o
u
s

fa
u
lt

s
[1

].
W

o
rk

h
a
s

b
ee

n
d
o
n
e

o
n

th
e

d
efi

n
it

io
n

of
a

co
re

se
t

o
f

in
tr

u
si

o
n

to
le

ra
n
ce

co
n
ce

p
ts

,
cl

ea
rl

y
m

a
p
p
ed

in
to

th
e

cl
a
ss

ic
a
l

d
ep

en
d
ab

il
it
y

co
n
ce

p
ts

.
T

h
e

A
V

I
co

m
p
o
si

te
fa

u
lt

m
o
d
el

p
re

se
n
te

d
a
b
ov

e
w

a
s

d
efi

n
ed

in
th

is
co

n
te

x
t.

O
th

er
re

le
va

n
t

w
o
rk

in
cl

u
d
ed

th
e

d
efi

n
it

io
n

o
f
sy

n
ch

ro
n
y

an
d

to
p
ol

o
g
ic

a
l
m

o
d
el

s,
th

e
es

ta
b
li
sh

m
en

t
o
f
co

n
ce

p
ts

fo
r
in

tr
u
si

o
n

d
et

ec
ti

o
n

a
n
d

th
e

d
efi

n
it

io
n

o
f
a

M
A

F
T

IA
n
o
d
e

a
rc

h
it

ec
tu

re
.
T

h
is

a
rc

h
it

ec
tu

re
in

cl
u
d
es

co
m

-
p
on

en
ts

su
ch

a
s

tr
u
st

ed
a
n
d

u
n
tr

u
st

ed
h
a
rd

w
a
re

,
lo

ca
l
a
n
d

d
is

tr
ib

u
te

d
tr

u
st

ed
co

m
p
on

en
ts

,
o
p
er

a
ti

n
g

sy
st

em
a
n
d

ru
n
ti

m
e

en
v
ir

o
n
m

en
t,

so
ft

w
a
re

,
et

c.
M

os
t

M
A

F
T

IA
w

o
rk

w
a
s

o
n

th
e

se
co

n
d

li
n
e,

th
e

d
es

ig
n

o
f

IT
m

ec
h
a
n
is

m
s

an
d

p
ro

to
co

ls
.
P
a
rt

o
f
th

a
t

w
o
rk

w
a
s

th
e

d
efi

n
it

io
n

o
f
th

e
M

A
F
T

IA
m

id
d
le

w
a
re

:
ar

ch
it

ec
tu

re
a
n
d

p
ro

to
co

ls
[7

].
A

n
a
sy

n
ch

ro
n
o
u
s
su

it
e

o
f
p
ro

to
co

ls
,
in

cl
u
d
in

g
re

li
-

ab
le

,
at

om
ic

a
n
d

ca
u
sa

l
m

u
lt

ic
a
st

w
a
s

d
efi

n
ed

[8
],

p
ro

v
id

in
g

B
y
za

n
ti

n
e

re
si

li
en

ce
b
y

re
so

rt
in

g
to

effi
ci

en
t

so
lu

ti
o
n
s

b
a
se

d
o
n

p
ro

b
a
b
il
is

ti
c

ex
ec

u
ti

o
n
.

W
o
rk

w
a
s

al
so

d
on

e
o
n

p
ro

to
co

ls
b
a
se

d
o
n

a
ti

m
ed

m
o
d
el

,
w

h
ic

h
re

li
es

o
n

a
n

in
n
ov

a
ti
ve

co
n
ce

p
t,

th
e

w
o
rm

h
o
le

s,
en

h
a
n
ce

d
su

b
sy

st
em

s
w

h
ic

h
p
ro

v
id

e
co

m
p
o
n
en

ts
w

it
h

a
m

ea
n
s

to
o
b
ta

in
a

fe
w

si
m

p
le

p
ri

v
il
eg

ed
fu

n
ct

io
n
s

a
n
d
/
o
r

ch
a
n
n
el

s
to

o
th

er
co

m
-

p
on

en
ts

,
w

it
h

“
g
o
o
d
”

p
ro

p
er

ti
es

o
th

er
w

is
e

n
o
t
g
u
a
ra

n
te

ed
b
y

th
e

“
n
o
rm

a
l”

w
ea

k
en

v
ir

on
m

en
t

[3
5
].

F
o
r

ex
a
m

p
le

,
th

e
T
ru

st
ed

T
im

el
y

C
o
m

p
u
ti

n
g

B
a
se

d
ev

el
o
p
ed

in
M

A
F
T

IA
(s

ee
n
ex

t
tw

o
se

ct
io

n
s)

is
b
a
se

d
o
n

a
w

o
rm

h
o
le

p
ro

v
id

in
g

ti
m

el
y

a
n
d

se
cu

re
fu

n
ct

io
n
s
o
n

en
v
ir

o
m

en
ts

th
a
t
a
re

a
sy

n
ch

ro
n
o
u
s
a
n
d

B
y
za

n
ti

n
e-

o
n
-f
a
il
u
re

.
A

rc
h
it

ec
tu

ra
l
h
y
b
ri

d
is

a
ti

o
n

d
is

cu
ss

ed
ea

rl
ie

r
is

u
se

d
to

im
p
le

m
en

t
th

e
T

T
C

B
.
In

th
e

co
n
te

x
t

o
f
M

A
F
T

IA
m

id
d
le

w
a
re

,
a
n

IT
tr

a
n
sa

ct
io

n
se

rv
ic

e
w

it
h

su
p
p
o
rt

fo
r

m
u
lt

ip
ar

ty
tr

a
n
sa

ct
io

n
s[

3
7
]
w

a
s

a
ls

o
d
es

ig
n
ed

.
In

tr
u
si

o
n

d
et

ec
ti
o
n

is
a
ss

u
m

ed
a
s

a
m

ec
h
a
n
is

m
fo

r
in

tr
u
si

o
n

to
le

ra
n
ce

b
u
t

al
so

as
a

se
rv

ic
e

th
a
t

h
a
s

to
b
e

m
a
d
e

in
tr

u
si

o
n
-t

o
le

ra
n
t.

M
A

F
T

IA
d
ev

el
o
p
ed

a
d
is

tr
ib

u
te

d
IT

in
tr

u
si

o
n

d
et

ec
ti

o
n

sy
st

em
[1

5
].

P
ro

b
le

m
s

li
k
e

h
a
n
d
li
n
g

h
ig

h
ra

te
s

of
fa

ls
e

al
a
rm

s
a
n
d

co
m

b
in

in
g

se
v
er

a
l
ID

S
s

w
er

e
a
ls

o
ex

p
lo

re
d
.

T
ru

st
ed

T
h
ir
d

P
a
rt

ie
s

(T
T

P
s)

su
ch

a
s

ce
rt

ifi
ca

ti
o
n

a
u
th

o
ri

ti
es

a
re

im
p
o
rt

a
n
t

b
u
il
d
in

g
b
lo

ck
s

in
to

d
ay

’s
In

te
rn

et
.
M

A
F
T

IA
d
es

ig
n
ed

a
g
en

er
ic

d
is

tr
ib

u
te

d
ce

r-
ti

fi
ca

ti
on

a
u
th

o
ri

ty
th

a
t

u
se

s
th

re
sh

o
ld

cr
y
p
to

g
ra

p
h
y

a
n
d

IT
p
ro

to
co

ls
in

o
rd

er
to

b
e

in
tr

u
si

o
n
-t

o
le

ra
n
t.

A
n
o
th

er
T

T
P
,
th

e
d
is

tr
ib

u
te

d
o
p
ti

m
is

ti
c

fa
ir

ex
ch

a
n
g
e

se
rv

ic
e,

w
a
s

a
ls

o
d
ev

el
o
p
ed

.
M

A
F
T

IA
d
efi

n
ed

a
n

a
u
th

o
ri

za
ti
o
n

se
rv

ic
e

b
a
se

d
o
n

fi
n
e

g
ra

in
p
ro

te
ct

io
n
,

i.
e.

,
on

p
ro

te
ct

io
n

a
t

th
e

le
v
el

o
f
th

e
o
b
je

ct
m

et
h
o
d

ca
ll

[2
6
].

T
h
e

a
u
th

o
ri

za
ti

o
n

se
rv

ic
e

is
a

d
is

tr
ib

u
te

d
T

T
P

w
h
ic

h
ca

n
b
e

u
se

d
to

g
ra

n
t

o
r

d
en

y
a
u
th

o
ri

za
ti

o
n

fo
r

co
m

p
le

x
o
p
er

a
ti

o
n
s

co
m

b
in

in
g

se
v
er

a
l
m

et
h
o
d

ca
ll
s.

T
h
e

se
rv

ic
e

re
li
es

o
n

a
lo

ca
l
se

cu
ri

ty
k
er

n
el

.

3
4

197



T
h
e

th
ir

d
li
n
e

of
w

or
k

w
as

on
fo

rm
al

iz
in

g
th

e
co

re
co

n
ce

p
ts

of
M

A
F
T

IA
an

d
v
er

if
y
in

g
an

d
as

se
ss

in
g

th
e

w
or

k
on

d
ep

en
d
ab

le
m

id
d
le

w
ar

e
[2

7]
.

A
n
ov

el
ri

go
ro

u
s

m
o
d
el

fo
r

th
e

se
cu

ri
ty

of
re

ac
ti

v
e

sy
st

em
s

w
as

d
ev

el
op

ed
an

d
p
ro

to
co

ls
w

er
e

m
o
d
el

le
d

u
si

n
g

C
S
P

an
d

F
D

R
.

In
th

e
n
ex

t
se

ct
io

n
s,

w
e

d
es

cr
ib

e
so

m
e

of
ou

r
ow

n
w

or
k

in
m

o
re

d
et

ai
l:

th
e

co
n
st

ru
ct

io
n

of
a

T
ru

st
ed

T
im

el
y

C
om

p
u
ti

n
g

B
as

e
u
si

n
g

th
e

p
ri

n
ci

p
le

of
ar

ch
i-

te
ct

u
ra

l
h
y
b
ri

d
is

at
io

n
,
an

d
a

p
ro

to
co

l
u
si

n
g

th
e

T
T

C
B

w
or

m
h
ol

e.

A
r
c
h
it
e
c
tu

r
a
l
H

y
b
r
id

is
a
ti
o
n

in
P

r
a
c
ti
c
e

T
h
e

T
ru

st
ed

T
im

el
y

C
om

p
u
ti

n
g

B
as

e
(T

T
C

B
)
is

a
re

al
-t

im
e

se
cu

re
w

or
m

h
ol

e
[1

3]
.
T

h
e

T
T

C
B

is
a

si
m

p
le

co
m

p
o-

n
en

t
p
ro

v
id

in
g

a
li
m

it
ed

se
t
of

se
rv

ic
es

.
It

s
ar

ch
it

ec
tu

re
is

p
re

se
n
te

d
in

F
ig

u
re

13
.

T
h
e

ob
je

ct
iv

e
is

to
su

p
p
or

t
th

e
ex

ec
u
ti

on
of

IT
p
ro

to
co

ls
an

d
ap

p
li
ca

ti
on

s
u
si

n
g

th
e

ar
ch

it
ec

tu
ra

l
h
y
b
ri

d
is

at
io

n
ap

p
ro

ac
h

in
tr

o
d
u
ce

d
b
ef

or
e.
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F
ig

.
1
3
.
S
y
st

em
a
rc

h
it

ec
tu

re
w

it
h

a
T

T
C

B

T
h
is

ex
p
er

im
en

ta
l
im

p
le

m
en

ta
ti

on
of

th
e

T
T

C
B

w
as

b
as

ed
on

C
O

T
S

co
m

-
p
on

en
ts

.
T

h
e

h
os

ts
ar

e
co

m
m

on
P
en

ti
u
m

P
C

s
w

it
h

a
re

al
-t

im
e

k
er

n
el

,
R
T

-L
in

u
x

or
R
T
A

I.
T

h
e

h
os

ts
ar

e
in

te
rc

on
n
ec

te
d

b
y

tw
o

F
as

t-
E

th
er

n
et

L
A

N
s.

O
n
e

co
r-

re
sp

on
d
s

to
th

e
p
ay

lo
ad

n
et

w
or

k
in

F
ig

u
re

13
,

w
h
il
e

th
e

ot
h
er

is
th

e
T

T
C

B
co

n
tr

ol
-c

h
an

n
el

.
It

is
th

u
s

a
co

n
fi
gu

ra
ti

on
ai

m
ed

at
lo

ca
l

en
v
ir

on
m

en
ts

,
su

ch
as

si
te

s,
ca

m
p
u
se

s,
et

c.
W

id
e-

ar
ea

co
n
fi
gu

ra
ti

on
s

ar
e

al
so

p
os

si
b
le

,
as

d
is

cu
ss

ed
in

[3
5]

.
T

h
e

d
es

ig
n

of
a

sy
st

em
h
as

b
ot

h
fu

n
ct

io
n
al

an
d

n
on

-f
u
n
ct

io
n
al

as
p
ec

ts
.
N

ex
t

w
e

d
es

cr
ib

e
th

e
fu

n
ct

io
n
al

it
y

of
th

e
T

T
C

B
–i

ts
se

rv
ic

es
–

an
d

la
te

r
w

e
d
is

cu
ss

th
e

h
ow

th
e

se
cu

ri
ty

an
d

ti
m

el
in

es
s

(r
ea

l-
ti

m
e)

ar
e

en
fo

rc
ed

in
th

e
C

O
T

S
b
as

ed
T

T
C

B
.

T
h
e

T
T

C
B

p
ro

v
id

es
a

li
m

it
ed

se
t

of
se

rv
ic

es
.
F
ro

m
th

e
p
oi

n
t

of
v
ie

w
of

p
ro

-
gr

am
m

in
g

th
ey

ar
e

a
se

t
of

fu
n
ct

io
n
s

in
a

li
b
ra

ry
th

at
ca

n
b
e

ca
ll
ed

b
y

p
ro

ce
ss

es
in

th
e

u
su

al
w

ay
.
W

e
u
se

th
e

w
or

d
“p

ro
ce

ss
”

to
d
en

om
in

at
e

w
h
a
te

v
er

u
se

s
th

e
T

T
C

B
se

rv
ic

es
:
a

n
or

m
al

p
ro

ce
ss

,
a

th
re

ad
,
or

an
ot

h
er

so
ft

w
ar

e
co

m
p
on

en
t.

T
h
e

T
T

C
B

p
ro

v
id

es
th

re
e

se
cu

ri
ty

-r
el

at
ed

se
rv

ic
es

.
T

h
e

L
o
ca

l
A

u
th

en
ti

ca
ti

on
S
er

v
ic

e
al

lo
w

s
p
ro

ce
ss

es
to

co
m

m
u
n
ic

at
e

se
cu

re
ly

w
it

h
th

e
T

T
C

B
.
T

h
e

se
rv

ic
e
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au
th

en
ti

ca
te

s
th

e
lo

ca
l
T

T
C

B
b
ef

o
re

a
p
ro

ce
ss

a
n
d

es
ta

b
li
sh

es
a

sh
a
re

d
sy

m
m

et
-

ri
c

k
ey

b
et

w
ee

n
b
o
th

,
u
si

n
g

a
si

m
p
le

a
u
th

en
ti

ca
te

d
k
ey

es
ta

b
li
sh

m
en

t
p
ro

to
co

l.
T

h
is

sy
m

m
et

ri
c

k
ey

is
u
se

d
to

se
cu

re
a
ll

th
ei

r
fu

rt
h
er

co
m

m
u
n
ic

a
ti

o
n
.
E

v
er

y
lo

-
ca

l
T

T
C

B
h
a
s

a
n

a
sy

m
m

et
ri

c
k
ey

p
a
ir

,
a
n
d

w
e

a
ss

u
m

e
th

a
t

th
e

p
ro

ce
ss

m
a
n
a
g
es

to
ge

t
a

co
rr

ec
t

co
p
y

o
f

th
e

lo
ca

l
T

T
C

B
p
u
b
li
c

k
ey

.
T

h
e

T
ru

st
ed

B
lo

ck
A

g
re

e-
m

en
t

S
er

v
ic

e
is

th
e

m
a
in

b
u
il
d
in

g
b
lo

ck
fo

r
IT

p
ro

to
co

ls
.
T

h
is

se
rv

ic
e

d
el

iv
er

s
a

va
lu

e
ob

ta
in

ed
fr

o
m

th
e

a
g
re

em
en

t
o
f
va

lu
es

p
ro

p
o
se

d
b
y

a
se

t
o
f
p
ro

ce
ss

es
.
T

h
e

se
rv

ic
e

is
n
o
t

in
te

n
d
ed

to
re

p
la

ce
a
g
re

em
en

t
p
ro

to
co

ls
in

th
e

p
ay

lo
a
d

sy
st

em
:

it
w

or
k
s

w
it

h
“
sm

a
ll
”

b
lo

ck
s

o
f

d
a
ta

(c
u
rr

en
tl

y
1
6
0

b
it

s)
,

a
n
d

th
e

T
T

C
B

h
a
s

li
m

it
ed

re
so

u
rc

es
to

ex
ec

u
te

it
.
T

h
e

se
rv

ic
e

p
ro

v
id

es
a

se
t

o
f
fu

n
ct

io
n
s

th
a
t

ca
n

b
e

u
se

d
to

ca
lc

u
la

te
th

e
re

su
lt

.
F
o
r

in
st

a
n
ce

,
it

ca
n

se
le

ct
th

e
va

lu
e

p
ro

p
o
se

d
b
y

m
or

e
p
ro

ce
ss

es
.
A

p
a
ra

m
et

er
o
f
th

e
se

rv
ic

e
is

a
ti

m
es

ta
m

p
th

a
t
in

d
ic

a
te

s
th

e
la

st
in

st
an

t
w

h
en

th
e

se
rv

ic
e

st
a
rt

s
to

b
e

ex
ec

u
te

d
.
T

h
is

p
re

v
en

ts
m

a
li
ci

o
u
s
p
ro

ce
ss

es
fr

om
d
el

ay
in

g
th

e
se

rv
ic

e
ex

ec
u
ti

o
n

in
d
efi

n
it

el
y.

T
h
e

la
st

se
cu

ri
ty

-r
el

a
te

d
se

rv
ic

e
is

th
e

R
an

d
o
m

N
u
m

b
er

G
en

er
a
ti

o
n

S
er

v
ic

e
th

a
t

p
ro

v
id

es
u
n
if
o
rm

ly
d
is

tr
ib

u
te

d
ra

n
d
om

n
u
m

b
er

s.
T

h
es

e
n
u
m

b
er

s
ca

n
b
e

u
se

d
a
s
n
o
n
ce

s
o
r
k
ey

s
fo

r
cr

y
p
to

g
ra

p
h
ic

p
ri

m
it

iv
es

su
ch

a
s

a
u
th

en
ti

ca
ti

o
n

p
ro

to
co

ls
.

T
h
e

T
T

C
B

p
ro

v
id

es
a
ls

o
fo

u
r

ti
m

e
se

rv
ic

es
.

T
h
e

T
ru

st
ed

A
b
so

lu
te

T
im

es
-

ta
m

p
in

g
S
er

v
ic

e
p
ro

v
id

es
g
lo

b
a
ll
y

m
ea

n
in

g
fu

l
ti

m
es

ta
m

p
s.

It
is

p
o
ss

ib
le

to
o
b
ta

in
ti

m
es

ta
m

p
s

w
it

h
th

is
ch

a
ra

ct
er

is
ti

c
b
ec

a
u
se

lo
ca

l
T

T
C

B
s

cl
o
ck

s
a
re

sy
n
ch

ro
-

n
iz

ed
.

T
h
e

T
ru

st
ed

D
u
ra

ti
o
n

M
ea

su
re

m
en

t
S
er

v
ic

e
m

ea
su

re
s

th
e

ti
m

e
o
f

th
e

ex
ec

u
ti

on
o
f
a
n

o
p
er

a
ti

o
n
.
T

h
e

T
ru

st
ed

T
im

in
g

F
a
il
u
re

D
et

ec
ti

o
n

S
er

v
ic

e
ch

ec
k
s

if
a

lo
ca

l
o
r

d
is

tr
ib

u
te

d
o
p
er

a
ti

o
n

is
ex

ec
u
te

d
in

a
n

in
te

rv
a
l
o
f
ti

m
e.

T
h
e

T
ru

st
ed

T
im

el
y

E
x
ec

u
ti

o
n

S
er

v
ic

e
ex

ec
u
te

s
sp

ec
ia

l
o
p
er

a
ti

o
n
s

se
cu

re
ly

a
n
d

w
it

h
in

a
n

in
te

rv
al

of
ti

m
e

in
si

d
e

th
e

T
T

C
B

.

T
h
e

T
ru

st
ed

B
lo

ck
A

g
re

em
en

t
S
er

v
ic

e
a
n
d

th
e

T
ru

st
ed

T
im

in
g

F
a
il
u
re

D
e-

te
ct

io
n

S
er

v
ic

e
a
re

d
is

tr
ib

u
te

d
,
th

er
ef

o
re

th
ey

a
re

im
p
le

m
en

te
d

u
si

n
g

co
m

m
u
n
i-

ca
ti

on
p
ro

to
co

ls
th

a
t

ru
n

in
th

e
T

T
C

B
co

n
tr

o
l
ch

a
n
n
el

.
W

e
d
o

n
o
t

p
re

se
n
t

th
es

e
p
ro

to
co

ls
h
er

e
fo

r
la

ck
o
f
sp

a
ce

.

R
T

-L
in

u
x

a
n
d

R
T
A

I
a
re

tw
o

si
m

il
a
r

re
a
l-
ti

m
e

en
g
in

ee
ri

n
g
s

o
f

L
in

u
x
.
L
in

u
x

w
as

m
o
d
ifi

ed
so

th
a
t

a
re

a
l-
ti

m
e

ex
ec

u
ti

v
e

ta
k
es

co
n
tr

o
l
o
f
th

e
h
a
rd

w
a
re

,
to

en
-

fo
rc

e
re

al
-t

im
e

b
eh

av
io

u
r

o
f
so

m
e

re
a
l-
ti

m
e

ta
sk

s.
R
T

ta
sk

s
w

er
e

d
efi

n
ed

a
s

sp
e-

ci
al

L
in

u
x

lo
a
d
a
b
le

k
er

n
el

m
o
d
u
le

s
so

th
ey

ru
n

in
si

d
e

th
e

k
er

n
el

.
T

h
e

sc
h
ed

u
le

r
w

as
ch

an
g
ed

to
h
a
n
d
le

th
es

e
ta

sk
s

in
a

p
re

em
p
ti

v
e

w
ay

a
n
d

to
b
e

co
n
fi
g
u
ra

b
le

to
d
iff

er
en

t
sc

h
ed

u
li
n
g

d
is

ci
p
li
n
es

.
L
in

u
x

ru
n
s

a
s

th
e

lo
w

es
t

p
ri

o
ri

ty
ta

sk
a
n
d

it
s

in
te

rr
u
p
ti

o
n

sc
h
em

e
w

a
s

ch
a
n
g
ed

to
b
e

in
te

rc
ep

te
d

b
y

R
T

-L
in

u
x
/
R
T
A

I.
T

h
e

lo
ca

l
p
ar

t
o
f

a
C

O
T

S
-b

a
se

d
T

T
C

B
is

b
a
si

ca
ll
y

a
(n

o
n
-r

ea
l-
ti

m
e)

lo
ca

l
k
er

n
el

m
o
d
u
le

,
th

a
t

h
a
n
d
le

s
th

e
se

rv
ic

e
ca

ll
s,

a
n
d

a
se

t
o
f

tw
o

o
r

m
o
re

R
T

ta
sk

s
th

a
t

ex
ec

u
te

al
l
ti

m
e

co
n
st

ra
in

ed
o
p
er

a
ti

o
n
s.

T
h
e

lo
ca

l
T

T
C

B
is

p
ro

te
ct

ed
b
y

p
ro

te
ct

in
g

th
e

k
er

n
el

.
F
ro

m
th

e
p
o
in

t
o
f
v
ie

w
of

se
cu

ri
ty

,
R
T

-L
in

u
x
/
R
T
A

I
a
re

v
er

y
si

m
il
a
r

to
L
in

u
x
.
T

h
ei

r
m

a
in

v
u
ln

er
a
b
il
it
y

is
th

e
ab

il
it
y

a
su

p
er

u
se

r
h
a
s

to
co

n
tr

o
l
a
n
y

re
so

u
rc

e
in

th
e

sy
st

em
.
T

h
is

v
u
ln

er
-

ab
il
it
y

is
u
su

a
ll
y

re
a
so

n
a
b
ly

ea
sy

to
ex

p
lo

it
,

e.
g
.,

u
si

n
g

ra
ce

co
n
d
it

io
n
s.

L
in

u
x

ca
p
ab

il
it

ie
s

a
re

p
ri

v
il
eg

es
o
r

a
cc

es
s

co
n
tr

o
l

li
st

s
a
ss

o
ci

a
te

d
w

it
h

p
ro

ce
ss

es
th

a
t

al
lo

w
a

fi
n
e

g
ra

in
co

n
tr

o
l

o
n

h
ow

th
ey

u
se

ce
rt

a
in

o
b
je

ct
s.

H
ow

ev
er

,
cu

rr
en

tl
y
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th
e

p
ra

ct
ic

al
w

ay
of

u
si

n
g

th
is

m
ec

h
an

is
m

is
q
u
it

e
b
as

ic
.
T

h
er

e
is

a
sy

st
em

w
id

e
ca

pa
bi

li
ty

bo
u
n
d
in

g
se

t
th

at
b
ou

n
d
s

th
e

ca
p
ab

il
it

ie
s

th
at

ca
n

b
e

h
el

d
b
y

an
y

sy
st

em
p
ro

ce
ss

.
R

em
ov

in
g

a
ca

p
ab

il
it
y

fr
om

th
at

se
t

d
is

ab
le

s
th

e
ab

il
it
y

to
u
se

an
ob

je
ct

u
n
ti

l
th

e
n
ex

t
re

b
o
ot

.
A

lt
h
ou

gh
b
as

ic
,

th
is

m
ec

h
an

is
m

is
su

ffi
ci

en
t

to
p
ro

te
ct

th
e

lo
ca

l
T

T
C

B
.
R

em
ov

in
g

th
e

ca
p
ab

il
it
y

C
A

P
S
Y

S
M

O
D

U
L
E

fr
om

th
e

ca
p
ab

il
it
y

b
ou

n
d
in

g
se

t
w

e
p
re

v
en

t
an

y
p
ro

ce
ss

fr
om

in
se

rt
in

g
co

d
e

in
th

e
ke

rn
el

.
R

em
ov

in
g

C
A

P
S
Y

S
R

A
W

IO
w

e
p
re

v
en

t
an

y
p
ro

ce
ss

fr
om

re
ad

in
g

an
d

m
o
d
if
y
in

g
th

e
k
er

n
el

m
em

or
y.

F
or

th
e

C
O

T
S
-b

as
ed

T
T

C
B

w
e

m
ak

e
th

e
as

su
m

p
ti

on
th

at
th

e
co

n
tr

ol
ch

an
n
el

is
n
ot

ac
ce

ss
ed

p
h
y
si

ca
ll
y.

T
h
er

ef
or

e,
se

cu
ri

ty
h
as

to
b
e

gu
ar

an
te

ed
on

ly
in

it
s

ac
ce

ss
p
oi

n
ts

.
T
o

b
e

p
re

ci
se

,
w

e
m

u
st

p
re

v
en

t
an

in
tr

u
d
er

fr
om

re
ad

in
g

or
w

ri
ti

n
g

in
th

e
co

n
tr

ol
ch

an
n
el

ac
ce

ss
p
oi

n
ts

.
T

h
is

is
d
on

e
b
y

re
m

ov
in

g
th

e
co

n
tr

ol
n
et

w
or

k
d
ev

ic
e

fr
om

th
e

k
er

n
el

so
th

at
it

ca
n

on
ly

b
e

ac
ce

ss
ed

b
y

co
d
e

in
th

e
k
er

n
el

,
i.
e.

,
b
y

th
e

lo
ca

l
T

T
C

B
.

T
h
e

co
n
tr

ol
ch

an
n
el

in
th

e
C

O
T

S
-b

as
ed

T
T

C
B

is
a

sw
it

ch
ed

F
as

t-
E

th
er

n
et

L
A

N
.

T
h
e

ti
m

el
in

es
s

of
th

at
n
et

w
or

k
p
ac

ke
t

is
gu

ar
an

te
ed

p
re

v
en

ti
n
g

p
ac

ke
t

co
ll
is

io
n
s

w
h
ic

h
w

ou
ld

ca
u
se

u
n
p
re

d
ic

ta
b
le

d
el

ay
s.

T
h
is

re
q
u
ir

es
th

at
:
(1

)
on

ly
on

e
h
os

t
ca

n
b
e

co
n
n
ec

te
d

to
ea

ch
sw

it
ch

p
or

t
(h

u
b
s
ca

n
n
ot

b
e

u
se

d
);

an
d

(2
)
th

e
tr

affi
c

lo
ad

h
as

to
b
e

co
n
tr

ol
le

d
.
T

h
e

fi
rs

t
re

q
u
ir

em
en

t
is

ob
v
io

u
s.

T
h
e

se
co

n
d

is
so

lv
ed

b
y

an
ac

ce
ss

co
n
tr

ol
m

ec
h
an

is
m

,
th

at
ac

ce
p
ts

or
re

je
ct

s
th

e
ex

ec
u
ti

on
of

a
se

rv
ic

e
ta

k
in

g
in

to
ac

co
u
n
t

th
e

av
ai

la
b
il
it
y

of
re

so
u
rc

es
(b

u
ff
er

s
an

d
b
an

d
w

id
th

).
T

h
is

is
a

b
ri

ef
p
re

se
n
ta

ti
on

of
th

e
im

p
le

m
en

ta
ti

on
of

th
e

d
es

ig
n

of
th

e
C

O
T

S
-

b
as

ed
T

T
C

B
.
F
u
rt

h
er

d
et

ai
ls

,
in

cl
u
d
in

g
th

e
en

fo
rc

em
en

t
of

th
e

T
T

C
B

p
ro

p
er

ti
es

an
d

th
e

d
is

cu
ss

io
n

of
im

p
le

m
en

ta
ti

on
s

in
ot

h
er

n
et

w
or

k
s

an
d

lo
ca

l
ar

ch
it

ec
tu

re
s,

ca
n

b
e

fo
u
n
d

in
[1

3]
.

A
W

o
r
m

h
o
le

-A
w

a
r
e

P
r
o
to

c
o
l

T
h
is

se
ct

io
n

p
re

se
n
ts

an
IT

p
ro

to
co

l
b
as

ed
on

th
e

T
T

C
B

w
or

m
h
ol

e
4
.
T

h
is

p
ro

to
co

l
il
lu

st
ra

te
s

th
e

ap
p
ro

ac
h

b
as

ed
on

h
y
-

b
ri

d
fa

il
u
re

as
su

m
p
ti

on
s:

m
os

t
of

th
e

sy
st

em
is

as
su

m
ed

to
fa

il
in

an
ar

b
it

ra
ry

w
ay

,
w

h
il
e

th
e

w
or

m
h
ol

e
is

as
su

m
ed

to
b
e

se
cu

re
,
i.
e,

to
fa

il
on

ly
b
y

cr
as

h
in

g.
T

h
e

sy
st

em
is

al
so

as
su

m
ed

to
b
e

as
y
n
ch

ro
n
ou

s,
ex

ce
p
t

fo
r

th
e

T
T

C
B

w
h
ic

h
is

sy
n
ch

ro
n
ou

s.
T

h
e

p
ro

to
co

l
is

a
re

li
a
bl

e
m

u
lt
ic

a
st

,
a

cl
as

si
ca

l
p
ro

b
le

m
in

d
is

tr
ib

u
te

d
sy

s-
te

m
s.

E
ac

h
ex

ec
u
ti

on
of

a
m

u
lt

ic
as

t
h
as

on
e

se
n
d
er

p
ro

ce
ss

an
d

se
v
er

al
re

ci
p
ie

n
t

p
ro

ce
ss

es
.

In
th

e
re

st
of

th
e

se
ct

io
n
,

w
e

w
il
l

m
ak

e
th

e
cl

as
si

ca
l

se
p
ar

at
io

n
of

re
ce

iv
in

g
a

m
es

sa
ge

fr
om

th
e

n
et

w
or

k
an

d
d
el

iv
er

in
g

a
m

es
sa

ge
–

th
e

re
su

lt
of

th
e

p
ro

to
co

l
ex

ec
u
ti

on
.

A
re

li
ab

le
m

u
lt

ic
as

t
p
ro

to
co

l
en

fo
rc

es
th

e
fo

ll
ow

in
g

tw
o

p
ro

p
er

ti
es

[6
]:

(1
)

al
l

co
rr

ec
t

p
ro

ce
ss

es
d
el

iv
er

th
e

sa
m

e
m

es
sa

ge
s;

(2
)

if
a

co
rr

ec
t

se
n
d
er

tr
an

sm
it

s
a

m
es

sa
ge

th
en

al
l

co
rr

ec
t

p
ro

ce
ss

es
d
el

iv
er

th
is

m
es

sa
ge

.
T

h
es

e
ru

le
s

d
o

n
ot

im
p
ly

an
y

gu
ar

an
te

es
of

d
el

iv
er

y
in

ca
se

of
a

m
al

ic
io

u
s

se
n
d
er

.
H

ow
ev

er
,
on

e
of

tw
o

th
in

gs
w

il
l
h
ap

p
en

,
ei

th
er

th
e

co
rr

ec
t

p
ro

ce
ss

es
n
ev

er
co

m
p
le

te
th

e
p
ro

to
co

l
ex

ec
u
ti

on
an

d
n
o

m
es

sa
ge

is
ev

er
d
el

iv
er

ed
,
or

if
th

ey
te

rm
in

at
e,

th
en

th
ey

w
il
l

al
l
d
el

iv
er

th
e

sa
m

e
m

es
sa

ge
.
N

o
as

su
m

p
ti

on
s

ar
e

m
ad

e
ab

ou
t

th
e

b
eh

av
io

u
r

of

4
T

h
e

p
ro

to
co

l
is

a
si

m
p
li
fi
ed

v
er

si
o
n

o
f
th

e
p
ro

to
co

l
p
re

se
n
te

d
in

[1
2
].

37

m
al

ic
io

u
s
(r

ec
ip

ie
n
t)

p
ro

ce
ss

es
.
T

h
ey

m
ig

h
t
d
ec

id
e

to
d
el

iv
er

th
e

co
rr

ec
t
m

es
sa

g
e,

a
d
is

ti
n
ct

m
es

sa
g
e

o
r

n
o

m
es

sa
g
e.

T
h
e

p
ro

to
co

l
–
B

R
M

(B
y
za

n
ti

n
e

R
el

ia
b
le

M
u
lt

ic
a
st

)–
is

ex
ec

u
te

d
b
y

a
se

t
of

d
is

tr
ib

u
te

d
p
ro

ce
ss

es
.
T

h
e

p
ro

ce
ss

es
ca

n
fa

il
a
rb

it
ra

ri
ly

,
e.

g
.,

th
ey

ca
n

cr
a
sh

,
d
el

ay
or

n
o
t

tr
a
n
sm

it
so

m
e

m
es

sa
g
es

,
g
en

er
a
te

m
es

sa
g
es

in
co

n
si

st
en

t
w

it
h

th
e

p
ro

to
co

l,
o
r

co
ll
u
d
e

w
it

h
o
th

er
fa

u
lt
y

p
ro

ce
ss

es
w

it
h

m
a
li
ci

o
u
s

in
te

n
t.

T
h
ei

r
co

m
m

u
n
ic

a
ti

o
n

ca
n

a
ls

o
b
e

a
rb

it
ra

ri
ly

a
tt

a
ck

ed
:

m
es

sa
g
es

ca
n

b
e

co
rr

u
p
te

d
,

re
m

ov
ed

,
in

tr
o
d
u
ce

d
,
a
n
d

re
p
la

ye
d
.

L
et

u
s

se
e

th
e

p
ro

ce
ss

fa
il
u
re

m
o
d
es

in
m

o
re

d
et

a
il
.

A
p
ro

ce
ss

is
co

rr
ec

t
b
as

ic
al

ly
if

it
fo

ll
ow

s
th

e
p
ro

to
co

l
u
n
ti

l
th

e
p
ro

to
co

l
te

rm
in

a
te

s.
T

h
er

ef
o
re

,
a

p
ro

ce
ss

is
fa

il
ed

if
it

cr
a
sh

es
o
r

d
ev

ia
te

s
fr

o
m

th
e

p
ro

to
co

l.
T

h
er

e
a
re

so
m

e
ad

d
it

io
n
al

si
tu

a
ti

o
n
s
in

w
h
ic

h
w

e
a
ls

o
co

n
si

d
er

th
e

p
ro

ce
ss

to
b
e

fa
il
ed

.
A

p
ro

ce
ss

h
as

an
id

en
ti

ty
b
ef

o
re

th
e

T
T

C
B

w
h
ic

h
is

a
ss

o
ci

a
te

d
to

th
e

sh
a
re

d
k
ey

.
If

th
a
t

p
ai

r
(i

d
,k

ey
)

is
ca

p
tu

re
d

b
y

a
n

a
tt

a
ck

er
,
th

e
p
ro

ce
ss

ca
n

b
e

im
p
er

so
n
a
te

d
b
ef

o
re

th
e

T
T

C
B

,
th

er
ef

o
re

it
h
a
s

to
b
e

co
n
si

d
er

ed
fa

il
ed

.
A

n
ot

h
er

si
tu

a
ti

o
n

in
w

h
ic

h
w

e
co

n
si

d
er

a
p
ro

ce
ss

to
b
e

fa
il
ed

is
w

h
en

a
n

at
ta

ck
er

m
a
n
a
g
es

to
d
is

ru
p
t

it
s

co
m

m
u
n
ic

a
ti

o
n

w
it

h
th

e
o
th

er
p
ro

ce
ss

es
.

P
ro

-
to

co
ls

fo
r

a
sy

n
ch

ro
n
o
u
s

sy
st

em
s

ty
p
ic

a
ll
y

a
ss

u
m

e
th

a
t

m
es

sa
g
es

a
re

re
p
ea

te
d
ly

re
tr

an
sm

it
te

d
a
n
d

ev
en

tu
a
ll
y

re
ce

iv
ed

(r
el

ia
b
le

ch
a
n
n
el

s)
.
In

p
ra

ct
ic

e,
u
su

a
ll
y

a
se

rv
ic

e
w

h
ic

h
is

to
o

d
el

ay
ed

is
u
se

le
ss

.
T

h
er

ef
o
re

,
B

R
M

re
tr

a
n
sm

it
s

m
es

sa
g
es

a
li
m

it
ed

n
u
m

b
er

o
f

ti
m

es
a
n
d

th
en

w
e

a
ss

u
m

e
“
is

o
la

te
d
”

p
ro

ce
ss

es
to

b
e

fa
il
ed

.
In

ch
an

n
el

s
p
ro

n
e

o
n
ly

to
a
cc

id
en

ta
l
fa

u
lt

s
it

is
u
su

a
ll
y

co
n
si

d
er

ed
th

a
t

n
o

m
o
re

th
an

O
d

m
es

sa
g
es

a
re

co
rr

u
p
te

d
/
lo

st
in

a
re

fe
re

n
ce

in
te

rv
a
l
o
f

ti
m

e.
O

d
is

th
e

o
m

is
si

o
n

d
eg

re
e

a
n
d

te
st

s
ca

n
b
e

m
a
d
e

in
co

n
cr

et
e

n
et

w
o
rk

s
to

d
et

er
m

in
e

O
d

w
it

h
th

e
d
es

ir
ed

p
ro

b
a
b
il
it
y.

F
o
r

m
a
li
ci

o
u
s

fa
u
lt

s,
if

a
p
ro

ce
ss

d
o
es

n
o
t

re
ce

iv
e

a
m

es
sa

ge
a
ft

er
O

d
+

1
re

tr
a
n
sm

is
si

o
n
s

fr
o
m

th
e

se
n
d
er

,
w

it
h

O
d

co
m

p
u
te

d
co

n
-

si
d
er

in
g

o
n
ly

a
cc

id
en

ta
l

fa
u
lt

s,
th

en
it

is
re

a
so

n
a
b
le

to
a
ss

u
m

e
th

a
t

ei
th

er
th

e
p
ro

ce
ss

cr
a
sh

ed
,

o
r

a
n

a
tt

a
ck

is
u
n
d
er

w
ay

.
In

a
n
y

ca
se

,
w

e
w

il
l

co
n
si

d
er

th
e

re
ce

iv
er

p
ro

ce
ss

a
s

fa
il
ed

.
T

h
e

re
a
d
er

,
h
ow

ev
er

,
sh

o
u
ld

n
o
ti

ce
th

a
t

O
d

is
ju

st
a

p
ar

am
et

er
o
f
th

e
p
ro

to
co

l.
If

O
d

is
se

t
to

a
v
er

y
h
ig

h
va

lu
e,

th
en

B
R

M
w

il
l
st

a
rt

to
b
eh

av
e

li
k
e

th
e

p
ro

to
co

ls
th

a
t

a
ss

u
m

e
re

li
a
b
le

ch
a
n
n
el

s.
F
or

m
al

ly
,

a
re

li
a
b
le

m
u
lt

ic
a
st

p
ro

to
co

l
h
a
s

th
e

p
ro

p
er

ti
es

b
el

ow
[2

0
].

T
h
e

p
re

d
ic

at
e

se
n
d
er

(M
)

g
iv

es
th

e
m

es
sa

g
e

fi
el

d
w

it
h

th
e

se
n
d
er

,
a
n
d

g
ro

u
p
(M

)
gi

v
es

th
e

“
g
ro

u
p
”

o
f
p
ro

ce
ss

es
in

v
o
lv

ed
,
i.
e.

,
th

e
se

n
d
er

a
n
d

th
e

re
ci

p
ie

n
ts

(n
o
te

th
at

w
e

co
n
si

d
er

th
a
t

th
e

se
n
d
er

a
ls

o
d
el

iv
er

s)
.

–
V
a
li
d
it
y:

If
a

co
rr

ec
t

p
ro

ce
ss

m
u
lt

ic
a
st

s
a

m
es

sa
g
e

M
,

th
en

so
m

e
co

rr
ec

t
p
ro

ce
ss

in
g
ro

u
p
(M

)
ev

en
tu

a
ll
y

d
el

iv
er

s
M

.
–

A
gr

ee
m

en
t:

If
a

co
rr

ec
t

p
ro

ce
ss

d
el

iv
er

s
a

m
es

sa
g
e

M
,
th

en
a
ll

co
rr

ec
t

p
ro

-
ce

ss
es

in
g
ro

u
p
(M

)
ev

en
tu

a
ll
y

d
el

iv
er

M
.

–
In

te
gr

it
y:

F
o
r

a
n
y

m
es

sa
g
e

M
,

ev
er

y
co

rr
ec

t
p
ro

ce
ss

p
d
el

iv
er

s
M

a
t

m
o
st

on
ce

an
d

o
n
ly

if
p
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n
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p
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b
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b
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p
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p
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T
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p
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p
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R
M

U
L
T

IC
A

S
T

,
H

(M
))

;
4

r
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p
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d
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R
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p
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p
ro

po
se
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r
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p
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n
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d
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p
ro

to
co

l.

A
gr

ee
m

en
t

S
er

v
ic

e
an

d
th

en
m

u
lt

ic
as

ts
th
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b
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p
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p
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h
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p
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u
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p
re

tt
y

m
u
ch

st
ra

ig
h
tf

or
w

ar
d

so
w

e
d
o

n
ot

d
es

cr
ib

e
it

w
it

h
d
et

ai
l
an

d
re

fe
r

th
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b
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h
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e

ex
ec

u
ti

on
of

p
ro

ce
ss

es
th

ro
u
gh

ti
m

e.
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p
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h
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=
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.
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er
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ra
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re
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r
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pl
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th
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th
e
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ay

in
w
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re
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e
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tic
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at
om

ic

m
ul
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ct
io

n
6

ar
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ee
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tr
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d
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r
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t
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ra
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e
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a
se

rv
er
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te
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g
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se
rv

er
s
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e
re
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at
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n
al
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r
m
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ng
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ul
ty

se
rv
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s.
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s,
no

si
ng

le

se
rv

er
ha

s
to

be
tr

us
te

d
co

m
pl

et
el

y
an

d
th

e
ov

er
al
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ys

te
m

de
ri

ve
s

its
in

te
gr
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om
a

m
aj

or
ity
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co

rr
ec

t

se
rv

er
s.

In
th

is
se

ct
io

n,
w

e
de

sc
ri

be
a

co
nfi

gu
ra

tio
n

of
th

e
M

A
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ar

ch
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ct
ur

e
fo

r
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st
ri

bu
tin
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tr

us
te

d
se
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ce
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am

on
g
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se

to
f

se
rv

er
s

th
at

gu
ar

an
te
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en
es
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an

d
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fe
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of
th

e
se
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ic
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de
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ite
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m

e
se

rv
er

s
be

-
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g

un
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r
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f
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er
or
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in
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tr
ar

y
m

al
ic
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st
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in
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g
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io
ns
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d
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ar
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te
ri

ze
d

by
a

st
at
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se

t
of

se
rv
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w
ith
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in

t-
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-p

oi
nt
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m

m
un

ic
at

io
n

an
d
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th

e
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e
of
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od

er
n
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to
gr
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c
te

ch
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at
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em
en

te
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is

tic
st

at
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nt
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pr
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ol
th

at
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es
ts

an
d
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ar

an
te
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er
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th
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e
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an

at
om
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oa
dc
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an
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om
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ra
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iz
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so
lv

e
B

yz
an

tin
e
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re
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en
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W

e
us

e
ef

fic
ie

nt
an

d
pr

ov
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ly
se

cu
re
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re

em
en

ta
nd

br
oa

dc
as
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ro

to
co
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th
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ve
re
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nt

ly
be

en
de

ve
lo

pe
d.

In
th

e
fir

st
pa

rt
of
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se
ct

io
n,

w
e

pr
ov

id
e

a
de

ta
ile

d
di

sc
us

si
on

of
th

es
e

as
su

m
pt

io
ns

,c
om

pa
re

th
em

to

re
la

te
d

ef
fo

rt
s

fr
om

th
e

lit
er

at
ur

e,
an

d
ar

gu
e

w
hy

w
e

be
lie

ve
th

at
th

es
e

ch
oi

ce
s

ar
e

ad
eq

ua
te

fo
r

tr
us

te
d

ap
pl

ic
at

io
ns

in
an

In
te

rn
et

en
vi

ro
nm

en
t.

In
th

e
se

co
nd

pa
rt

,
a

br
ie

f
ov

er
vi

ew
of

th
e

ar
ch

ite
ct

ur
e

an
d

pr
ot

oc
ol

s
is

gi
ve

n.
O

ur
m

ai
n

to
ol

is
a

pr
ot

oc
ol

fo
r

at
om

ic
br

oa
dc

as
t,

w
hi

ch
bu

ild
s

on
re

lia
bl

e
br

oa
dc

as
t

an
d

m
ul

ti-
va

lu
ed

B
yz

an
tin

e
ag

re
em

en
ti

n
an

as
yn

ch
ro

no
us

ne
tw

or
k.

5.
1

M
od

el

In
ou

r
m

od
el

,t
he

sy
st

em
co

ns
is

ts
of

a
st

at
ic

se
to

f
n

se
rv

er
s,

of
w

hi
ch

up
to

t
m

ay
fa

il
in

co
m

pl
et

el
y

ar
bi

tr
ar

y
w

ay
s,

an
d

an
un

kn
ow

n
nu

m
be

ro
fp

os
si

bl
y

fa
ul

ty
cl

ie
nt

s.
A

ll
pa

rt
ie

s
ar

e
lin

ke
d

by
as

yn
ch
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no
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po
in

t-
to

-p
oi

nt
co

m
m
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ic

at
io

n
ch

an
ne

ls
.

W
ith

ou
tl

os
s

of
ge

ne
ra

lit
y

w
e
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su

m
e

th
at

al
lf
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lty

pa
rt

ie
s

ar
e

co
nt

ro
lle

d
by

a
si

ng
le

ad
ve

rs
ar

y,
w

ho
al

so
co

nt
ro

ls
th

e
co

m
m

un
ic

at
io

n
lin

ks
an

d
th

e
in

te
rn

al
cl

oc
ks

of
al

l

se
rv

er
s.

T
he

ad
ve

rs
ar

y
is

an
ar

bi
tr

ar
y

bu
tc

om
pu

ta
tio

na
lly

bo
un

de
d

al
go

ri
th

m
.

Fa
ul

ty
pa

rt
ie

s
ar

e
ca

lle
d

co
rr

up
te

d,
th

e
re

m
ai

ni
ng

on
es

ar
e

ca
lle

d
ho

ne
st

.F
ur

th
er

m
or

e,
th

er
e

is
a

tr
us

te
d

de
al

er
th

at
ge

ne
ra

te
s

an
d

di
st

ri
bu

te
s

se
cr

et
va

lu
es

to
al

l
se

rv
er

s
on

ce
an

d
fo

r
al

l,
w

he
n

th
e

sy
st

em
is

in
iti

al
iz

ed
.

T
he

sy
st

em
ca

n

pr
oc

es
s

a
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ac
tic

al
ly

un
lim

ite
d

nu
m

be
r

of
re

qu
es
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te
rw

ar
ds

.
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s
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od
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fa
lls
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r
th

e
im

po
ss

ib
ili

ty
re
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Fi

sc
he

r,
L

yn
ch

,a
nd

Pa
te

rs
on

[2
3]

of
re

ac
hi

ng
co

n-

se
ns

us
by

de
te

rm
in

is
tic

pr
ot

oc
ol

s.
M

an
y

de
ve

lo
pe

rs
of

pr
ac

tic
al

sy
st

em
s

se
em

to
ha

ve
av

oi
de

d
th

is
m

od
el

in
th

e
pa

st
fo

r
th

at
re
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on

an
d

ha
ve

bu
ilt

sy
st

em
s

th
at

ar
e

w
ea

ke
r

th
an
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en
su

s
an

d
B

yz
an

tin
e

ag
re

e-

m
en

t.
H

ow
ev

er
,B

yz
an

tin
e

ag
re

em
en
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an

be
so

lv
ed

by
ra

nd
om

iz
at

io
n

in
an

ex
pe

ct
ed

co
ns

ta
nt

nu
m

be
ro

f

ro
un

ds
on

ly
[1

3]
.

A
lth

ou
gh

th
e

fir
st

ra
nd

om
iz

ed
ag

re
em

en
tp

ro
to
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ls

w
er

e
m

or
e

of
th

eo
re

tic
al

in
te
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st
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so
m

e
pr

ac
tic

al
pr

ot
oc

ol
s
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ve
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en

de
ve

lo
pe

d
re

ce
nt

ly
.

Fo
r

ex
am

pl
e,

th
e

ra
nd

om
iz

ed
ag

re
em

en
tp

ro
to

-

co
lo

f
[1

0]
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od

er
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fic

ie
nt
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c
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m
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po
ss

ib
le

co
rr

up
tio

n.
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em
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e

B
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e
ag

re
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en
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a
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r
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g
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te
es

a
to
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g
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ge
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e
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r
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m
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e
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e
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e
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.
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e
el
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at
e
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at
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ra
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a
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w
e
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d
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c
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e
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gr
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a
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p
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n
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e
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cr
et
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in
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at
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n
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+

1
or

m
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e
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n
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t.

H
ow

ev
er

,o
ne

ca
nn

ot
si

m
pl

y

sh
ar

e
th

e
se

cr
et

ke
y

of
a

cr
yp

to
sy

st
em

an
d

re
co

ns
tr

uc
ti

tf
or

de
cr

yp
tin

g
a

m
es

sa
ge

be
ca

us
e

as
so

on
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a

si
ng

le
co

rr
up

te
d

pa
rt

y
kn

ow
s

th
e

ke
y,

th
e

cr
yp

to
sy

st
em

be
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m
es
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m

pl
et

el
y

in
se

cu
re

an
d

un
us

ab
le

.

A
th

re
sh

ol
d

pu
bl

ic
-k

ey
cr

yp
to

sy
st

em
lo

ok
s

si
m

ila
r

to
an

or
di

na
ry

pu
bl

ic
-k

ey
cr

yp
to

sy
st

em
w

ith
di

s-
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ib

ut
ed

de
cr

yp
tio

n.
T

he
re

is
a

si
ng

le
pu

bl
ic

ke
y

fo
r

en
cr

yp
tio

n,
bu

t
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pa

rt
y
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ld

s
a

ke
y

sh
ar

e
fo

r

de
cr

yp
tio

n
(a

ll
ke

ys
w

er
e

ge
ne

ra
te

d
by

a
tr

us
te

d
de

al
er

).
A

pa
rt

y
m

ay
pr

oc
es

s
a

de
cr

yp
tio

n
re

qu
es

tf
or

a

pa
rt

ic
ul

ar
ci

ph
er

te
xt

an
d

ou
tp

ut
a

de
cr

yp
tio

n
sh

ar
e

to
ge

th
er

w
ith

a
pr

oo
f

of
its

va
lid

ity
.

G
iv

en
a

ci
ph

er
-

te
xt

re
su

lti
ng

fr
om

en
cr

yp
tin

g
so

m
e

m
es

sa
ge

an
d

m
or

e
th

an
t

va
lid

de
cr

yp
tio

n
sh

ar
es

fo
r

th
at

ci
ph

er
te

xt
,

it
is

ea
sy

to
re

co
ve

r
th

e
m

es
sa

ge
.

A
th

re
sh

ol
d

cr
yp

to
sy

st
em

m
us

t
be

se
cu

re
ag

ai
ns

t
ad

ap
tiv

e
ch
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en

-

ci
ph

er
te

xt
at

ta
ck

s
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0]
,w

hi
ch

m
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th
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th

e
ad

ve
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ar
y
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ot
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in

an
y

in
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at
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n
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a
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un
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st
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rv
er
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s

ge
ne

ra
te

d
a
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cr

yp
tio

n
sh

ar
e.

In
a

th
re

sh
ol

d
si

gn
at

ur
e

sc
he

m
e,
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ch

pa
rt

y
ho

ld
s

a
sh

ar
e

of
th

e
se

cr
et

si
gn

in
g

ke
y

an
d

m
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ge
ne

ra
te

sh
ar

es
of

si
gn

at
ur

es
on

in
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al
m

es
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ge
s

up
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re
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es
t.

T
he

va
lid

ity
of

a
si

gn
at

ur
e

sh
ar

e
ca

n
be

ve
ri

fie
d

fo
r

ea
ch

pa
rt

y.
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om
t
+

1
va

lid
si

gn
at

ur
e

sh
ar

es
,

on
e

ca
n

ge
ne

ra
te

a
di

gi
ta

l
si

gn
at

ur
e
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th

e

m
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sa
ge

th
at

ca
n

la
te

r
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ve
ri

fie
d
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in

g
th

e
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ng
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,p
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n
si

gn
at

ur
e

ve
ri

fic
at

io
n

ke
y.

In
a

se
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re

th
re

sh
ol

d
si

gn
at

ur
e
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he

m
e,

it
m

us
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e
in

fe
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le
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rt

he
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ve
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ar
y

to
pr
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e
t+

1
va

lid
si

gn
at

ur
e
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ar
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th
at
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ot
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m
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d
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a
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e
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a
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e
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a

m
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r

w
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22

214



ho
ne

st
pa

rt
y

ge
ne

ra
te

d
a

si
gn

at
ur

e
sh

ar
e.

A
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th
er

im
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rt
an
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ra
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m
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re
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d
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m
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a
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ta
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e

ra
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n
be

qu
er

ie
d

on
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a

di
st

ri
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te
d

pr
ot

oc
ol

.
It

is
th

e
ke

y
to

ci
rc

um
-

ve
nt

in
g

th
e

FL
P

im
po

ss
ib

ili
ty

re
su

lt
[2

3]
an

d
us

ed
by

th
e

ra
nd

om
iz

ed
B

yz
an

tin
e

ag
re

em
en

tp
ro

to
co

l.

T
hr

es
ho

ld
-c

ry
pt

og
ra

ph
ic

pr
ot

oc
ol

s
ha

ve
be

en
us

ed
fo

r
se

cu
re

se
rv

ic
e

re
pl

ic
at

io
n

be
fo

re
,e

.g
.,

by
R

e-

ite
r

an
d

B
ir

m
an

[4
6]

.
H

ow
ev

er
,a

m
aj

or
co

m
pl

ic
at

io
n

fo
r

ad
op

tin
g

th
re

sh
ol

d
cr

yp
to

gr
ap

hy
to

ou
r

as
yn

-

ch
ro

no
us

di
st

ri
bu

te
d

sy
st

em
is

th
at

m
an

y
ea

rl
y

pr
ot

oc
ol

s
ar

e
no

t
ro

bu
st

an
d

th
at

m
os

t
pr

ot
oc

ol
s

re
ly

he
av

ily
on

sy
nc

hr
on

ou
s

br
oa

dc
as

tc
ha

nn
el

s.
O

nl
y

ve
ry

re
ce

nt
ly

,n
on

-i
nt

er
ac

tiv
e

sc
he

m
es

ha
ve

be
en

de
-

ve
lo

pe
d

th
at

sa
tis

fy
th

e
ap

pr
op

ri
at

e
no

tio
ns

of
se

cu
ri

ty
,s

uc
h

as
th

e
th

re
sh

ol
d

cr
yp

to
sy

st
em

of
Sh

ou
p

an
d

G
en

na
ro

[5
0]

an
d

th
e

th
re

sh
ol

d
si

gn
at

ur
e

sc
he

m
e

of
Sh

ou
p

[4
9]

.B
ot

h
ha

ve
no

n-
in

te
ra

ct
iv

e
va

ri
an

ts
th

at

in
te

gr
at

e
w

el
li

nt
o

ou
r

as
yn

ch
ro

no
us

m
od

el
.

N
o

T
im

in
g

A
ss

um
pt

io
ns

.
W

e
do

no
t

m
ak

e
an

y
tim

in
g

as
su

m
pt

io
ns

an
d

w
or

k
in

a
co

m
pl

et
el

y
as

yn
-

ch
ro

no
us

m
od

el
.

A
sy

nc
hr

on
ou

s
pr

ot
oc

ol
s

ar
e

at
tr

ac
tiv

e
be

ca
us

e
th

e
al

te
rn

at
iv

e
is

to
sp

ec
if

y
tim

eo
ut

va
lu

es
,w

hi
ch

is
ve

ry
di

ffi
cu

lt
w

he
n

pr
ot

ec
tin

g
ag

ai
ns

t
ar

bi
tr

ar
y

fa
ilu

re
s

th
at

m
ay

be
ca

us
ed

by
a

m
al

i-

ci
ou

s
at

ta
ck

er
.

It
is

us
ua

lly
m

uc
h

ea
si

er
fo

r
an

in
tr

ud
er

to
bl

oc
k

co
m

m
un

ic
at

io
n

w
ith

a
se

rv
er

th
an

to
su

bv
er

t
it.

Pr
ud

en
t

se
cu

ri
ty

en
gi

ne
er

in
g

al
so

gi
ve

s
th

e
ad

ve
rs

ar
y

fu
ll

ac
ce

ss
to

al
l

sp
ec

ifi
ca

tio
ns

,
in

cl
ud

in
g

tim
e-

ou
ts

,
an

d
ex

cl
ud

es
on

ly
cr

yp
to

gr
ap

hi
c

ke
ys

fr
om

he
r

vi
ew

.
Su

ch
an

ad
ve

rs
ar

y
m

ay
si

m
pl

y
de

la
y

th
e

co
m

m
un

ic
at

io
n

w
ith

a
se

rv
er

lo
ng

er
th

an
th

e
tim

eo
ut

an
d

th
e

se
rv

er
ap

pe
ar

s
fa

ul
ty

to
th

e
ot

he
rs

.

T
im

e-
ba

se
d

fa
ilu

re
de

te
ct

or
s

[1
6]

ca
n

ea
si

ly
be

fo
ol

ed
in

to
m

ak
in

g
an

un
lim

ite
d

nu
m

be
r

of
w

ro
ng

fa
ilu

re
su

sp
ic

io
ns

ab
ou

t
ho

ne
st

pa
rt

ie
s

lik
e

th
is

.
T

he
pr

ob
le

m
ar

is
es

be
ca

us
e

on
e

cr
uc

ia
l

as
su

m
pt

io
n

un
de

rl
yi

ng
th

e
fa

ilu
re

de
te

ct
or

ap
pr

oa
ch

,
na

m
el

y
th

at
th

e
co

m
m

un
ic

at
io

n
sy

st
em

is
st

ab
le

fo
r

so
m

e

lo
ng

er
pe

ri
od

s
w

he
n

th
e

fa
ilu

re
de

te
ct

or
is

ac
cu

ra
te

,
do

es
no

t
ho

ld
ag

ai
ns

t
a

m
al

ic
io

us
ad

ve
rs

ar
y.

A

cl
ev

er
ad

ve
rs

ar
y

m
ay

su
bv

er
ta

se
rv

er
an

d
m

ak
e

it
ap

pe
ar

w
or

ki
ng

pr
op

er
ly

un
til

th
e

m
om

en
ta

tw
hi

ch
it

de
vi

at
es

fr
om

th
e

pr
ot

oc
ol

—
bu

tt
he

n
it

m
ay

be
to

o
la

te
.

O
f

co
ur

se
,

an
as

yn
ch

ro
no

us
m

od
el

ca
nn

ot
gu

ar
an

te
e

a
bo

un
d

on
th

e
ov

er
al

l
re

sp
on

se
tim

e
of

an

ap
pl

ic
at

io
n.

B
ut

th
e

as
yn

ch
ro

no
us

m
od

el
ca

n
be

se
en

as
an

el
eg

an
tw

ay
to

ab
st

ra
ct

fr
om

tim
e-

de
pe

nd
en

t

pe
cu

lia
ri

tie
s

of
an

en
vi

ro
nm

en
tf

or
pr

ov
in

g
an

al
go

ri
th

m
co

rr
ec

ts
uc

h
th

at
it

sa
tis

fie
s

liv
en

es
s

an
d

sa
fe

ty

un
de

r
al

l
tim

in
g

co
nd

iti
on

s.
B

y
m

ak
in

g
no

as
su

m
pt

io
n

ab
ou

t
tim

e
at

al
l,

th
e

co
ve

ra
ge

of
th

e
tim

in
g

as
su

m
pt

io
n

ap
pe

ar
s

m
uc

h
bi

gg
er

,i
.e

.,
it

ha
s

th
e

po
te

nt
ia

l
to

be
ju

st
ifi

ed
in

a
w

id
er

ra
ng

e
of

re
al

-w
or

ld

en
vi

ro
nm

en
ts

.F
or

ou
r

ap
pl

ic
at

io
ns

,w
hi

ch
fo

cu
s

on
th

e
se

cu
ri

ty
of

tr
us

te
d

se
rv

ic
es

,t
he

re
su

lti
ng

la
ck

of

tim
el

in
es

s
se

em
s

to
le

ra
bl

e.

St
at

ic
Se

rv
er

Se
t.

D
is

tr
ib

ut
in

g
a

tr
us

te
d

se
rv

ic
e

am
on

g
a

st
at

ic
se

to
f

se
rv

er
s

le
ve

ra
ge

s
th

e
tr

us
ti

n
th

e

av
ai

la
bi

lit
y

an
d

in
te

gr
ity

of
ea

ch
in

di
vi

du
al

se
rv

er
to

th
e

w
ho

le
sy

st
em

.
In

ou
r

m
od

el
,t

hi
s

se
t

re
m

ai
ns

fix
ed

du
ri

ng
th

e
w

ho
le

lif
et

im
e

of
th

e
sy

st
em

,d
es

pi
te

ob
se

rv
ab

le
co

rr
up

tio
ns

.
T

he
re

as
on

is
th

at
th

er
e
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A
to

m
ic

 B
ro

a
d

c
a
s
t

S
e
c
u

re
 C

a
u

s
a
l 

A
to

m
ic

 B
ro

a
d

c
a
s
t

B
ro

a
d

c
a
s
t

P
ri

m
it

iv
e
s

A
g

re
e
m

e
n

t
B

in
a
ry

M
u

lt
i-

v
a
lu

e
d

 A
g

re
e
m

e
n

t

T
h

re
s
h

o
ld

 C
ry

p
to

g
ra

p
h

y

R
e

li
a

b
le

 P
o

in
t-

to
-P

o
in

t 
L

in
k

s

F
ig

u
re

6.
A

sy
n

ch
ro

n
o

u
s

co
m

m
u

n
ic

at
io

n
s

p
ro

to
co

ls
fo

r
st

at
ic

g
ro

u
p

s.

ar
e

no
pr

ot
oc

ol
s

to
re

pl
ac

e
co

rr
up

te
d

se
rv

er
s

in
a

se
cu

re
di

st
ri

bu
te

d
w

ay
,

si
nc

e
al

l
ex

is
tin

g
th

re
sh

ol
d-

cr
yp

to
gr

ap
hi

c
pr

ot
oc

ol
s

ar
e

ba
se

d
on

fix
ed

pa
ra

m
et

er
s

(e
.g

.,
n

an
d

t)
th

at
m

us
tb

e
kn

ow
n

w
he

n
th

e
ke

y

sh
ar

es
ar

e
ge

ne
ra

te
d.

T
he

al
te

rn
at

iv
e

to
a

st
at

ic
se

rv
er

se
t

is
to

re
m

ov
e

ap
pa

re
nt

ly
fa

ul
ty

se
rv

er
s

fr
om

th
e

sy
st

em
.

T
hi

s

is
th

e
pa

ra
di

gm
of

vi
ew

-b
as

ed
gr

ou
p

co
m

m
un

ic
at

io
n

sy
st

em
s

in
th

e
cr

as
h-

fa
ilu

re
m

od
el

[4
1]

.
T

he
y

of
fe

r
re

si
lie

nc
e

ag
ai

ns
t

cr
as

h
fa

ilu
re

s
by

el
im

in
at

in
g

no
n-

re
sp

on
di

ng
se

rv
er

s
fr

om
th

e
cu

rr
en

t
vi

ew
an

d

pr
oc

ee
di

ng
w

ith
ou

tt
he

m
to

th
e

ne
xt

vi
ew

.R
es

ur
re

ct
ed

se
rv

er
s

m
ay

jo
in

ag
ai

n
in

la
te

rv
ie

w
s.

B
ut

w
ith

th
e

pa
rt

ia
le

xc
ep

tio
n

of
R

am
pa

rt
[4

5]
,t

he
re

is
no

gr
ou

p
co

m
m

un
ic

at
io

n
sy

st
em

th
at

us
es

vi
ew

s
an

d
to

le
ra

te
s

ar
bi

tr
ar

y
fa

ilu
re

s
(a

ls
o

R
am

pa
rt

ca
nn

ot
to

le
ra

te
an

at
ta

ck
er

th
at

ha
s

ac
ce

ss
to

th
e

fa
ilu

re
de

te
ct

or
).

T
he

pr
ob

le
m

w
ith

B
yz

an
tin

e
fa

ul
ts

is
th

at
a

co
rr

up
te

d
se

rv
er

ca
nn

ot
be

re
su

rr
ec

te
d

ea
si

ly
be

ca
us

e

th
e

in
tr

ud
er

m
ay

ha
ve

se
en

al
li

ts
cr

yp
to

gr
ap

hi
c

se
cr

et
s.

W
ith

th
e

us
e

of
sp

ec
ia

liz
ed

“p
ro

ac
tiv

e”
pr

ot
o-

co
ls

[1
2]

,o
ne

co
ul

d
in

pr
in

ci
pl

e
ac

hi
ev

e
th

is
by

re
fr

es
hi

ng
al

lk
ey

sh
ar

es
pe

ri
od

ic
al

ly
.B

ut
su

ch
pr

oa
ct

iv
e

cr
yp

to
sy

st
em

s
fo

r
as

yn
ch

ro
no

us
ne

tw
or

ks
ha

ve
on

ly
re

ce
nt

ly
be

en
de

ve
lo

pe
d

[8
],

af
te

r
th

e
fo

rm
ul

at
io

n

of
th

is
ar

ch
ite

ct
ur

e,
an

d
fu

rt
he

r
w

or
k

w
ou

ld
st

ill
be

ne
ed

ed
to

bu
ild

a
fu

lly
as

yn
ch

ro
no

us
sy

st
em

w
ith

dy
na

m
ic

gr
ou

ps
th

at
to

le
ra

te
s

B
yz

an
tin

e
fa

ul
ts

.

5.
2

Se
cu

re
A

sy
nc

hr
on

ou
s

A
gr

ee
m

en
ta

nd
B

ro
ad

ca
st

P
ro

to
co

ls

T
hi

s
se

ct
io

n
pr

es
en

ts
a

sh
or

to
ve

rv
ie

w
of

th
e

ag
re

em
en

ta
nd

br
oa

dc
as

tp
ro

to
co

ls
us

ed
in

th
is

ar
ch

ite
c-

tu
re

co
nfi

gu
ra

tio
n.

D
et

ai
le

d
de

sc
ri

pt
io

ns
ca

n
be

fo
un

d
in

re
la

te
d

pa
pe

rs
[1

0,
9,

11
].

W
e

ne
ed

pr
ot

oc
ol

s
fo

r
ba

si
c

br
oa

dc
as

ts
(r

el
ia

bl
e

an
d

co
ns

is
te

nt
br

oa
dc

as
t)

,
at

om
ic

br
oa

dc
as

t,
an

d

se
cu

re
ca

us
al

at
om

ic
br

oa
dc

as
t;

th
ey

ca
n

be
de

sc
ri

be
d

an
d

im
pl

em
en

te
d

in
a

m
od

ul
ar

w
ay

as
fo

llo
w

s,

us
in

g
m

ul
ti-

va
lu

ed
B

yz
an

tin
e

ag
re

em
en

t
an

d
ra

nd
om

iz
ed

bi
na

ry
B

yz
an

tin
e

ag
re

em
en

t
as

pr
im

iti
ve

s,
as

sh
ow

n
in

Fi
gu

re
6.

B
yz

an
ti

ne
ag

re
em

en
t

re
qu

ir
es

al
l

pa
rt

ie
s

to
ag

re
e

on
a

bi
na

ry
va

lu
e

th
at

w
as

pr
op

os
ed

by
an

ho
ne

st

pa
rt

y.
T

he
pr

ot
oc

ol
of

C
ac

hi
n

et
al

.[
10

]f
ol

lo
w

s
th

e
ba

si
c

st
ru

ct
ur

e
of

R
ab

in
’s

ra
nd

om
iz

ed
pr

ot
oc

ol
[4

2]
,
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w
hi

ch
is

to
ch

ec
k

if
th

e
pr

op
os

al
va

lu
e

is
un

an
im

ou
s

an
d

to
ad

op
t

a
ra

nd
om

va
lu

e,
ca

lle
d

a
co

m
m

on

ra
nd

om
co

in
,

if
no

t.
It

te
rm

in
at

es
w

ith
in

an
ex

pe
ct

ed
co

ns
ta

nt
nu

m
be

r
of

as
yn

ch
ro

no
us

ro
un

ds
an

d

us
es

a
ro

bu
st

cr
yp

to
gr

ap
hi

c
th

re
sh

ol
d

co
in

-t
os

si
ng

pr
ot

oc
ol

,
w

ho
se

se
cu

ri
ty

is
ba

se
d

on
th

e
so

-c
al

le
d

D
if

fie
-H

el
lm

an
pr

ob
le

m
.

It
re

qu
ir

es
a

tr
us

te
d

de
al

er
fo

r
se

tu
p,

bu
t

ca
n

pr
oc

es
s

an
ar

bi
tr

ar
y

nu
m

be
r

of

in
de

pe
nd

en
ta

gr
ee

m
en

ts
af

te
rw

ar
ds

.
T

hr
es

ho
ld

si
gn

at
ur

es
ar

e
fu

rt
he

re
m

pl
oy

ed
to

de
cr

ea
se

al
lm

es
sa

ge
s

to
a

co
ns

ta
nt

si
ze

.

T
he

ot
he

r
ag

re
em

en
t

pr
im

iti
ve

is
m

ul
ti

-v
al

ue
d

B
yz

an
ti

ne
ag

re
em

en
t,

w
hi

ch
pr

ov
id

es
ag

re
em

en
t

on

va
lu

es
fr

om
la

rg
e

do
m

ai
ns

.M
ul

ti-
va

lu
ed

ag
re

em
en

tr
eq

ui
re

s
a

no
n-

tr
iv

ia
le

xt
en

si
on

of
bi

na
ry

ag
re

em
en

t.

T
he

di
ffi

cu
lty

in
m

ul
ti-

va
lu

ed
B

yz
an

tin
e

ag
re

em
en

ti
s

ho
w

to
en

su
re

th
e

“v
al

id
ity

”
of

th
e

re
su

lti
ng

va
lu

e,

w
hi

ch
m

ay
co

m
e

fr
om

a
do

m
ai

n
th

at
ha

s
no

a
pr

io
ri

fix
ed

si
ze

.O
ur

ap
pr

oa
ch

to
th

is
is

a
ne

w
,“

ex
te

rn
al

”

va
lid

ity
co

nd
iti

on
,u

si
ng

a
gl

ob
al

pr
ed

ic
at

e
w

ith
w

hi
ch

ev
er

y
ho

ne
st

pa
rt

y
ca

n
de

te
rm

in
e

th
e

va
lid

ity
of

a
pr

op
os

ed
va

lu
e.

T
he

pr
ot

oc
ol

gu
ar

an
te

es
th

at
th

e
sy

st
em

m
ay

on
ly

de
ci

de
fo

r
a

va
lu

e
ac

ce
pt

ab
le

to

ho
ne

st
pa

rt
ie

s.
T

hi
s

ru
le

s
ou

t
ag

re
em

en
t

pr
ot

oc
ol

s
th

at
de

ci
de

on
a

va
lu

e
th

at
no

pa
rt

y
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n

is
th

us
of

tr
em

en
do

us
im

po
rt

an
ce

fo
r

In
te

rn
et

ap
pl

ic
at

io
ns

.

C
ur

re
nt

ly
,t

he
m

os
t

co
m

m
on

au
th

or
iz

at
io

n
sc

he
m

e
us

ed
on

th
e

In
te

rn
et

is
ba

se
d

on
th

e
cl

ie
nt

-s
er

ve
r

pa
ra

di
gm

:
a

se
rv

er
sa

tis
fie

s
or

re
je

ct
s

cl
ie

nt
re

qu
es

ts
at

its
di

sc
re

tio
n,

ac
co

rd
in

g
to

w
ha

ti
tk

no
w

s
ab

ou
t

th
e

cl
ie

nt
(e

.g
.,

th
e

id
en

tit
y

cl
ai

m
ed

by
th

e
cl

ie
nt

,h
is

to
ry

of
pr

ev
io

us
tr

an
sa

ct
io

ns
,e

tc
.)

.
U

nf
or

tu
na

te
ly

,

th
e

cl
ie

nt
-s

er
ve

r
m

od
el

is
no

t
ri

ch
en

ou
gh

to
co

pe
w

ith
co

m
pl

ex
tr

an
sa

ct
io

ns
in

vo
lv

in
g

m
or

e
th

an
tw

o

pa
rt

ic
ip

an
ts

.
Fo

r
ex

am
pl

e,
an

el
ec

tr
on

ic
co

m
m

er
ce

tr
an

sa
ct

io
n

re
qu

ir
es

us
ua

lly
th

e
co

op
er

at
io

n
of

a

cu
st

om
er

,a
m

er
ch

an
t,

a
cr

ed
it

ca
rd

co
m

pa
ny

,a
ba

nk
,a

de
liv

er
y

co
m

pa
ny

,e
tc

.E
ac

h
of

th
es

e
pa

rt
ic

ip
an

ts

ha
s

di
ff

er
en

t
in

te
re

st
s,

an
d

th
us

di
st

ru
st

s
th

e
ot

he
r

pa
rt

ic
ip

an
ts

.
M

or
eo

ve
r,

su
ch

a
m

od
el

is
ne

ce
ss

ar
ily

pr
iv

ac
y

in
tr

us
iv

e,
si

nc
e

it
en

ab
le

s
th

e
se

rv
er

to
re

co
rd

a
lo

to
fp

er
so

na
li

nf
or

m
at

io
n

ab
ou

tc
lie

nt
s:

id
en

tit
y,

us
ua

lI
P

ad
dr

es
s,

po
st

al
ad

dr
es

s,
cr

ed
it

ca
rd

nu
m

be
r,

pu
rc

ha
se

ha
bi

ts
,e

tc
.

M
A

FT
IA

pr
op

os
es

a
ne

w
au

th
or

iz
at

io
n

sc
he

m
e

th
at

ca
n

gr
an

t
fa

ir
ri

gh
ts

to
ea

ch
pa

rt
ic

ip
an

t,
w

hi
le

di
st

ri
bu

tin
g

to
ea

ch
on

e
on

ly
th

e
in

fo
rm

at
io

n
st

ri
ct

ly
ne

ed
ed

to
ex

ec
ut

e
its

ow
n

ta
sk

,i
.e

.,
a

pr
oo

f
th

at
th

e

ta
sk

ha
s

to
be

ex
ec

ut
ed

an
d

th
e

pa
ra

m
et

er
s

ne
ed

ed
fo

r
th

is
ex

ec
ut

io
n,

w
ith

ou
tu

nn
ec

es
sa

ry
in

fo
rm

at
io

n

su
ch

as
pa

rt
ic

ip
an

ti
de

nt
iti

es
.T

hi
s

sc
he

m
e

is
ba

se
d

on
tw

o
le

ve
ls

of
ac

ce
ss

co
nt

ro
l:

A
n

au
th

or
iz

at
io

n
se

rv
er

is
in

ch
ar

ge
of

gr
an

tin
g

or
de

ny
in

g
ri

gh
ts

fo
r

tr
an

sa
ct

io
ns

in
vo

lv
in

g
se

ve
ra

l

pa
rt

ic
ip

an
ts

;i
f

a
tr

an
sa

ct
io

n
is

au
th

or
iz

ed
,t

he
au

th
or

iz
at

io
n

se
rv

er
di

st
ri

bu
te

s
au

th
or

iz
at

io
n

pr
oo

fs
(i

.e
.,

ca
pa

bi
lit

ie
s)

fo
r

al
lt

he
el

em
en

ta
ry

op
er

at
io

ns
th

at
ar

e
ne

ed
ed

to
ca

rr
y

it
ou

t.

O
n

ea
ch

pa
rt

ic
ip

at
in

g
ho

st
,

a
re

fe
re

nc
e

m
on

it
or

is
re

sp
on

si
bl

e
fo

r
fin

e-
gr

ai
n

au
th

or
iz

at
io

n,
i.e

.,
fo

r

co
nt

ro
lli

ng
th

e
ac

ce
ss

to
al

ll
oc

al
re

so
ur

ce
s

an
d

ob
je

ct
s

ac
co

rd
in

g
to

th
e

ca
pa

bi
lit

ie
s

th
at

ac
co

m
pa

ny
ea

ch

re
qu

es
t.

To
en

fo
rc

e
ha

ck
-p

ro
ofi

ng
of

su
ch

re
fe

re
nc

e
m

on
ito

rs
on

of
f-

th
e-

sh
el

f
co

m
pu

te
rs

co
nn

ec
te

d
to

th
e

In
te

rn
et

,c
ri

tic
al

pa
rt

s
of

th
e

re
fe

re
nc

e
m

on
ito

r
ar

e
ba

se
d

on
a

M
A

FT
IA

tr
us

te
d

co
m

po
ne

nt
,t

he
Ja

va

C
ar

d
M

od
ul

e,
as

de
sc

ri
be

d
in

Se
ct

io
n

3.

7.
1

A
ut

ho
ri

za
ti

on
Se

rv
er

In
[3

7]
,

a
ge

ne
ri

c
au

th
or

iz
at

io
n

sc
he

m
e

ha
d

be
en

pr
op

os
ed

fo
r

di
st

ri
bu

te
d

ob
je

ct
sy

st
em

s.
In

th
is

sc
he

m
e,

an
ap

pl
ic

at
io

n
ca

n
be

vi
ew

ed
at

tw
o

le
ve

ls
of

ab
st

ra
ct

io
n:

co
m

po
si

te
op

er
at

io
ns

an
d

m
et

ho
d

ex
ec

ut
io

ns
.

A
co

m
po

si
te

op
er

at
io

n
co

rr
es

po
nd

s
to

th
e

co
or

di
na

te
d

ex
ec

ut
io

n
of

se
ve

ra
lo

bj
ec

tm
et

ho
ds

to
w

ar
ds

a
co

m
m

on
go

al
.

Fo
r

in
st

an
ce

,p
ri

nt
in

g
fil

e
F3

on
pr

in
te

r
P4

is
a

co
m

po
si

te
op

er
at

io
n

in
vo

lv
in

g

th
e

ex
ec

ut
io

n
of

a
pr

in
tfi

le
m

et
ho

d
of

th
e

sp
oo

le
r

ob
je

ct
at

ta
ch

ed
to

P4
,

w
hi

ch
its

el
f

ha
s

to
re

qu
es

t
th

e

ex
ec

ut
io

n
of

th
e

re
ad

fil
e

m
et

ho
d

of
th

e
fil

e
se

rv
er

ob
je

ct
m

an
ag

in
g

F3
,

et
c.

In
th

e
M

A
FT

IA
co

nt
ex

t,

co
m

po
si

te
op

er
at

io
ns

ca
n

be
as

si
m

ila
te

d
to

tr
an

sa
ct

io
ns

.
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A
re

qu
es

tt
o

ru
n

a
tr

an
sa

ct
io

n
is

au
th

or
iz

ed
or

de
ni

ed
by

an
au

th
or

iz
at

io
n

se
rv

er
,a

cc
or

di
ng

to
sy

m
bo

li
c

ri
gh

ts
st

or
ed

in
an

ac
ce

ss
co

nt
ro

lm
at

ri
x

m
an

ag
ed

by
th

e
au

th
or

iz
at

io
n

se
rv

er
.

M
or

e
de

ta
ils

on
ho

w
th

e

au
th

or
iz

at
io

n
se

rv
er

ch
ec

ks
if

a
tr

an
sa

ct
io

n
is

to
be

gr
an

te
d

or
de

ni
ed

ar
e

gi
ve

n
in

[3
6]

an
d

[2
].

If
th

e

re
qu

es
t

is
au

th
or

iz
ed

,c
ap

ab
ili

tie
s

ar
e

cr
ea

te
d

by
th

e
au

th
or

iz
at

io
n

se
rv

er
fo

r
al

l
th

e
m

et
ho

d
ex

ec
ut

io
ns

ne
ed

ed
to

pe
rf

or
m

th
e

tr
an

sa
ct

io
n.

T
he

se
ca

pa
bi

lit
ie

s
ar

e
si

m
pl

e
m

et
ho

d
ca

pa
bi

lit
ie

s
if

th
ey

ar
e

us
ed

di
re

ct
ly

by
th

e
ob

je
ct

re
qu

es
tin

g
th

e
ex

ec
ut

io
n

of
th

e
tr

an
sa

ct
io

n,
i.e

.,
us

ed
by

th
is

ob
je

ct
to

di
re

ct
ly

ca
ll

an
ot

he
r

ob
je

ct
’s

m
et

ho
ds

.A
lte

rn
at

iv
el

y,
th

e
ca

pa
bi

lit
ie

s
m

ay
be

in
di

re
ct

ca
pa

bi
lit

ie
s

or
vo

uc
he

rs
,i

f
th

ey

ca
nn

ot
be

us
ed

by
th

e
ca

lli
ng

ob
je

ct
bu

tm
us

tb
e

de
le

ga
te

d
to

an
ot

he
r

ob
je

ct
th

at
w

ill
in

vo
ke

ot
he

r
ob

je
ct

m
et

ho
ds

to
pa

rt
ic

ip
at

e
in

th
e

tr
an

sa
ct

io
n.

In
fa

ct
,

th
e

no
tio

n
of

tr
an

sa
ct

io
n

is
re

cu
rs

iv
e,

an
d

a
vo

uc
he

r

ca
n

co
nt

ai
n

ei
th

er
a

m
et

ho
d

ca
pa

bi
lit

y
or

th
e

ri
gh

tt
o

ex
ec

ut
e

a
ne

st
ed

tr
an

sa
ct

io
n.

T
hi

s
de

le
ga

tio
n

sc
he

m
e

is
m

or
e

fle
xi

bl
e

th
an

th
e

us
ua

l“
pr

ox
y”

sc
he

m
e

by
w

hi
ch

an
ob

je
ct

tr
an

sm
its

to
an

ot
he

ro
bj

ec
ts

om
e

of
its

ac
ce

ss
ri

gh
ts

fo
rt

hi
s

de
le

ga
te

d
ob

je
ct

to
ex

ec
ut

e
op

er
at

io
ns

on
be

ha
lf

of
th

e

de
le

ga
tin

g
ob

je
ct

.
O

ur
sc

he
m

e
is

al
so

cl
os

er
to

th
e

“l
ea

st
pr

iv
il

eg
e

pr
in

ci
pl

e”
,s

in
ce

it
he

lp
s

to
re

du
ce

th
e

pr
iv

ile
ge

ne
ed

ed
to

pe
rf

or
m

de
le

ga
te

d
op

er
at

io
ns

.
Fo

r
in

st
an

ce
,i

f
an

ob
je

ct
O

is
au

th
or

iz
ed

to
pr

in
t

a
fil

e,
it

ha
s

to
de

le
ga

te
a

re
ad

-r
ig

ht
to

th
e

sp
oo

le
r

ob
je

ct
,f

or
th

e
la

tte
r

to
be

ab
le

to
re

ad
th

e
fil

e
to

be

pr
in

te
d.

To
de

le
ga

te
th

is
re

ad
-r

ig
ht

w
ith

th
e

pr
ox

y
sc

he
m

e,
O

m
us

t
po

ss
es

s
th

is
re

ad
-r

ig
ht

an
d

co
ul

d

th
us

ab
us

e
th

is
ri

gh
tb

y
m

ak
in

g
co

pi
es

of
th

e
fil

e
an

d
di

st
ri

bu
tin

g
th

em
.

In
th

is
ca

se
,t

he
re

ad
-r

ig
ht

is
a

pr
iv

ile
ge

m
uc

h
hi

gh
er

th
an

a
si

m
pl

e
pr

in
t-

ri
gh

t.
In

ou
r

sc
he

m
e,

if
O

is
au

th
or

iz
ed

to
pr

in
ta

fil
e,

O
w

ill

re
ce

iv
e

a
vo

uc
he

r
fo

r
th

e
sp

oo
le

r
to

re
ad

th
e

fil
e,

an
d

a
ca

pa
bi

lit
y

to
ca

ll
th

e
sp

oo
le

r.
T

he
vo

uc
he

r,
by

its
el

f,
ca

nn
ot

be
us

ed
by

O
.

W
ith

th
e

ca
pa

bi
lit

y,
O

ca
n

in
vo

ke
th

e
sp

oo
le

r
an

d
tr

an
sm

it
th

e
vo

uc
he

r
to

th
e

sp
oo

le
r.

T
he

sp
oo

le
r

ca
n

th
en

us
e

th
e

vo
uc

he
r

as
a

ca
pa

bi
lit

y
to

re
ad

th
e

fil
e.

Si
nc

e
on

ly
tr

an
sa

ct
io

ns
ar

e
m

an
ag

ed
by

th
e

au
th

or
iz

at
io

n
se

rv
er

,s
ys

te
m

se
cu

ri
ty

is
re

la
tiv

el
y

ea
sy

to

m
an

ag
e:

th
e

us
er

s
an

d
th

e
se

cu
ri

ty
ad

m
in

is
tr

at
or

s
ha

ve
ju

st
to

as
si

gn
th

e
ri

gh
ts

to
ex

ec
ut

e
pr

ed
efi

ne
d

tr
an

sa
ct

io
ns

,t
he

y
do

no
th

av
e

to
co

ns
id

er
al

lt
he

el
em

en
ta

ry
ri

gh
ts

to
in

vo
ke

ob
je

ct
m

et
ho

ds
.M

or
eo

ve
r,

si
nc

e
on

ly
on

e
re

qu
es

t
ha

s
to

be
ch

ec
ke

d
fo

r
ea

ch
tr

an
sa

ct
io

n,
th

e
co

m
m

un
ic

at
io

n
ov

er
he

ad
ca

n
be

re
du

ce
d.

T
he

au
th

or
iz

at
io

n
se

rv
er

is
a

tr
us

te
d

th
ir

d
pa

rt
y

(T
T

P)
,

w
hi

ch
co

ul
d

be
a

si
ng

le
po

in
t

of
fa

ilu
re

,
in

ca
se

of
bo

th
ac

ci
de

nt
al

fa
ilu

re
or

su
cc

es
sf

ul
in

tr
us

io
n

(i
nc

lu
di

ng
by

a
m

al
ic

io
us

ad
m

in
is

tr
at

or
).

To

pr
ev

en
t

th
is

,
w

ith
th

e
M

A
FT

IA
au

th
or

iz
at

io
n

ar
ch

ite
ct

ur
e,

th
e

au
th

or
iz

at
io

n
se

rv
er

is
m

ad
e

fa
ul

t-
an

d

in
tr

us
io

n-
to

le
ra

nt
[2

]:
an

au
th

or
iz

at
io

n
se

rv
er

is
m

ad
e

of
di

ve
rs

el
y-

de
si

gn
ed

an
d

im
pl

em
en

te
d

se
cu

ri
ty

si
te

s,
op

er
at

ed
by

in
de

pe
nd

en
t

pe
rs

on
s.

Fa
ul

ts
an

d
in

tr
us

io
ns

af
fe

ct
in

g
se

cu
ri

ty
si

te
s

ca
n

be
to

le
ra

te
d

w
ith

ou
td

eg
ra

di
ng

th
e

se
rv

ic
e,

as
lo

ng
as

on
ly

a
fe

w
se

cu
ri

ty
si

te
s

ar
e

af
fe

ct
ed

.

In
or

de
rt

o
to

le
ra

te
th

e
fa

ilu
re

of
on

e
or

a
sm

al
ln

um
be

ro
ft

he
si

te
s

co
m

po
si

ng
th

e
au

th
or

iz
at

io
n

se
rv

er
,

tw
o

m
ai

n
pr

ot
oc

ol
s

ar
e

us
ed

:

M
ut

ua
l

ag
re

em
en

t:
al

l
no

n-
fa

ul
ty

si
te

s
ag

re
e

on
th

e
de

ci
si

on
to

gr
an

t
or

de
ny

th
e

au
th

or
iz

at
io

n
co

r-

re
sp

on
di

ng
to

a
gi

ve
n

re
qu

es
t.

T
hi

s
gu

ar
an

te
es

a
co

rr
ec

t
de

ci
si

on
as

lo
ng

as
th

er
e

is
on

ly
a

m
in

or
ity

of

fa
ul

ty
si

te
s.

In
pr

ac
tic

e,
th

e
nu

m
be

rf
of

fa
ul

ty
si

te
s

m
ay

ha
ve

to
be

m
uc

h
le

ss
th

an
ha

lf
th

e
to

ta
ln

um
be

r
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n
of

si
te

s,
de

pe
nd

in
g

on
th

e
fa

ul
ta

ss
um

pt
io

ns
.

Fo
r

in
st

an
ce

,(
n

¿
3f

)
m

us
tb

e
gu

ar
an

te
ed

if
B

yz
an

tin
e

fa
ul

ts
ar

e
to

be
ta

ke
n

in
to

ac
co

un
t.

T
hr

es
ho

ld
si

gn
at

ur
e:

th
e

ca
pa

bi
lit

ie
s

an
d

vo
uc

he
rs

ar
e

gl
ob

al
ly

si
gn

ed
by

th
e

au
th

or
iz

at
io

n
se

rv
er

,

us
in

g
a

th
re

sh
ol

d
si

gn
at

ur
e

sc
he

m
e.

E
ac

h
of

th
e

si
te

s
co

m
po

si
ng

th
e

au
th

or
iz

at
io

n
se

rv
er

ge
ne

ra
te

s
a

si
gn

at
ur

e
sh

ar
e

(d
ep

en
di

ng
on

its
ow

n
pr

iv
at

e
ke

y
sh

ar
e)

so
th

at
if

at
le

as
t
t

va
lid

si
gn

at
ur

e
sh

ar
es

ar
e

av
ai

la
bl

e
(t

be
in

g
th

e
th

re
sh

ol
d)

,i
ti

s
po

ss
ib

le
to

co
m

bi
ne

th
es

e
sh

ar
es

to
ge

ne
ra

te
a

un
iq

ue
si

gn
at

ur
e

th
at

ca
n

be
ve

ri
fie

d
w

ith
a

gl
ob

al
pu

bl
ic

ke
y.

T
hi

s
gu

ar
an

te
es

th
at

if
a

ca
pa

bi
lit

y
(o

r
a

vo
uc

he
r)

ha
s

a
co

rr
ec

t

si
gn

at
ur

e,
th

e
co

rr
es

po
nd

in
g

op
er

at
io

n
is

in
de

ed
au

th
or

iz
ed

(t
he

si
gn

ed
ca

pa
bi

lit
y

ca
nn

ot
be

fo
rg

ed
,e

ve
n

by
a

co
op

er
at

io
n

of
f

fa
ul

ty
si

te
s,

as
lo

ng
as

f
is

st
ri

ct
ly

le
ss

th
an

th
e

th
re

sh
ol

d
t)

.
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F
ig

u
re

9.
A

u
th

o
ri

za
ti

o
n

ar
ch

it
ec

tu
re

.

T
he

se
pr

ot
oc

ol
s

ar
e

pr
es

en
te

d
w

ith
m

or
e

de
ta

il
in

[3
].

T
he

gl
ob

al
ar

ch
ite

ct
ur

e
is

gi
ve

n
by

Fi
gu

re
9.

T
he

di
al

og
ue

be
tw

ee
n

a
M

A
FT

IA
ob

je
ct

an
d

th
e

au
th

or
iz

at
io

n
se

rv
er

is
ty

pi
ca

lly
as

fo
llo

w
s

(s
ee

Fi
gu

re
10

).

O
bj

ec
t
O

as
ks

th
e

au
th

or
iz

at
io

n
se

rv
er

fo
r

th
e

au
th

or
iz

at
io

n
to

ca
rr

y
ou

t
an

op
er

at
io

n
in

th
e

sy
st

em
.

T
hi

s
op

er
at

io
n

m
ay

be
th

e
si

m
pl

e
in

vo
ca

tio
n

of
a

pa
rt

ic
ul

ar
m

et
ho

d
of

a
pa

rt
ic

ul
ar

ob
je

ct
O

′ o
r

m
ay

be

a
tr

an
sa

ct
io

n
th

at
re

qu
ir

es
th

e
co

lla
bo

ra
tio

n
be

tw
ee

n
se

ve
ra

lo
bj

ec
ts

in
th

e
sy

st
em

.

In
th

e
fir

st
ca

se
,i

f
ob

je
ct

O
is

au
th

or
iz

ed
to

ca
rr

y
ou

tt
he

op
er

at
io

n,
it

re
ce

iv
es

a
ca

pa
bi

lit
y,

en
cr

yp
te

d

by
th

e
pu

bl
ic

ke
y

of
th

e
ho

st
w

he
re

O
′ i

s
lo

ca
te

d,
an

d
th

en
si

gn
ed

us
in

g
th

e
th

re
sh

ol
d

sc
he

m
e

de
sc

ri
be

d

ab
ov

e.
T

hi
s

ca
pa

bi
lit

y
w

ill
be

pr
es

en
te

d
an

d
ch

ec
ke

d
by

th
e

re
fe

re
nc

e
m

on
ito

r
lo

ca
te

d
on

th
e

si
te

of
th

e

in
vo

ke
d

ob
je

ct
O

′ .
In

th
e

se
co

nd
ca

se
,

th
e

us
er

m
ay

re
ce

iv
e

se
ve

ra
l

ca
pa

bi
lit

ie
s

an
d

vo
uc

he
rs

.
C

ap
ab

ili
tie

s
ar

e
di

re
ct

ly

us
ed

by
ob

je
ct

O
to

in
vo

ke
pa

rt
ic

ul
ar

m
et

ho
ds

of
pa

rt
ic

ul
ar

ob
je

ct
s,

an
d

ar
e

en
cr

yp
te

d
an

d
si

gn
ed

as
in

th
e

fir
st

ca
se

.
V

ou
ch

er
s

ar
e

no
t

us
ed

by
ob

je
ct

O
bu

t
ar

e
fo

rw
ar

de
d

by
ob

je
ct

O
to

ot
he

r
ob

je
ct

s
th

at

ar
e

in
vo

lv
ed

in
th

e
ex

ec
ut

io
n

of
th

e
tr

an
sa

ct
io

n
(e

.g
.,

a
ca

pa
bi

lit
y

fo
r
O

′ t
o

in
vo

ke
a

m
et

ho
d

m
of

an

34
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F
ig

u
re

10
.P

ro
to

co
lb

et
w

ee
n

a
M

A
F

T
IA

o
b

je
ct

an
d

th
e

au
th

o
ri

za
ti

o
n

se
rv

er
.

ob
je

ct
O

′′ ,
as

a
pa

rt
of

th
e

tr
an

sa
ct

io
n)

.
T

he
se

vo
uc

he
rs

w
ill

th
us

be
tr

an
sf

er
re

d
by

ob
je

ct
O

to
ot

he
r

ob
je

ct
s,

w
hi

ch
w

ill
th

en
ex

ec
ut

e
th

ei
r

pa
rt

of
th

e
tr

an
sa

ct
io

n
th

an
ks

to
th

es
e

vo
uc

he
rs

.
A

vo
uc

he
r

m
ay

be
a

ca
pa

bi
lit

y
(i

n
w

hi
ch

ca
se

th
ey

ar
e

en
cr

yp
te

d
an

d
si

gn
ed

as
ab

ov
e)

,o
r

th
e

ri
gh

tt
o

ex
ec

ut
e

a
ne

st
ed

tr
an

sa
ct

io
n

(i
n

w
hi

ch
ca

se
th

e
vo

uc
he

ri
s

ju
st

si
gn

ed
).

In
th

e
la

tte
rc

as
e,

th
is

vo
uc

he
ri

s
a

to
ke

n
th

at
ha

s
to

be
pr

es
en

te
d

to
th

e
au

th
or

iz
at

io
n

se
rv

er
to

ob
ta

in
di

re
ct

ly
al

lt
he

au
th

or
iz

at
io

n
pr

oo
fs

ne
ed

ed
to

ex
ec

ut
e

th
e

ne
st

ed
tr

an
sa

ct
io

n,
w

ith
ou

tc
on

su
lta

tio
n

of
th

e
ac

ce
ss

co
nt

ro
lm

at
ri

x.

7.
2

R
ef

er
en

ce
M

on
it

or

T
he

re
is

a
re

fe
re

nc
e

m
on

ito
r

on
ea

ch
ho

st
pa

rt
ic

ip
at

in
g

in
a

M
A

FT
IA

-c
om

pl
ia

nt
ap

pl
ic

at
io

n.
T

he

re
fe

re
nc

e
m

on
ito

r
is

re
sp

on
si

bl
e

fo
r

gr
an

tin
g

or
de

ny
in

g
lo

ca
l

ob
je

ct
m

et
ho

d
in

vo
ca

tio
ns

,a
cc

or
di

ng
to

ca
pa

bi
lit

ie
s

an
d

vo
uc

he
rs

di
st

ri
bu

te
d

by
th

e
au

th
or

iz
at

io
n

se
rv

er
.

In
th

e
co

nt
ex

t
of

w
id

e-
ar

ea
ne

tw
or

ks

(s
uc

h
as

th
e

In
te

rn
et

),
th

e
im

pl
em

en
ta

tio
n

of
su

ch
a

re
fe

re
nc

e
m

on
ito

r
is

co
m

pl
ic

at
ed

si
nc

e,
du

e
to

th
e

he
te

ro
ge

ne
ity

of
co

nn
ec

te
d

ho
st

s,
it

w
ou

ld
be

ne
ce

ss
ar

y
to

de
ve

lo
p

on
e

ve
rs

io
n

of
th

e
re

fe
re

nc
e

m
on

ito
r

fo
r

ea
ch

ki
nd

of
ho

st
.

M
or

eo
ve

r,
si

nc
e

th
e

ho
st

s
ar

e
no

t
un

de
r

th
e

co
nt

ro
l

of
a

gl
ob

al
au

th
or

ity
,

th
er

e

is
no

w
ay

to
en

su
re

th
at

ea
ch

ho
st

is
ru

nn
in

g
a

ge
nu

in
e

re
fe

re
nc

e
m

on
ito

r,
or

th
e

sa
m

e
ve

rs
io

n
th

er
eo

f.

T
hi

s
is

on
e

re
as

on
w

e
ha

ve
ch

os
en

to
im

pl
em

en
tt

he
m

by
us

in
g

Ja
va

C
ar

ds
.

W
e

as
su

m
e

th
at

an
y

so
ft

w
ar

e,
ev

en
th

at
w

ith
in

an
op

er
at

in
g

sy
st

em
or

a
JV

M
,

ca
n

be
co

pi
ed

an
d

m
od

ifi
ed

by
a

m
al

ic
io

us
us

er
w

ho
po

ss
es

se
s

al
lp

ri
vi

le
ge

s
on

a
lo

ca
lh

os
t.

In
pa

rt
ic

ul
ar

,o
n

th
e

In
te

rn
et

,

an
y

ha
ck

er
ca

n
ea

si
ly

ha
ve

th
es

e
pr

iv
ile

ge
s

on
hi

s
ow

n
co

m
pu

te
r!

T
he

ca
pa

bi
lit

y
ch

ec
ks

on
ly

pr
ov

id
e

as
su

ra
nc

e
to

no
n-

fa
ul

ty
ho

st
s,

w
ho

ca
n

be
su

re
th

at
an

y
re

m
ot

e
re

qu
es

tt
o

ex
ec

ut
e

a
M

A
FT

IA
-a

pp
lic

at
io

n

is
ge

nu
in

e
(i

f
th

e
ca

pa
bi

lit
y

is
co

rr
ec

t)
,a

nd
th

at
a

ge
nu

in
e

M
A

FT
IA

re
qu

es
t

ca
n

on
ly

be
ex

ec
ut

ed
on

a

ho
st

fo
r

w
hi

ch
th

e
ca

pa
bi

lit
y

is
va

lid
.

H
ow

ev
er

,
if

a
ho

st
is

fa
ul

ty
or

ha
s

be
en

co
rr

up
te

d
by

a
ha

ck
er

,
th

er
e

is
no

as
su

ra
nc

e
at

al
l

ab
ou

t

th
e

op
er

at
io

ns
it

ex
ec

ut
es

lo
ca

lly
.

N
ev

er
th

el
es

s,
w

e
do

tr
us

t
th

e
lo

ca
l

Ja
va

C
ar

d
M

od
ul

e
to

pr
ot

ec
t

th
e

35

in
te

gr
ity

of
a

co
rr

up
t

ho
st

’s
pr

iv
at

e
ke

y.
T

hi
s

m
ea

ns
in

pa
rt

ic
ul

ar
th

at
w

e
ex

cl
ud

e
th

e
po

ss
ib

ili
ty

of
a

co
rr

up
t

ho
st

be
in

g
ab

le
to

im
pe

rs
on

at
e

a
no

n-
fa

ul
ty

ho
st

si
nc

e
it

is
un

ab
le

to
si

gn
m

es
sa

ge
s

co
rr

ec
tly

.

T
hu

s,
th

e
pr

iv
ile

ge
s

ga
in

ed
by

a
ha

ck
er

on
a

co
rr

up
th

os
tg

iv
e

hi
m

no
pr

iv
ile

ge
ou

ts
id

e
th

at
ho

st
un

le
ss

th
e

ha
ck

er
is

ab
le

to
ta

m
pe

r
w

ith
th

e
lo

ca
lJ

av
a

C
ar

d
M

od
ul

e.

W
e

co
ns

id
er

th
e

Ja
va

C
ar

d
M

od
ul

e
to

be
su

ffi
ci

en
tl

y
ta

m
pe

rp
ro

of
,a

s
di

sc
us

se
d

in
Se

ct
io

n
3,

in
or

de
r

to
su

ffi
ci

en
tly

de
la

y
th

e
at

ta
ck

er
’s

pr
og

re
ss

in
co

rr
up

tin
g

fu
rt

he
r

ho
st

s.
G

lo
ba

l
pr

op
er

tie
s

ca
n

th
us

be

m
ai

nt
ai

ne
d

by
fa

ul
t-

to
le

ra
nc

e
m

ec
ha

ni
sm

s
un

le
ss

,
sa

y,
m

or
e

th
an

f
ho

st
s

ar
e

co
m

pr
om

is
ed

in
a

gi
ve

n

”w
in

do
w

of
vu

ln
er

ab
ili

ty
”

[5
9]

.
T

he
fa

ct
th

at
th

e
au

th
or

iz
at

io
n

sc
he

m
e

pr
ev

en
ts

a
ha

ck
er

fr
om

ga
in

in
g

pr
iv

ile
ge

s
ou

ts
id

e
a

co
rr

up
te

d
ho

st
un

le
ss

he
su

cc
es

sf
ul

ly
ta

m
pe

rs
w

ith
th

e
Ja

va
C

ar
d

M
od

ul
e

m
ea

ns
th

at

th
e

di
ffi

cu
lty

of
vi

ol
at

in
g

su
ch

a
gl

ob
al

pr
op

er
ty

is
lin

ea
r

in
f

.

T
he

ca
pa

bi
lit

y
ch

ec
ks

ca
rr

ie
d

ou
t

by
th

e
Ja

va
C

ar
d

M
od

ul
e

ar
e

ba
se

d
on

st
ro

ng
cr

yp
to

gr
ap

hi
c

fu
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-

tio
ns

.S
ev

er
al

cr
yp

to
gr

ap
hi

c
ke

ys
m

us
tb

e
in

cl
ud

ed
in

th
e

Ja
va

C
ar

d:

P
K

m
,t
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M

A
FT

IA
pu

bl
ic

ke
y.

T
hi

s
ke

y
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at

ed
to

th
e

M
A

FT
IA

pr
iv

at
e

ke
y

SK
m

,w
hi
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is

no
t

st
or

ed
in

th
e

Ja
va

C
ar

d.
T

he
Ja

va
ob

je
ct
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se
s

ar
e

si
gn

ed
of

f-
lin

e
by

th
is

ke
y

SK
m

,a
nd

th
is

si
gn

at
ur

e

is
ch

ec
ke

d
at

lo
ad

tim
e

by
th

e
lo

ca
lJ

V
M

of
th

e
ho

st
5 ,

us
in

g
P

K
m

st
or

ed
in

th
e

Ja
va

C
ar

d.

SK
j
,P

K
j
,a

pr
iv

at
e/

pu
bl

ic
ke

y
pa

ir
sp

ec
ifi

c
to

th
e

Ja
va

C
ar

d,
th

us
sp

ec
ifi

c
to

th
e

ho
st

.

P
K

a
s
,t

he
au

th
or

iz
at

io
n

se
rv

er
pu

bl
ic

ke
y.

T
hi

s
ke

y
is

as
so

ci
at

ed
to

al
lt

he
pr

iv
at

e
ke

y
sh

ar
es

of
al

lt
he

si
te

s
co

m
po

si
ng

th
e

au
th

or
iz

at
io

n
se

rv
er

.

E
ac

h
ca

pa
bi

lit
y

is
en

cr
yp

te
d

by
th

e
au

th
or

iz
at

io
n

se
rv

er
,

us
in

g
th

e
pu

bl
ic

ke
y

P
K

j
of

th
e

si
te

w
he

re

th
e

in
vo

ke
d

ob
je

ct
is

lo
ca

te
d.

T
he

n
th

e
ca

pa
bi

lit
y

is
si

gn
ed

by
th

e
au

th
or

iz
at

io
n

se
rv

er
w

ith
a

th
re

sh
ol

d

si
gn

at
ur

e
pr

ot
oc

ol
.

C
on

se
qu

en
tly

,t
he

ca
pa

bi
lit

y
si

gn
at

ur
e

m
us

tfi
rs

t
be

ve
ri

fie
d

us
in

g
th

e
au

th
or

iz
at

io
n

se
rv

er
’s

pu
bl

ic
ke

y
P

K
a
s
,

an
d

th
en

de
cr

yp
te

d
(b

y
th

e
cr

yp
to

gr
ap

hi
c

fu
nc

tio
ns

of
th

e
Ja

va
C

ar
d)

us
in

g

th
e

pr
iv

at
e

ke
y

SK
j
,

w
hi

ch
is

st
or

ed
on

ly
in

th
e

Ja
va

C
ar

d.
E

ac
h

ac
ce

ss
to

a
m

et
ho

d
of

an
ob

je
ct

on
a

M
A

FT
IA

ho
st

is
fir

st
in

te
rc

ep
te

d
by

a
D

is
pa

tc
he

r,
w

hi
ch

is
a

Ja
va

ob
je

ct
,

lo
ca

te
d

in
th

e
lo

ca
l

JV
M

in
te

rf
ac

in
g

th
e

Ja
va

C
ar

d.
Fo

r
ea

ch
ac

ce
ss

to
a

lo
ca

l
ob

je
ct

m
et

ho
d,

th
e

di
sp

at
ch

er
ch

ec
ks

if
th

e

in
vo

ca
tio

n
is

ca
rr

yi
ng

a
ca

pa
bi

lit
y,

th
en

se
nd

s
th

is
ca

pa
bi

lit
y

to
th

e
Ja

va
C

ar
d

fo
r

ve
ri

fic
at

io
n.

T
hi

s

ve
ri

fic
at

io
n

co
rr

es
po

nd
s

to
st

ep
2

of
Fi

gu
re

11
.

O
th

er
in

fo
rm

at
io

n
ca

n
be

st
or

ed
in

th
e

Ja
va

C
ar

d,
fo

ri
ns

ta
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e
fo

rt
he
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th

en
tic

at
io

n
of

th
e

us
er

ow
ni

ng

th
e

Ja
va

C
ar

d
if

th
e

ho
st

is
a

pe
rs

on
al

w
or

ks
ta

tio
n,

or
fo

r
th

e
au

th
en

tic
at

io
n

of
th

e
ad

m
in

is
tr

at
or

w
ho

ha
s

be
en

as
si

gn
ed

th
is

Ja
va

C
ar

d
if

th
e

ho
st

is
a

se
rv

er
.

In
th

e
la

tte
r

ca
se

,i
tm

ay
be

po
ss

ib
le

to
ha

ve
se

ve
ra

l

ad
m

in
is

tr
at

or
s

fo
r

th
e

sa
m

e
se

rv
er

,
ea

ch
ad

m
in

is
tr

at
or

ha
vi

ng
hi

s
pe

rs
on

al
Ja

va
C

ar
d

fo
r

th
is

se
rv

er
,

an
d

al
l

se
rv

er
ad

m
in

is
tr

at
or

Ja
va

C
ar

ds
sh

ar
in

g
th

e
sa

m
e

pa
ir

SK
j
,P

K
j
.

M
or

e
de

ta
ils

on
th

e
Ja

va
C

ar
d

im
pl

em
en

ta
tio

n
of

th
e

re
fe

re
nc

e
m

on
ito

r
ca

n
be

fo
un

d
in

[2
1]

.

5
Si

nc
e

ve
rs

io
n

1.
2,

th
e

Ja
va

D
ev

el
op

m
en

tK
it

in
cl

ud
es

so
ft

w
ar

e
th

at
al

lo
w

s
cl

as
se

s
to

be
si

gn
ed

an
d

th
e

si
gn

at
ur

es
to

be

ch
ec

ke
d

at
lo

ad
tim

e.
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11
.E

xa
m

p
le

o
f

a
vo

u
ch

er
co

rr
es

p
o

n
d

in
g

to
a

ca
p

ab
ili

ty
.

8
T

ra
ns

ac
ti

on
s:

pr
ov

id
in

g
IT

to
ap

pl
ic

at
io

ns

T
hi

s
se

ct
io

n
de

sc
ri

be
s

th
e

M
A

FT
IA

tr
an

sa
ct

io
na

l
su

pp
or

t
se

rv
ic

e.
T

he
tr

an
sa

ct
io

na
l

su
pp

or
ts

er
vi

ce

is
in

te
nd

ed
to

su
pp

or
tb

ot
h

ap
pl

ic
at

io
ns

bu
ilt

us
in

g
th

e
M

A
FT

IA
m

id
dl

ew
ar

e
an

d
ot

he
r

ac
tiv

ity
su

pp
or

t

se
rv

ic
es

,f
or

ex
am

pl
e

it
ca

n
be

us
ed

to
gu

ar
an

te
e

th
e

at
om

ic
ity

of
up

da
te

s
to

a
re

pl
ic

at
ed

au
th

or
iz

at
io

n

se
rv

er
.T

he
tr

an
sa

ct
io

n
su

pp
or

ts
er

vi
ce

ap
pe

ar
s

to
th

e
us

er
as

a
C

O
R

B
A

-s
ty

le
tr

an
sa

ct
io

n
se

rv
ic

e.
It

s
in

-

tr
us

io
n

to
le

ra
nc

e
is

a
no

n-
fu

nc
tio

na
lp

ro
pe

rt
y

of
th

e
se

rv
ic

e
im

pl
em

en
ta

tio
n,

tr
an

sp
ar

en
tt

o
th

e
in

te
rf

ac
e.

8.
1

O
ve

rv
ie

w

T
he

M
A

FT
IA

tr
an

sa
ct

io
n

se
rv

ic
e

pr
ov

id
es

a
m

ec
ha

ni
sm

fo
r

im
pl

em
en

tin
g

ap
pl

ic
at

io
n-

le
ve

li
nt

ru
si

on

to
le

ra
nc

e
an

d
is

its
el

fi
nt

ru
si

on
-t

ol
er

an
t.

To
do

th
is

w
e

ap
pl

y
th

e
ge

ne
ra

lM
A

FT
IA

ar
ch

ite
ct

ur
al

pr
in

ci
pl

e

of
di

st
ri

bu
tin

g
tr

us
t

by
re

pl
ic

at
in

g
th

e
se

rv
er

s
im

pl
em

en
tin

g
th

e
tr

an
sa

ct
io

n
se

rv
ic

e
an

d
op

tio
na

lly
th

e

re
so

ur
ce

m
an

ag
er

s.

O
ur

ap
pr

oa
ch

is
to

m
ak

e
us

e
of

st
an

da
rd

gr
ou

p
co

m
m

un
ic

at
io

n
pr

im
iti

ve
s,

al
lo

w
fo

r
he

te
ro

ge
ne

ou
s

re
so

ur
ce

s,
ap

pl
y

er
ro

r
co

m
pe

ns
at

io
n

te
ch

ni
qu

es
to

im
pr

ov
e

in
tr

us
io

n
to

le
ra

nc
e,

to
al

lo
w

fo
r

m
ul

ti-
pa

rt
y

tr
an

sa
ct

io
ns

co
ns

id
er

fa
ilu

re
at

om
ic

ity
an

d
al

lo
w

re
co

ve
ry

w
ith

ou
tr

el
ia

nc
e

up
on

du
ra

bl
e

st
or

ag
e.

T
hi

s

di
ff

er
en

tia
te

s
ou

r
w

or
k

fr
om

ap
pr

oa
ch

es
th

at
m

ak
e

us
e

of
ne

w
or

m
od

ifi
ed

gr
ou

p
co

m
m

un
ic

at
io

n
pr

im
i-

tiv
es

(f
or

ex
am

pl
e,

op
tim

is
tic

br
oa

dc
as

t)
[2

5,
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,5
7]

.
A

ls
o,

un
lik

e
ot

he
r

ap
pr

oa
ch

es
,o

ur
fo

cu
s

is
no

to
n

av
ai

la
bi

lit
y

bu
t

on
in

tr
us

io
n

to
le

ra
nc

e.
T

hi
s

ha
s

re
su

lte
d

in
us

no
t

be
in

g
ab

le
to

us
e

te
ch

ni
qu

es
su

ch
as

pa
ss

iv
e

re
pl

ic
at

io
n

th
at

ar
e

w
id

el
y

us
ed

by
th

e
da

ta
ba

se
co

m
m

un
ity

.P
as

si
ve

re
pl

ic
at

io
n

is
m

or
e

ef
fic

ie
nt

th
an

ac
tiv

e
re

pl
ic

at
io

n,
an

d
do

es
no

tr
eq

ui
re

de
te

rm
in

is
tic

re
pl

ic
as

.H
ow

ev
er

,t
he

pr
ob

le
m

w
ith

ad
op

tin
g

pa
ss

iv
e

re
pl

ic
at

io
n

is
its

re
lia

nc
e

on
a

le
ad

er
-f

ol
lo

w
er

m
od

el
.

T
he

up
da

te
s

oc
cu

r
at

th
e

le
ad

er
an

d
th

e

fo
llo

w
er

s
ar

e
in

fo
rm

ed
of

th
e

re
su

lts
.

W
he

re
as

th
is

is
ad

eq
ua

te
in

a
cr

as
h-

fa
ilu

re
fa

ul
t

m
od

el
,

it
is

in
-
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ap
pr

op
ri

at
e

fo
r

m
al

ic
io

us
fa

ul
ts

,b
ec

au
se

th
e

le
ad

er
be

co
m

es
a

si
ng

le
po

in
to

f
fa

ilu
re

:
th

e
le

ad
er

ca
n

be

co
rr

up
te

d
an

d
st

ar
ts

en
di

ng
co

rr
up

te
d

up
da

te
s

to
th

e
le

ad
er

s.
B

y
ad

op
tin

g
an

ac
tiv

e
re

pl
ic

at
io

n
ap

pr
oa

ch

w
e

av
oi

d
th

is
pr

ob
le

m
as

th
er

e
is

no
si

ng
le

po
in

to
f

fa
ilu

re
an

d
m

or
e

th
at

f
m

em
be

rs
of

th
e

gr
ou

p
m

us
t

be
co

rr
up

te
d

be
fo

re
th

e
gr

ou
p

as
a

w
ho

le
is

co
m

pr
om

is
ed

.

T
he

ap
pr

oa
ch

th
at

is
cl

os
es

t
to

ou
r

is
th

at
of

G
ro

up
Tr

an
sa

ct
io

ns
[3

9]
al

th
ou

gh
ou

r
m

od
el

of
m

ul
ti-

pa
rt

y
cl

ie
nt

s
is

di
ff

er
en

t:
ou

r
m

ul
tip

le
pa

rt
ie

s
ar

e
pr

e-
ex

is
tin

g
an

d
ar

e
no

tc
re

at
ed

w
ith

in
th

e
co

nt
ex

to
f

a

gr
ou

p
tr

an
sa

ct
io

n.
O

ur
m

od
el

is
al

so
m

or
e

ge
ne

ra
l,

si
nc

e
th

ei
r

sy
st

em
m

od
el

as
su

m
es

a
L

A
N

an
d

do
es

no
te

xp
lic

itl
y

co
ns

id
er

m
al

ic
io

us
fa

ul
ts

.
H

ow
ev

er
,t

he
y

do
ad

dr
es

s
ne

st
ed

tr
an

sa
ct

io
ns

w
he

re
as

w
e

on
ly

im
pl

em
en

ta
fla

tt
ra

ns
ac

tio
n

m
od

el
.

8.
2

A
rc

hi
te

ct
ur

e

A
n

ov
er

vi
ew

of
th

e
tr

an
sa

ct
io

n
se

rv
ic

e
ar

ch
ite

ct
ur

e
is

sh
ow

n
in

Fi
gu

re
12

.
W

e
ha

ve
im

pl
em

en
te

d

th
e

tr
an

sa
ct

io
n

se
rv

ic
e

us
in

g
th

e
A

pp
ia

fr
am

ew
or

k
[3

4]
.

E
ac

h
m

aj
or

co
m

po
ne

nt
an

d
co

ns
tit

ue
nt

A
pp

ia

pr
ot

oc
ol

la
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b
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c
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n
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c
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c
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s
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b
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o

n
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o
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g
e
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C

a
m

b
ri
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g

e
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U
n
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e

d
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o

m
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n
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u
n
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A
P

r
a
c
t
ic

a
l
V

o
t
e
r
-
V

e
r
ifi

a
b
le

E
le

c
t
io

n
S
c
h
e
m

e

D
av

id
C

h
a
u
m

1
,
P
et

er
Y

A
R

y
a
n

2
,
S
te

v
e

S
ch

n
ei

d
er

3

1
V

o
te

g
ri
ty

2
S
ch

o
o
l
o
f
C

o
m

p
u
ti
n
g

S
ci

en
ce

,
U

n
iv

er
si
ty

o
f
N

ew
ca

st
le

3
D

ep
a
rt

m
en

t
o
f
C

o
m

p
u
ti
n
g
,
U

n
iv

er
si
ty

o
f
S
u
rr

ey

A
b
s
t
r
a
c
t
.

W
e

p
re

se
n
t

a
n

el
ec

ti
o
n

sc
h
em

e
d
es

ig
n
ed

to
a
ll
o
w

v
o
te

rs
to

v
er

if
y

th
a
t

th
ei

r
v
o
te

is
a
cc

u
ra

te
ly

in
cl

u
d
ed

in
th

e
co

u
n
t.

T
h
e

sc
h
em

e

p
ro

v
id

es
a

h
ig

h
d
eg

re
e

o
f

tr
a
n
sp

a
re

n
cy

w
h
il
st

en
su

ri
n
g

th
e

se
cr

ec
y

o
f

v
o
te

s.
A

ss
u
ra

n
ce

is
d
er

iv
ed

fr
o
m

cl
o
se

a
u
d
it
in

g
o
f

a
ll

th
e

st
ep

s
o
f

th
e

v
o
te

re
co

rd
in

g
a
n
d

co
u
n
ti
n
g

p
ro

ce
ss

w
it
h

m
in

im
a
l

d
ep

en
d
en

ce
o
n

th
e

sy
st

em
co

m
p
o
n
en

ts
.
T

h
u
s,

a
ss

u
ra

n
ce

a
ri
se

s
fr

o
m

v
er

ifi
ca

ti
o
n

o
f
th

e
el

ec
-

ti
o
n

ra
th

er
th

a
n

h
a
v
in

g
to

p
la

ce
tr

u
st

in
th

e
co

rr
ec

t
b
eh

a
v
io

u
r

o
f

co
m

-

p
o
n
en

ts
o
f
th

e
v
o
ti
n
g

sy
st

em
.
T

h
e

sc
h
em

e
a
ls
o

se
ek

s
to

m
a
k
e

th
e

v
o
te

r

in
te

rf
a
ce

a
s

fa
m

il
ia

r
a
s

p
o
ss

ib
le

.

1
I
n
t
r
o
d
u
c
t
io

n

S
in

ce
th

e
d
aw

n
o
f
d
em

o
cr

a
cy

,
it

h
a
s

b
ee

n
re

co
g
n
is

ed
th

a
t

th
e

p
ro

ce
ss

o
f
re

co
rd

-
in

g
a
n
d

co
u
n
ti
n
g

v
o
te

s
co

u
ld

b
e

th
e

ta
rg

et
o
f
a
tt

em
p
ts

a
t

co
rr

u
p
ti
o
n
.
T

h
e

A
n
-

ci
en

t
G

re
ek

s
in

v
es

ti
g
a
te

d
th

e
u
se

o
f
(p

ri
m

it
iv

e)
te

ch
n
ol

o
gi

ca
l
d
ev

ic
es

to
p
ro

v
id

e
tr

u
st

w
o
rt

h
y

v
o
ti
n
g

sy
st

em
s

a
n
d

av
o
id

th
e

n
ee

d
to

tr
u
st

v
o
ti
n
g

o
ffi

ci
a
ls

[1
].

T
h
e

ch
a
ll
en

g
e

is
to

p
ro

v
id

e
v
o
te

rs
w

it
h

co
m

p
le

te
co

n
fi
d
en

ce
th

a
t
th

ei
r
v
o
te

w
il
l
b
e

a
c-

cu
ra

te
ly

re
co

rd
ed

a
n
d

co
u
n
te

d
w

h
il
st

a
t

th
e

sa
m

e
ti

m
e

gu
ar

an
te

ei
n
g

th
e

se
cr

ec
y

o
f
th

ei
r

v
o
te

.
M

o
st

tr
a
d
it
io

n
a
l
a
p
p
ro

a
ch

es
to

th
is

p
ro

b
le

m
in

v
o
lv

e
p
la

ci
n
g

si
g
n
ifi

ca
n
t

tr
u
st

in
th

e
te

ch
n
o
lo

g
y,

m
ec

h
a
n
is

m
s

o
r

p
ro

ce
ss

es
u
se

d
to

p
ro

ce
ss

v
o
te

s.
T

h
u
s,

fo
r

th
e

tr
a
d
it
io

n
a
l
p
a
p
er

b
a
ll
o
t,

th
e

h
a
n
d
li
n
g

o
f
th

e
b
a
ll
o
t

b
ox

es
an

d
co

u
n
ti
n
g

p
ro

ce
ss

m
u
st

b
e

tr
u
st

ed
,
i.
e.

,
th

e
b
ox

es
m

u
st

n
o
t

b
e

lo
st

o
r

m
a
n
ip

u
la

te
d

a
n
d

th
a
t

th
e

co
u
n
ti

n
g

p
ro

ce
ss

is
a
cc

u
ra

te
.

V
a
ri

o
u
s

o
b
se

rv
er

s
a
re

in
tr

o
d
u
ce

d
to

th
e

p
ro

ce
ss

w
h
ic

h
h
el

p
s

to
sp

re
a
d

th
e

d
ep

en
d
en

ce
o
n

th
e

te
ch

n
o
lo

g
y

b
u
t

d
o
es

n
o
t

el
im

in
a
te

it
.

W
it
h

m
a
n
y

of
th

e
to

u
ch

sc
re

en
d
ev

ic
es

w
id

el
y

u
se

d
in

th
e

re
ce

n
t

U
S

p
re

s-
id

en
ti

a
l
el

ec
ti

o
n
s,

th
e

v
o
te

r
a
t

b
es

t
g
et

s
so

m
e

fo
rm

o
f

a
ck

n
ow

le
d
g
em

en
t

o
f

th
e

w
ay

sh
e

ca
st

s
h
er

v
o
te

.
A

ft
er

th
a
t,

sh
e

ca
n

o
n
ly

tr
u
st

in
th

e
a
ss

u
ra

n
ce

s
o
f

th
e

m
a
n
u
fa

ct
u
re

rs
a
n
d

ce
rt

ifi
er

s
th

a
t
h
er

v
o
te

w
il
l
b
e

a
cc

u
ra

te
ly

in
cl

u
d
ed

in
th

e
fi
n
a
l

ta
ll
y. B

y
co

n
tr

a
st

,
in

[3
],

C
h
a
u
m

p
re

se
n
ts

a
d
ig

it
a
l
v
o
ti
n
g

sc
h
em

e
th

a
t
en

a
b
le

s
v
o
te

r
v
er

ifi
ca

ti
o
n
,
i.
e.

,
p
ro

v
id

es
ea

ch
v
o
te

r
w

it
h

a
m

ea
n
s

to
a
ss

u
re

th
em

se
lv

es
th

a
t

h
er

v
o
te

h
a
s

b
ee

n
a
cc

u
ra

te
ly

in
cl

u
d
ed

in
th

e
v
o
te

ta
ll
y.

T
h
is

sc
h
em

e
co

m
b
in

es
a

n
u
m

b
er

o
f

cr
y
p
to

g
ra

p
h
ic

te
ch

n
iq

u
es

a
n
d

p
ri

m
it
iv

es
to

p
ro

v
id

e
a

h
ig

h
d
eg

re
e

o
f
tr

a
n
sp

a
re

n
cy

w
h
il
st

a
t

th
e

sa
m

e
ti
m

e
p
re

se
rv

in
g

b
a
ll
o
t

se
cr

ec
y.

R
a
th

er
th

a
n

h
av

in
g

to
p
la

ce
tr

u
st

in
th

e
co

m
p
o
n
en

ts
to

p
er

fo
rm

co
rr

ec
tl
y,

st
ep

s
o
f
th

e
v
o
te

re
co

rd
in

g
a
n
d

ta
ll
y
in

g
p
ro

ce
ss

a
re

cl
o
se

ly
m

o
n
it
o
re

d
to

d
et

ec
t

a
n
y

m
a
lf
u
n
ct

io
n

o
r

co
rr

u
p
ti
o
n
.

T
h
e

k
ey

el
em

en
ts

in
v
o
te

r-
v
er

ifi
ca

ti
on

a
re

:

–
w

h
en

a
v
ot

er
ca

st
s

h
er

v
o
te

in
a

b
o
o
th

,
sh

e
ge

ts
a

re
ce

ip
t

sh
ow

in
g

h
er

v
o
te

in
en

cr
y
p
te

d
fo

rm
.

–
a

v
o
te

r
co

n
fi
rm

s
in

th
e

b
o
o
th

th
a
t

h
er

in
te

n
d
ed

v
o
te

is
co

rr
ec

tl
y

en
co

d
ed

in
th

e
re

ce
ip

t.
T

h
e

v
o
te

ca
n
n
ot

b
e

re
ad

su
b
se

q
u
en

tl
y

ou
ts

id
e

th
e

b
o
ot

h
.

–
a

n
u
m

b
er

o
f
te

ll
er

s
p
er

fo
rm

a
n
o
n
y
m

is
in

g
m

ix
es

a
n
d

d
ec

ry
p
ti
o
n

o
n

th
e

b
a
tc

h
o
f
en

cr
y
p
te

d
b
a
ll
o
t

re
ce

ip
ts

.
T

h
e

d
ec

ry
p
te

d
v
o
te

s
em

er
g
e

a
t

th
e

en
d

o
f
th

is
p
ro

ce
ss

,
w

it
h

a
ll

li
n
k
s

b
et

w
ee

n
th

e
o
ri
gi

n
al

re
ce

ip
ts

a
n
d

th
e

fi
n
al

d
ec

ry
p
te

d
va

lu
es

lo
st

in
th

e
m

u
lt
ip

le
m

ix
es

.
In

te
rm

ed
ia

te
st

ep
s

o
f
th

e
te

ll
er

s
p
ro

ce
ss

in
g

a
re

p
o
st

ed
to

a
b
u
ll
et

in
b
o
a
rd

,
w

h
ic

h
m

ig
h
t

b
e

p
u
b
li
sh

ed
v
ia

th
e

w
eb

fo
r

ex
am

p
le

.
–

ra
n
d
o
m

ch
ec

k
s

a
re

p
er

fo
rm

ed
o
n

a
ll

st
ep

s
o
f
th

e
p
ro

ce
ss

to
en

su
re

th
a
t,

w
it
h

h
ig

h
p
ro

b
a
b
il
it
y,

a
n
y

a
tt

em
p
t

to
co

rr
u
p
t

v
o
te

ca
p
tu

re
a
n
d

co
u
n
ti
n
g

w
il
l
b
e

d
et

ec
te

d
.

T
h
e

p
oi

n
t

of
th

e
en

cr
y
p
te

d
re

ce
ip

t
is

to
p
ro

v
id

e
th

e
v
o
te

r
w

it
h

a
m

ea
n
s

to
ch

ec
k

th
at

h
er

b
al

lo
t

is
en

te
re

d
in

to
th

e
ta

ll
y
in

g
p
ro

ce
ss

a
n
d
,
if

h
er

re
ce

ip
t

h
as

n
o
t

b
ee

n
in

cl
u
d
ed

,
to

p
ro

v
e

th
is

to
a

th
ir

d
p
a
rt

y.
T

h
e

fa
ct

th
a
t

h
er

v
o
te

is
in

en
cr

y
p
te

d
fo

rm
en

su
re

s
th

a
t
th

er
e

is
n
o

w
ay

fo
r
a

th
ir

d
p
a
rt

y
to

k
n
ow

w
h
ic

h
w

ay
sh

e
v
o
te

d
.
A

v
o
te

r
ca

n
v
is

it
th

e
b
u
ll
et

in
b
o
a
rd

a
n
d

ch
ec

k
th

a
t

h
er

(e
n
cr

y
p
te

d
)

b
a
ll
o
t
re

ce
ip

t
h
a
s
b
ee

n
co

rr
ec

tl
y

p
o
st

ed
.
T

h
e

te
ll
er

s
p
ro

ce
ss

th
es

e
p
o
st

ed
re

ce
ip

ts
a
n
d

th
er

e
a
re

m
ec

h
a
n
is

m
s

in
p
la

ce
to

en
su

re
th

a
t

a
ll

p
o
st

ed
re

ce
ip

ts
a
re

en
te

re
d

in
to

th
e

ta
ll
y
in

g
p
ro

ce
ss

.
T

h
e

a
n
o
n
y
m

is
in

g
m

ix
es

p
er

fo
rm

ed
b
y

th
e

te
ll
er

s
en

su
re

th
a
t

th
er

e
is

n
o

li
n
k

b
et

w
ee

n
th

e
en

cr
y
p
te

d
b
al

lo
t

re
ce

ip
t

an
d

th
e

d
ec

ry
p
te

d
v
er

si
o
n

th
a
t

is
fi
n
a
ll
y

o
u
tp

u
t

b
y

th
e

ta
ll
y
in

g
p
ro

ce
ss

.
T

h
e

d
es

ig
n

p
h
il
o
so

p
h
y

is
to

m
in

im
is

e
tr

u
st

in
co

m
p
o
n
en

ts
.

T
h
e

a
p
p
ro

a
ch

is
to

st
ri

v
e

fo
r

m
a
x
im

a
l
tr

a
n
sp

a
re

n
cy

o
f

th
e

w
h
o
le

v
o
te

ca
st

in
g
,
re

co
rd

in
g

a
n
d

co
u
n
ti
n
g

p
ro

ce
ss

,
co

n
si

st
en

t
w

it
h

m
a
in

ta
in

in
g

b
a
ll
o
t

se
cr

ec
y.

T
h
u
s,

th
e

in
te

g
ri

ty
o
f
th

e
b
a
ll
o
t

fo
rm

s
a
n
d

th
e

co
rr

ec
tn

es
s

o
f
th

e
te

ll
er

s’
tr

a
n
sf

o
rm

a
ti
o
n
s

a
re

cl
o
se

ly
au

d
it

ed
.
T

h
e

en
cr

y
p
ti

on
o
f
th

e
v
o
te

r’
s

ch
o
ic

e
o
n

th
e

re
ce

ip
t

is
p
er

fo
rm

ed
in

th
e

b
o
o
th

,
is

tr
a
n
sp

a
re

n
t,

a
n
d

d
o
es

n
o
t

d
ep

en
d

o
n

th
e

in
te

rc
es

si
o
n

o
f
a
n
y

h
a
rd

w
a
re

o
r

so
ft
w

a
re

d
ev

ic
es

th
a
t

m
ig

h
t

b
e

su
sc

ep
ti
b
le

to
fa

il
u
re

o
r

co
rr

u
p
ti
o
n
.

2
P

r
ê
t

à
V

o
t
e
r

T
h
e

o
ri

g
in

a
l
sc

h
em

e
o
f
[3

]
u
se

s
v
is

u
a
l
cr

y
p
to

gr
ap

h
y

to
en

cr
y
p
t

th
e

re
ce

ip
ts

a
n
d

p
er

fo
rm

th
e

d
ec

ry
p
ti
o
n

in
th

e
b
o
o
th

.
T

h
e

sc
h
em

e
p
re

se
n
te

d
h
er

e
u
se

s
a

m
o
re

co
n
v
en

ti
o
n
a
l
re

p
re

se
n
ta

ti
o
n

o
f
th

e
v
o
te

,
i.
e.

,
b
a
ll
o
t

fo
rm

s
w

it
h

th
e

ca
n
d
id

a
te

s
o
r

v
o
ti

n
g

op
ti

on
s

li
st

ed
in

o
n
e

co
lu

m
n
,
a
n
d

th
e

v
ot

er
ch

oi
ce

s
en

te
re

d
in

a
n

a
d
ja

ce
n
t

co
lu

m
n
.
A

s
a

re
su

lt
,
th

e
sc

h
em

e
is

ea
si

er
to

u
n
d
er

st
a
n
d

a
n
d

im
p
le

m
en

t.
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A
n

ea
rl

ie
r

p
ap

er
,

[7
],

in
tr

o
d
u
ce

d
th

e
id

ea
o
f

en
co

d
in

g
th

e
v
o
te

in
te

rm
s

o
f

tw
o

a
li
g
n
ed

co
lu

m
n
s,

o
n
e

ca
rr

y
in

g
th

e
ca

n
d
id

a
te
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e
re

ce
ip

t.
T

h
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b
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b
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b
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b
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p
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d
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b
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h
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b
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p
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p
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d
ep

en
d
en

t
a
u
d
it
in

g
a
u
th

o
ri

ti
es

to
p
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p
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b
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p
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b
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p
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h
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p
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h
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p
li
ci

ty
o
f
p
re

se
n
ta

ti
o
n

w
e

o
u
tl

in
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p
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p
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p
le

T
h
e

sc
h
em

e
is

b
es

t
in

tr
o
d
u
ce

d
b
y

w
ay

o
f
a

si
m

p
le

ex
a
m

p
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p
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p
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h
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p
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p
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ra
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d
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c
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er

e
a
re

fo
u
r

ca
n
d
id

a
te

s
a
n
d

th
es

e
a
re

g
iv

en
a

b
a
se

o
rd

er
in

g
:

A
n
a
rc

h
is

t
A

lc
h
em

is
t

N
ih

il
is

t
B

u
d
d
h
is

t

254



S
in

ce
w

e
a
re

co
n
si

d
er
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is
ex

a
m

p
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p
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f
th
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f
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h
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p
re

se
n
ta

ti
o
n

is
p
u
re

ly
fo

r
th

e
m

a
ch

in
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h
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h
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h
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em
is

to
p
ro

ce
ss

a
v
o
te

fo
r

N
ih

il
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t.
T

h
is
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o
u
ld

b
e

re
p
re

se
n
te

d
b
y

a
m

a
rk

in
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e
N

ih
il
is

t
b
ox

:

B
u
d
d
h
is

t
A

n
a
rc

h
is

t
A

lc
h
em

is
t

N
ih

il
is

t
X

Q
q
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r
3
c

O
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ce

th
e

v
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te
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e
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a
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e
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n
d
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g
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h
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d

d
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,
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le
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a
b
a
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o
t

re
ce

ip
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f

th
e

fo
rm

:

X
Q
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r
3
c
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u
ch
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g
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h
a
n
d
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ri
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s
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g
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e

p
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X
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va
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b
al

lo
t

re
ce

ip
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.
T

h
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n
ow
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th
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g
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ev
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p
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m
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n

th
e
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ri
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e
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si
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e

X
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s
a

n
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r

3
)

a
n
d

th
e
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e
o
f
th

e
o
n
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th
e
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ll
er
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T

h
e

te
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er
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u
se
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r
se

cr
et

k
ey

s
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p
er
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rm
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e

d
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p
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d
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o
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n
d
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g
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b
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ce
ss

y
ie
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t
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e
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e
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e
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v
o
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)

w
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h
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e

a
p
p
ro

p
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a
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o
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se

t
re

m
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g
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n
d
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a
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=
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N
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h
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n
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h
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B
u
d
d
h
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B
u
d
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h
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X
T
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Q
q
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L
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R
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p
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R
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P
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v
o
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il
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T

h
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p
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b
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h
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h
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ra
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b
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h
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h
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h
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h
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d
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p
in
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b
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b
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b
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.
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b
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b
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f
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h
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h
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h
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d
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d
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e

d
ev
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e
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re
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a
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e
b
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b
o
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b
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b
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p
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co
rr

ec
tl

y
en

te
re

d
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d
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b
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b
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p
te

d
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p
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m
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s
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n
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e
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t

d
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n
k

h
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p
u
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p
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c
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g
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a
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d
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e
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n
n
o
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d
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y
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if
y
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t
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v
ot

e
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b
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p
te

d
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e
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n
b
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a

h
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o
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n
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,
w

h
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h
p
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v
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A

n
n
e

w
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h
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e
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u
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n
ce

th
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l
b
e
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p
te

d
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O
b
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rv
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t

A
n
n
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s
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t
a
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n
e

d
o
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n
o
t
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v
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l
w

h
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h
w
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e
v
o
te

d
.

U
n
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th

e
te

ll
er

s
a
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in
v
o
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ed
,
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ca
n

o
n
ly

b
e

d
et

er
m

in
ed

if
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e
le

ft
h
a
n
d
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ri

p
(n

ow
d
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ed
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th
a
t
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s
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e
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n
d
id

a
te

o
rd

er
in

g
,
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a
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g
n
ed

a
g
a
in
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.

O
n
ly
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e
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o
f
th

e
te

ll
er

s,
a
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g

in
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n
so

rt
,
u
si

n
g

th
ei

r
co

ll
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ti
o
n

o
f
se
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et

k
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s
a
re

a
b
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to
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tr
a
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e

se
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in
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a
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o
n

a
n
d
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n
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e
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n
d
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a
te

o
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g
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r
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a
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b
a
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o
t
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rm
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5
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n
s
t
r
u
c
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o
f
t
h
e

B
a
ll
o
t

F
o
r
m

s

T
h
e

a
b
ov

e
d
es

cr
ip

ti
o
n

sh
o
u
ld

h
av

e
p
ro

v
id

ed
th

e
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a
d
er

w
it
h

th
e

k
ey
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it
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n
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W
e

n
ow

g
iv

e
so

m
e

o
f
th

e
m

a
th

em
a
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l
d
et

a
il
s.

5
.
1

C
o
n
s
t
r
u
c
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o
n

o
f
t
h
e

C
r
y
p
t
o
g
r
a
p
h
i
c

S
e
e
d
s

a
n
d

O
ff
s
e
t
s

F
o
r
ea
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b
a
ll
o
t
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rm
,
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e
a
u
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o
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w

il
l
g
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a
te

a
u
n
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u
e,
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n
d
o
m
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.
S
u
p
p
o
se

th
a
t

th
er

e
a
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k
te

ll
er

s
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u
m

b
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ed
0
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k
−

1
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th
en

th
is

se
ed

w
il
l
b
e

m
a
d
e

u
p

o
f

a
se

q
u
en
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o
f
2
k

va
lu

es
th

a
t

w
e

w
il
l
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ll
th

e
g
er

m
s:

s
e
e
d
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g
0
,
g
1
,
g
2
.
.
.
g
2
k
−

1

E
a
ch

o
f

th
es

e
g
er

m
s

sh
o
u
ld

b
e

d
ra

w
n
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o
m
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m

e
m

o
d
es

t
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fi
el

d
,
p
er

h
a
p
s

2
3
2
.
T

h
u
s,
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r
k

=
3
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th
e

se
ed

va
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w

il
l
th

en
ra

n
ge

ov
er

2
1
9
2
.
T

h
es

e
n
u
m

b
er

s
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n
b
e

a
d
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st
ed

to
a
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v
e

w
h
a
te

v
er
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y
p
to

g
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p
h
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re

n
g
th
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re

q
u
ir

ed
.

T
h
e

o
ff
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t
fo

r
th

e
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n
d
id
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e

li
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is
n
ow
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u
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te
d

fr
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e
g
er

m
va
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es

a
s
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ll
ow

s.
F
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a

p
u
b
li
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y
k
n
ow

n
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y
p
to

g
ra

p
h
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h
a
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fu
n
ct
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n
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a
p
p
li
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to
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o
f
th

e
g
er

m
s

a
n
d

th
e

re
su

lt
ta

k
en

m
o
d
u
lo

v
,
w

h
er

e
v

is
th

e
si

ze
o
f
th

e
ca

n
d
id

a
te

li
st

:

d
i
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h
a
s
h
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i
)
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o
d

v
)

i
=

0
,
1
,
2
,
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..
.,

2
k
−

1

T
h
e
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o
ff
se

t
θ

th
a
t

w
il
l
b
e

a
p
p
li
ed

to
th

e
ca

n
d
id

a
te

li
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o
n
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is
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rm

is
n
ow
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m

p
u
te

d
a
s
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e
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o
d

v
)
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m

o
f
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e

va
lu

es
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g
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g
1

g
2

g
2
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−

2
g
2
k
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P
K

T
0

P
K

T
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P
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T
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P
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P
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2
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2
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3
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D
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.
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n
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(∑
2
k
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i
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0
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i
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n
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h
e
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te
a
u
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e
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er
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p
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n
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r
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ll
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p
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s
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o
C
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a
u
m
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a
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a
cc
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h
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/
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u
b
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c

k
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p
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l
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u
b
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i
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P
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n
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b
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y
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b
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b
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P
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P
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P
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P
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P
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tr

o
d
u
ce

a
li
tt

le
m

o
re

n
o
ta

ti
o
n

to
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f
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e
o
n
io

n
s.

D
0

is
a

ra
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u
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b
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P
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−
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h
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b
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p
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.
T

h
e

p
u
rp

o
se

o
f
u
si

n
g

th
e

h
a
sh

o
f
th

e
g
er

m
va

lu
es

b
u
ri

ed
in

th
e

o
n
io

n
la

y
er

s
to

tr
a
n
sf

o
rm

th
e

r
va

lu
es

is
to

fo
il

g
u
es

si
n
g

a
tt

a
ck

s
o
n

th
e

m
ix

es
.

W
it
h
o
u
t

th
es

e
h
a
sh

es
it

w
o
u
ld

b
e

p
o
ss

ib
le

to
g
u
es

s
li
n
k
s

th
ro

u
g
h

th
e

m
ix

es
a
n
d

ch
ec

k
th

e
g
u
es

s
b
y

p
er

fo
rm

in
g

th
e

a
p
p
ro

p
ri

a
te

co
m

p
u
ta

ti
o
n
s

(w
it
h

th
e

k
n
ow

le
d
g
e

o
f

th
e

te
ll
er

s’
p
u
b
li
c

k
ey

s)
.
W

it
h

th
e

h
a
sh

fu
n
ct

io
n
s,

th
es

e
ch

ec
k
s
w

o
u
ld

re
q
u
ir

e
th

e
co

m
p
u
ta

ti
o
n

o
f
p
re

-i
m

a
g
es

o
f
th

e
h
a
sh

es
,
th

u
s
re

n
d
er

in
g

su
ch

a
tt

a
ck

s
in

tr
a
ct

a
b
le

.

T
e
ll
e
r
1

T
e
ll
e
r
2

T
e
ll
e
r
0

v
o
te

s
ba

ll
o
ts

F
ig

.
6
.
In

fo
rm

a
ti
o
n

p
o
st

ed
b
y

th
e

se
q
u
en

ce
o
f
th

re
e

te
ll
er

s

W
e

w
il
l

se
e

la
te

r
th

a
t,

fo
r

a
u
d
it
ed

li
n
k
s

th
e

te
ll
er

s
a
re

re
q
u
ir

ed
to

re
v
ea

l
n
o
t

o
n
ly

th
e

li
n
k

b
u
t

a
ls

o
th

e
a
ss

o
ci

a
te

d
g
er

m
.
T

h
e

co
m

p
u
ta

ti
o
n
s

p
er

fo
rm

ed
b
y

th
e

a
u
d
it
o
rs

a
re

th
u
s

p
er

fe
ct

ly
tr

ac
ta

b
le

.
A

ss
u
m

in
g

th
a
t

a
ll

th
e

te
ll
er

s
p
er

fo
rm

th
ei

r
tr

a
n
sf

o
rm

a
ti
o
n
s

co
rr

ec
tl
y,

th
er

e
w

il
l
b
e

a
o
n
e-

to
-o

n
e

co
rr

es
p
o
n
d
en

ce
b
et

w
ee

n
th

e
el

em
en

ts
o
f

ea
ch

co
lu

m
n

a
n
d

th
e

n
ex

t.
T

h
e

ex
ac

t
co

rr
es

p
on

d
en

ce
,

n
am

el
y

w
h
ic

h
(r

,
D

)
p
a
ir

in
o
n
e

co
lu

m
n

co
rr

es
p
o
n
d
s
to

w
h
ic

h
p
a
ir

in
th

e
n
ex

t
co

lu
m

n
,
w

il
l
b
e

h
id

d
en

a
n
d

k
n
ow

n
o
n
ly

to
th

e
te

ll
er

w
h
o

p
er

fo
rm

ed
th

e
tr

a
n
sf

o
rm

a
ti
o
n

b
et

w
ee

n
th

o
se

co
lu

m
n
s.

T
h
u
s,

th
e

re
ce

ip
ts

w
il
l
h
av

e
u
n
d
er

g
o
n
e

m
u
lt

ip
le

,
se

cr
et

sh
u
ffl

es
b
et

w
ee

n
th

e
fi
rs

t
co

lu
m

n
a
s

p
o
st

ed
b
y

th
e

v
ot

in
g

d
ev

ic
es

an
d

th
e

fi
n
a
l
d
ec

ry
p
te

d
co

lu
m

n
.
T

h
is

en
su

re
s

th
a
t

n
o

v
o
te

r
ca

n
b
e

li
n
k
ed

to
h
er

v
o
te

,
so

en
su

ri
n
g

b
a
ll
o
t

se
cr

ec
y.

T
h
e

fa
ct

th
a
t

se
v
er

a
l
te

ll
er

s
a
re

u
se

d
g
iv

es
se

v
er

a
l
la

y
er

s
o
f
d
ef

en
ce

w
it

h
re

-
sp

ec
t
to

v
o
te

r
p
ri

va
cy

:
ev

en
if

se
v
er

a
l
o
f
th

e
te

ll
er

s,
b
u
t
n
o
t
a
ll
,
a
re

co
m

p
ro

m
is

ed
,

th
e

li
n
ka

g
e

o
f
a

v
o
te

r
w

it
h

h
er

v
o
te

w
il
l
re

m
a
in

se
cr

et
.

T
h
e

d
ec

ry
p
te

d
v
o
te

s
a
re

p
o
st

ed
in

th
e

fi
n
a
l
co

lu
m

n
so

th
e

ov
er

a
ll

co
u
n
t

ca
n

b
e

v
er

ifi
ed

b
y

a
n
y
o
n
e.

7
A

u
d
it

in
g

t
h
e

P
r
o
c
e
s
s

T
h
e

d
es

cr
ip

ti
o
n

so
fa

r
h
a
s

a
ss

u
m

ed
th

a
t

a
ll

th
e

st
ep

s
o
f
th

e
v
o
te

ca
st

in
g
,
re

co
rd

-
in

g
a
n
d

co
u
n
ti
n
g

a
re

p
er

fo
rm

ed
co

rr
ec

tl
y,

to
sp

ec
ifi

ca
ti

o
n
.
In

fa
ct

,
w

e
w

a
n
t

to
av

o
id

h
av

in
g

to
p
la

ce
su

ch
tr

u
st

in
th

e
co

m
p
on

en
ts

of
th

e
sc

h
em

e:
th

e
a
u
th

or
it
y

th
a
t
g
en

er
a
te

s
th

e
b
a
ll
o
t
fo

rm
s,

th
e

d
ev

ic
e

th
a
t
re

co
rd

s
a
n
d

tr
a
n
sm

it
s
th

e
re

ce
ip

t
va

lu
es

a
n
d

th
e

te
ll
er

s
th

a
t

p
er

fo
rm

th
e

m
ix

es
a
n
d

d
ec

ry
p
ti
o
n
s.

In
th

is
se

ct
io

n
w

e
id

en
ti
fy

th
e

fa
il
u
re

m
o
d
es

a
n
d

co
rr

es
p
o
n
d
in

g
co

u
n
te

r-
m

ea
su

re
s.

W
e

a
ss

u
m

e
fo

r
th

e
p
u
rp

o
se

s
o
f
th

is
p
a
p
er

th
a
t

m
ea

su
re

s
a
re

ta
k
en

to
p
re

v
en

t
fa

il
u
re

s
o
f
th

e
su

rr
o
u
n
d
in

g
sy

st
em

,
fo

r
ex

a
m

p
le

,
in

th
e

m
a
in

te
n
a
n
ce

o
f
th

e
el

ec
-

to
ra

l
ro

le
,
v
o
te

r
a
u
th

en
ti
ca

ti
o
n

et
c.

H
er

e
w

e
co

n
ce

n
tr

a
te

o
n

th
e

fa
il
u
re

m
o
d
es

o
f

th
e

cr
y
p
to

g
ra

p
h
ic

co
re

o
f
th

e
sc

h
em

e.
W

it
h

re
sp

ec
t

to
th

e
a
cc

u
ra

cy
re

q
u
ir

em
en

t
th

er
e

a
re

th
re

e
fa

il
u
re

m
o
d
es

o
f
th

e
te

ch
n
ic

a
l
co

re
o
f
th

e
sc

h
em

e:

–
In

co
rr

ec
tl
y

co
n
st

ru
ct

ed
b
a
ll
o
t

fo
rm

s,
i.
e.

,
fo

rm
s

fo
r

w
h
ic

h
th

e
cr

y
p
to

g
ra

p
h
ic

se
ed

in
fo

rm
a
ti
o
n

b
u
ri

ed
in

th
e

o
n
io

n
d
o
es

n
o
t

co
rr

es
p
o
n
d

to
th

e
ca

n
d
id

a
te

o
rd

er
p
ri

n
te

d
o
n

th
e

fo
rm

.
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–
In

co
rr

ec
t

re
co

rd
in

g
o
f
th

e
va

lu
es

o
n

th
e

re
ce

ip
ts

a
n
d
/
or

tr
a
n
sm

is
si

o
n

to
th

e
B

u
ll
et

in
B

o
a
rd

fo
r

ta
b
u
la

ti
o
n
.

–
E

rr
o
rs

o
r
co

rr
u
p
ti
o
n

in
th

e
tr

a
n
sf

o
rm

a
ti
o
n
s
b
y

th
e

te
ll
er

s
o
n

th
e

b
a
ll
o
t
p
a
ir

s.

A
n
y

o
f

th
e

fa
il
u
re

m
o
d
es

co
u
ld

le
a
d

to
v
o
te

va
lu

es
b
ei

n
g

in
co

rr
ec

tl
y

d
e-

cr
y
p
te

d
,

i.
e.

,
re

su
lt
in

g
in

d
ec

ry
p
te

d
v
o
te

va
lu

es
d
iff

er
en

t
fr

o
m

th
o
se

in
te

n
d
ed

b
y

th
e

v
o
te

rs
.
W

e
n
ow

d
et

a
il

th
e

ch
ec

k
in

g
p
ro

ce
ss

es
th

a
t

a
re

em
p
lo

y
ed

to
d
e-

te
ct

,
w

it
h

h
ig

h
p
ro

b
a
b
il
it
y,

a
n
y

su
ch

fa
il
u
re

s.
W

e
st

a
rt

w
it
h

ro
le

o
f
th

e
a
u
th

o
ri

ty
ta

sk
ed

w
it
h

g
en

er
a
ti
n
g

th
e

b
a
ll
o
t

fo
rm

s.

7
.
1

C
h
e
c
k
i
n
g

o
n

t
h
e

a
u
t
h
o
r
i
t
y

S
u
p
p
o
se

th
a
t

a
su

it
a
b
le

a
u
th

o
ri

ty
h
a
s

g
en

er
a
te

d
a
n
d

d
is

tr
ib

u
te

d
a

la
rg

e
n
u
m

b
er

o
f

p
ri

n
te

d
b
a
ll
o
t

fo
rm

s
to

th
e

p
o
ll
in

g
st

a
ti
o
n
s.

In
d
ep

en
d
en

t
a
u
d
it
o
rs

w
il
l

b
e

a
p
p
o
in

te
d

w
h
o
se

ta
sk

is
to

su
b
je

ct
a

ra
n
d
o
m

sa
m

p
li
n
g

o
f
th

es
e

b
a
ll
o
ts

to
w

el
l-

fo
rm

ed
n
es

s
ch

ec
k
s.

T
h
es

e
ch

ec
k
s

a
re

d
es

ig
n
ed

to
es

ta
b
li
sh

th
a
t

th
e

se
ed

s
b
u
ri

ed
cr

y
p
to

g
ra

p
h
ic

a
ll
y

in
th

e
o
n
io

n
s

co
rr

ec
tl
y

co
rr

es
p
o
n
d

to
th

e
ca

n
d
id

a
te

li
st

th
a
t

a
p
p
ea

rs
o
n

th
e

fo
rm

,
g
iv

en
th

e
d
ec

la
re

d
p
u
b
li
c

k
ey

s
o
f
th

e
te

ll
er

s.
T

h
e

a
u
d
it
o
rs

m
ig

h
t
a
ls

o
b
e

ta
sk

ed
w

it
h

ch
ec

k
in

g
th

e
q
u
a
li
ty

o
f
th

e
en

tr
o
p
y

u
se

d
in

th
e

cr
ea

ti
o
n

o
f
th

e
b
a
ll
o
t

fo
rm

s.
F
u
rt

h
er

ra
n
d
o
m

a
u
d
it
s

co
u
ld

a
ls

o
b
e

p
er

fo
rm

ed
d
u
ri

n
g

th
e

el
ec

ti
o
n
.
In

d
ee

d
,

o
n
ce

th
e

el
ec

ti
o
n

h
a
s

cl
o
se

d
,
le

ft
-o

v
er

fo
rm

s
co

u
ld

a
ls

o
b
e

ro
u
ti
n
el

y
a
u
d
it
ed

a
s

w
el

l. In
a
d
d
it
io

n
to

th
e

ch
ec

k
s

p
er

fo
rm

ed
b
y

th
e

a
u
d
it
o
rs

,
m

ec
h
a
n
is

m
s

ca
n

a
ls

o
b
e

p
ro

v
id

ed
to

en
a
b
le

th
e

v
o
te

rs
to

p
er

fo
rm

ch
ec

k
s

o
n

th
e

in
te

g
ri

ty
o
f
th

e
b
a
ll
o
t

fo
rm

s
o
f
th

ei
r

ow
n
,
a
s

d
et

a
il
ed

sh
o
rt

ly
.
T

h
u
s,

th
e

v
o
te

rs
a
re

em
p
ow

er
ed

to
co

n
-

tr
ib

u
te

to
th

e
v
er

ifi
ca

ti
o
n

o
f

th
e

el
ec

ti
o
n
.
F
ir

st
w

e
d
es

cr
ib

e
th

e
a
u
d
it
o
r

ch
ec

k
s,

th
en

w
e

d
es

cr
ib

e
th

o
se

th
a
t

co
u
ld

b
e

m
a
d
e

av
a
il
a
b
le

to
th

e
v
o
te

rs
.

A
u
d
i
t
i
n
g

t
h
e

B
a
l
l
o
t

F
o
r
m

s
A

se
t

o
f

in
d
ep

en
d
en

t
a
u
d
it
in

g
a
u
th

o
ri

ti
es

a
re

a
p
p
o
in

te
d
.
T

h
es

e
sh

o
u
ld

b
e

ch
o
se

n
in

su
ch

a
w

ay
a
s

to
m

in
im

is
e

th
e

ch
a
n
ce

o
f

co
ll
u
si

o
n
.

T
h
ey

m
ig

h
t,

fo
r

ex
a
m

p
le

,
b
e

d
ra

w
n

fr
o
m

ci
v
il

li
b
er

ti
es

g
ro

u
p
s,

th
e

p
o
li
ti
ca

l
p
a
rt

ie
s

et
c.

E
a
ch

w
o
u
ld

b
e

in
v
it
ed

to
m

a
k
e

a
ra

n
d
o
m

sa
m

p
li
n
g

o
f,

sa
y,

5
%

o
f
th

e
b
a
ll
o
t

fo
rm

s
g
en

er
a
te

d
b
y

th
e

a
u
th

o
ri

ty
.

T
o

ch
ec

k
th

e
co

n
st

ru
ct

io
n

o
f

th
e

fo
rm

s,
so

m
e

a
cc

es
s

to
th

e
cr

y
p
to

g
ra

p
h
ic

se
ed

s
is

re
q
u
ir

ed
.
T

h
is

co
u
ld

b
e

a
ch

ie
v
ed

b
y

re
q
u
ir

in
g

th
e

a
u
th

o
ri

ty
to

st
o
re

th
e

se
ed

s
a
lo

n
g

w
it
h

th
ei

r
a
ss

o
ci

a
ti
o
n

w
it
h

th
e

o
n
io

n
va

lu
es

o
n

th
e

fo
rm

s.
H

ow
ev

er
,

th
e

st
o
ri

n
g

a
n
d

se
le

ct
iv

e
re

le
a
se

o
f

su
ch

cr
y
p
to

m
a
te

ri
a
l

is
p
o
te

n
ti
a
ll
y

ra
th

er
d
el

ic
a
te

a
n
d

fr
a
g
il
e.

A
n
ov

el
a
n
d

m
o
re

el
eg

a
n
t

a
n
d

ro
b
u
st

a
p
p
ro

a
ch

is
to

u
se

th
e

te
ll
er

s
to

st
ri

p
o
ff

th
e

la
y
er

s
o
f
en

cr
y
p
ti
o
n

fo
r

fo
rm

s
se

le
ct

ed
fo

r
a
u
d
it

a
n
d

re
ve

a
l

th
e

se
ed

m
a
te

ri
a
l.

O
n
ce

th
e

se
ed

m
a
te

ri
a
l
fo

r
a

b
a
ll
o
t

fo
rm

se
le

ct
ed

fo
r

a
u
d
it

h
a
s

b
ee

n
re

v
ea

le
d
,

th
e

fo
rm

’s
in

te
g
ri

ty
ca

n
b
e

v
er

ifi
ed

b
y

re
co

m
p
u
ti
n
g

th
e

o
ff
se

t
a
n
d

o
n
io

n
va

lu
e.

If
th

es
e

m
a
tc

h
th

o
se

p
ri

n
te

d
o
n

th
e

fo
rm

th
en

it
is

sa
fe

to
co

n
cl

u
d
e

th
a
t

th
e

fo
rm

w
a
s

in
d
ee

d
co

rr
ec

tl
y

co
n
st

ru
ct

ed
.
N

o
te

th
a
t

th
es

e
ca

lc
u
la

ti
o
n
s
ca

n
b
e

p
er

fo
rm

ed

a
n
d

v
er

ifi
ed

b
y

a
n
y
o
n
e,

si
n
ce

th
e

p
u
b
li
c

k
ey

s
o
f
th

e
te

ll
er

s
a
n
d

th
e

cr
y
p
to

h
a
sh

fu
n
ct

io
n
s

a
re

a
ll

p
u
b
li
c

k
n
ow

le
d
g
e,

M
o
re

p
re

ci
se

ly
,
to

ch
ec

k
a

b
a
ll
o
t

fo
rm

,
th

e
fo

ll
ow

in
g

a
ct

io
n
s

a
re

p
er

fo
rm

ed
:

–
th

e
a
u
d
it
o
r

se
n
d
s

a
d
ig

it
a
l
co

p
y

o
f
th

e
o
n
io

n
o
n

th
e

fo
rm

to
th

e
te

ll
er

s.
–

th
e

te
ll
er

s
st

ri
p

o
ff

th
e

la
y
er

s
o
f
en

cr
y
p
ti
o
n

u
si

n
g

th
ei

r
p
ri

va
te

k
ey

s
to

re
v
ea

l
th

e
g
er

m
s.

–
th

e
se

q
u
en

ce
o
f
g
er

m
va

lu
es

a
re

re
tu

rn
ed

to
th

e
a
u
d
it
o
r.

–
g
iv

en
th

e
g
er

m
va

lu
es

,
a
n
d

k
n
ow

in
g

th
e

p
u
b
li
c

k
ey

s
o
f
th

e
te

ll
er

s,
th

e
a
u
d
it
o
rs

a
re

a
b
le

to
re

co
n
st

ru
ct

th
e

va
lu

e
o
f
th

e
o
n
io

n
a
n
d

ca
n

ch
ec

k
th

a
t

th
is

a
g
re

es
w

it
h

th
e

va
lu

e
p
ri

n
te

d
o
n

th
e

fo
rm

.
–

th
ey

n
ow

re
co

m
p
u
te

th
e

o
ff
se

t
va

lu
e

a
s

th
e

(m
o
d

v
)

su
m

o
f

th
e

h
a
sh

es
o
f

th
e

g
er

m
s.

–
th

ey
ca

n
n
ow

ch
ec

k
th

a
t

th
e

o
ff
se

t
a
p
p
li
ed

to
th

e
ca

n
d
id

a
te

li
st

sh
ow

n
o
n

th
e

fo
rm

a
g
re

es
w

it
h

th
e

va
lu

e
o
b
ta

in
ed

a
b
ov

e.

If
th

es
e

ch
ec

k
s

a
re

su
cc

es
sf

u
l,

it
is

sa
fe

to
co

n
cl

u
d
e

th
a
t

th
e

b
a
ll
o
t

fo
rm

in
q
u
es

ti
o
n

w
a
s
co

rr
ec

tl
y

co
n
st

ru
ct

ed
.
C

h
ec

k
ed

b
a
ll
o
t
fo

rm
s,

fo
r

w
h
ic

h
th

e
se

ed
h
a
s

b
ee

n
re

v
ea

le
d
,
a
re

th
en

d
is

ca
rd

ed
.
If

a
ra

n
d
o
m

sa
m

p
li
n
g

o
f
a

si
g
n
ifi

ca
n
t

p
ro

p
o
r-

ti
o
n

o
f
fo

rm
s

a
ll

p
a
ss

th
e

ch
ec

k
s,

th
en

it
is

sa
fe

to
co

n
cl

u
d
e

th
a
t
a
ll

th
e

fo
rm

s
a
re

co
rr

ec
tl
y

fo
rm

ed
.
T

h
e

st
a
ti
st

ic
a
l
ca

lc
u
la

ti
o
n
s

o
f
th

e
le

v
el

s
o
f
co

n
fi
d
en

ce
a
ff
o
rd

ed
b
y

su
ch

ra
n
d
o
m

sa
m

p
li
n
g

a
re

st
ra

ig
h
tf

o
rw

a
rd

a
n
d
,
o
f
co

u
rs

e,
th

e
sa

m
p
li
n
g

ra
te

s
ca

n
b
e

a
d
ju

st
ed

to
a
ch

ie
v
e

w
h
a
te

v
er

co
n
fi
d
en

ce
le

v
el

s
a
re

re
q
u
ir

ed
.

N
o
te

fu
rt

h
er

,
th

a
t

th
e

a
lg

o
ri

th
m

s
fo

r
th

es
e

ch
ec

k
s

a
re

p
u
b
li
cl

y
k
n
ow

n
,
so

in
p
ri

n
ci

p
le

,
a
n
y
o
n
e

co
u
ld

co
n
st

ru
ct

su
ch

a
ch

ec
k
er

a
n
d

m
a
k
e

it
fr

ee
ly

av
a
il
a
b
le

.
S
im

il
a
rl

y
a
n
y
o
n
e

co
u
ld

ex
a
m

in
e

su
ch

a
ch

ec
k
er

to
es

ta
b
li
sh

th
a
t

it
w

a
s

p
er

fo
rm

-
in

g
co

rr
ec

tl
y.

N
o
te

a
ls

o
th

a
t
a
n
y

in
te

re
st

ed
p
a
rt

y
co

u
ld

v
o
lu

n
te

er
to

p
er

fo
rm

so
m

e
o
f

th
e

a
u
d
it
in

g
.

T
h
u
s,

fo
r

ex
a
m

p
le

,
th

e
E

le
ct

o
ra

l
R

ef
o
rm

S
o
ci

et
y

co
u
ld

a
ct

a
s

a
u
d
it
o
rs

.
R

ep
re

se
n
ta

ti
v
es

o
f
th

e
p
o
li
ti
ca

l
p
a
rt

ie
s

co
u
ld

a
ct

a
s

a
u
d
it
o
rs

.
F
u
rt

h
er

-
m

o
re

,
a
n
y

re
su

lt
s

p
ro

d
u
ce

d
b
y

a
n

a
u
d
it
o
r

ca
n

b
e

d
o
u
b
le

ch
ec

k
ed

b
y

in
d
ep

en
d
en

t
p
a
rt

ie
s.

V
o
t
e
r

C
h
e
c
k
s

o
n

B
a
l
l
o
t

F
o
r
m

I
n
t
e
g
r
i
t
y

In
a
d
d
it
io

n
to

th
e

in
te

g
ri

ty
ch

ec
k
s

p
er

fo
rm

ed
b
y

th
e

a
u
d
it
o
rs

d
es

cr
ib

ed
a
b
ov

e,
th

e
sc

h
em

e
a
ls

o
a
ll
ow

s
fo

r
ch

ec
k
s

o
n

b
a
ll
o
t

fo
rm

in
te

g
ri

ty
to

b
e

p
er

fo
rm

ed
b
y

th
e

v
o
te

rs
th

em
se

lv
es

.
T

h
is

em
p
ow

er
s

th
e

v
o
te

rs
to

co
n
tr

ib
u
te

to
th

e
d
ep

en
d
a
b
il
it
y

o
f
th

e
el

ec
ti
o
n

o
u
tc

o
m

e,
a

so
rt

o
f

d
ep

en
d
a
b
il
it
y

fo
r

th
e

p
eo

p
le

,
b
y

th
e

p
eo

p
le

!.
T

h
e

te
ch

n
iq

u
e

o
f
u
si

n
g

th
e

te
ll
er

s
a
s

a
n

o
ra

cl
e

d
u
ri

n
g

th
e

v
o
ti

n
g

p
h
a
se

su
g
-

g
es

ts
a

n
u
m

b
er

o
f
a
lt
er

n
a
ti
v
e

m
o
d
es

fo
r
ch

ec
k
in

g
th

e
in

te
g
ri

ty
o
f
th

e
b
a
ll
o
t
fo

rm
s.

T
h
es

e
d
o

n
o
t

in
v
o
lv

e
th

e
re

v
ea

li
n
g

o
f
th

e
se

ed
in

fo
rm

a
ti
o
n
.

1
.

S
in

g
le

d
u
m

m
y

v
o
te

.
2
.

M
u
lt
ip

le
o
r

ra
n
k
ed

d
u
m

m
y

v
o
te

.
3
.

G
iv

en
th

e
o
n
io

n
va

lu
e,

th
e

te
ll
er

s
re

tu
rn

th
e

ca
n
d
id

a
te

o
rd

er
in

g
.

In
th

e
fi
rs

t,
th

e
v
o
te

r
w

o
u
ld

ca
st

a
d
u
m

m
y

v
o
te

in
ex

a
ct

ly
th

e
sa

m
e

w
ay

th
a
t

sh
e

w
il
l
la

te
r

ca
st

h
er

re
a
l
v
o
te

in
th

e
b
o
o
th

,
ex

ce
p
t

th
a
t

in
th

is
ca

se
th

e
d
u
m

m
y

259



v
o
te

w
o
u
ld

p
ro

b
a
b
ly

b
e

ca
st

in
th

e
p
re

se
n
ce

o
f
v
o
ti
n
g

o
ffi

ci
a
ls

.
T

h
u
s,

sh
e

co
u
ld

p
u
t

a
cr

o
ss

a
g
a
in

st
a

ra
n
d
o
m

se
le

ct
io

n
a
n
d

se
n
d

th
e

re
ce

ip
t

o
ff

to
th

e
te

ll
er

s.
T

h
ey

w
o
u
ld

d
ec

ry
p
t
th

e
o
n
io

n
a
n
d

re
tu

rn
w

h
at

th
ey

b
el

ie
v
e

w
a
s
th

e
v
o
te

ca
st

.
If

th
e

o
n
io

n
w

a
s
co

rr
ec

tl
y

co
n
st

ru
ct

ed
,
th

is
sh

o
u
ld

o
f
co

u
rs

e
ag

re
e

w
it
h

th
e

d
u
m

m
y

v
o
te

se
le

ct
ed

.

T
h
is

h
a
s

in
te

re
st

in
g

p
sy

ch
o
lo

g
ic

a
l
im

p
li
ca

ti
o
n
s:

a
ss

u
m

in
g

th
a
t

th
e

ch
ec

k
su

c-
ce

ed
s,

it
sh

ou
ld

p
ro

v
id

e
th

e
v
o
te

r
w

it
h

so
m

e
a
ss

u
ra

n
ce

th
a
t

w
h
en

sh
e

co
m

es
to

ca
st

h
er

re
a
l
v
o
te

,
it

w
il
l
a
ls

o
b
e

co
rr

ec
tl
y

co
u
n
te

d
.
O

n
th

e
o
th

er
h
a
n
d

it
m

ig
h
t

u
n
d
er

m
in

e
h
er

co
n
fi
d
en

ce
th

a
t

th
e

se
cr

ec
y

o
f
h
er

v
o
te

w
il
l
b
e

a
ss

u
re

d
.

S
u
ch

a
si

n
g
le

d
u
m

m
y

v
o
te

p
ro

v
id

es
a

ra
th

er
w

ea
k

ch
ec

k
o
n

th
e

b
a
ll
o
t

fo
rm

co
n
st

ru
ct

io
n
,
p
ro

b
in

g
o
n
ly

p
a
rt

o
f
th

e
co

n
st

ru
ct

io
n
.
T

h
e

se
co

n
d

m
o
d
e

se
ek

s
to

re
ct

if
y

th
is

:
b
y

al
lo

w
in

g
th

e
v
o
te

r
to

ca
st

se
v
er

a
l
d
u
m

m
y

v
o
te

s,
ei

th
er

in
se

ri
es

o
r

in
p
a
ra

ll
el

b
y

m
a
k
in

g
a

ra
n
k
in

g
se

le
ct

io
n
.
In

th
e

la
tt

er
ca

se
,
gi

v
en

th
e

re
ce

ip
t,

th
e

te
ll
er

s
sh

o
u
ld

re
tu

rn
w

h
a
t

th
ey

b
el

ie
v
e

to
b
e

th
e

ca
n
d
id

a
te

ra
n
k
in

g
ch

o
se

n
b
y

th
e

v
o
te

r.
T

h
is

p
ro

v
id

es
a

m
o
re

co
m

p
le

te
ch

ec
k

o
n

th
e

co
n
st

ru
ct

io
n

o
f

th
e

b
a
ll
o
t
fo

rm
.
B

o
th

o
f
th

es
e

su
ff
er

th
e

d
ra

w
b
a
ck

th
a
t
th

e
v
o
te

r
is

ex
p
ec

te
d

to
m

a
k
e

ra
n
d
o
m

ch
o
ic

es
in

th
e

p
re

se
n
ce

o
f
o
ffi

ci
a
ls

.

T
h
e

th
ir

d
m

o
d
e

is
p
er

h
a
p
s
th

e
m

o
st

sa
ti
sf

a
ct

o
ry

.
It

p
ro

v
id

es
a

co
m

p
le

te
ch

ec
k

o
n

th
e

b
a
ll
o
t
fo

rm
b
u
t
d
o
es

n
o
t
re

q
u
ir

e
th

e
v
o
te

r
to

m
a
k
e

a
n
y

ra
n
d
o
m

se
le

ct
io

n
s.

H
er

e,
g
iv

en
o
n
ly

th
e

o
n
io

n
va

lu
e,

th
e

te
ll
er

s
sh

o
u
ld

re
tu

rn
w

h
a
t

th
ey

b
el

ie
v
e

to
b
e

th
e

ca
n
d
id

a
te

o
rd

er
in

g
a
s

sh
ow

n
o
n

th
e

b
a
ll
o
t

fo
rm

.

W
e

n
o
te

th
a
t,

in
co

n
tr

a
st

to
th

e
a
u
d
it
o
r

ch
ec

k
in

g
m

o
d
e,

th
es

e
th

re
e

m
o
d
es

a
re

v
u
ln

er
a
b
le

to
co

ll
u
si

o
n

a
tt

a
ck

s.
If

th
e

a
u
th

o
ri

ty
th

a
t

g
en

er
a
te

d
th

e
fo

rm
s

is
in

co
ll
u
si

o
n

w
it
h

o
n
e

o
f

th
e

te
ll
er

s
th

er
e

is
th

e
p
o
ss

ib
il
it
y

o
f

co
rr

u
p
ti
n
g

fo
rm

s
w

it
h
o
u
t
d
et

ec
ti
o
n

b
y

th
es

e
m

o
d
es

.
F
o
r
ex

a
m

p
le

,
th

e
a
u
th

o
ri

ty
co

u
ld

fl
ip

a
p
a
ir

o
f

ca
n
d
id

a
te

s
o
n

th
e

b
a
ll
o
t

fo
rm

s.
T

h
e

co
ll
u
d
in

g
te

ll
er

p
er

fo
rm

s
th

e
co

rr
es

p
o
n
d
in

g
fl
ip

d
u
ri

n
g

th
e

ch
ec

k
in

g
p
h
a
se

,
b
u
t

n
o
t

d
u
ri

n
g

th
e

ta
ll
y
in

g
p
h
a
se

.

T
h
e

a
u
d
it
o
r
ch

ec
k
in

g
m

o
d
e

is
n
o
t
v
u
ln

er
a
b
le

to
su

ch
co

ll
u
si

o
n
s
a
n
d

so
is

m
o
re

ri
g
o
ro

u
s.

It
th

er
ef

o
re

a
p
p
ea

rs
to

b
e

m
o
re

su
it
a
b
le

fo
r

th
e

a
u
d
it
in

g
a
u
th

o
ri

ti
es

.
It

co
u
ld

a
ls

o
b
e

m
a
d
e

av
a
il
a
b
le

to
v
o
te

rs
,
b
u
t

it
se

em
s

le
ss

in
tu

it
iv

e
an

d
so

p
er

h
ap

s
le

ss
re

a
ss

u
ri

n
g

to
th

e
v
o
te

rs
.
T

h
e

p
sy

ch
o
lo

g
ic

a
l
a
sp

ec
ts

o
f
th

es
e

ch
ec

k
in

g
m

o
d
es

fr
o
m

a
v
o
te

r
p
er

sp
ec

ti
v
e

w
il
l
b
e

in
v
es

ti
g
a
te

d
in

fu
tu

re
w

o
rk

.

T
h
u
s,

a
p
o
ss

ib
le

v
o
ti
n
g

p
ro

ce
d
u
re

m
ig

h
t
b
e

to
a
ll
ow

a
v
o
te

r
w

h
en

sh
e

re
g
is

te
rs

a
t
th

e
p
o
ll
in

g
st

a
ti
o
n

to
se

le
ct

a
p
a
ir

o
f
b
a
ll
o
t
fo

rm
s
a
t
ra

n
d
o
m

a
n
d

n
o
m

in
a
te

o
n
e

fo
r

ch
ec

k
in

g
.
T

h
is

co
u
ld

th
en

b
e

ch
ec

k
ed

in
th

e
p
re

se
n
ce

o
f

o
ffi

ci
a
ls

u
si

n
g
,
sa

y,
th

e
th

ir
d

m
o
d
e

d
es

cr
ib

ed
a
b
ov

e.
A

ss
u
m

in
g

th
a
t

th
e

ch
ec

k
g
o
es

th
ro

u
g
h

o
ka

y,
th

e
ch

ec
k
ed

fo
rm

is
d
is

ca
rd

ed
a
n
d

th
e

v
o
te

r
ca

n
p
ro

ce
ed

to
th

e
b
o
o
th

w
it

h
h
er

“
re

a
l”

b
a
ll
o
t

fo
rm

.
If

a
n
y

ch
ec

k
fa

il
s,

sh
e

sh
o
u
ld

n
o
ti
fy

a
n

o
ffi

ci
a
l

w
h
o

sh
o
u
ld

th
en

in
v
es

ti
g
a
te

a
n
d

d
ia

g
n
o
se

th
e

so
u
rc

e
o
f
th

e
er

ro
r.

W
e

w
il
l
d
is

cu
ss

th
e

er
ro

r
h
a
n
d
li
n
g

a
n
d

re
co

v
er

y
st

ra
te

g
ie

s
la

te
r.

A
s

n
o
te

d
ea

rl
ie

r,
ca

re
h
a
s

to
b
e

ta
k
en

in
a
ss

es
si

n
g

th
e

a
ss

u
ra

n
ce

p
ro

v
id

ed
b
y

th
e

v
o
te

r
ch

ec
k
s

a
s

th
es

e
a
re

v
u
ln

er
a
b
le

to
co

ll
u
si

o
n

a
tt

a
ck

s.
V
a
ri

o
u
s

co
u
n
te

r-
m

ea
su

re
s

co
u
ld

b
e

a
d
o
p
te

d
to

li
m

it
th

e
li
k
el

ih
o
o
d

o
f

su
ch

co
ll
u
si

o
n
s

g
o
in

g
u
n
-

d
et

ec
te

d
.
O

n
e

p
o
ss

ib
il
it
y

is
to

u
se

a
n

l
o
u
t

o
f
k

th
re

sh
o
ld

sc
h
em

e
fo

r
th

e
o
n
io

n
en

cr
y
p
ti

o
n
s.

T
h
e

l
ca

rd
in

a
li
ty

su
b
se

ts
o
f
th

e
k

te
ll
er

s
co

u
ld

th
en

b
e

ch
o
se

n
ra

n
-

d
o
m

ly
fo

r
ea

ch
d
u
m

m
y

v
o
ti
n
g

re
q
u
es

t.
If

th
e

co
ll
u
d
in

g
te

ll
er

s
w

er
e

o
m

it
te

d
w

h
en

a
co

rr
u
p
te

d
d
u
m

m
y

v
o
te

w
a
s

d
ec

ry
p
te

d
,
a
n

er
ro

r
w

o
u
ld

b
e

fl
a
g
g
ed

.
In

a
n
y

ca
se

,
th

e
ra

n
d
o
m

ch
ec

k
s

b
y

th
e

a
u
d
it
o
rs

w
o
u
ld

ca
tc

h
su

ch
m

a
n
ip

u
la

te
d

b
a
ll
o
t

fo
rm

s
a
s

th
es

e
a
re

n
o
t

v
u
ln

er
a
b
le

to
su

ch
co

ll
u
si

o
n

a
tt

a
ck

s.
T

h
e

te
ll
er

s
m

ig
h
t

re
tu

rn
in

co
rr

ec
t

g
er

m
va

lu
es

b
u
t

th
is

w
il
l
o
f
co

u
rs

e
th

ro
w

u
p

a
m

is
m

a
tc

h
b
et

w
ee

n
th

e
re

co
m

p
u
te

d
o
n
io

n
va

lu
e

a
n
d

th
e

va
lu

e
o
n

th
e

fo
rm

.
It

m
ig

h
t

b
e

th
a
t

a
te

ll
er

m
a
lf
u
n
ct

io
n
s,

o
r

is
lo

a
d
ed

w
it
h

th
e

w
ro

n
g

k
ey

s.
In

th
is

ca
se

th
e

ch
ec

k
s

se
rv

e
a

u
se

fu
l
ro

le
in

d
eb

u
g
g
in

g
su

ch
co

n
fi
g
u
ra

ti
o
n

er
ro

rs
.

N
o
te

th
a
t
th

e
en

cr
y
p
ti
o
n
s
a
re

a
ll

b
ij
ec

ti
v
e,

h
en

ce
th

e
g
er

m
va

lu
es

a
re

u
n
iq

u
el

y
d
et

er
m

in
ed

b
y

th
e

o
n
io

n
va

lu
e.

T
h
e

te
ll
er

s
ca

n
n
o
t
th

er
ef

o
re

fi
n
d

a
lt
er

n
a
ti
v
e

g
er

m
va

lu
es

th
a
t

w
o
u
ld

g
iv

e
th

e
sa

m
e

o
n
io

n
va

lu
e

b
u
t

a
d
iff

er
en

t
o
ff
se

t.
T
o
g
et

h
er

,
th

es
e

ch
ec

k
s
en

su
re

th
a
t
if

a
m

a
li
ci

o
u
s
o
r

co
rr

u
p
te

d
a
u
th

o
ri

ty
tr

ie
d

to
co

rr
u
p
t

v
o
te

s
b
y

p
ro

v
id

in
g

a
ca

n
d
id

a
te

o
rd

er
in

g
th

a
t

d
o
es

n
o
t

co
rr

es
p
o
n
d

to
th

e
se

ed
in

fo
rm

a
ti
o
n

b
u
ri

ed
in

th
e

o
n
io

n
,
th

ey
st

a
n
d

a
h
ig

h
ch

a
n
ce

o
f
b
ei

n
g

d
et

ec
te

d
.
T

h
e

ch
a
n
ce

o
f
co

rr
u
p
ti
o
n

g
o
in

g
u
n
d
et

ec
te

d
fa

ll
s

o
ff

ex
p
o
n
en

ti
a
ll
y

w
it
h

th
e

n
u
m

b
er

o
f
b
a
ll
o
ts

th
ey

tr
y

to
co

rr
u
p
t.

W
e

st
re

ss
th

a
t

a
ll

th
e

ch
ec

k
s

d
et

a
il
ed

h
er

e
se

rv
e

p
u
re

ly
to

p
ro

b
e

th
e

w
el

l-
fo

rm
ed

n
es

s
o
f
th

e
b
a
ll
o
t

fo
rm

s,
i.
e.

,
se

rv
e

to
d
et

ec
t

a
n
y

fa
il
u
re

o
f
th

e
ca

n
d
id

a
te

o
rd

er
in

g
s

o
n

th
e

fo
rm

s
to

co
rr

es
p
o
n
d

to
th

e
in

fo
rm

a
ti
o
n

b
u
ri

ed
in

th
e

o
n
io

n
s.

T
h
es

e
ch

ec
k
s

d
o

n
o
t

p
ro

v
id

e
a
n
y

d
et

ec
ti
o
n

o
f

co
rr

u
p
ti
o
n

d
u
ri

n
g

th
e

ta
ll
y
in

g
p
h
a
se

.
A

fo
rm

th
a
t

is
co

rr
ec

tl
y

co
n
st

ru
ct

ed
in

th
is

se
n
se

w
il
l
co

rr
ec

tl
y

ca
p
tu

re
th

e
v
o
te

r’
s

in
te

n
ti
o
n
.

O
f

co
u
rs

e,
th

is
d
o
es

n
o
t

o
f

it
se

lf
en

su
re

th
a
t

th
e

v
o
te

w
il
l
u
lt
im

a
te

ly
b
e

co
rr

ec
tl
y

d
ec

ry
p
te

d
.
F
o
r

th
is

w
e

n
ee

d
a
d
d
it
io

n
a
l
m

ec
h
a
n
is

m
s

to
en

su
re

th
a
t

al
l

b
al

lo
t

re
ce

ip
ts

w
il
l

b
e

co
rr

ec
tl

y
re

co
rd

ed
,

tr
an

sm
it

te
d

a
n
d

d
ec

ry
p
te

d
.
T

h
es

e
w

e
a
d
d
re

ss
n
ex

t.

8
C

h
e
c
k
in

g
o
n

t
h
e

v
o
t
e

r
e
c
o
r
d
in

g
d
e
v
ic

e
s

W
e

n
ee

d
to

en
su

re
th

a
t

b
a
ll
o
t

re
ce

ip
ts

a
re

fa
it

h
fu

ll
y

re
co

rd
ed

,
tr

an
sm

it
te

d
a
n
d

en
te

re
d

in
to

th
e

ta
ll
y
in

g
p
ro

ce
ss

.
T

h
is

is
w

h
er

e
th

e
b
u
ll
et

in
b
o
a
rd

co
m

es
in

to
p
la

y.
O

n
ce

v
o
ti

n
g

h
a
s

cl
o
se

d
,
a
ll

b
a
ll
o
t

re
ce

ip
ts

a
re

p
o
st

ed
to

th
e

b
u
ll
et

in
b
oa

rd
.

T
h
e

m
a
te

ri
a
l
p
o
st

ed
to

th
e

b
u
ll
et

in
b
o
a
rd

w
il
l
b
e

p
u
b
li
cl

y
av

a
il
a
b
le

in
re

a
d
-o

n
ly

m
o
d
e.

T
h
u
s

a
n
y

v
o
te

r
ca

n
v
is

it
th

e
b
o
a
rd

a
n
d

co
n
fi
rm

th
a
t

h
er

re
ce

ip
t

a
p
p
ea

rs
co

rr
ec

tl
y

in
th

e
in

p
u
t

co
lu

m
n
.

If
h
er

re
ce

ip
t

d
o
es

n
o
t

a
p
p
ea

r,
o
r

a
p
p
ea

rs
in

co
rr

u
p
te

d
fo

rm
(i

n
p
a
rt

ic
u
la

r,
if

th
e

p
o
si

ti
o
n

o
f

th
e

X
is

in
co

rr
ec

t)
,

th
is

sh
o
u
ld

b
e

re
p
o
rt

ed
.

T
h
e

v
o
te

r
h
a
s

h
er

re
ce

ip
t

to
p
ro

v
e

to
a
n

o
ffi

ci
al

th
at

h
er

re
ce

ip
t

d
o
es

n
ot

a
p
p
ea

r
co

rr
ec

tl
y.

In
p
ra

ct
ic

e
a
ll

b
a
ll
o
t

fo
rm

s
w

o
u
ld

b
e

p
ri

n
te

d
w

it
h

a
n
ti
-c

o
u
n
te

rf
ei

ti
n
g

m
ea

su
re

s
a
n
d

w
o
u
ld

h
av

e
b
ee

n
st

a
m

p
ed

a
n
d

d
ig

it
a
ll
y

si
g
n
ed

b
y

th
e

d
ev

ic
e

in
th

e
b
o
o
th

w
h
en

th
e

v
ot

e
w

as
ca

st
to

p
re

v
en

t
a
tt

em
p
ts

to
fa

k
e

re
ce

ip
ts

.
A

ss
u
m

in
g

th
a
t

v
o
te

rs
a
re

re
a
so

n
a
b
ly

d
il
ig

en
t

in
p
er

fo
rm

in
g

th
es

e
ch

ec
k
s,

an
y

fa
il
u
re

s
to

fa
it

h
fu

ll
y

p
o
st

re
ce

ip
ts

to
th

e
b
u
ll
et

in
b
oa

rd
,
an

d
h
en

ce
to

en
te

r
th

em
in

to
th

e
ta

ll
y
in

g
,

sh
o
u
ld

b
e

d
et

ec
te

d
.

P
re

ca
u
ti

on
s

w
o
u
ld

a
ls

o
b
e

n
ee

d
ed

to
p
re

v
en

t
a
n
y
on

e
in

se
rt

in
g

ad
d
it

io
n
al

,
in

va
li
d

re
ce

ip
ts

.
O

n
e

si
m

p
le

p
re

ca
u
ti

on
w

o
u
ld

b
e

to
en

su
re

th
at

th
e

n
u
m

b
er

of
p
o
st

ed
re

ce
ip

ts
m

at
ch

ed
th

e
n
u
m

b
er

o
f
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ca
st

b
a
ll
o
ts

.
T

h
e

d
ig

it
a
l
si

g
n
a
tu

re
s

a
p
p
li
ed

b
y

th
e

v
o
ti
n
g

d
ev

ic
es

co
u
ld

a
ls

o
b
e

u
se

d
to

h
el

p
p
re

v
en

t
fa

k
e

b
a
ll
o
ts

b
ei

n
g

in
tr

o
d
u
ce

d
.

A
fu

rt
h
er

p
o
ss

ib
le

en
h
a
n
ce

m
en

t
is

fo
r

th
e

d
ev

ic
e

in
th

e
b
o
o
th

to
p
ro

d
u
ce

a
p
a
p
er

co
p
y

o
f

th
e

b
a
ll
o
t

re
ce

ip
t.

T
h
is

co
p
y

is
p
o
st

ed
in

to
a

lo
ck

ed
a
n
d

se
a
le

d
a
u
d
it

b
ox

(p
er

h
a
p
s

a
ft

er
b
ei

n
g

v
ie

w
ed

u
n
d
er

g
la

ss
a
n
d

co
n
fi
rm

ed
b
y

th
e

v
o
te

r
in

th
e

m
a
n
n
er

o
f

th
e

‘M
er

cu
ri

m
et

h
o
d
’

[5
])
.

N
ow

,
in

d
ep

en
d
en

t
a
u
d
it
o
rs

ca
n

p
er

fo
rm

ch
ec

k
s

o
f
th

e
co

rr
es

p
o
n
d
en

ce
b
et

w
ee

n
p
u
b
li
sh

ed
re

ce
ip

ts
a
n
d

th
e

p
a
p
er

a
u
d
it

tr
a
il
s

st
o
re

d
in

th
e

a
u
d
it

b
ox

es
.

T
h
is

se
rv

es
to

su
p
p
le

m
en

t
th

e
ch

ec
k
s

p
er

fo
rm

ed
b
y

a
v
o
te

r
o
n

th
e

a
p
p
ea

ra
n
ce

o
f

h
er

re
ce

ip
t

in
th

e
p
u
b
li
sh

ed
li
st

.
T

h
is

la
st

en
h
a
n
ce

m
en

t
h
a
s

si
m

il
a
ri

ti
es

to
th

e
V
o
te

r
V
er

ifi
a
b
le

P
a
p
er

A
u
d
it

T
ra

il
(V

V
P
A
T

[5
])

an
d

h
a
s

th
e

a
d
va

n
ta

ge
th

at
th

e
ch

ec
k
s

o
n

b
al

lo
t

re
ce

ip
ts

o
n

th
e

b
u
ll
et

in
b
o
a
rd

p
er

fo
rm

ed
b
y

th
e

v
o
te

rs
a
re

su
p
p
le

m
en

te
d

b
y

a
u
d
it
o
r
ch

ec
k
s.

T
h
e

a
ss

u
ra

n
ce

o
f
th

e
sc

h
em

e
is

th
u
s

le
ss

d
ep

en
d
en

t
o
n

th
e

d
il
ig

en
ce

o
f
th

e
v
o
te

rs
in

ch
ec

k
in

g
th

e
a
p
p
ea

ra
n
ce

o
f
th

ei
r

re
ce

ip
ts

in
th

e
p
u
b
li
sh

ed
li
st

.

9
C

h
e
c
k
in

g
o
n

t
h
e

T
e
ll
e
r
s

T
h
e

ch
ec

k
s

d
es

cr
ib

ed
a
b
ov

e
sh

o
u
ld

en
su

re
th

a
t

v
o
te

rs
’
in

te
n
ti
o
n
s

a
re

co
rr

ec
tl
y

en
cr

y
p
te

d
in

th
e

b
a
ll
ot

re
ce

ip
ts

a
n
d

th
at

a
ll

re
ce

ip
ts

a
re

co
rr

ec
tl

y
en

te
re

d
in

th
e

ta
b
u
la

ti
on

p
ro

ce
ss

.
N

ow
w

e
m

u
st

en
su

re
th

a
t

a
ll

th
e

re
ce

ip
ts

a
re

a
cc

u
ra

te
ly

d
ec

ry
p
te

d
.
F
o
r

th
is

,
w

e
m

u
st

en
su

re
th

a
t

a
ll

th
e

tr
a
n
sf

o
rm

a
ti

o
n
s

p
er

fo
rm

ed
o
n

th
e

re
ce

ip
ts

b
y

th
e

te
ll
er

s
d
u
ri

n
g

th
e

a
n
o
n
y
m

is
in

g
m

ix
es

a
re

co
rr

ec
t.

A
s

in
th

e
o
ri

g
in

a
l
C

h
a
u
m

sc
h
em

e,
th

e
a
u
d
it
in

g
o
f
th

e
te

ll
er

s
is

b
a
se

d
o
n

th
e

n
o
ti
o
n

o
f

p
a
rt

ia
l

ra
n
d
o
m

ch
ec

k
in

g
p
ro

p
o
se

d
in

[4
].

T
h
is

ta
k
es

p
la

ce
a
ft

er
th

e
te

ll
er

p
ro

ce
ss

in
g

h
a
s

fi
n
is

h
ed

,
a
n
d

is
a
p
p
li
ed

to
th

e
in

fo
rm

a
ti
o
n

co
m

m
it
te

d
to

b
y

th
e

te
ll
er

s
o
n

th
e

b
u
ll
et

in
b
o
a
rd

.
F
o
r

ea
ch

te
ll
er

a
n

a
u
d
it
in

g
a
u
th

o
ri

ty
g
o
es

d
ow

n
th

e
m

id
d
le

co
lu

m
n

a
n
d

ra
n
-

d
o
m

ly
a
ss

ig
n
s

R
o
r

L
to

ea
ch

(r
,
D

)
p
a
ir

.
F
o
r

p
a
ir

s
a
ss

ig
n
ed

a
n

R
,
th

e
a
u
d
it
o
r

re
q
u
ir

es
th

e
te

ll
er

to
re

v
ea

l
th

e
o
u
tg

o
in

g
li
n
k

(t
o

th
e

ri
g
h
t)

to
th

e
co

rr
es

p
o
n
d
in

g
p
a
ir

in
th

e
n
ex

t
co

lu
m

n
a
lo

n
g

w
it
h

th
e

co
rr

es
p
o
n
d
in

g
g
er

m
va

lu
e.

F
o
r

a
ll

p
a
ir

s
a
ss

ig
n
ed

a
n

L
,
th

e
a
u
d
it
o
r

re
q
u
ir

es
th

e
te

ll
er

to
re

v
ea

l
th

e
in

co
m

in
g

li
n
k

(f
ro

m
th

e
le

ft
)

a
lo

n
g

w
it
h

th
e

g
er

m
va

lu
e.

T
h
is

w
ay

o
f

se
le

ct
in

g
li
n
k
s

en
su

re
s

th
a
t,

fo
r

a
n
y

g
iv

en
te

ll
er

,
n
o

co
m

p
le

te
ro

u
te

a
cr

o
ss

th
e

tw
o

sh
u
ffl

es
p
er

fo
rm

ed
b
y

th
a
t

te
ll
er

a
re

re
v
ea

le
d

b
y

th
e

a
u
d
it

p
ro

ce
ss

.
H

en
ce

n
o

b
a
ll
o
t
re

ce
ip

t
ca

n
b
e

tr
a
ce

d
a
cr

o
ss

th
e

tw
o

m
ix

es
p
er

fo
rm

ed
b
y

a
n
y

g
iv

en
te

ll
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o
m

th
o
se

o
f
th

is
p
a
p
er

a
n
d

a
p
p
ea

r
to

b
e

si
g
n
ifi

ca
n
tl
y

m
o
re

co
m

p
le

x
.

W
e

h
av

e
p
re

se
n
te

d
a

n
ew

v
o
te

r-
v
er

ifi
a
b
le

el
ec

ti
o
n

sc
h
em

e
b
a
se

d
o
n

th
e

o
ri

g
-

in
a
l
C

h
a
u
m

sc
h
em

e.
T

h
is

va
ri

a
n
t

p
re

se
rv

es
th

e
es

se
n
ti
a
l
fe

a
tu

re
s

o
f
th

e
o
ri

g
in

a
l

w
h
il
st

si
d
es

te
p
p
in

g
th

e
co

m
p
le

x
it
y

o
f

th
e

v
is

u
a
l

cr
y
p
to

g
ra

p
h
y

o
f

th
e

o
ri

g
in

a
l.

T
h
e

p
re

se
n
ta

ti
o
n

o
f
th

e
en

co
d
in

g
o
n

th
e

v
o
te

is
q
u
it
e

in
tu

it
iv

e
a
n
d

fa
m

il
ia

r.
A

p
le

a
si

n
g

sp
in

-o
ff

is
th

a
t

th
e

ra
n
d
o
m

is
a
ti
o
n

o
f
th

e
ca

n
d
id

a
te

o
rd

er
co

u
n
te

rs
a
n
y

te
n
d
en

cy
to

b
ia

s
th

e
v
o
te

r
ch

o
ic

e
th

a
t

m
ig

h
t

a
ri

se
fr

o
m

a
fi
x
ed

o
rd

er
.

T
h
e

n
ew

sc
h
em

e
p
ro

v
id

es
so

m
e

in
te

re
st

in
g

a
d
va

n
ta

g
es

ov
er

p
re

v
io

u
s
va

ri
a
n
ts

:

–
T

h
e

fo
rm

a
t

o
f

th
e

b
a
ll
o
t

fo
rm

s
a
n
d

th
e

p
ro

ce
ss

o
f

ca
st

in
g

a
v
o
te

is
q
u
it
e

fa
m

il
ia

r.
–

T
h
e

cr
y
p
to

g
ra

p
h
ic

co
m

m
it
m

en
ts

a
re

g
en

er
a
te

d
b
ef

o
re

th
e

v
o
te

r
ch

o
ic

es
a
re

re
v
ea

le
d
,
ev

en
b
ef

o
re

th
e

el
ec

ti
o
n

p
er

io
d

st
a
rt

s.
–

T
h
e

v
ot

e
re

co
rd

in
g

d
ev

ic
es

d
o

n
o
t

le
a
rn

th
e

v
ot

er
ch

oi
ce

s.
T

h
is

av
o
id

s
th

e
p
o
ss

ib
il
it
y

o
f
su

ch
d
ev

ic
es

le
a
k
in

g
th

is
in

fo
rm

a
ti
o
n
.
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–
V
o
te

rs
g
et

to
p
er

fo
rm

th
ei

r
ow

n
ch

ec
k
s

o
n

th
e

co
rr

ec
t

co
n
st

ru
ct

io
n

o
f
th

ei
r

d
u
m

m
y

b
a
ll
o
t

fo
rm

s.
T

h
is

sh
o
u
ld

h
el

p
in

st
il

co
n
fi
d
en

ce
th

a
t

th
ei

r
re

a
l
v
o
te

s
w

il
l
u
lt
im

a
te

ly
b
e

co
rr

ec
tl
y

d
ec

ry
p
te

d
d
u
ri

n
g

th
e

ta
ll
y
in

g
p
ro

ce
ss

.
–

T
h
e

ch
ec

k
in

g
p
er

fo
rm

ed
b
y

th
e

v
o
te

rs
is

su
p
p
le

m
en

te
d

b
y

a
u
d
it

s
p
er

fo
rm

ed
b
y

va
ri

o
u
s

a
u
d
it
in

g
a
g
en

ci
es

.
–

T
h
e

p
ro

b
le

m
o
f

st
o
ri

n
g

a
n
d

se
le

ct
iv

el
y

re
v
ea

li
n
g

se
ed

in
fo

rm
a
ti

o
n

is
so

lv
ed

b
y

th
e

n
ov

el
u
se

o
f
th

e
te

ll
er

s
d
u
ri

n
g

th
e

v
o
ti
n
g

p
er

io
d

a
s

o
ra

cl
es

to
re

v
ea

l
th

e
se

ed
s

fo
r

b
a
ll
o
t

fo
rm

s
u
se

d
fo

r
a
u
d
it
in

g
.

–
V
o
te

rs
g
et

to
ru

n
th

ei
r

ch
ec

k
s

b
ef

o
re

ca
st

in
g

th
ei

r
v
o
te

.
T

h
is

av
o
id

s
so

m
e

o
f

th
e

m
es

si
n
es

s
in

th
e

re
co

v
er

y
m

ec
h
a
n
is

m
s

o
f

ea
rl

ie
r

va
ri

a
n
ts

w
h
en

a
v
o
te

r
d
is

co
v
er

s
a

m
a
l-
fo

rm
ed

re
ce

ip
t

a
ft

er
ca

st
in

g
th

ei
r

v
o
te

.
–

T
h
e

in
it
ia

l
a
u
d
it
in

g
p
h
a
se

p
er

fo
rm

ed
o
n

th
e

b
a
ll
o
t

fo
rm

s
fo

rm
s

sh
o
u
ld

se
rv

e
to

w
ee

d
o
u
t

a
n
y

co
rr

u
p
t

a
u
th

o
ri

ty
ev

en
b
ef

o
re

th
e

el
ec

ti
o
n

o
p
en

s.

P
re

ca
u
ti
o
n
s

n
ee

d
to

b
e

ta
k
en

to
p
re

v
en

t
d
o
u
b
le

v
o
ti
n
g
.

In
p
a
rt

ic
u
la

r,
ca

re
n
ee

d
s

to
b
e

ta
k
en

to
en

su
re

th
a
t

b
a
ll
o
t
fo

rm
s

u
se

d
fo

r
ch

ec
k
in

g
ca

n
n
o
t
b
e

re
u
se

d
to

ca
st

re
a
l
v
o
te

s.
T

h
es

e
d
et

a
il
s

o
f
su

ch
m

ec
h
a
n
is

m
s

w
il
l
b
e

d
is

cu
ss

ed
in

a
fu

tu
re

p
a
p
er

.
S
im

il
a
rl

y,
p
re

ca
u
ti
o
n
s

a
re

n
ee

d
to

cl
ea

rl
y

se
p
a
ra

te
th

e
tw

o
fu

n
ct

io
n
s

o
f

th
e

te
ll
er

s:
th

e
o
n
-d

em
a
n
d

b
a
ll
o
t
fo

rm
in

te
g
ri

ty
ch

ec
k
in

g
fu

n
ct

io
n

a
n
d

th
e

a
n
o
n
y
m

is
-

in
g

m
ix

fu
n
ct

io
n
.
In

p
a
rt

ic
u
la

r
it

is
es

se
n
ti
a
l
to

en
su

re
th

a
t

n
o

b
a
ll
o
t

fo
rm

th
a
t

h
a
s
b
ee

n
u
se

d
to

ca
st

a
“
re

a
l”

v
o
te

ca
n

b
e

su
b
se

q
u
en

tl
y

u
se

d
in

a
ch

ec
k
in

g
m

o
d
e.

V
a
ri

o
u
s

p
ro

ce
d
u
re

s
ca

n
b
e

en
v
is

a
g
ed

to
p
re

v
en

t
th

is
:

a
p
p
ro

p
ri

a
te

ly
m

a
rk

in
g

a
re

ce
ip

t
th

a
t

h
a
s

b
ee

n
u
se

d
to

ca
st

a
v
o
te

a
n
d

en
su

ri
n
g

th
at

it
ca

n
n
ot

b
e

re
u
se

d
fo

r
ei

th
er

d
u
m

m
y

o
r

re
a
l
v
o
ti
n
g
.
It

w
o
u
ld

b
e

sa
ti
sf

y
in

g
to

d
ev

el
o
p

cr
y
p
to

g
ra

p
h
ic

m
ec

h
a
n
is

m
s

to
en

fo
rc

e
th

is
.

F
o
r

th
e

p
u
rp

o
se

s
o
f

il
lu

st
ra

ti
o
n

w
e

h
av

e
d
es

cr
ib

ed
h
ow

th
e

sc
h
em

e
ca

n
b
e

u
se

d
fo

r
a

si
n
g
le

v
o
te

sy
st

em
,

i.
e.

,
in

w
h
ic

h
v
o
te

rs
g
et

to
ch

o
o
se

ju
st

o
n
e

o
f

a
se

t
o
f

o
p
ti

o
n
s

o
r

ca
n
d
id

a
te

s.
W

h
er

e
a

v
o
te

r
ca

n
ra

n
k

th
e

ca
n
d
id

a
te

s
in

o
rd

er
o
f

p
re

fe
re

n
ce

(o
r

in
d
ee

d
w

h
er

e
sh

e
ca

n
v
o
te

fo
r

m
o
re

th
a
n

o
n
e

ca
n
d
id

a
te

),
fu

ll
p
er

m
u
ta

ti
o
n
s

in
p
la

ce
o
f
th

e
si

m
p
le

cy
cl

ic
sh

if
ts

p
re

se
n
te

d
h
er

e.
In

p
ra

ct
ic

e,
fu

ll
p
er

m
u
ta

ti
o
n
s

w
o
u
ld

p
ro

b
a
b
ly

b
e

u
se

d
ev

en
fo

r
si

n
g
le

se
le

ct
io

n
el

ec
ti
o
n
s.

1
3

F
u
t
u
r
e

D
ir

e
c
t
io

n
s

T
h
e

d
es

tr
u
ct

io
n

o
f
th

e
le

ft
h
a
n
d

st
ri

p
s

o
f
th

e
b
a
ll
o
t

fo
rm

s
is

es
se

n
ti
a
l
to

p
re

v
en

t
b
o
th

co
er

ci
o
n

a
n
d

v
o
te

b
u
y
in

g
.
A

n
is

su
e

th
a
t

re
q
u
ir

es
ca

re
fu

l
co

n
si

d
er

a
ti

o
n

th
en

is
h
ow

to
b
es

t
en

fo
rc

e
th

e
d
es

tr
u
ct

io
n

a
n
d

en
su

re
th

a
t

it
is

n
o
t

p
o
ss

ib
le

fo
r

th
e

v
o
te

r
to

ex
it

th
e

b
o
o
th

w
it
h

b
o
th

p
a
rt

s
o
f

th
e

b
a
ll
o
t

fo
rm

.
M

ec
h
a
n
ic

a
l
d
ev

ic
es

th
a
t

en
fo

rc
e

th
e

d
es

tr
u
ct

io
n

w
h
en

th
e

v
o
te

is
ca

st
a
re

a
p
o
ss

ib
il
it
y.

A
n
o
th

er
in

te
re

st
in

g
p
o
ss

ib
il
it
y

is
to

en
su

re
th

a
t

p
le

n
ty

o
f

d
u
m

m
y

le
ft

h
a
n
d

st
ri

p
s

a
re

av
a
il
a
b
le

in
th

e
b
o
o
th

,
ra

th
er

th
a
n

tr
y
in

g
to

en
fo

rc
e

d
es

tr
u
ct

io
n

o
f
th

is
st

ri
p
.
If

a
v
o
te

r
is

th
re

a
te

n
ed

w
it
h

co
er

ci
o
n

sh
e

ca
n

si
m

p
ly

se
le

ct
a
n

a
p
p
ro

p
ri

a
te

st
ri

p
th

at
w

il
l
k
ee

p
th

e
co

er
ce

r
h
a
p
p
y.

A
n
o
th

er
is

su
e

is
th

a
t,

a
s

p
re

se
n
te

d
,
th

e
sc

h
em

e
en

ta
il
s

th
e

a
u
th

o
ri

ty
k
n
ow

-
in

g
th

e
a
ss

o
ci

a
ti
o
n

o
f
a
ll

o
n
io

n
s

a
n
d

ca
n
d
id

a
te

li
st

s.
T

h
u
s,

if
th

e
a
u
th

o
ri

ty
w

er
e

co
m

p
ro

m
is

ed
,
it

co
u
ld

je
o
p
a
rd

is
e

th
e

se
cr

ec
y

o
f

th
e

el
ec

ti
o
n
.
V
a
ri

o
u
s

m
ea

su
re

s
ca

n
b
e

en
v
is

a
g
ed

to
co

u
n
te

r
o
r

a
t

le
a
st

m
in

im
is

e
th

is
ri

sk
.
B

a
ll
o
t

fo
rm

s
co

u
ld

b
e

g
en

er
a
te

d
in

so
m

e
d
is

tr
ib

u
te

d
fa

sh
io

n
u
si

n
g

va
ri

o
u
s

so
u
rc

es
o
f
en

tr
o
p
y.

A
lt
er

n
a
-

ti
v
el

y,
b
a
ll
o
t

fo
rm

s
co

u
ld

b
e

g
en

er
a
te

d
a
n
d

p
ri

n
te

d
o
n

d
em

a
n
d
.

A
n

in
tr

ig
u
in

g
p
o
ss

ib
il
it
y

is
to

u
se

en
tr

o
p
y

d
er

iv
ed

fr
o
m

th
e

p
a
p
er

u
se

d
to

p
ri

n
t

th
e

fo
rm

s,
fo

r
ex

a
m

p
le

u
si

n
g

o
p
ti
ca

l
fi
b
re

s
st

ir
re

d
in

to
th

e
p
a
p
er

d
u
ri

n
g

m
a
n
u
fa

ct
u
re

.
B

a
ll
o
t

fo
rm

s
co

u
ld

b
e

su
p
p
li
ed

in
se

al
ed

en
v
el

op
es

to
p
re

v
en

t
th

e
in

fo
rm

at
io

n
b
ei

n
g

g
a
rn

er
ed

in
tr

a
n
si

t.
T

h
e

p
ro

b
le

m
re

m
a
in

s
th

a
t

th
er

e
is

st
il
l
a

p
o
in

t
a
t

w
h
ic

h
th

e
o
n
io

n
a
n
d

ca
n
d
id

a
te

li
st

m
u
st

b
e

p
re

se
n
te

d
to

th
e

v
o
te

r.
F
o
r

th
e

th
re

e
v
o
te

r
ch

ec
k
in

g
m

o
d
es

,
th

e
g
er

m
va

lu
es

d
o

n
o
t

h
av

e
to

b
e

re
-

v
ea

le
d
.
T

h
is

su
g
g
es

ts
th

e
p
o
ss

ib
il
it
y

o
f

re
u
si

n
g

a
“
d
u
m

m
y
”

b
a
ll
o
t

fo
rm

to
ca

st
a

re
a
l

v
o
te

.
T

h
is

h
a
s

th
e

a
d
va

n
ta

g
e

th
a
t

th
e

fo
rm

u
se

d
fo

r
th

e
re

a
l

v
o
te

w
il
l

it
se

lf
h
av

e
b
ee

n
te

st
ed

.
B

a
ll
o
t
fo

rm
s
co

u
ld

co
m

e
eq

u
ip

p
ed

w
it

h
tw

o
o
n
io

n
va

lu
es

,
b
o
th

o
f
w

h
ic

h
sh

o
u
ld

y
ie

ld
th

e
ca

n
d
id

a
te

o
rd

er
in

g
sh

ow
n
.
O

n
e

co
u
ld

b
e

u
se

d
fo

r
ch

ec
k
in

g
,
th

e
o
th

er
to

ca
st

th
e

re
a
l
v
o
te

.
T

h
is

p
o
ss

ib
il
it
y

m
ay

h
ow

ev
er

o
p
en

u
p

v
u
ln

er
a
b
il
it
ie

s
a
n
d

w
o
u
ld

n
ee

d
to

b
e

su
b
je

ct
ed

to
ca

re
fu

l
a
n
a
ly

si
s.

T
h
is

is
th

e
su

b
je

ct
o
f
cu

rr
en

t
re

se
a
rc

h
.

T
h
is

sc
h
em

e
w

o
u
ld

a
p
p
ea

r
to

b
e

re
a
d
il
y

a
d
a
p
te

d
to

re
m

o
te

v
o
ti
n
g
.
T

h
e

si
m

-
p
le

st
a
d
a
p
ti
o
n

is
to

d
is

tr
ib

u
te

b
a
ll
o
t

fo
rm

s
b
y

p
o
st

.
V
o
te

s
co

u
ld

th
en

b
e

ca
st

b
y

p
ro

v
id

in
g

th
e

o
n
io

n
va

lu
e

a
lo

n
g

w
it
h

su
it
a
b
le

in
d
ic

a
to

rs
o
f

th
e

v
o
te

r
se

le
ct

io
n

in
th

e
ri

g
h
t

h
a
n
d

co
lu

m
n
.
A

lt
er

n
a
ti
v
el

y,
p
ro

to
co

ls
co

u
ld

b
e

u
se

d
fo

r
o
n
-l
in

e,
a
u
-

th
en

ti
ca

te
d

d
is

tr
ib

u
ti
o
n

o
f
th

e
cr

y
p
to

m
a
te

ri
a
l.

O
f
co

u
rs

e,
th

e
th

re
a
t

o
f
co

er
ci

o
n

th
a
t

p
la

g
u
es

re
m

o
te

v
o
ti
n
g

sy
st

em
s

re
a
rs

it
s

h
ea

d
a
g
a
in

,
b
u
t

th
er

e
m

ay
b
e

w
ay

s
to

o
ff
se

t
th

is
.

T
h
es

e
av

en
u
es

a
re

th
e

su
b
je

ct
o
f
cu

rr
en

t
re

se
a
rc

h
.

1
4

A
c
k
n
o
w

le
d
g
e
m

e
n
t
s

T
h
e

a
u
th

o
rs

w
o
u
ld
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k
e

to
th

a
n
k

B
en

A
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id

a
,
J
er

em
y

B
ry

a
n
s,

R
o
b
er

to
D

el
ic

a
ta

,
J
er

o
en

va
n

d
er

G
ra

a
f,

M
ic

h
a
el

J
a
ck

so
n
,

C
li
ff

J
o
n
es

,
S
te

v
e

K
re

m
er

,
A

a
d

va
n

M
o
o
rs

el
,
T

h
ea

P
ea

co
ck

,
R

en
e

P
er

a
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a
,
B

ri
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n

R
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n
d
el

l,
R

o
n

R
iv

es
t,

M
a
rk

R
y
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n
,

F
re

d
S
ch

n
ei

d
er

,
R

o
b
er

t
S
tr

o
u
d
,
a
n
d

P
o
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rv

i
V
o
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r
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y

h
el
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fu

l
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is
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ss

io
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s.

T
h
is
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o
rk
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s
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rt
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y

fu
n
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ed

b
y

th
e

E
P

S
R

C
D
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C

p
ro

je
ct

,w
w

w
.d

ir
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o
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.u
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.

R
e
fe

r
e
n
c
e
s

1
.

R
o
b
er

t
S
.
B

ru
m

b
a
u
g
h
.
A

n
c
ie

n
t
G

re
e
k

G
a
d
g
e
ts

a
n
d

M
a
c
h
in

e
s.

T
h
o
m
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s

Y
.
C

ro
w

el
l,

1
9
6
6
.

2
.
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er

em
y

W
.
B

ry
a
n
s
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d

P
et

er
Y

.
A

.
R

y
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n
.
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D

ep
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b
il
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y
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n
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ly
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o
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th

e
C

h
a
u
m

V
o
ti
n
g

S
ch

em
e.
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ec
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n
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a
l
R

ep
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S
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R
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0
9
,
U

n
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er
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ty

o
f
N

ew
ca

st
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,
2
0
0
3
.

3
.

D
a
v
id

C
h
a
u
m

.
S
ec
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t-

B
a
ll
o
t

R
ec

ei
p
ts

:
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ru

e
V

o
te

r-
V

er
ifi

a
b
le

E
le

ct
io

n
s.

IE
E
E

S
ec

u
ri

ty
a
n
d

P
ri

v
a
c
y
,
2
(1

):
3
8
–
4
7
,
J
a
n
/
F
eb

2
0
0
4
.

4
.

M
.
J
a
k
o
b
ss

o
n
,
M

.
J
u
el

s,
a
n
d

R
.
R

iv
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t.
M

a
k
in

g
M
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N
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s

R
o
b
u
st
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r

E
le
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ro
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V
o
ti
n
g

b
y

R
a
n
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m
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P
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l
C

h
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in

g
.

In
U

S
E
N

IX
’0

2
,
2
0
0
2
.

5
.

R
.
M

er
cu

ri
.

A
b
et

te
r

b
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ll
o
t

b
o
x
?

IE
E
E

S
p
ec

tr
u
m

,
3
9
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0
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2
0
0
2
.
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6
.

C
.
A

n
d
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w
N

eff
.

A
v
er
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a
b
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et
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u
ffl

e
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p
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ti
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g
.

In

A
C

M
-C

C
S
,
2
0
0
1
.

7
.

P
et
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Y
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A
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R

y
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n
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V
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ri
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t

o
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th

e
C

h
a
u
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V
o
te
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V

er
ifi

a
b
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6
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U
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ty
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N
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.
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W

IT
S
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5
:
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rk
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p
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n
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T
h
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f
S
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.

264



A
S
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-b
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A

n
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si
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o
f
P

r
ê
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V

o
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r

P
et
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Y
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.
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y
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n

an
d

T
h
ea

P
ea
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S
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p
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n
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en
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,
U
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er
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ty
o
f
N

ew
ca

st
le

,
N

ew
ca

st
le

u
p
o
n

T
y
n
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N
E

1
7
R

U
,
U

n
it
ed

K
in

g
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o
m

A
b
s
t
r
a
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t
.

It
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w
id

el
y
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g
n
is
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th
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t

th
e

se
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ri
ty

o
f

ev
en

th
e

b
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ed
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l

sy
st

em
s
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n

b
e

u
n
d
er

m
in

ed
b
y
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em
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se
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w
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k
-
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es

se
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im
p
le
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en

ta
ti
o
n
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aw

s,
en

v
ir

o
n
m

en
ta

l
fa

ct
o
rs

th
a
t

v
io

la
te

(o
ft

en
im

p
li
ci

t)
a
ss

u
m

p
ti
o
n
s,

fa
u
lt
y

p
ro

ce
d
u
re

s
a
n
d

h
u
m

a
n

fa
ll
ib

il
it
y.

T
h
is

is
es

p
ec

ia
ll
y

tr
u
e

o
f
cr

y
p
to

g
ra

p
h
ic

v
o
ti
n
g

sy
st

em
s,

w
h
ic

h
h
av

e,
ty

p
ic

a
ll
y,

a
la

rg
e

u
se

r
b
a
se

a
n
d

a
re

u
se

d
in

fr
eq

u
en

tl
y.

In
th

e
sp

ir
it

o
f
th

e
th

is
o
b
se

rv
a
ti
o
n
,
K

a
rl

o
f
et

a
l
[1

0
]
p
re

se
n
te

d
a

sy
st

em
s

p
er

sp
ec

ti
v
e

a
n
a
ly

si
s

o
f

th
e

C
h
a
u
m

[4
]

a
n
d

N
eff

[1
7
]

sc
h
em

es
.

B
y

st
ep

-
p
in

g
o
u
ts

id
e

th
e

p
u
re

ly
te

ch
n
ic

a
l,

p
ro

to
co

l
sp

ec
ifi

ca
ti
o
n
s,

th
ey

id
en

ti
fy

a
n
u
m

b
er

o
f

p
o
te

n
ti
a
l

v
u
ln

er
a
b
il
it
ie

s
o
f

th
es

e
sc

h
em

es
.

In
th

is
p
a
p
er

,
w

e
p
er

fo
rm

a
si

m
il
a
r

a
n
a
ly

si
s

o
f
th

e
P

rê
t

à
V
o
te

r
sc

h
em

e
[5

].
F
ir

st
ly

,
w

e
ex

a
m

in
e

th
e

ex
te

n
t

to
w

h
ic

h
th

e
v
u
ln

er
a
b
il
it
ie

s
id

en
ti
fi
ed

in
[1

0
]
a
p
p
ly

to
P

rê
t

à
V
o
te

r.
W

e
th

en
d
es

cr
ib

e
so

m
e

fu
rt

h
er

v
u
ln

er
a
b
il
i-

ti
es

a
n
d

th
re

a
ts

n
o
t
id

en
ti
fi
ed

in
[1

0
].

S
o
m

e
o
f
th

es
e,

su
ch

a
s

ch
a
in

v
o
ti
n
g

a
tt

a
ck

s,
d
o

n
o
t

a
p
p
ly

to
th

e
C

h
a
u
m

o
r

N
eff

sc
h
em

es
,
b
u
t

p
o
te

n
ti
a
ll
y

a
p
-

p
ly

to
P

rê
t

à
V

o
te

r.
W

h
er

e
a
p
p
ro

p
ri

a
te

,
w

e
p
ro

p
o
se

en
h
a
n
ce

m
en

ts
a
n
d

co
u
n
te

r-
m

ea
su

re
s.

O
u
r
a
n
a
ly

si
s
sh

ow
s
th

a
t
P

rê
t
à

V
o
te

r
is

re
m

a
rk

a
b
ly

ro
b
u
st

a
g
a
in

st
a

la
rg

e
cl

a
ss

o
f
sy

st
em

-b
a
se

d
v
u
ln

er
a
b
il
it
ie

s,
in

cl
u
d
in

g
th

o
se

d
es

cr
ib

ed
in

[1
0
].

1
In

tr
o
d
u
c
ti

o
n

V
ot

in
g

sy
st

em
s

a
re

th
e

b
ed

ro
ck

of
d
em

o
cr

a
ti

c
so

ci
et

ie
s,

a
n
d

d
a
te

b
a
ck

se
v
er

al
m

il
le

n
n
ia

.
W

h
il
e

m
an

y
d
iff

er
en

t
m

ec
h
an

is
m

s
fo

r
v
ot

in
g

h
av

e
b
ee

n
p
ro

p
os

ed
[9

],
th

ey
u
su

a
ll
y

sh
a
re

a
si

m
il
ar

se
t

o
f
go

al
s

su
ch

a
s

a
cc

u
ra

cy
,
b
a
ll
ot

se
cr

ec
y,

v
er

ifi
a-

b
il
it
y

a
n
d

co
er

ci
on

-r
es

is
ta

n
ce

[1
2
],

[6
].

In
a
n

a
tt

em
p
t

to
im

p
ro

ve
th

e
ac

ce
ss

a
b
il
it
y

an
d

effi
ci

en
cy

of
th

e
el

ec
ti

on
p
ro

ce
ss

,
d
em

o
cr

ac
ie

s
h
av

e
ex

p
er

im
en

te
d

w
it

h
va

ri
ou

s
a
u
to

m
a
te

d
v
o
ti

n
g

sy
st

em
s

th
at

in
cr

ea
se

sp
ee

d
a
n
d

a
cc

u
ra

cy
o
f
b
a
ll
ot

co
u
n
ti

n
g
.
A

rg
u
ab

ly
,
so

m
e

of
th

es
e

n
ew

m
ec

h
a
n
is

m
s

o
ff
er

g
re

a
te

r
se

cr
ec

y,
an

d
in

th
e

ca
se

of
re

m
ot

e
sy

st
em

s,
in

cr
ea

se
d

vo
te

r
p
a
rt

ic
ip

at
io

n
.
H

ow
ev

er
,
th

es
e

at
te

m
p
ts

h
av

e
b
ee

n
fr

au
gh

t
w

it
h

p
ro

b
le

m
s,

m
an

y
o
f
w

h
ic

h
a
re

d
u
e

to
re

li
a
n
ce

on
co

m
p
u
te

r
h
ar

d
w

ar
e

a
n
d

so
ft

w
ar

e
p
er

fo
rm

in
g

a
s

in
te

n
d
ed

o
r

cl
ai

m
ed

.
(S

ee
fo

r
ex

am
p
le

[2
],

[1
],

[1
1]

,
[1

3
])

.
R

ec
en

t
p
ro

p
os

a
ls

fo
r

cr
y
p
to

gr
ap

h
ic

v
o
ti

n
g

sy
st

em
s

h
ol

d
o
u
t

th
e

p
ro

m
is

e
of

re
so

lv
in

g
m

a
n
y

o
f
th

es
e

p
ro

b
le

m
s

b
y

in
tr

o
d
u
ci

n
g

tr
an

sp
ar

en
cy

an
d

v
er

ifi
ab

il
it
y.

N
ot

a
b
le

ex
am

p
le

s
a
re

th
e

C
h
au

m
[4

]
an

d
N

eff
[1

6
],

[1
7]

sc
h
em

es
an

d
P

rê
t

à
V

o
te

r
[5

].
T

h
es

e
st

ri
v
e

to
p
ro

v
id

e
as

su
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n
ce

o
f
se

cr
ec

y
an

d
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cu
ra

cy
w

it
h
ou

t
an

y
re

li
a
n
ce

on
th

e
u
n
d
er

ly
in

g
te

ch
n
ic

al
sy

st
em

(s
of

tw
a
re

,
h
a
rd

w
a
re

et
c.

).
In

st
ea

d
,

th
e
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su

ra
n
ce

is
d
er

iv
ed
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a
th

e
p
ro

p
er
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es

of
th

e
cr

y
p
to

gr
ap

h
y

an
d

a
h
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h
d
eg

re
e
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tr

an
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ar
en
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in

th
e

v
ot

e
re

co
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in
g
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d
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u
n
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n
g
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.

W
h
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e
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is

im
p
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an
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e
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p
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ra
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e.

g.
co

m
p
u
te

r
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d
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d
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b
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n
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d
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b
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at
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h
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h
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b
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v
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p
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p
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e

P
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à
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h
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v
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d
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h
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d
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P
rê
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h
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p
re

ci
se

ly
,
af

te
r

ca
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se
th

e
d
ev

ic
e

ca
n

co
rr

u
p
t

th
e

v
ot

e
va

lu
e

w
it

h
im

p
u
n
it
y.

V
ot

er
s

m
ay

n
ot

n
ot

ic
e

or
ap

p
re

ci
at

e
th

e
si

gn
ifi

ca
n
ce

of
su

ch
ch

an
ge

s
in

th
e

p
ro

to
co

l
ex

ec
u
ti

on
.

S
im

il
ar

ly
,

th
e

m
ac

h
in

e
co

u
ld

fe
ig

n
an

er
ro

r
an

d
re

-b
o
ot

af
te

r
it

le
ar

n
s

th
e

vo
te

r’
s

p
ro

to
co

l
ch

oi
ce

.
R

el
y
in

g
on

th
e

v
ot

er
m

ak
in

g
th

e
sa

m
e

ch
oi

ce
in

th
e

se
co

n
d

ro
u
n
d

of
th

e
p
ro

to
co

l,
th

e
m

ac
h
in

e
th

en
co

n
st

ru
ct

s
a

re
ce

ip
t
fo

r
a

d
iff

er
en

t
ca

n
d
id

at
e.

If
th

e
v
ot

er
ch

an
ge

s
h
er

m
in

d
,
th

e
m

ac
h
in

e
re

-b
o
ot

s
ag

ai
n

u
n
ti

l
th

e
vo

te
r

ge
ts

it
“r

ig
h
t”

[1
0]

.
A

n
ot

h
er

p
os

si
b
le

v
u
ln

er
ab

il
it
y

of
th

e
C

h
au

m
sc

h
em

e,
n
ot

id
en

ti
fi
ed

in
[1

0]
,

b
u
t

m
en

ti
on

ed
in

[2
0]

,
is

as
fo

ll
ow

s.
T

h
e

m
ac

h
in

e
at

te
m

p
ts

to
co

rr
u
p
t

th
e

v
ot

e
va

lu
e

b
y

in
co

rr
ec

tl
y

co
n
st

ru
ct

in
g

on
e

of
th

e
la

ye
rs

.
If

th
e

v
ot

er
ch

o
os

es
th

e
ot

h
er

la
y
er

fo
r

re
te

n
ti

on
,

th
e

co
rr

u
p
ti

on
w

il
l

go
u
n
d
et

ec
te

d
.

H
ow

ev
er

,
if

th
e

v
ot

er
ch

o
os

es
th

e
co

rr
u
p
te

d
la

y
er

(w
h
ic

h
w

ou
ld

le
ad

to
d
et

ec
ti

on
),

th
e

m
ac

h
in

e
co

u
ld

tr
y

to
fo

ol
th

e
v
ot

er
b
y

p
ri

n
ti

n
g

‘d
es

tr
oy

’
in

st
ea

d
of

‘r
et

ai
n
’

on
th

e
la

ye
r

th
at

th
e

v
ot

er
ch

os
e

as
th

e
re

ce
ip

t.
If

th
e

v
ot

er
fa

il
s

to
n
ot

ic
e

th
is

,
or

si
m

p
ly

ig
n
or

es
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it
,
th

e
co

rr
u
p
ti

o
n

w
il
l
a
ga

in
p
as

s
u
n
d
et

ec
te

d
.
T

h
is

is
an

o
th

er
w

ay
th

at
a

co
rr

u
p
t

m
a
ch

in
e

co
u
ld

u
n
d
er

m
in

e
th

e
cu

t
an

d
ch

o
o
se

el
em

en
t

o
f

th
e

p
ro

to
co

l.
E

v
en

if
th

e
v
ot

er
d
o
es

n
ot

ic
e

th
e

sw
it

ch
a
n
d

is
co

n
fi
d
en

t
th

at
th

ey
ar

e
ri

gh
t,

it
m

ay
b
e

d
iffi

cu
lt

to
d
em

o
n
st

ra
te

th
is

to
a

v
ot

in
g

o
ffi

ci
al

.

M
it
ig

a
ti
o
n

W
e

re
fe

r
th

e
re

ad
er

to
[1

0
]
or

[2
2
]
fo

r
su

gg
es

te
d

m
it

ig
a
ti

on
s.

T
h
e

ob
v
io

u
s

ap
p
ro

ac
h

is
to

tr
y

to
en

su
re

th
at

v
o
te

rs
u
n
d
er

st
a
n
d

th
e

p
ro

ce
d
u
re

s
an

d
th

e
a
p
p
re

ci
at

e
th

ei
r

m
ot

iv
at

io
n
.
T

h
is

is
si

m
il
ar

to
th

e
n
o
ti

o
n

o
f
in

st
il
li
n
g

a
“s

ec
u
ri

ty
cu

lt
u
re

”
in

an
o
rg

a
n
is

at
io

n
.
In

p
ra

ct
ic

e
of

co
u
rs

e,
th

is
m

ay
n
ot

re
al

ly
b
e

fe
as

ib
le

.
In

th
e

co
n
te

x
t

of
an

el
ec

ti
on

sy
st

em
,
w

h
er

e
th

e
se

t
o
f

u
se

rs
ca

n
b
e

va
st

a
n
d

u
sa

ge
in

fr
eq

u
en

t,
th

e
p
os

si
b
il
it

ie
s

fo
r

v
ot

er
ed

u
ct

io
n

is
li
m

it
ed

.

H
ow

ev
er

,
w

e
su

g
ge

st
th

a
t

a
b
et

te
r

so
lu

ti
o
n

is
to

m
a
k
e

th
e

v
ot

er
ex

p
er

ie
n
ce

m
u
ch

si
m

p
le

r.
T

h
is

is
a

ch
ar

a
ct

er
is

ti
c

of
th

e
P

rê
t

à
V

o
te

r
sc

h
em

e
a
s

w
e

d
es

cr
ib

e
la

te
r.

3
.3

D
e
n
ia

l
o
f
S
e
r
v
ic

e

T
h
er

e
a
re

se
v
er

a
l

w
ay

s
in

w
h
ic

h
D

o
S

a
tt

a
ck

s
co

u
ld

d
is

ru
p
t

o
r

in
va

li
d
at

e
an

el
ec

ti
on

.
S
ee

[1
0]

fo
r

a
d
is

cu
ss

io
n
.
F
o
r

al
l
su

ch
at

ta
ck

s,
a
d
eq

u
a
te

er
ro

r-
h
an

d
li
n
g

an
d

re
co

ve
ry

st
ra

te
g
ie

s
n
ee

d
to

b
e

in
p
la

ce
.
In

ad
d
it

io
n
,
so

m
e

fo
rm

of
b
ac

k
-u

p
is

d
es

ir
ab

le
,
e.

g.
a

v
o
te

r
-v

e
r
ifi

a
b
le

p
a
p
e
r

a
u
d
it

tr
a
il

(V
V

P
A
T

)
[1

4
].

W
e

re
tu

rn
to

th
es

e
at

ta
ck

s
a
n
d

co
u
n
te

r-
m

ea
su

re
s

la
te

r,
w

h
en

w
e

ex
a
m

in
e

th
e

ro
b
u
st

n
es

s
of

P
rê

t
à

V
ot

er
.

4
T

h
e

P
r
ê
t

à
V

o
te

r
S
c
h
e
m

e

W
e

n
ow

p
re

se
n
t

a
n

ov
er

v
ie

w
of

th
e

P
rê

t
à

V
ot

er
sc

h
em

e.
F
o
r

fu
ll

d
et

ai
ls

se
e

[5
].

P
rê

t
à

V
o
te

r
is

in
sp

ir
ed

b
y

th
e

C
h
a
u
m

sc
h
em

e,
b
u
t

re
p
la

ce
s

th
e

v
is

u
al

cr
y
p
to

-
gr

ap
h
ic

te
ch

n
iq

u
es

w
it

h
a

co
n
ce

p
tu

al
ly

a
n
d

te
ch

n
o
lo

g
ic

a
ll
y

si
m

p
le

r
m

ec
h
an

is
m

to
re

p
re

se
n
t
th

e
en

cr
y
p
te

d
v
ot

e
va

lu
e

in
th

e
b
al

lo
t
re

ce
ip

t.
In

th
e

p
ol

li
n
g

st
at

io
n
,

vo
te

rs
se

le
ct

a
b
a
ll
ot

fo
rm

at
ra

n
d
om

,
an

ex
a
m

p
le

of
w

h
ic

h
is

sh
ow

n
b
el

ow
.

D
em

o
cr

it
u
s

P
la

to
S
o
cr

a
te

s
T

h
a
le

s
7
r
J
9
4
K

In
th

e
b
o
ot

h
,
th

e
v
o
te

r
m

ak
es

h
er

se
le

ct
io

n
in

th
e

u
su

a
l
w

ay
b
y,

fo
r

ex
am

p
le

,
p
la

ci
n
g

a
cr

o
ss

in
th

e
R

H
co

lu
m

n
ag

a
in

st
th

e
ca

n
d
id

at
e

o
f

ch
oi

ce
.

S
h
e

n
ow

se
p
ar

at
es

th
e

ri
gh

t
h
a
n
d

(R
H

)
an

d
le

ft
h
a
n
d

(L
H

)
si

d
es

,
a
n
d

th
e

la
tt

er
,
w

h
ic

h
ca

rr
ie

s
th

e
ca

n
d
id

a
te

li
st

,
is

d
is

ca
rd

ed
to

le
av

e
th

e
b
a
ll
ot

re
ce

ip
t.

S
u
p
p
os

in
g

a
v
ot

e
fo

r
P

la
to

,
th

e
re

ce
ip

t
w

o
u
ld

a
p
p
ea

r
th

u
s:

X

7
r
J
94

K

S
h
e

th
en

le
av

es
th

e
b
o
ot

h
an

d
au

th
en

ti
ca

te
s

h
er

se
lf

w
it

h
to

an
o
ffi

ci
al

,
w

h
o

sc
or

es
o
ff

h
er

n
am

e
in

th
e

re
gi

st
er

.
T

h
e

re
ce

ip
t

is
p
la

ce
d

u
n
d
er

an
op

ti
ca

l
re

ad
er

,
or

si
m

il
ar

d
ev

ic
e,

to
re

co
rd

th
e

cr
y
p
to

gr
ap

h
ic

va
lu

e
at

th
e

b
ot

to
m

of
th

e
st

ri
p
,

an
d

th
e

n
u
m

er
ic

al
re

p
re

se
n
ta

ti
on

of
th

e
ce

ll
in

to
w

h
ic

h
th

e
cr

os
s
h
as

b
ee

n
en

te
re

d
.

T
h
e

v
ot

er
re

ta
in

s
th

e
h
ar

d
co

p
y

of
th

e
R

H
st

ri
p

as
h
er

re
ce

ip
t.

T
h
e

b
al

lo
t

fo
rm

s
w

ou
ld

in
co

rp
or

at
e

va
ri

ou
s

an
ti

-c
ou

n
te

rf
ei

ti
n
g

d
ev

ic
es

,
an

d
th

e
re

ce
ip

t
w

ou
ld

b
e

d
ig

it
al

ly
si

gn
ed

w
h
en

th
e

v
ot

e
is

ca
st

.

P
os

se
ss

io
n

of
a

re
ce

ip
t

m
ig

h
t

ap
p
ea

r
to

op
en

u
p

th
e

p
os

si
b
il
it
y

of
co

er
ci

on
or

vo
te

-b
u
y
in

g.
H

ow
ev

er
,

th
e

ca
n
d
id

at
e

li
st

s
on

th
e

b
al

lo
t

fo
rm

s
ar

e
ra

n
d
om

is
ed

,
so

th
e

or
d
er

in
w

h
ic

h
th

e
ca

n
d
id

at
es

ar
e

sh
ow

n
is

u
n
p
re

d
ic

ta
b
le

.
C

le
ar

ly
,
as

lo
n
g

as
th

e
L
H

st
ri

p
is

re
m

ov
ed

,
th

e
R

H
st

ri
p

al
on

e
d
o
es

n
ot

in
d
ic

at
e

w
h
ic

h
w

ay
th

e
vo

te
w

as
ca

st
.

T
h
e

cr
y
p
to

gr
ap

h
ic

va
lu

e
p
ri

n
te

d
on

th
e

b
ot

to
m

of
th

e
re

ce
ip

t,
th

e
‘o

n
io

n
’,

is
th

e
k
ey

to
ex

tr
ac

ti
on

of
th

e
v
ot

e.
B

u
ri

ed
cr

y
p
to

gr
ap

h
ic

al
ly

in
th

is
va

lu
e,

is
th

e
se

ed
in

fo
rm

at
io

n
n
ee

d
ed

to
re

co
n
st

ru
ct

th
e

ca
n
d
id

at
e

li
st

.
T

h
is

in
fo

rm
at

io
n

is
en

cr
y
p
te

d
u
n
d
er

th
e

se
cr

et
k
ey

s
of

a
n
u
m

b
er

of
te

ll
er

s.
T

h
u
s,

on
ly

th
e

te
ll
er

s
ac

ti
n
g

in
co

n
so

rt
ar

e
ab

le
to

re
co

n
st

ru
ct

th
e

ca
n
d
id

at
e

or
d
er

an
d

so
in

te
rp

re
t

th
e

v
ot

e
va

lu
e

en
co

d
ed

on
th

e
re

ce
ip

t.

O
n
ce

th
e

el
ec

ti
on

h
as

cl
os

ed
,

al
l

th
e

re
ce

ip
ts

ar
e

tr
an

sm
it

te
d

to
a

ce
n
tr

al
ta

b
u
la

ti
on

se
rv

er
w

h
ic

h
p
os

ts
th

em
to

a
se

cu
re

W
B

B
.
T

h
is

is
an

ap
p
en

d
-o

n
ly

,
p
u
b
li
cl

y
v
is

ib
le

fa
ci

li
ty

.
O

n
ly

th
e

ta
b
u
la

ti
on

se
rv

er
ca

n
w

ri
te

to
th

is
an

d
,
on

ce
w

ri
tt

en
,
an

y
th

in
g

p
os

te
d

to
it

w
il
l
re

m
ai

n
u
n
ch

an
ge

d
.
V

ot
er

s
ca

n
v
is

it
th

is
W

B
B

an
d

co
n
fi
rm

th
at

th
ei

r
re

ce
ip

t
ap

p
ea

rs
co

rr
ec

tl
y.

A
ft

er
a

su
it

ab
le

p
er

io
d
,
th

e
te

ll
er

s
ta

k
e

ov
er

an
d

p
er

fo
rm

a
ro

b
u
st

,
an

on
y
m

is
-

in
g,

d
ec

ry
p
ti

on
m

ix
on

th
e

b
at

ch
of

p
os

te
d

re
ce

ip
ts

.
V

ar
io

u
s

ap
p
ro

ac
h
es

to
au

-
d
it

in
g

th
e

m
ix

es
ca

n
b
e

u
se

d
to

en
su

re
th

at
th

e
te

ll
er

s
p
er

fo
rm

th
e

d
ec

ry
p
ti

on
s

co
rr

ec
tl

y.
D

et
ai

ls
of

th
is

ca
n

b
e

fo
u
n
d

in
[5

].

A
n
ot

h
er

p
la

ce
w

h
er

e
th

e
ac

cu
ra

cy
of

th
e

sc
h
em

e
co

u
ld

b
e

u
n
d
er

m
in

ed
is

in
th

e
v
ot

e
ca

p
tu

re
st

ag
e,

an
d

th
e

en
co

d
in

g
of

v
ot

es
in

th
e

re
ce

ip
ts

.
In

th
e

ca
se

of
P

rê
t

à
V

ot
er

,
th

is
co

u
ld

o
cc

u
r

if
th

e
b
al

lo
t

fo
rm

s
ar

e
in

co
rr

ec
tl

y
co

n
st

ru
ct

ed
,

i.
e.

,
th

e
ca

n
d
id

at
e

li
st

sh
ow

n
d
o
es

n
ot

co
rr

es
p
on

d
to

th
e

cr
y
p
to

se
ed

s
b
u
ri

ed
in

th
e

on
io

n
va

lu
e.

V
ar

io
u
s

m
ec

h
an

is
m

s
ca

n
b
e

d
ep

lo
ye

d
to

d
et

ec
t

an
d

d
et

er
su

ch
co

rr
u
p
ti

on
.
T

h
e

ap
p
ro

ac
h

su
gg

es
te

d
in

[5
]
is

to
p
er

fo
rm

a
ra

n
d
om

p
re

-a
u
d
it

of
th

e
b
al

lo
t

fo
rm

s.
In

ot
h
er

w
or

d
s,

b
ot

h
in

d
ep

en
d
en

t
th

ir
d

p
ar

ti
es

an
d

th
e

v
ot

er
ca

n
ch

ec
k

th
e

w
el

l-
fo

rm
ed

n
es

s
of

th
e

b
al

lo
t
fo

rm
s.

T
h
e

ch
ec

k
s
p
er

fo
rm

ed
in

ea
ch

ca
se

,
h
ow

ev
er

,
d
iff

er
.
T

h
e

fo
rm

er
in

vo
lv

es
ex

tr
ac

ti
n
g

th
e

cr
y
p
to

se
ed

s,
re

-c
om

p
u
ti

n
g

th
e

on
io

n
s

an
d

ch
ec

k
in

g
th

at
th

ey
co

rr
es

p
on

d
to

to
th

e
ca

n
d
id

at
e

p
er

m
u
ta

ti
on

.
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L
at

er
in

th
is

p
a
p
er

,
w

e
d
is

cu
ss

an
al

te
rn

at
iv

e
a
p
p
ro

ac
h

u
si

n
g

o
n
-d

em
an

d
cr

ea
ti

o
n

a
n
d

p
ri

n
ti

n
g

o
f
fo

rm
s
a
lo

n
g

w
it

h
a

cu
t-

a
n
d
-c

h
o
o
se

m
ec

h
an

is
m

an
d

p
os

t-
a
u
d
it

in
g.

F
o
r

fu
ll

d
et

ai
ls

o
f
th

e
m

ec
h
an

is
m

s
u
se

d
to

d
et

ec
t

an
y

m
al

fu
n
ct

io
n

or
m

is
b
e-

h
av

io
u
r

b
y

th
e

d
ev

ic
es

o
r

p
ro

ce
ss

es
th

a
t

co
m

p
ri

se
th

e
sc

h
em

e,
se

e
[5

].

5
S
y
st

e
m

s-
b
a
se

d
A

n
a
ly

si
s

o
f
P

r
ê
t

à
V

o
te

r

In
th

is
se

ct
io

n
w

e
ex

am
in

e
th

e
ex

te
n
t

to
w

h
ic

h
th

e
v
u
ln

er
ab

il
it

ie
s

id
en

ti
fi
ed

in
[1

0]
a
p
p
ly

to
P

rê
t

à
V

ot
er

.

5
.1

S
u
b
li
m

in
a
l
c
h
a
n
n
e
ls

S
u
b
li
m

in
al

ch
an

n
el

s,
ce

rt
ai

n
ly

o
f

th
e

ty
p
e

id
en

ti
fi
ed

b
y

K
ar

lo
f

et
a
l,

ar
e

n
ot

a
p
ro

b
le

m
fo

r
P

rê
t

à
V

o
te

r.
T

h
is

is
d
u
e

m
a
in

ly
to

th
e

ra
th

er
sp

ec
ia

l
an

d
,
to

ou
r

k
n
ow

le
d
ge

u
n
iq

u
e,

w
ay

th
at

v
o
te

s
ar

e
en

co
d
ed

in
P

rê
t

à
V

o
te

r.
M

os
t

cr
y
p
to

-
g
ra

p
h
ic

v
ot

in
g

sc
h
em

es
re

q
u
ir

e
th

e
v
o
te

r
to

su
p
p
ly

h
er

v
ot

e
ch

oi
ce

to
th

e
d
ev

ic
e,

w
h
ic

h
th

en
p
ro

d
u
ce

s
a

(v
er

ifi
a
b
le

)
en

cr
y
p
ti

o
n
.
In

th
e

ca
se

o
f

P
rê

t
à

V
ot

er
,
th

e
v
ot

er
’s

ch
o
ic

e
is

en
co

d
ed

in
a

ra
n
d
om

is
ed

fr
am

e
o
f

re
fe

re
n
ce

.
It

is
th

e
in

fo
rm

a-
ti

on
th

at
al

lo
w

s
th

is
fr

am
e

of
re

fe
re

n
ce

to
b
e

re
co

ve
re

d
,
th

e
”
se

ed
”

va
lu

e,
th

at
is

en
cr

y
p
te

d
.
T

h
is

ca
n

b
e

d
on

e
ah

ea
d

of
ti

m
e

w
it

h
o
u
t

n
ee

d
in

g
to

k
n
ow

th
e

v
ot

e
va

lu
e.

In
P

rê
t

à
V

o
te

r,
th

e
b
al

lo
t

fo
rm

s
a
re

ge
n
er

at
ed

in
a
d
va

n
ce

a
n
d

al
lo

ca
te

d
ra

n
d
om

ly
to

v
o
te

rs
.
T

h
u
s,

th
e

cr
y
p
to

g
ra

p
h
ic

co
m

m
it

m
en

ts
ar

e
m

ad
e

b
ef

or
e

an
y

li
n
ka

ge
to

v
o
te

r
id

en
ti

ti
es

o
r

v
o
te

ch
oi

ce
s

a
re

es
ta

b
li
sh

ed
.

R
eg

a
rd

in
g

se
m

an
ti

c
su

b
li
m

in
a
l
ch

a
n
n
el

s,
su

it
ab

le
im

p
le

m
en

ta
ti

o
n

sh
ou

ld
en

-
su

re
th

a
t,

fo
r

a
gi

v
en

b
a
ll
ot

fo
rm

an
d

v
o
te

ch
oi

ce
,
th

e
d
ig

it
a
l
re

p
re

se
n
ta

ti
on

in
a

P
rê

t
à

V
ot

er
re

ce
ip

t
is

u
n
iq

u
e,

i.
e.

,
th

e
o
n
io

n
va

lu
e

a
n
d

th
e

in
d
ex

va
lu

e
in

d
i-

ca
ti

n
g

th
e

ch
os

en
ce

ll
on

th
e

L
H

co
lu

m
n
.
H

en
ce

,
th

er
e

sh
o
u
ld

b
e

n
o

p
os

si
b
il
it
y

o
f
a

se
m

an
ti

c
su

b
li
m

in
a
l
ch

an
n
el

.
L
ik

e
th

e
C

h
au

m
sc

h
em

e,
P

rê
t
à

V
o
te

r
”
C

la
ss

ic
”
,

[5
],

u
se

s
d
et

er
m

in
is

ti
c

cr
y
p
-

to
gr

ap
h
ic

al
g
or

it
h
m

s.
In

fa
ct

,
a
ll

th
e

te
ll
er

s’
op

er
at

io
n
s

ca
n

b
e

m
a
d
e

d
et

er
m

in
is

-
ti

c:
en

cr
y
p
ti

on
a
n
d

d
ec

ry
p
ti

o
n

ar
e

d
et

er
m

in
is

ti
c

a
n
d

th
e

te
ll
er

s
ca

n
b
e

re
q
u
ir

ed
to

p
os

t
b
a
tc

h
es

o
f
tr

a
n
sf

or
m

ed
b
al

lo
t

re
ce

ip
ts

in
le

x
ic

al
or

d
er

a
t

ea
ch

st
ag

e,
th

u
s

el
im

in
at

in
g

ra
n
d
om

su
b
li
m

in
al

ch
a
n
n
el

s.
It

is
n
ot

cl
ea

r
w

h
et

h
er

th
is

is
re

al
ly

n
ec

es
sa

ry
,
a
s

th
e

te
ll
er

s
d
o

n
o
t

h
av

e
a
cc

es
s

to
a
n
y

p
ri

va
cy

se
n
si

ti
v
e

in
fo

rm
at

io
n
.

5
.2

S
o
c
ia

l
E
n
g
in

e
e
r
in

g
A

tt
a
c
k
s

In
P

rê
t

à
V

ot
er

,
th

e
v
ot

er
d
o
es

n
ot

en
ga

g
e

in
a

m
u
lt

i-
st

ep
p
ro

to
co

l
w

it
h

th
e

d
ev

ic
e

so
th

er
e

is
li
tt

le
sc

o
p
e

fo
r

a
n
y

so
ci

a
l
en

gi
n
ee

ri
n
g

st
y
le

a
tt

ac
k
s.

It
is

w
o
rt

h
n
o
ti

n
g

th
a
t

in
P

rê
t

à
V

o
te

r,
th

e
an

a
lo

g
u
e

of
th

e
‘c

u
t

an
d

ch
o
os

e’
el

em
en

t
o
f

th
e

C
h
au

m
o
r

N
eff

sc
h
em

es
is

p
er

fo
rm

ed
b
y

in
d
ep

en
d
en

t
au

d
it

in
g

a
u
th

o
ri

ti
es

b
y

ch
ec

k
in

g
a

ra
n
d
om

se
le

ct
io

n
o
f
th

e
b
a
ll
ot

fo
rm

s.
T

h
u
s

th
e

v
ot

er
s

a
re

n
o
t

re
q
u
ir

ed
to

p
er

fo
rm

a
cu

t-
an

d
-c

h
o
o
se

.
T

h
e

au
th

o
ri

ty
co

m
m

it
s

to
th

e
cr

y
p
to

m
at

er
ia

l
o
n

th
e

b
a
ll
ot

fo
rm

s
a
h
ea

d
of

th
e

el
ec

ti
o
n
.
A

ra
n
d
o
m

se
le

ct
io

n
of

th
es

e
ar

e
ch

ec
ke

d
b
y

th
e

au
d
it

or
s

fo
r

w
el

l-
fo

rm
ed

n
es

s.
T

h
is

ca
n

b
e

d
on

e
b
ef

or
e,

d
u
ri

n
g

an
d

af
te

r
(o

n
u
n
u
se

d
,
le

ft
-o

ve
r

fo
rm

s)
th

e
el

ec
ti

on
p
er

io
d
.
A

ss
u
m

in
g

th
at

th
ey

p
as

s
th

e
ch

ec
k
s,

au
d
it

ed
fo

rm
s

ar
e

d
es

tr
oy

ed
.

F
or

m
s

th
at

fa
il

th
e

ch
ec

k
s

w
ou

ld
b
e

re
ta

in
ed

fo
r

fo
re

n
si

c
p
u
rp

os
es

.
P

rê
t

à
V

ot
er

al
so

al
lo

w
s

th
e

p
os

si
b
il
it
y

of
v
ot

er
s

p
er

fo
rm

in
g

ra
n
d
om

ch
ec

k
s

on
th

e
b
al

lo
t

fo
rm

s
in

ad
d
it

io
n

to
ch

ec
k
s

p
er

fo
rm

ed
b
y

au
d
it

or
s.

T
h
is

is
m

or
e

in
th

e
sp

ir
it

of
ar

ra
n
gi

n
g

fo
r

th
e

tr
u
st

to
re

si
d
e

so
le

ly
in

th
e

v
ot

er
s

th
em

se
lv

es
.

C
ar

e
h
as

to
b
e

ta
k
en

,
h
ow

ev
er

,
to

av
oi

d
in

tr
o
d
u
ci

n
g

ot
h
er

v
u
ln

er
ab

il
it

ie
s,

su
ch

as
th

e
p
os

si
b
il
it
y

of
ch

ec
k
in

g
b
al

lo
t

fo
rm

s
th

at
h
av

e
b
ee

n
u
se

d
to

ca
st

v
ot

es
.

5
.3

D
e
n
ia

l
o
f
S
e
r
v
ic

e

W
h
il
st

th
es

e
sc

h
em

es
su

cc
ee

d
in

re
m

ov
in

g
th

e
n
ee

d
to

tr
u
st

th
e

d
ev

ic
es

an
d

te
ll
er

s
fo

r
th

e
ac

cu
ra

cy
re

q
u
ir

em
en

t,
w

e
m

ay
st

il
l
b
e

d
ep

en
d
en

t
on

th
em

to
so

m
e

ex
te

n
t

fo
r

av
ai

la
b
il
it
y.

U
n
le

ss
su

it
ab

le
m

ea
su

re
s

ar
e

ta
k
en

,
th

e
fa

il
u
re

of
a

te
ll
er

fo
r

ex
am

p
le

,
co

u
ld

at
le

as
t

h
ol

d
u
p

an
d

in
th

e
w

or
st

ca
se

b
lo

ck
th

e
ta

b
u
la

ti
on

.
C

or
ru

p
ti

on
of

th
e

d
ig

it
al

co
p
ie

s
of

re
ce

ip
ts

w
ou

ld
ca

ll
th

e
el

ec
ti

on
in

to
d
ou

b
t.

T
h
u
s

m
ea

su
re

s
m

u
st

b
e

ta
k
en

to
m

ak
e

th
e

sc
h
em

e
ro

b
u
st

ag
ai

n
st

(m
an

if
es

t)
fa

il
u
re

or
co

rr
u
p
ti

on
of

d
ev

ic
es

.
In

ot
h
er

w
or

d
s,

w
e

h
av

e
en

d
u
re

d
th

at
,
w

it
h

h
ig

h
p
ro

b
ab

il
it
y,

an
y

(s
ig

n
ifi

ca
n
t)

fa
il
u
re

s
or

co
rr

u
p
ti

on
w

il
l
b
e

d
et

ec
te

d
,
b
u
t

w
e

st
il
l

h
av

e
to

ad
d
re

ss
th

e
is

ss
u
e

of
er

ro
r

h
an

d
li
n
g

an
d

re
co

ve
ry

.
A

p
os

si
b
le

en
h
an

ce
m

en
t

of
P

rê
t

à
V

ot
er

,
d
et

ai
le

d
in

[2
3]

,
is

to
re

p
la

ce
th

e
d
ec

ry
p
ti

on
m

ix
es

w
it

h
re

-e
n
cr

y
p
ti

on
m

ix
es

.
T

h
is

h
as

a
n
u
m

b
er

of
ad

va
n
ta

ge
s,

on
e

b
ei

n
g

th
at

re
co

ve
ry

fr
om

D
oS

fa
il
u
re

s
is

m
u
ch

ea
si

er
.
T

h
er

e
ar

e
a

n
u
m

b
er

of
re

as
on

s
fo

r
th

is
:

–
T

h
e

m
ix

te
ll
er

s
d
o

n
ot

n
ee

d
se

cr
et

k
ey

s,
th

ey
si

m
p
ly

re
-r

an
d
om

is
e

th
e

en
cr

y
p
ti

on
.
A

fa
il
ed

m
ix

te
ll
er

ca
n

th
er

ef
or

e
si

m
p
ly

b
e

re
p
la

ce
d

w
it

h
ou

t
h
av

in
g

to
su

rg
ic

al
ly

ex
tr

ac
t

k
ey

s.
–

T
h
e

m
ix

an
d

au
d
it

ca
n

b
e

in
d
ep

en
d
en

tl
y

re
-r

u
n
.
W

it
h

(d
et

er
m

in
is

ti
c)

d
e-

cr
y
p
ti

on
m

ix
es

,
th

e
se

le
ct

io
n

of
li
n
k
s

fo
r

au
d
it

s
ca

n
n
ot

b
e

in
d
ep

en
d
en

tl
y

se
le

ct
ed

on
th

e
re

-r
u
n

of
th

e
m

ix
w

it
h
ou

t
co

m
p
ro

m
is

in
g

se
cr

ec
y.

T
h
e

u
se

of
th

re
sh

ol
d

en
cr

y
p
ti

on
sc

h
em

es
w

ou
ld

al
so

h
el

p
to

fo
il

D
oS

at
ta

ck
s

b
y

en
su

ri
n
g

th
e

fa
il
u
re

of
a

p
ro

p
or

ti
on

of
th

e
(d

ec
ry

p
ti

on
)

te
ll
er

s
co

u
ld

b
e

to
l-

er
at

ed
.

In
[1

9]
,
it

is
su

gg
es

te
d

th
at

a
V

V
P
A

T
[1

4]
-s

ty
le

m
ec

h
an

is
m

b
e

in
co

rp
or

at
ed

.
A

s
th

e
d
ev

ic
e

sc
an

s
th

e
v
ot

er
’s

re
ce

ip
t,

it
ge

n
er

at
es

an
ex

tr
a

co
p
y.

O
n
ce

th
is

co
p
y

h
as

b
ee

n
v
er

ifi
ed

b
y

th
e

v
ot

er
(a

n
d

p
os

si
b
ly

an
o
ffi

ci
al

),
it

is
en

te
re

d
in

to
a

se
al

ed
au

d
it

b
ox

.
T

h
is

p
ro

v
id

es
a

p
h
y
si

ca
l

b
ac

k
-u

p
of

re
ce

ip
ts

ca
st

,
sh

ou
ld

re
co

v
er

y
m

ec
h
an

is
m

s
n
ee

d
to

b
e

in
vo

ke
d
.

W
e

em
p
h
as

is
e

th
at

th
is

is
ac

tu
al

ly
q
u
it

e
d
iff

er
en

t
to

th
e

co
n
ve

n
ti

on
al

n
ot

io
n

of
V

V
P
A
T

th
at

ge
n
er

at
es

a
p
ap

er
au

d
it

tr
ai

l
of

u
n
en

cr
y
p
te

d
b
al

lo
t

sl
ip

s.
T

h
e

co
n
v
en

ti
on

al
fo

rm
of

V
V

P
A

T
su

ff
er

s
fr

om
a

n
u
m

b
er

of
p
ri

va
cy

p
ro

b
le

m
s.

F
or

ex
am

p
le

,
if

th
e

tr
ai

l
re

ta
in

s
th

e
or

d
er

of
v
ot

es
ca

st
,
re

ce
ip

ts
co

u
ld

b
e

li
n
k
ed

to
vo

te
rs

b
y

co
m

p
ar

in
g

th
e

or
d
er

in
w

h
ic

h
v
ot

es
ar

e
ca

st
w

it
h

th
at

of
v
ot

er
s
en

te
ri

n
g

268



th
e

b
o
ot

h
.
A

ls
o
,
an

y
m

is
m

at
ch

b
et

w
ee

n
th

e
v
o
te

r’
s

ch
oi

ce
an

d
th

e
p
ap

er
au

d
it

re
co

rd
ca

n
b
e

d
iffi

cu
lt

to
re

so
lv

e
w

it
h
o
u
t

co
m

p
ro

m
is

in
g

th
e

v
o
te

r’
s

p
ri

va
cy

.
W

h
er

e
en

cr
y
p
te

d
re

ce
ip

ts
ar

e
re

co
rd

ed
,
th

es
e

p
ro

b
le

m
s

d
is

a
p
p
ea

r.
N

ot
e

th
at

,
d
u
e

to
th

e
en

cr
y
p
te

d
fo

rm
o
f

th
e

re
ce

ip
ts

,
it

is
p
o
ss

ib
le

fo
r

m
o
n
it

o
rs

to
v
er

if
y

a
v
o
te

as
it

is
ca

st
,

in
a
d
d
it

io
n

to
th

e
v
o
te

r
ch

ec
k
in

g
.

A
n
y

d
is

cr
ep

an
ci

es
ca

n
b
e

re
so

lv
ed

w
it

h
o
u
t

lo
ss

o
f

v
o
te

r
p
ri

va
cy

.
W

e
w

il
l

h
en

ce
fo

rt
h

re
fe

r
to

su
ch

a
m

ec
h
a
n
is

m
a
s

V
e
r
ifi

e
d

P
a
p
e
r

A
u
d
it

T
r
a
il

(V
P
A

T
).

5
.4

D
is

c
a
r
d
e
d

R
e
c
e
ip

ts

A
s

w
it

h
th

e
C

h
a
u
m

a
n
d

N
eff

sc
h
em

es
,

ca
re

le
ss

ly
d
is

ca
rd

ed
re

ce
ip

ts
co

u
ld

b
e

a
p
ro

b
le

m
in

P
rê

t
à

V
ot

er
,

as
th

is
co

u
ld

in
d
ic

a
te

w
h
ic

h
re

ce
ip

ts
w

il
l

n
ot

b
e

ch
ec

ke
d

b
y

v
ot

er
s

o
n

th
e

W
B

B
[1

0]
.
M

al
ic

io
u
s

p
ar

ti
es

co
u
ld

d
el

et
e

or
al

te
r

th
e

co
rr

es
p
o
n
d
in

g
re

ce
ip

ts
,

co
n
fi
d
en

t
th

at
th

e
v
o
te

rs
w

il
l

n
ot

ch
ec

k
th

em
on

th
e

W
B

B
.

A
si

d
e

fr
om

v
ot

er
ed

u
ca

ti
on

[1
0]

,
a

p
os

si
b
le

m
it

ig
a
ti

o
n

is
,
a
ga

in
,
to

in
vo

ke
a

V
P
A

T
m

ec
h
a
n
is

m
,

a
s

d
es

cr
ib

ed
ab

ov
e.

In
d
ep

en
d
en

t
o
b
se

rv
er

s
co

u
ld

ch
ec

k
th

e
co

rr
es

p
o
n
d
en

ce
b
et

w
ee

n
th

e
V

P
A
T

a
n
d

th
e

co
n
te

n
ts

o
f
th

e
W

B
B

.
T

h
is

h
as

th
e

a
d
d
ed

ad
va

n
ta

ge
in

th
at

le
ss

re
li
a
n
ce

n
ee

d
b
e

p
la

ce
d

o
n

th
e

v
ot

er
’s

d
il
ig

en
ce

in
ch

ec
k
in

g
th

ei
r

re
ce

ip
ts

on
th

e
W

B
B

.

5
.5

In
v
a
li
d

D
ig

it
a
l
S
ig

n
a
tu

r
e
s

In
th

e
C

h
au

m
sc

h
em

e,
d
ig

it
a
l
si

gn
a
tu

re
s

a
ct

as
a

co
u
n
te

r-
m

ea
su

re
ag

ai
n
st

fa
k
ed

re
ce

ip
ts

b
ei

n
g

u
se

d
to

d
is

cr
ed

it
el

ec
ti

o
n

in
te

gr
it
y.

H
ow

ev
er

,
a

d
ev

ic
e

th
at

fa
ls

ifi
ed

si
gn

at
u
re

s
co

u
ld

b
e

u
se

d
to

d
is

cr
ed

it
v
ot

er
s,

le
av

in
g

th
em

w
it

h
o
u
t
a

w
ay

to
p
ro

ve
a

d
is

h
o
n
es

t
sy

st
em

[1
0
].

V
o
te

rs
sh

o
u
ld

th
u
s

b
e

p
ro

v
id

ed
w

it
h

d
ev

ic
es

ca
p
a
b
le

o
f

v
ei

fy
in

g
th

e
d
ig

it
al

si
gn

at
u
re

s.
S
u
ch

d
ev

ic
es

co
u
ld

b
e

p
ro

v
id

ed
b
y

va
ri

ou
s
in

d
ep

en
d
en

t
o
rg

an
is

at
io

n
s,

su
ch

a
s
th

e
E

le
ct

o
ra

l
C

om
m

is
si

on
,
et

c.
S
im

il
a
r
m

ea
su

re
s
co

u
ld

b
e

u
ti

li
se

d
fo

r
P

rê
t

à
V

o
te

r.
G

iv
en

th
at

en
cr

y
p
te

d
re

ce
ip

ts
ca

n
b
e

ca
st

in
th

e
p
re

se
n
ce

o
f
o
ffi

ci
al

s
an

d
ot

h
er

o
b
se

rv
er

s,
w

e
h
av

e
th

e
p
os

si
b
il
it
y

o
f

ch
ec

k
in

g
d
ig

it
al

si
g
n
at

u
re

s
a
t

th
e

ti
m

e
of

ca
st

in
g

a
n
d

ap
p
ly

in
g

p
h
y
si

ca
l
a
u
th

en
ti

ca
ti

on
m

ec
h
a
n
is

m
s,

su
ch

as
fr

an
k
in

g,
to

th
e

re
ce

ip
t.

5
.6

In
s
e
c
u
r
e

W
e
b

B
u
ll
e
ti
n

B
o
a
r
d

L
ik

e
th

e
C

h
au

m
an

d
N

eff
sc

h
em

es
an

d
in

d
ee

d
m

an
y

cr
y
p
to

g
ra

p
h
ic

v
ot

in
g

sc
h
em

es
,

P
rê

t
à

V
o
te

r
re

li
es

on
a

se
cu

re
W

B
B

,
w

h
ic

h
.

In
a

p
o
ss

ib
le

a
tt

a
ck

,
th

e
W

B
B

a
rr

an
g
es

fo
r

th
e

v
o
te

r
to

se
e

a
co

rr
ec

t
re

co
rd

o
f

h
er

b
al

lo
t

re
ce

ip
t,

w
h
ic

h
,

in
co

ll
u
si

on
w

it
h

th
e

m
ix

-n
et

,
h
as

b
ee

n
d
el

et
ed

or
al

te
re

d
.

A
s

a
re

su
lt

,
th

e
v
ot

er
co

u
ld

m
is

ta
k
en

ly
b
el

ie
v
e

th
a
t

h
er

v
o
te

h
a
s

b
ee

n
a
cc

u
ra

te
ly

co
u
n
te

d
[1

0]
.

H
ow

ev
er

,
w

e
n
ot

e
th

at
su

gg
es

te
d

m
it

ig
a
ti

on
s,

su
ch

as
ro

b
u
st

d
at

a
st

or
ag

e
a
n
d

a
ll
ow

in
g

on
ly

a
u
th

or
is

ed
w

ri
te

a
cc

es
s

to
th

e
W

B
B

[1
0
]
a
re

st
il
l
v
u
ln

er
ab

le

to
co

rr
u
p
ti

on
.

T
h
e

ch
al

le
n
ge

is
p
ro

v
id

e
a

tr
u
st

ed
p
at

h
fr

om
th

e
W

B
B

to
th

e
vo

te
r.

T
h
e

p
ro

b
le

m
of

im
p
le

m
en

ti
n
g

se
cu

re
w

eb
b
u
ll
et

in
b
oa

rd
s

is
th

e
su

b
je

ct
of

on
go

in
g

re
se

ar
ch

in
th

e
cr

y
p
to

gr
ap

h
ic

v
ot

in
g

co
m

m
u
n
it
y.

6
F
u
r
th

e
r

V
u
ln

e
r
a
b
il
it

ie
s

In
th

is
se

ct
io

n
,

w
e

d
is

cu
ss

ot
h
er

p
os

si
b
le

v
u
ln

er
ab

il
it

ie
s

n
ot

id
en

ti
fi
ed

in
[1

0]
,

an
d

su
gg

es
t

ap
p
ro

p
ri

at
e

m
it

ig
at

io
n

st
ra

te
gi

es
.

6
.1

D
o
ll

M
a
tc

h
in

g
A

tt
a
c
k

T
h
is

v
u
ln

er
ab

il
it
y

is
sp

ec
ifi

c
to

th
e

C
h
au

m
sc

h
em

e
an

d
is

n
ot

id
en

ti
fi
ed

in
[1

0]
.

E
ac

h
of

th
e

la
ye

rs
th

at
co

m
b
in

e
to

re
v
ea

l
th

e
b
al

lo
t
im

ag
e

h
av

e
to

ca
rr

y
a

p
ai

r
of

”d
ol

ls
”,

an
ol

og
u
es

of
ou

r
”o

n
io

n
s”

,
on

e
fo

r
ea

ch
la

y
er

.
It

is
es

se
n
ti

al
th

at
th

es
e

ar
e

id
en

ti
ca

l
b
et

w
ee

n
th

e
la

ye
rs

.
T

h
e

v
ot

er
is

re
q
u
ir

ed
to

ch
ec

k
th

at
va

lu
es

on
th

e
tw

o
la

y
er

s
m

at
ch

.
F
ai

lu
re

to
d
o

th
is

co
u
ld

al
lo

w
th

e
d
ev

ic
e

to
co

n
st

ru
ct

fa
k
e

re
ce

ip
ts

w
it

h
ou

t
d
et

ec
ti

on
.
It

m
ig

h
t

se
em

d
iffi

cu
lt

to
p
ro

d
u
ce

a
fa

k
e

d
ol

l
th

at
al

te
rs

th
e

vo
te

va
lu

e
w

h
il
st

d
iff

er
in

g
fr

om
th

e
re

al
d
ol

l
in

a
w

ay
th

at
is

v
is

u
al

ly
al

m
os

t
im

p
er

ce
p
ti

b
le

.
T

h
is

w
ou

ld
b
e

an
al

og
ou

s
to

fi
n
d
in

g
(a

p
p
ro

x
im

at
e)

co
ll
is

io
n
s

of
a

cr
y
p
to

gr
ap

h
ic

h
as

h
fu

n
ct

io
n
.

N
ev

er
th

el
es

s,
th

is
sh

ou
ld

st
il
l

b
e

co
n
si

d
er

ed
a

p
ot

en
ti

al
v
u
ln

er
ab

il
it
y.

A
co

u
n
te

r-
m

ea
su

re
is

to
en

su
re

th
at

v
is

u
al

m
at

ch
in

g
of

th
e

d
ol

ls
is

as
ea

sy
to

p
er

fo
rm

as
p
os

si
b
le

.
T

h
u
s,

fo
r

ex
am

p
le

,
th

e
d
ol

ls
m

ig
h
t

b
e

en
co

d
ed

al
ig

n
ed

b
ar

co
d
es

on
th

e
tw

o
la

ye
rs

.
A

n
y

m
is

m
at

ch
w

ou
ld

th
en

sh
ow

u
p

as
a

m
is

al
ig

n
m

en
t

of
th

e
b
ar

s.

6
.2

U
n
d
e
r
m

in
in

g
P

u
b
li
c

C
o
n
fi
d
e
n
c
e

in
th

e
S
e
c
r
e
c
y

o
f
E
n
c
r
y
p
te

d

R
e
c
e
ip

ts

A
n
ot

h
er

p
ot

en
ti

al
at

ta
ck

ag
ai

n
st

sc
h
em

es
em

p
lo

y
in

g
en

cr
y
p
te

d
re

ce
ip

ts
,

is
as

fo
ll
ow

s.
T

h
e

M
afi

a
cl

ai
m

to
h
av

e
a

w
ay

of
ex

tr
ac

ti
n
g

a
v
ot

e
fr

om
th

e
en

cr
y
p
te

d
re

ce
ip

t.
If

a
su

ffi
ci

en
t

n
u
m

b
er

of
v
ot

er
s

w
er

e
co

n
v
in

ce
d

b
y

su
ch

a
cl

ai
m

,
an

d
so

in
fl
u
en

ce
d

to
al

te
r

th
ei

r
v
ot

e,
it

m
ay

b
e

p
os

si
b
le

to
u
n
d
er

m
in

e
th

e
ou

tc
om

e
of

th
e

el
ec

ti
on

.
F
or

in
st

an
ce

,
a

co
er

ce
r

m
ig

h
t

u
rg

e
v
ot

er
s

to
su

b
m

it
th

ei
r

re
ce

ip
ts

,
cl

ai
m

in
g

th
at

th
e

‘c
or

re
ct

n
es

s’
of

th
e

ch
oi

ce
w

ou
ld

b
e

ch
ec

ke
d
.
S
om

e
re

w
ar

d
,
su

ch
as

en
tr

y
in

to
a

lo
tt

er
y,

w
ou

ld
b
e

o
ff
er

ed
fo

r
re

ce
ip

ts
th

at
p
as

se
d

th
e

su
p
p
os

ed
ch

ec
k
s.

C
ou

n
te

ri
n
g

su
ch

a
p
sy

ch
ol

og
ic

al
at

ta
ck

,
ot

h
er

th
an

b
y

v
ot

er
ed

u
ca

ti
on

,
co

u
ld

b
e

d
iffi

cu
lt

.

6
.3

S
id

e
-c

h
a
n
n
e
l
A

tt
a
c
k
s

K
ar

lo
f
et

al
d
o

n
ot

d
is

cu
ss

th
e

p
os

si
b
il
it
y

of
th

e
v
ot

e-
ca

p
tu

re
d
ev

ic
es

le
ak

in
g

th
e

vo
te

rs
ch

oi
ce

s
v
ia

si
d
e-

ch
an

n
el

s,
e.

g.
,
h
id

d
en

w
ir

es
,
w

ir
el

es
s-

en
ab

le
d

d
ev

ic
es

,
et

c.
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T
h
is

m
ay

b
e

b
ec

a
u
se

th
ey

ar
e

re
g
ar

d
ed

a
s

in
ev

it
a
b
le

.
In

fa
ct

,
in

th
e

ca
se

of
P

rê
t

à
V

ot
er

,
su

ch
ch

a
n
n
el

s
ar

e
n
ot

,
in

fa
ct

,
a

p
ro

b
le

m
.

A
s

ex
p
la

in
ed

ea
rl

ie
r,

th
e

v
ot

er
’s

ch
o
ic

e
d
o
es

n
o
t

n
ee

d
to

b
e

co
m

m
u
n
ic

at
ed

to
th

e
d
ev

ic
e

in
or

d
er

to
ob

ta
in

th
e

en
co

d
in

g
o
f

th
is

ch
oi

ce
in

th
e

re
ce

ip
t.

H
en

ce
,

ev
en

if
su

ch
ch

a
n
n
el

s
ex

is
te

d
,

th
ey

co
u
ld

n
o
t

b
e

ex
p
lo

it
ed

to
le

ak
in

fo
rm

at
io

n
fr

om
th

e
b
o
ot

h
d
ev

ic
e.

6
.4

K
e
lp

to
g
r
a
p
h
ic

C
h
a
n
n
e
l
A

tt
a
c
k
s

O
n

th
e

o
th

er
h
an

d
,
th

e
cu

rr
en

t
v
er

si
on

o
f
P

rê
t

à
V

o
te

r
is

st
il
l
v
u
ln

er
ab

le
to

an
-

o
th

er
fo

rm
of

su
b
li
m

in
a
l
ch

an
n
el

:
a

K
le

p
to

gr
a
p
h
ic

ch
a
n
n
el

.
T

h
es

e
w

er
e

or
gi

n
al

ly
d
es

cr
ib

ed
b
y

Y
o
u
n
g

a
n
d

Y
u
n
g

[2
4]

a
n
d

th
ei

r
re

le
va

n
ce

to
v
o
ti

n
g

sc
h
em

es
d
e-

sc
ri

b
ed

b
y

Z
ag

o
rs

k
i

et
al

[8
].

In
th

e
ca

se
o
f

P
rê

t
à

V
o
te

r,
th

e
id

ea
is

th
at

th
e

a
u
th

o
ri

ty
cr

ea
ti

n
g

th
e

b
a
ll
ot

fo
rm

s
w

ou
ld

ca
re

fu
ll
y

se
le

ct
th

e
se

ed
va

lu
es

in
su

ch
a

w
ay

a
s
to

en
co

d
e

in
fo

rm
at

io
n

ab
ou

t
th

e
ca

n
d
id

a
te

li
st

in
th

e
on

io
n

va
lu

es
.
T

h
is

en
co

d
in

g
w

o
u
ld

u
se

so
m

e
se

cr
et

k
ey

sh
ar

ed
w

it
h

a
co

ll
u
d
in

g
th

ir
d

p
ar

ty
.
T

h
u
s,

se
ed

s
w

ou
ld

b
e

ch
os

en
so

th
at

a
ce

rt
ai

n
k
ey

ed
h
as

h
ap

p
li
ed

to
th

e
on

io
n

va
lu

e
w

ou
ld

ca
rr

y
in

fo
rm

at
io

n
a
b
o
u
t

th
e

co
rr

es
p
o
n
d
in

g
ca

n
d
id

at
e

o
rd

er
.

C
le

ar
ly

th
is

w
o
u
ld

re
q
u
ir

e
a

si
gn

ifi
ca

n
t

a
m

o
u
n
t

of
se

a
rc

h
in

g
in

th
e

se
ed

sp
ac

e
a
n
d

co
m

p
u
ta

ti
on

,
b
u
t

th
e

re
su

lt
in

g
se

le
ct

io
n

of
se

ed
s

w
ou

ld
ap

p
ea

r
ra

n
d
om

to
a
n
y
o
n
e

n
o
t

k
n
ow

in
g

th
e

co
d
in

g
st

ra
te

g
y

a
n
d

se
cr

et
h
a
sh

k
ey

.
It

is
fa

ir
ly

st
ra

ig
h
tf

o
rw

ar
d

to
el

im
in

a
te

th
is

k
in

d
o
f

a
tt

ac
k

b
y

a
rr

an
gi

n
g

fo
r

th
e

se
ed

s
to

b
e

cr
ea

te
d

in
a

d
is

tr
ib

u
te

d
fa

sh
io

n
b
y

se
v
er

al
en

ti
ti

es
in

su
ch

a
w

ay
th

at
n
o

si
n
g
le

en
ti

ty
ca

n
co

n
tr

ol
o
r
k
n
ow

th
e

re
su

lt
in

g
se

ed
va

lu
es

.
R

y
an

et
al

[2
3]

d
es

cr
ib

es
su

ch
a

m
ec

h
a
n
is

m
,
in

w
h
ic

h
se

v
er

al
tr

u
st

ee
s

cr
ea

te
p
ro

to
-b

al
lo

t
fo

rm
s

in
a

k
in

d
o
f
p
re

-m
ix

.
T

h
e

re
su

lt
in

g
p
ro

to
-b

al
lo

t
fo

rm
s

h
av

e
tw

o
d
is

ti
n
ct

on
io

n
s

en
cr

y
p
ti

n
g

th
e

sa
m

e
se

ed
va

lu
e.

T
h
e

se
ed

va
lu

e,
a
n
d

h
en

ce
ca

n
d
id

at
e

li
st

,
ca

n
b
e

ex
tr

ac
te

d
fr

o
m

on
e

o
f

th
es

e
o
n

d
em

an
d

to
re

v
ea

l
th

e
fu

ll
b
al

lo
t

fo
rm

.
F
u
ll

d
et

a
il
s

ca
n

b
e

fo
u
n
d

in
[2

3]
.

7
P

r
ê
t

à
V

o
te

r
S
p
e
c
ifi

c
V

u
ln

e
r
a
b
il
it

ie
s

O
u
r

an
a
ly

si
s

of
P

rê
t

à
V

o
te

r
re

v
ea

le
d

ot
h
er

p
o
ss

ib
le

v
u
ln

er
ab

il
it

ie
s

th
at

ar
e

sp
ec

ifi
c

to
th

e
sc

h
em

e.
W

e
d
is

cu
ss

th
em

an
d

su
gg

es
t

p
o
ss

ib
le

m
it

ig
at

io
n
s.

7
.1

C
h
a
in

V
o
ti
n
g

C
h
a
in

v
ot

in
g

is
a

w
el

l
k
n
ow

n
st

y
le

o
f
a
tt

a
ck

th
a
t

ca
n

b
e

eff
ec

ti
v
e

ag
ai

n
st

so
m

e
co

n
v
en

ti
o
n
a
l
p
ap

er
b
al

lo
t
sc

h
em

es
.
In

th
is

at
ta

ck
,
th

e
co

er
ce

r
sm

u
g
g
le

s
an

u
n
u
se

d
b
a
ll
o
t

fo
rm

ou
t

o
f

th
e

p
o
ll
in

g
st

at
io

n
an

d
m

a
rk

s
h
is

p
re

fe
rr

ed
ca

n
d
id

at
e.

T
h
e

v
ot

er
is

to
ld

th
a
t

th
ey

w
il
l
b
e

re
w

a
rd

ed
if

th
ey

em
er

ge
w

it
h

a
fr

es
h
,
u
n
m

ar
k
ed

fo
rm

.
T

h
is

ca
n

th
en

b
e

m
a
rk

ed
ag

a
in

an
d

p
a
ss

ed
to

th
e

n
ex

t
v
o
te

r.
P
a
rt

ic
u
la

rl
y

v
u
ln

er
ab

le
a
re

el
ec

ti
o
n

sy
st

em
s

in
w

h
ic

h
th

e
b
al

lo
t

fo
rm

s
ar

e
a

co
n
tr

o
ll
ed

re
so

u
rc

e:
on

re
g
is

tr
at

io
n
,

v
o
te

rs
ar

e
g
iv

en
on

e
b
a
ll
ot

fo
rm

an
d

th
ey

a
re

ob
se

rv
ed

to
ca

st
th

is
b
ef

or
e

ex
is

ti
n
g

th
e

p
ol

li
n
g

st
a
ti

o
n
.

T
h
e

v
ot

er
is

th
en

u
n
d
er

d
u
re

ss
to

ca
st

th
e

fo
rm

m
ar

k
ed

b
y

th
e

co
er

ce
r
an

d
to

re
ta

in
th

e
fr

es
h

fo
rm

th
at

th
ey

ar
e

p
ro

v
id

ed
w

it
h

w
h
en

th
ey

re
gi

st
er

.
T

h
e

p
ro

ce
d
u
re

s
ar

gu
ab

ly
m

ak
e

it
h
ar

d
er

fo
r

th
e

co
er

ce
r

to
in

it
ia

li
se

th
e

at
ta

ck
.
H

ow
ev

er
,
a

d
et

er
m

in
ed

at
ta

ck
er

w
ou

ld
ce

rt
ai

n
ly

fi
n
d

a
w

ay
,
fo

r
ex

am
p
le

b
y

b
ri

b
in

g
an

o
ffi

ci
al

,
or

p
la

ci
n
g

a
fa

k
e

fo
rm

in
th

e
b
al

lo
t

b
ox

.
O

n
ce

th
e

at
ta

ck
is

in
it

ia
li
se

d
,
th

e
p
ro

ce
d
u
re

w
or

k
s

in
th

e
co

er
ce

r’
s

fa
vo

u
r.

A
p
os

si
b
le

co
u
n
te

r-
m

ea
su

re
is

to
m

ak
e

b
al

lo
t

fo
rm

s
fr

ee
ly

av
ai

la
b
le

in
th

e
p
ol

li
n
g

st
at

io
n
s,

as
,

fo
r

ex
am

p
le

,
in

F
re

n
ch

el
ec

ti
on

s.
V

ot
er

id
en

ti
ty

is
ch

ec
ke

d
w

h
en

ca
st

in
g

a
v
ot

e
ra

th
er

th
an

at
th

e
ti

m
e

of
co

ll
ec

ti
n
g

a
b
al

lo
t

fo
rm

.
T

h
u
s,

as
it

is
n
ot

ce
rt

ai
n

th
at

a
m

ar
k
ed

fo
rm

w
as

ac
tu

al
ly

u
se

d
to

ca
st

a
v
ot

e,
th

e
m

ot
iv

at
io

n
fo

r
th

e
at

ta
ck

is
u
n
d
er

m
in

ed
.

N
ei

th
er

th
e

C
h
au

m
n
or

th
e

N
eff

sc
h
em

es
,

in
w

h
ic

h
th

e
b
al

lo
t

fo
rm

s
an

d
re

ce
ip

ts
ar

e
ge

n
er

at
ed

on
d
em

an
d

in
th

e
b
o
ot

h
,

ar
e

v
u
ln

er
ab

le
to

th
is

st
y
le

of
at

ta
ck

.
P

rê
t

à
V

ot
er

is
,
h
ow

ev
er

,
p
ot

en
ti

al
ly

v
u
ln

er
ab

le
,
as

th
e

b
al

lo
t

fo
rm

s
ar

e
p
re

-p
ri

n
te

d
.
T

h
e

co
u
n
te

r-
m

ea
su

re
ab

ov
e

d
o
es

n
ot

w
or

k
as

ca
st

re
ce

ip
ts

ar
e

p
os

te
d

to
a

p
u
b
li
cl

y
-v

er
ifi

ab
le

W
B

B
.
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M
it
ig

a
ti
o
n

O
b
se

rv
e

th
at

at
th

e
ti

m
e

of
m

ak
in

g
h
er

ca
n
d
id

at
e

ch
oi

ce
,
it

is
on

ly
n
ec

es
sa

ry
fo

r
th

e
v
ot

er
to

se
e

th
e

ca
n
d
id

at
e

li
st

.
A

p
os

si
b
le

co
u
n
te

r-
m

ea
su

re
th

er
ef

or
e

is
to

co
n
ce

al
th

e
on

io
n

b
y

a
‘s

cr
at

ch
st

ri
p
’,

si
m

il
ar

to
th

at
u
se

d
in

lo
tt

er
y

ti
ck

et
s.

T
h
e

p
ro

ce
d
u
re

co
u
ld

th
en

b
e

fo
r

th
e

v
ot

er
to

re
gi

st
er

an
d

co
ll
ec

t
a

fr
es

h
b
al

lo
t

fo
rm

,
w

it
h

sc
ra

tc
h

st
ri

p
in

ta
ct

.
T

h
e

v
ot

er
go

es
to

th
e

b
o
ot

h
,
m

ar
k
s

h
er

se
le

ct
io

n
,
th

en
d
et

ac
h
es

an
d

d
es

tr
oy

s
th

e
L
H

st
ri

p
.

S
h
e

ex
it

s
th

e
b
o
ot

h
an

d
ta

k
es

h
er

re
ce

ip
t

to
an

o
ffi

ci
al

w
h
o

ch
ec

k
s

h
er

id
en

ti
ty

an
d

th
at

th
e

sc
ra

tc
h

st
ri

p
is

in
ta

ct
.

T
h
e

vo
te

r,
or

an
o
ffi

ci
al

,
n
ow

re
m

ov
es

th
e

st
ri

p
an

d
re

co
rd

s
th

e
re

ce
ip

t
as

p
re

v
io

u
sl

y
d
es

cr
ib

ed
.

S
te

p
s

w
ou

ld
n
ee

d
to

b
e

ta
k
en

to
en

su
re

th
at

th
e

sc
ra

tc
h

st
ri

p
s

ca
n
n
ot

b
e

sc
an

n
ed

w
it

h
so

m
e

d
ev

ic
e

to
re

ad
th

e
co

n
ce

al
ed

on
io

n
s.

T
h
is

h
as

re
p
or

te
d
ly

b
ee

n
d
on

e
u
si

n
g

th
e

la
se

r
p
h
ot

o-
ac

ou
st

ic
eff

ec
t.

S
ee

[7
]

fo
r

d
et

ai
ls

.
A

lt
h
ou

gh
ex

p
en

se
an

d
te

ch
n
ic

al
k
n
ow

-h
ow

w
ou

ld
b
e

re
q
u
ir

ed
on

th
e

p
ar

t
of

th
e

at
ta

ck
er

,
it

sh
ou

ld
st

il
l
b
e

co
n
si

d
er

ed
a

p
os

si
b
le

th
re

at
.

A
ra

th
er

d
iff

er
en

t
co

u
n
te

r-
m

ea
su

re
is

to
re

tu
rn

to
an

on
-d

em
an

d
cr

ea
ti

on
of

b
al

lo
t

fo
rm

s,
e.

g.
p
ri

n
ti

n
g

in
th

e
b
o
ot

h
s.

T
h
is

av
oi

d
s

ch
ai

n
v
ot

in
g

an
d

ce
rt

ai
n

ch
ai

n
of

cu
st

o
d
y

is
su

es
b
u
t

at
th

e
co

st
of

h
av

in
g

to
re

-i
n
tr

o
d
u
ce

th
e

v
ot

er
in

-
vo

lv
em

en
t

in
th

e
‘c

u
t

an
d

ch
o
os

e’
al

on
g

w
it

h
p
os

t-
au

d
it

in
g

to
th

e
p
ro

to
co

l.
T

h
e

tr
ad

e-
o
ff
s

in
vo

lv
ed

in
th

is
ar

e
in

ve
st

ig
at

ed
in

[2
1]

.

7
.3

A
u
th

o
r
it
y

k
n
o
w

le
d
g
e

In
th

e
cu

rr
en

t
v
er

si
on

of
P

rê
t
à

V
ot

er
,
th

e
au

th
or

it
y

h
as

k
n
ow

le
d
ge

of
b
al

lo
t
fo

rm
in

fo
rm

at
io

n
,
i.
e.

th
e

cr
y
p
to

se
ed

s
u
se

d
to

ge
n
er

at
e

th
e

ca
n
d
id

at
e

o
ff
se

ts
,
h
en

ce
th

e
on

io
n
s,

an
d
,
in

p
ar

ti
cu

la
r,

th
e

as
so

ci
at

io
n

b
et

w
ee

n
th

es
e

va
lu

es
.
T

h
is

m
ea

n
s

th
at

th
e

au
th

or
it
y

h
as

to
b
e

tr
u
st

ed
n
ot

to
le

ak
th

is
in

fo
rm

at
io

n
.

E
v
en

if
th

e
au

th
or

it
y

is
en

ti
re

ly
tr

u
st

w
or

th
y,

th
er

e
is

al
w

ay
s

a
d
an

ge
r

of
th

is
in

fo
rm

at
io

n

270



b
ei

n
g

le
a
k
ed

d
u
ri

n
g

d
is

tr
ib

u
ti

on
o
r

st
or

ag
e

o
f

th
e

b
al

lo
t

fo
rm

s,
i.
e.

,
ch

ai
n

of
cu

st
o
d
y

is
su

es
.

T
o

co
u
n
te

r
th

is
,
w

e
a
rr

a
n
ge

fo
r

th
e

b
a
ll
ot

fo
rm

m
a
te

ri
a
l
to

b
e

co
n
st

ru
ct

ed
in

a
d
is

tr
ib

u
te

d
fa

sh
io

n
,
in

su
ch

a
w

ay
as

to
en

su
re

th
at

n
o

si
n
gl

e
en

ti
ty

k
n
ow

s
th

e
a
ss

o
ci

a
ti

o
n

o
f
on

io
n
s

a
n
d

ca
n
d
id

a
te

li
st

s.
A

s
n
ot

ed
p
re

v
io

u
sl

y,
u
p

u
n
ti

l
th

e
ti

m
e

o
f

ca
st

in
g

a
v
ot

e,
it

is
n
o
t

n
ec

es
sa

ry
fo

r
th

e
v
ot

er
to

se
e

th
e

on
io

n
.
O

n
e

co
u
ld

th
u
s

d
ev

is
e

a
sc

h
em

e
in

w
h
ic

h
th

e
on

io
n

an
d

ca
n
d
id

at
e

li
st

ar
e

n
ev

er
ex

p
os

ed
si

m
u
lt

a
n
eo

u
sl

y.

W
e

n
ow

o
u
tl

in
e

a
si

m
p
le

sc
h
em

e
fo

r
d
is

tr
ib

u
te

d
co

n
st

ru
ct

io
n

o
f
sc

ra
tc

h
ca

rd
st

y
le

b
a
ll
o
t

fo
rm

s.
It

is
b
a
se

d
o
n

on
io

n
s

en
cr

y
p
te

d
u
si

n
g

E
l
G

am
a
l,

o
r

a
si

m
il
ar

ra
n
d
o
m

is
ed

en
cr

y
p
ti

o
n

al
go

ri
th

m
.

T
h
e

b
a
ll
ot

fo
rm

m
at

er
ia

l
is

ge
n
er

at
ed

b
y

a
n
u
m

b
er

of
b
a
ll
ot

cl
er

k
s.

T
h
e

fi
rs

t
cl

er
k

g
en

er
a
te

s
a

la
rg

e
q
u
a
n
ti

ty
of

on
io

n
s,

w
h
ic

h
th

en
en

te
r

a
re

-e
n
cr

y
p
ti

o
n

p
re

-m
ix

in
vo

lv
in

g
th

e
ot

h
er

cl
er

k
s.

T
h
e

la
st

cl
er

k
co

ll
ec

ts
th

e
re

su
lt

in
g

p
er

m
u
te

d
,
ra

n
d
om

o
n
io

n
s

an
d
,
fo

r
ea

ch
o
n
e,

p
ro

d
u
ce

s
tw

o
re

-e
n
cr

y
p
ti

on
s.

T
h
es

e
p
ai

re
d

on
io

n
s

ar
e

n
ow

p
ri

n
te

d
on

to
b
al

lo
t

fo
rm

s,
on

e
a
t

th
e

b
ot

to
m

o
f
th

e
L
H

co
lu

m
n
,
th

e
o
th

er
o
n

th
e

b
o
tt

o
m

o
f
th

e
R

H
co

lu
m

n
.
A

p
ro

to
-b

al
lo

t
fo

rm
is

sh
ow

n
b
el

ow
:

7
rJ

94
K

jH
8
9G

q

T
h
es

e
tw

o
on

io
n
s

sh
o
u
ld

co
rr

es
p
o
n
d

to
th

e
sa

m
e

ca
n
d
id

a
te

li
st

.
T

h
e

R
H

o
n
io

n
is

n
ow

co
n
ce

al
ed

w
it

h
a

sc
ra

tc
h

st
ri

p
.

T
h
es

e
a
re

n
ow

sh
u
ffl

ed
a
n
d

p
a
ss

ed
to

a
fi
n
a
l
cl

er
k

w
h
o

th
en

d
is

p
at

ch
es

th
e

v
is

ib
le

,
L
H

on
io

n
s

to
th

e
te

ll
er

s.
T

h
e

te
ll
er

s
se

n
d

b
ac

k
th

e
co

rr
es

p
on

d
in

g
ca

n
d
i-

d
at

e
li
st

w
h
ic

h
is

n
ow

p
ri

n
te

d
in

th
e

L
H

co
lu

m
n

a
n
d

th
e

L
H

o
n
io

n
is

re
m

ov
ed

.
T

h
is

re
su

lt
s

in
b
al

lo
t

fo
rm

s
si

m
il
ar

to
th

o
se

p
ro

p
o
se

d
in

S
ec

ti
on

4,
b
u
t

w
it

h
th

e
on

io
n

va
lu

e
co

n
ce

a
le

d
b
y

a
sc

ra
tc

h
st

ri
p
.

N
o
te

th
at

n
o

si
n
gl

e
en

ti
ty

n
ow

k
n
ow

s
th

e
as

so
ci

at
io

n
of

o
n
io

n
an

d
sc

ra
tc

h
st

ri
p
.

S
tr

ic
tl

y
sp

ea
k
in

g
,

th
e

la
st

tw
o

cl
er

k
s

a
ct

in
g

in
co

ll
u
si

on
co

u
ld

fo
rm

th
e

as
so

ci
at

io
n
,
b
u
t

th
e

sc
h
em

e
ca

n
b
e

el
ab

or
at

ed
to

ra
is

e
th

e
co

ll
u
si

on
th

re
sh

ol
d
.

In
te

re
st

in
gl

y,
w

e
n
ot

e
a
ls

o
th

at
,
ev

en
th

ou
g
h

th
es

e
tw

o
cl

er
k
s

in
co

ll
u
si

on
k
n
ow

th
e

on
io

n
/
ca

n
d
id

a
te

li
st

a
ss

o
ci

a
ti

o
n
,
th

ey
ca

n
n
o
t
p
ro

v
e

th
is

k
n
ow

le
d
g
e

to
a

th
ir

d
p
ar

ty
as

th
ey

d
o

n
ot

k
n
ow

th
e

n
ec

es
sa

ry
cr

y
p
to

se
ed

s
u
se

d
to

co
m

p
u
te

th
e

on
io

n
va

lu
es

.
B

a
ll
o
t

fo
rm

s
ca

n
b
e

ra
n
d
om

ly
au

d
it

ed
as

b
ef

or
e.

A
lt

er
n
at

iv
el

y,
th

e
p
re

-m
ix

a
p
p
ro

a
ch

o
f

[2
3
]

al
lu

d
ed

to
ea

rl
ie

r
a
s

a
co

u
n
te

r
to

k
el

p
to

g
ra

p
h
ic

at
ta

ck
s,

w
o
u
ld

a
ls

o
b
e

eff
ec

ti
v
e

h
er

e
to

el
im

in
a
te

th
e

au
th

or
it
y

k
n
ow

le
d
ge

p
ro

b
le

m
.

7
.4

E
n
fo

r
c
in

g
th

e
D

e
s
tr

u
c
ti
o
n

o
f
th

e
L
e
ft

-h
a
n
d

S
tr

ip
s

A
ft

er
th

e
v
ot

er
’s

se
le

ct
io

n
h
as

b
ee

n
m

ar
k
ed

on
th

e
b
al

lo
t

fo
rm

,
th

e
le

ft
-h

an
d

st
ri

p
m

u
st

b
e

d
es

tr
oy

ed
.
F
ai

lu
re

to
d
o

so
w

ou
ld

al
lo

w
th

e
v
ot

er
to

u
se

it
as

p
ro

of
of

h
er

v
ot

e
to

a
th

ir
d

p
ar

ty
.
C

le
ar

ly
,
th

is
w

ou
ld

la
y

th
e

sy
st

em
op

en
to

co
er

ci
on

.
S
ev

er
al

w
ay

s
of

en
fo

rc
in

g
th

is
ar

e
p
os

si
b
le

.
T

h
e

v
ot

er
co

u
ld

b
e

re
q
u
ir

ed
to

d
es

tr
oy

th
e

le
ft

-h
an

d
st

ri
p

in
th

e
p
re

se
n
ce

of
an

o
ffi

ci
al

,
p
re

fe
ra

b
ly

in
so

m
e

m
ec

h
an

ic
al

sh
re

d
d
in

g
d
ev

ic
e.

T
h
is

co
u
ld

b
e

d
on

e
at

th
e

ti
m

e
of

ca
st

in
g

th
e

b
al

lo
t

fo
rm

,
as

su
gg

es
te

d
ab

ov
e.

H
ow

ev
er

,
ca

re
w

ou
ld

h
av

e
to

b
e

ta
k
en

to
en

su
re

th
at

th
e

o
ffi

ci
al

is
n
ot

ab
le

to
re

co
rd

th
e

as
so

ci
at

io
n

of
th

e
re

ce
ip

t
an

d
ca

n
d
id

at
e

li
st

. A
n
ot

h
er

p
os

si
b
il
it
y

is
to

h
av

e
d
ev

ic
es

in
th

e
b
o
ot

h
th

at
w

ou
ld

au
to

m
at

i-
ca

ll
y

cu
t

o
ff

an
d

d
es

tr
oy

th
e

L
H

st
ri

p
an

d
th

en
p
as

s
th

e
re

ce
ip

t
in

to
a

sc
an

n
er

.
T

h
is

w
ou

ld
m

ak
e

th
e

v
ot

er
’s

in
te

ra
ct

io
n

si
m

p
le

r,
b
u
t

su
ch

d
ev

ic
es

w
ou

ld
h
av

e
to

b
e

ca
re

fu
ll
y

ev
al

u
at

ed
,

an
d

ru
n

co
u
n
te

r
to

th
e

“t
ru

st
n
ob

o
d
y

an
d

n
ot

h
in

g”
p
h
il
os

op
h
y

of
v
ot

er
-v

er
ifi

ab
le

sc
h
em

es
.

A
n
ot

h
er

p
os

si
b
il
it
y

is
to

m
ak

e
‘d

ec
oy

’
le

ft
-h

an
d

st
ri

p
s

fr
ee

ly
av

ai
la

b
le

in
th

e
b
o
ot

h
s,

so
th

e
v
ot

er
ca

n
n
ot

co
n
v
in

ce
th

e
co

er
ce

r
th

at
th

e
on

e
sh

e
em

er
ge

s
w

it
h

is
ge

n
u
in

e.

7
.5

C
o
n
fu

s
io

n
o
f
T
e
ll
e
r

M
o
d
e
s

A
s

p
re

v
io

u
sl

y
m

en
ti

on
ed

,
th

e
te

ll
er

s
p
er

fo
rm

an
an

on
y
m

is
in

g
d
ec

ry
p
ti

on
m

ix
on

th
e

re
ce

ip
ts

p
os

te
d

to
th

e
W

B
B

.
H

ow
ev

er
,
th

ey
al

so
h
av

e
a

ro
le

in
ch

ec
k
in

g
th

e
co

n
st

ru
ct

io
n

of
b
al

lo
t

fo
rm

s,
b
ot

h
b
y

au
d
it

or
s

an
d
,

p
ot

en
ti

al
ly

,
v
ot

er
s

[5
].

F
or

b
al

lo
t

fo
rm

s
se

le
ct

ed
fo

r
au

d
it

,
th

e
on

io
n
s

ar
e

se
n
t

to
th

e
te

ll
er

s,
w

h
o

re
tu

rn
th

e
co

rr
es

p
on

d
in

g
se

ed
va

lu
es

.
T

h
e

au
d
it

or
s

th
en

re
-c

om
p
u
te

th
e

on
io

n
va

lu
es

an
d

ca
n
d
id

at
e

o
ff
se

ts
,

an
d

ch
ec

k
th

at
th

ey
ar

e
co

rr
ec

t.
In

v
ot

er
ch

ec
k
in

g,
th

e
te

ll
er

s
re

tu
rn

th
e

ca
n
d
id

at
e

or
d
er

in
g

co
rr

es
p
on

d
in

g
to

th
e

on
io

n
va

lu
e

se
n
t

b
y

th
e

v
ot

er
.

T
h
e

ch
ec

ke
d

fo
rm

s
sh

ou
ld

th
en

b
e

d
is

ca
rd

ed
.
If

th
e

au
d
it

ed
fo

rm
s

w
er

e
la

te
r

u
se

d
to

ca
st

a
v
ot

e,
th

er
e

co
u
ld

b
e

a
th

re
at

to
b
al

lo
t
se

cr
ec

y.
C

on
ve

rs
el

y,
it

sh
ou

ld
n
ot

b
e

p
os

si
b
le

to
ru

n
a

ch
ec

k
on

a
fo

rm
th

at
h
as

b
ee

n
u
se

d
to

ca
st

a
v
ot

e.
T
o

m
it

ig
at

e
th

is
,

b
al

lo
t

fo
rm

s
co

u
ld

b
e

ch
ec

ke
d

b
y

v
ot

er
s

in
th

e
p
re

se
n
ce

of
an

o
ffi

ci
al

,
w

h
o

th
en

en
su

re
s

th
at

u
se

d
fo

rm
s

ar
e

d
is

ca
rd

ed
.
F
or

m
s

co
u
ld

b
e

in
va

li
d
at

ed
on

ce
u
se

d
,
fo

r
ex

am
p
le

,
u
si

n
g

th
e

d
es

cr
ib

ed
sc

ra
tc

h
st

ri
p

m
ec

h
an

is
m

.
A

n
au

th
en

ti
ca

ti
on

co
d
e

co
u
ld

b
e

ov
er

p
ri

n
te

d
on

th
e

sc
ra

tc
h

st
ri

p
th

at
w

ou
ld

b
e

n
ec

es
sa

ry
to

en
ab

le
th

e
ch

ec
k
in

g
m

o
d
e.

R
ev

ea
li
n
g

th
e

on
io

n
w

ou
ld

en
ta

il
re

m
ov

in
g

th
e

sc
ra

tc
h

st
ri

p
an

d
th

e
co

d
e

al
on

g
w

it
h

it
,

en
su

ri
n
g

th
at

th
e

fo
rm

co
u
ld

n
ot

b
e

re
u
se

d
la

te
r.

8
C

o
n
c
lu

si
o
n
s

In
th

is
p
ap

er
,
w

e
h
av

e
p
er

fo
rm

ed
a

sy
st

em
s-

b
as

ed
an

al
y
si

s
of

th
e

P
rê

t
à

V
ot

er
sc

h
em

e.
In

p
ar

ti
cu

la
r,

w
e

h
av

e
ex

te
n
d
ed

th
e

an
al

y
si

s
of

K
ar

lo
f

et
al

w
it

h
so

m
e
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fu
rt

h
er

sy
st

em
s

b
a
se

d
v
u
ln

er
ab

il
it

ie
s

n
o
t

id
en

ti
fi
ed

in
[1

0]
,

an
d

co
n
si

d
er

ed
th

e
a
p
p
li
ca

b
il
it
y

of
th

es
e

v
u
ln

er
a
b
il
it

ie
s

to
th

e
P

rê
t

à
V

ot
er

sc
h
em

e.
P

rê
t

à
V

o
te

r
h
a
s

p
ro

v
ed

to
b
e

re
m

ar
ka

b
ly

re
si

li
en

t
to

th
es

e
v
u
ln

er
ab

il
it

ie
s,

m
a
n
y

of
w

h
ic

h
st

em
fr

o
m

v
ot

er
in

te
ra

ct
io

n
w

it
h

d
ev

ic
es

a
n
d

g
en

er
at

io
n

of
en

-
tr

op
y

at
th

e
ti

m
e

of
v
ot

in
g.

H
ow

ev
er

,
P

rê
t

à
V

o
te

r,
is

p
o
te

n
ti

al
ly

p
re

y
to

ch
ai

n
v
ot

in
g

at
ta

ck
s,

w
h
ic

h
d
o

n
ot

ap
p
ly

to
sc

h
em

es
in

w
h
ic

h
th

e
cr

y
p
to

m
at

er
ia

l
is

g
en

er
a
te

d
on

d
em

an
d
.

In
fa

ct
,

as
w

e
h
av

e
d
is

cu
ss

ed
,

th
is

at
ta

ck
is

p
ar

ti
cu

-
la

rl
y

v
ir

u
le

n
t

in
th

e
co

n
te

x
t

of
v
ot

er
-v

er
ifi

ab
le

sc
h
em

es
w

it
h

p
re

-p
re

p
ar

ed
b
al

lo
t

fo
rm

s
a
n
d

W
eb

B
u
ll
et

in
B

oa
rd

s.
W

h
er

ev
er

su
ch

th
re

at
s

ap
p
ly

to
P

rê
t

à
V

ot
er

,
co

u
n
te

r-
m

ea
su

re
s

h
av

e
b
ee

n
su

g
ge

st
ed

.
A

s
w

it
h

a
n
y

se
cu

re
sy

st
em

,
v
o
ti

n
g

sc
h
em

es
re

q
u
ir

e
g
re

at
ca

re
in

th
ei

r
d
es

ig
n

a
n
d

ev
a
lu

at
io

n
,
n
o
t

on
ly

of
th

e
cr

y
p
to

g
ra

p
h
ic

co
re

,
b
u
t

a
ls

o
of

th
e

su
rr

ou
n
d
in

g
sy

st
em

.
A

n
al

y
si

s
fr

om
a

sy
st

em
p
er

sp
ec

ti
v
e

h
a
s
p
ro

v
id

ed
va

lu
ab

le
in

si
gh

t
in

to
th

e
w

ay
fo

rw
a
rd

fo
r

P
rê

t
à

V
o
te

r,
a
n
d

so
m

e
en

h
a
n
ce

m
en

ts
h
av

e
b
ee

n
su

gg
es

te
d
.
It

h
a
s
a
ls

o
u
n
d
er

li
n
ed

th
e

n
ee

d
fo

r
a
d
eq

u
at

e
er

ro
r-

h
an

d
li
n
g

a
n
d

re
co

ve
ry

st
ra

te
gi

es
,

a
n
d

th
a
t

a
V

P
A

T
st

y
le

m
ec

h
an

is
m

w
ou

ld
b
e

h
ig

h
ly

d
es

ir
a
b
le

.
T

h
e

an
a
ly

si
s

p
re

se
n
te

d
h
er

e,
as

w
it

h
th

e
an

al
y
si

s
of

K
ar

lo
f

et
a
l,

d
o
es

n
ot

o
f

co
u
rs

e
co

n
st

it
u
te

an
ex

h
au

st
iv

e,
sy

st
em

at
ic

,
id

en
ti

fi
ca

ti
on

of
a
ll

th
e

sy
st

em
-

b
a
se

d
th

re
a
ts

to
P

rê
t

à
V

o
te

r.
A

rg
u
a
b
ly

,
co

m
p
le

te
co

v
er

ag
e

fo
r

su
ch

an
an

al
y
si

s
co

u
ld

n
ev

er
b
e

g
u
ar

a
n
te

ed
gi

v
en

th
e

o
p
en

-e
n
d
ed

n
a
tu

re
of

sy
st

em
s.

H
ow

ev
er

,
w

e
fe

el
th

at
th

is
an

a
ly

si
s

co
n
st

it
u
te

s
a

u
se

fu
l
fi
rs

t
st

ep
to

w
a
rd

s
a

m
o
re

sy
st

em
at

ic
a
n
al

y
si

s
te

ch
n
iq

u
e

fo
r

v
o
ti

n
g

sy
st

em
s.

H
er

e,
w

e
ex

p
lo

re
th

e
sp

ac
e

of
p
os

si
b
le

fa
il
u
re

m
o
d
es

an
d

a
d
v
er

sa
ry

ca
p
a
b
il
it

ie
s,

w
h
ic

h
w

il
l
en

a
b
le

u
s

to
b
u
il
d

a
th

re
at

m
o
d
el

.
W

e
a
lr

ea
d
y

h
av

e
th

e
st

ar
t

o
f

a
ta

x
o
n
o
m

y
of

at
ta

ck
s,

i.
e.

,
cl

as
si

fi
ca

ti
on

in
to

su
b
li
m

in
al

ch
an

n
el

s,
si

d
e-

ch
an

n
el

s,
k
le

p
to

gr
a
p
h
ic

ch
a
n
n
el

s,
so

ci
a
l

en
gi

n
ee

ri
n
g

th
re

at
s,

et
c.

It
se

em
s

li
k
el

y
th

at
a

fo
rm

of
d
es

ig
n
-l
ev

el
in

fo
rm

at
io

n
fl
ow

an
al

y
si

s
sh

ou
ld

h
el

p
g
u
id

e
fu

rt
h
er

a
n
a
ly

si
s.

T
h
is

w
il
l
b
e

p
u
rs

u
ed

in
fu

tu
re

re
se

ar
ch

.
F
in

a
ll
y,

w
e

co
n
cl

u
d
e

th
a
t,

p
ro

v
id

ed
th

at
,

in
ad

d
it

io
n

to
a

fo
rm

al
an

al
y
si

s
o
f

th
e

co
re

,
te

ch
n
ic

al
sy

st
em

,
a

sy
st

em
s

p
er

sp
ec

ti
v
e

is
ta

k
en

in
to

co
n
si

d
er

at
io

n
d
u
ri

n
g

th
e

d
es

ig
n

a
n
d

ev
al

u
a
ti

o
n

p
h
as

es
,
th

er
e

is
ev

er
y

re
as

on
to

su
p
p
os

e
th

at
cr

y
p
to

g
ra

p
h
ic

sc
h
em

es
of

th
is

k
in

d
ca

n
p
ro

v
id

e
tr

u
st

w
or

th
y,

v
er

ifi
ab

le
el

ec
ti

on
s.

9
A

c
k
n
o
w

le
d
g
e
m

e
n
ts

T
h
e

au
th

or
s

w
ou

ld
li
k
e

to
th

a
n
k

M
ic

h
a
el

C
la

rk
so

n
,
M

ic
h
a
el

J
a
ck

so
n
,
S
te

v
e

K
re

-
m

er
,

A
n
d
re

y
P
ov

y
ak

al
o
,

M
a
rk

R
y
an

a
n
d

L
u
ca

V
ig

a
n
o

fo
r

fr
u
it

fu
l

d
is

cu
ss

io
n
s

a
n
d

D
S
T

L
an

d
th

e
E

P
S
R

C
D

IR
C

p
ro

je
ct

fo
r

p
ar

ti
al

fu
n
d
in

g
of

th
is

w
or

k
.

R
e
fe

r
e
n
c
e
s

1
.

T
h
e

tr
o
u
b
le

w
it
h

te
ch

n
o
lo

g
y.

T
h
e

E
co

n
o
m

is
t,

S
ep

t
1
6

2
0
0
4
.

2
.

J
.
B

a
n
n
et

,
W

.
P

ri
ce

,
A

.
R

u
d
y
s,

J
.
S
in

g
er

,
a
n
d

D
.
W

a
ll
a
ch

.
H

a
ck

-a
-v

o
te

:
S
ec

u
ri

ty
is

su
es

w
it
h

el
ec

tr
o
n
ic

v
o
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P. Paradinas -

Java Card Benchmark
pierre.paradinas @ cnam.fr

http://cedric.cnam.fr/mesure

Cnam/Cedric

Mobile and Embedded Systems Group

P. Paradinas -

Agenda

Motivations

Some issues in the benchmark definitions

Rules to apply in the definition of benchmark

Presentation of the SCCB

Smart Card Cnam Benchmark

Initial project

Actual Project : MESURE

Q&A

P. Paradinas -

Motivations (Technical)

Benchmark are new in the arena of smart card.

Smart cards were designed to “provide a dedicated solution” :

Cards used in a domain answer to the requirement of it, performances are 
take into account as part of the application complete design.

More and more :

Cards are “open platforms”, programs or applets are added/loaded and 
executed on the platform :

There is a challenge to know the over all performances of platform and 
application running on it,

Evaluation of a platform performance is a first step.
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P. Paradinas -

SC manufacturers point of view

Why benchmarks are important in the smart card arena :

Standards will be more and more important in the SC industry (like in 
Information Technology),

Differentiation are the necessary goals of company for their products, and 
more and more in the context where products are standardized.

P. Paradinas -

SC manufacturer and differentiation

Differentiation are on different product features :

Pricing,

Delivery times,

Quality,

Security,

...

and PERFORMANCE will be the next requirement.

One element is not the differentiator but an element of a set of 
differentiator.

P. Paradinas -

SC customers (users) point of view

For application point of view :

Understand the platform performance :

Evaluation, prediction,

Set expectations, 

Allow to choose the right product in a range of product.

How a service will be deliver in term of QoS is important.

How the PERFORMANCE are within my Applet ?

In term of execution time,

In term of memory consumption,

... 
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P. Paradinas -

Performance vs Security

Return to DES smart card implementation step

Feasability and fit-In

Optimization

Protection

P. Paradinas - Cnam - 

Performance

Applet Ai

Card A Card B

Card A : Memory size,
Execution time,...

Card B : Memory size,
Execution time,...

P. Paradinas -

Motivations (summary)

This is the way, to emphasis your products as SC manufacturers,

This is the way, to position your products as SC manufacturers,

This is the way to compare and measure products as SC-users.
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P. Paradinas -

About some issues in benchmarking...

How to define a benchmark,

3 approaches :

Measure on the system itself,

Simulation of the system,

Analytical model.

P. Paradinas -

Measure of the system

System is the Java Card.

The more accurate approach is the measure of the system itself.

This is also the measure with the high level of “trust”.

P. Paradinas - Cnam - 

Measure of the system (Architecture)

Computer :
- Loads and manages
 the applets,
- Drives the reader,
- Collects results.
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P. Paradinas -

Simulation model

A program represents card features

Java Card
Simulator

P. Paradinas -

Pros/Cons of simulation approach

Pros :

As it is a program, it is easy to improve and modify the model.

The cost is link to the level of detail included in the model. 

Cons :

Difficult to simulate every single and basic functions,

BtW, cache memory and NVM simulation is not quite easy task!

Accuracy is less than direct measure.

P. Paradinas - Cnam - 

Approach and model comparison*

Analytical
Model (+)

Simulation Measurement

Flexibility High High Low

Cost Low Medium High

“Trust” Low Medium High

Accuracy Low Medium High

* From David J. Lilja Book. (+) based on mathematical description of a system
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P. Paradinas -

What we may measure ?

In the Java Card context :

Execution time of a command received by the card,

Size of elements (memory consumption),

Ability to support function like :

Card usage (durability).

Card pull out (atomicity),

P. Paradinas -

What are there features ?

Measures must be :

Repeatable,

Easy to realize,

Consistency and reliability (if MetricA<MetricB with an application card B is 
better than card A),

Linear (If new card is 2 time faster with the metric, an application may run 2 
time faster also),

Independence, there is no “optimize” Java Card with the goal to be “better” 
on the benchmark. 

P. Paradinas -

Clock rate, Mips, ..., APDUs

On a computer clock rate, Mips and Mflops are not acceptable 
measures of performances.

If we define APDUs as number of APDUs manage by a card per 
second ?

It is easy to realize but not acceptable!

Specification ideas :

A set of program are executed on a system we want to measure,

Each program result is divided by the time obtain by a reference system,

A geometric average is produce and give a number as performance metric.  
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P. Paradinas -

What we propose

An open benchmark of Java Card performances,

Based on an accurate technical solution,

P. Paradinas -

Our motivations :

There is “no” benchmark to day in smart card industry.

What means “no” :

It is not public,

It is not accepted,

It is not opened.

Benchmarks exist in :

R&D department of smart card manufacturer,

Some smart cards users organization.

P. Paradinas -

Our approach in the project

Inventory of measurable performances,

Applet reference design and development,

Performance evaluation in term of time and memory 
consumption,

Set up a project proposal to get funding from public research 
funding

Comparison with existing in house benchmark,

Benchmark tools packaging as an open software,

Publishing on the web.
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P. Paradinas -

Our approach in the project

Inventory of measurable performances,

Firts applet reference design and development,

Performance evaluation in term of time, memory consumption 
and power (in progress 1st step of card collection),

Set up a project proposal to get funding from public research 
funding : MESURE Project (see end of presentation).

P. Paradinas -

What is necessary to benchmark

In Java Card Technology :

Performance,

Security, 

Compatibility in term of interoperability.

Our goals and project is to provide open benchmark on the first 
point.

Others are in out of our scope.

P. Paradinas -

Not an easy task

Hardware configuration :

NVM :

EEPROM/FLASH/FeRAM,...

Communication support

CL, Serial, USB, MMC,..

OS :

memory model,

VM implementation model.

Garbage collector.

But this is the challenge !
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P. Paradinas -

Smart Card Cnam Benchmark

SCCB

SCDevice SCSystem

PhysicalChar
acteristics

TechnicalCh
aracteristics

JC211

Java Card
GlobalPlatfor

m

Test_Instructi
on

JC211

Test_JCRE2
11

Test_JCAPI2
11

Test_JCVM2
11

OP201 OP211

File: E:\work in Progress\Memoire\SCCB_diagram.mdl    17:24:37 lundi 5 juillet 2004    Class Diagram: Logical View / Main  Page 1

P. Paradinas -

SCCB measures

SCDevice checks hardware function like : 

Technical features : information received and interpret from the ATR,

memories (test on NVM features) :

• available size of memory, size of object,...

• evolution of behavior during “memory life cycle”

• GC (if exist),

• durability.

stack size (number of call).

P. Paradinas -

SCCB measures (Cont’d)

SCSystem evaluates performance of JC and OP (Each packages 
possible to evaluate are measured) :

Tests instruction (while, if,...)

 Others instructions are also implemented.

ArithmeticMetric,

LogicalMetric,

LoopMetric,
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P. Paradinas -

Function write memory

Write memory is :

Long operation compare to read,

Flash from ST22 (STM) :

32-bit word Erase in 2 ms typical

2K byte sector erase in 50 ms typical

Measure have to take into account the size of buffer or/and cache.

A “memory write time” have to be executed with different size of 
buffer.

P. Paradinas -

bla bla bla bla

Write memory and buffers size

bl ab la bl ab la

bla bla bla blaWrite data

OS and VM

b l
Hardware

Ri

b l

P. Paradinas -

Evaluation context

Based on Windows platform and XP :

Windows XP used with action :

To reduce and avoid constraints due to the Windows OS latency, 

PCs are not connected (autonomous),

Variance on commands (command are repeated and an average 
calculated),

Different PC platforms and readers  will be used.
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P. Paradinas -

USB and high precision reader

We develop the benchmark for 2 class of reader :

simple and cheap USB reader : 

test and evaluation reader (Micropross MP 300)

Assumption :

Result CardA < CardB with the 2 classes of reader are equivalent

P. Paradinas -

SCCB references

C . . . . .

* Σ (α.metrics) / nbcards = 100
* A card will be ranked after a 

complete test of Applet/Metrics 
compare to base 100.

 Applet/
Metrics

€ 

β

P. Paradinas -

How to set up a base 100 ?

For an application domain what are the features of the card used 
and with what ratio.

For each features what are the relevant measure and ratio.

For a features i :                  

We note        , the performance of a platform for the feature i, 
where : 

€ 

Mi1
..Min

€ 

Fi

€ 

Fi = βij ×  Mij
j=1

n j

∑
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How to set up the base 100 ? (Cont’d)

There     are independent of the domain (they are related to 
chip, VM and API implementation). 

We want to avoid that a “cache” is the only part of the memory activated 
and in that case produce better result than a card where there is a lot of 
memory page default.

For a domain k the               are the performances of each 
features. 

These performances have to be aligned with the goal to be representative 
of the domain.

€ 

β

€ 

F1..Ff

€ 

Pk = α ik ×  Fi
i=1

f

∑

P. Paradinas -

The base 100

The base 100 is obtained for a domain k with :

It is important to verify that the result of card from a domain is 
consistent with applet of a domain.

€ 

Rk =
Pi
ni=1

n

∑

P. Paradinas -

About domain adequation

Each domain needs specific requirements :

Payment :

Transaction management

CL :

Transaction

ID :

Data transfert, perform crypto function

GSM :

File management
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P. Paradinas -

Some intermediate results
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The log file
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End of measureStart of measure

P. Paradinas -

The MESURE project

MESURE is a project funded by french administration :

http://www.gip-anr.fr/ & http://www.rntl.org/

Embedded systems area selected in 2005.

Project partners :

CNAM/Cedric (Paris), academic partner and project leader,

Pierre Paradinas.

RD2P (Lille University),

Gilles Grimaud.

Trusted Labs, (Sophia Antipollis),

Eric Vétillard.

P. Paradinas -

Project goals

Propose a tools for performance and features Java Card 
evaluation, 

Delivering an open source platform for Java Card Benchmark,

Establish a reference in term of performance measurement.
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Projects chart

State of the Art & 
Requirements

Applet Measure 
Development

Card Features & 
Domains Specification 

Cards Performance 
Measure

Project Evaluation

P. Paradinas -

Project deliverables

Applets Source
 Software management 

Global results
Particular result 
of a card  A
from a company B  

Color code :
Public result
Confidential result

Final report

State of the Art & 
Requirements

Applet Measure 
Development

Card Features & 
Domains Specification 

Cards Performance 
Measure

Project Evaluation

P. Paradinas -

What we will not perform...

Java Card Technology specification conformance testing,

Related to SC-manufacturers, SUN Test Suite.

Security evaluation,

CC, customer evaluation requirement

Measure and publication on one product results.

Global base 100, all applets and how the base is calculated will be 
published 
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Final report

Project schedule

May 2006

April 2007

April 2007

July 2007

October 2007

Applets Source
 Software management 

Global results
Particular result 
of a card  A
from a company B  

State of the Art & 
Requirements

Applet Measure 
Development

Card Features & 
Domains Specification 

Cards Performance 
Measure

Project Evaluation

P. Paradinas -

Software Architecture

Applet and Card
Management

Presentation

 Applet
Metrics

€ 

β  Applet
Metrics

€ 

β  Applet
Metrics

€ 

β  Applet
Metrics

€ 

β  Applet
Metrics

€ 

β

Applet
Agregator

 Applet
Metrics

€ 

β  Applet
Metrics

€ 

β  Applet
Metrics

€ 

β  Applet
Metrics

€ 

β  Applet
Metrics

€ 

β  Applet
Metrics

€ 

β  Applet
Metrics

€ 

β

Exported Format

Evaluator

 Applet
Metrics

€ 

β  Applet
Metrics

€ 

β  Applet
Metrics

€ 

β

Domains

P. Paradinas -

User group

To reinforce adoption,

To get feedback,

To disseminate results, 

The project will launch user group.

The first meeting will take place @ E-smart (Sophia Antipolis, September 2006)
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Meeting point within user-group

State of the Art & 
Requirements

Applet Measure 
Development

Card Features & 
Domains Specification 

Cards Performance 
Measure

Project Evaluation User Group

User Group

User Group

User Group

P. Paradinas -

Project contacts

Web page :

http://cedric.cnam.fr/mesure/

Project :

Pierre . Paradinas @ cnam . fr 

P. Paradinas -

Benchmark value added

Product and new generation product (or standard) 
differentiation,

Plan improvement on new implementation,

Provide a user point of view,

Product performances comparison and evaluation.
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New era for research... 

Benchmark may help on QoS,

Benchmark may help on consumption with a better 
understanding of performance (locally and globally).

Open question is how “security may be measured and ranked”,

P. Paradinas -

Thank you.
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P. Paradinas -

Virtualisation de Système
et Sécurité

pierre.paradinas @ cnam.fr

http://cedric.cnam.fr

Cnam/Cedric

Mobile and Embedded Systems Group

P. Paradinas -

Agenda

Virtualisation de système :

Tendance,

Exemple.

Sécurité dans la virtualisation.

Conclusion et discussions.

P. Paradinas -

La virtualisation

De plus en plus présente, phénomène de mode ?

Mais ceci est pas nouveau...

L’architecture IBM 360 offrait déjà des notions de machine virtuelle.
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Architecture

Sans virtualisation... classique:)

H/W

OS

Appli Appli Appli

P. Paradinas -

Architecture de virtualisation

H/W

VMM

Guest OS

Appli Appli Appli

HostOS & Services

Local
Administration

Tools

P. Paradinas -

Architecture de virtualisation

H/W

VMM

Guest OS

Appli Appli

HostOS & Services

Local
Administration

Tools

VMM

Guest OS

Appli
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Architecture de virtualisation

H/W

Guest OS

Appli Appli Local
Administration

Tools

Guest OS

Appli

HostOS & Services

P. Paradinas -

Virtualisation...

Une machine virtuelle est exécutée sur une machine réelle.

Une machine virtuelle (programme) est constituée d’une suite 
binaire :

correspondant au code de la machine (algorithme),

et à l’état de celle-ci (data structure).

Algorithms + Data Structures = Programs (N. Wirth).

P. Paradinas -

Type de virtualisation

Full-virtualization :

Le Guest-OS n’est pas modifié,

Les appels systèmes sont traités par le VMM (Virtual Machine Monitor)

Exemple : 

WMWare Server

Para-Virtualization

Le Guest-OS est modifié,

Les appels systèmes sont ceux offerts par le VMM

Exemple : 

XEN, WMWare Server
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Intérêts/Inconvénients de l’approche

Approche facilement déployable, grande extensibilité :

“copier” le fichier puis “lancer” son exécution...

Vous disposer alors d’un nouveau serveur !

Du point de vue de l’administration et des coûts de 
maintenance :

Moins de machine physique,

Meilleure utilisation de la puissance des machines,

Administration plus centralisé pour certains aspects.

P. Paradinas -

Intérêts/Inconvénients de l’approche

Le nombre de serveur peut augmenter très vite et fortement.

Plus vite que la puissance des machines et des capacités de 
stockage.

Pour les administrateurs de “parcs” informatique ou de “système 
de traitement” de l’information la tâche est rendu plus lourde et 
complexe.

L’administration est un mélange de procédure automatique et manuelle.

Les serveurs (réels ET virtuels) sont en augmentation

==> Charge et risque en augmentation. 

P. Paradinas -

Risques

Revue de risques liés à l’approche.
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Risques liés au cycle de vie

Appli V3.y

OS V1.x OS V1.(x+1) OS V2.0
Appli V3.(y+1) Appli V4.1 Appli V4.2

Système classique : évolution linéaire

Virtualisation : évolution arborescente
...

...

...

...

P. Paradinas -

Risques liés au cycle de vie

La cohérence d’un parc informatique est difficile à obtenir dans 
un contexte de virtualisation sur une même machine on peut 
avoir des occurrences différentes d’un OS et/ou d’une application 
dont une pourra être en retard en terme de faibles par rapport à 
des attaques spécifiques.

Les VMs disposent de point de reprises (rollback, mobilité), qui 
eux aussi pourront réduire des efforts de correction par retour à 
une situation mauvaise. 

P. Paradinas -

Risques liés au mécanismes

Par exemple de le cas de :

protocole du type : S-Key,

Générateur aléatoire  et sa fraîcheur

...

En fait, la capacité à interrompre puis reprendre une exécution 
doit être très “encadrée” :

==> Par exemple avec des notions de non-roolback ou de roolback à des 
points “obligés”
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Risques liés à la mobilité/complexité

Environnement de confiance

VMM

Guest OS

Appli Appli Appli

P. Paradinas -

Risques liés à la mobilité/complexité

Environnement de confiance ?

H/W

Guest OS

Appli Appli Local
Administration

Tools

Guest OS

Appli

HostOS & Services

Guest OS

Appli

Guest OS

Appli

Guest OS

Appli

Guest OS

Appli

Guest OS

Appli

P. Paradinas -

Autres risques

Lien entre machine physique et entité 

Via les adresses MAC, n° de machines et listes des employés, on peut s’y 
retrouver.

Avec une approche par VM.......

Cycle de vie des données

Dans le cas ou les machines virtuelles sont transportées elles le sont en 
l’état et avec des données intermédiaires parfois très intéressantes.

Un peu comme des attaques sur le cache.

Dans un parc informatique, les nomades (!) sont souvent la porte 
d’entrée (virus), comme une blessure/plaie en médecine... 
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WMWare, MS, INTEL,...

Des offres disponibles

OS X : Virtual PC

Linux-VServer

Intel

P. Paradinas -

Biblio

When Virtual is Better than Real

Peter Chen, Brian Noble

Xen and the Art of Virtualization

Paul Barham et al.

When virtual is harder than real : security challenges in virtual 
machine based computing envirinnements.

T. Garkinkel & M. Rosenblum
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à
sa

vo
ir

un
sc

hé
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sé
e

su
r

l’i
de

nt
it
é.
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é

pr
op

os
és

,l
’u

n
pa

r
B

on
eh

et
Fr

an
kl

in
l’a

ut
re

pa
r

C
oc

ks
.

N
ou

s
no

us
in

té
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èt

e
da

te
de

20
01

,
en

eff
et

du
sc

hé
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à
se

ns
un

iq
ue

”

C
o
m

m
u
n
ic

a
ti

o
n
s

5

Id
e
n
ti

ty
-B

a
se

d
E

n
c
ry

p
ti

o
n

S
o
rè
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gé

nè
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lé

e
cl

ef
m

âı
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ê
:G

×
G

⇒
G

1
es

t
ap

pe
lé
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té
k

gé
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dé

ch
iff

re
le

m
es

sa
ge

à
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éa
to

ir
em

en
t.

2.
C

ho
ix

al
éa
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rè

z
e
,
2
0
0
6

� �

� �

•
E
x
tr

ac
t:

P
ou

r
un

e
id

en
ti

té
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hé

m
a

de
si

gn
at

ur
e

ob
te

nu
à

pa
rt

ir
du

sc
hé
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rè

z
e
,
2
0
0
6

� �

� �

4.
E
n
cr

y
p
ti

on
:

C
hi

ffr
em

en
t

à
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