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Introduction

• Scenario

– Consumer electronics

– Production defects

– Secure device

• Possible attacks

– DPA: easy to perform, cheap

• Goal

– Dependable architecture

– DPA resistant
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Architecture Description

• One additional SubBytes block (8 bits

register and S-Box) every 4 blocks

• On-line test a pair of SubBytes blocks

each clock cycle
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Architecture details
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Experimental Results

• Synthesis: VHDL + Cadence RTL Compiler

• Technology: 0.35μm CMOS library

provided by Austria Micro Systems

• S-Boxes synthesized as combinational

logic

• Number of Sboxes:

– 16 data + 4 spares

– 4 key generation + 1 spare
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Fault Latency
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Fault detection probability

100%

90%

80%

70%

60%

50%

40%

30%

20%

10%

100 200 300 400 500 600 700 800

[Clock cycles]

@100MHz:
10μsec  p=99.5%



Giorgio Di Natale, wDSN’07, Jun. 28 2007 16

Power analysis
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Conclusions

• Proposed solution:

– Low cost concurrent online Self-Test

– Acceptable fault detection latency

– DPA Resistant

• Future works:

– Not concurrent online BIST to decrease

fault latency

– Online Self-Repair
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Thank you


