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1 - Introduction

“Deliverable D8: Draft planning for the next 18 months” states:
Deliverable D23: Knowledge base version 2

RKB version 2. A mature development of the RKB, reflecting the consolidation and maintenance performed by
IT-T1, and the extensions to resilience-explicit computing support incorporated in the RKB and ontology, and
from the development of challenge problems. Prepared by task IT-T1, with support from IT-T2 and IT-T3.

It further states:
Task IT-T1: Resilience Knowledge Base (RKB)

The plan for the Resilience Knowledge Base was to provide an integrative infrastructure to the
ReSIST Project and the wider community. The aim was to deliver convenient access to extensive
information from across Europe, in particular about people, projects, institutions, events,
publications, etc., of relevance to system resilience researchers in both the dependability and the
security domains, and to their sponsoring organisations.

Deliverable D10 (month 12) provided a prototype of the RKB, which clearly showed the
potential of the expected final system and in practice went further than was originally planned.
The range and size of data sources that were included was an order of magnitude greater than had
been expected at this stage, and facilities for adding specialist information, such as courseware
information, had been made available to the project. The task also provided a project wiki with a
semantic infrastructure.

Specifically, there is now an RKB that has data from sources covering the whole of Computer
Science and related topics, both within Europe and beyond. The “Explorer” interface was well
received by project members who conducted a review, although a number of possible
improvements were identified. Details of the prototype RKB can be found in deliverable D10.

Task IT-T1 is now concerned with gaining value from D10, as well as supporting the resilience-
explicit and resilience ontology activities.

The aims of the next phase of the RKB work are twofold:
1. Maintenance and Consolidation

Content — The resources needed to maintain the RKB information content rise with its
magnitude; the success of the first phase has delivered much more content than was envisaged
initially, and there are significant additional sources that are targeted for acquisition (IEEE
material is already identified).

Software — software systems need to be kept up to date; this relates to operating systems, web
server software and triplestore system software.

Hardware — it can be expected that the demand load on the RKB will rise, which may necessitate
work to enhance the hardware base (with some more hardware purchased); the much less
attractive alternative would be to restrict access and usage.

Specific — Special requirements in the first phase (the wiki, the coursework page, etc.) imposed
additional tasks and it is recognised that more work of this type will be needed as the Network
continues to make progress; for example, a need has already been identified for a page to
automatically gather the Resilience Mechanism Questionnaire data.

2. ResEx and ResOn support

Support for the next phases of resilience-explicit work was planned initially and will continue, but
as the new resilience ontology strand develops, the partners will need further support on both
acquisition and publishing. Acquisition involves adding metadata about components and processes
and their attributes to the RKB, as well as related documents. Appropriate ways to publish this
data, to users and systems that are engaged in Res-Ex processes, will need to be devised
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At the prototype stage (i.e. D10), the extent to which resources in the RKB are classified
according to resilience-related function is less specific than is desirable, and the RKB can only
classify resources where other systems have identified concepts of interest to them that are
related to resilience. To improve on this, the deployment of a system that classifies documents
according to their relation to the detailed resilience terms embedded in the RKB would be required.
Deploying such classification technologies is a significant task, but would yield considerable
additional value. The new resilience ontology task has been created to identify and refine
resilience concepts, and is also exploring the challenge of deploying appropriate classifiers, albeit
from outwith the ReSIST Project. Supporting the emerging classifications in order to gain greatest
benefit from this work, and any classifying systems that use them, will be an exciting challenge.

As it was with D10, the primary components of deliverable D23 are the RKB and associated service pages, and
this document discusses their content.

2 — RKB Content

The primary function of the RKB is to provide appropriate content for the project and researchers in resilient
systems. D23 provides additional content both acquired from outside sources and generated within the project.
It also represents a considerable improvement in the quality of the data over the prototype D10.

2.1 IEEE

The project identified the IEEE FTCS/DSN & Oakland series of conferences as an important specialised
resource. The RKB therefore now has the metadata for the series.

This has been used to facilitate the generation of further content by inviting members of the project to
establish the relationship between these papers and subject classifications, in particular the resilience and ACM
ontologies. The specialised page that was provided for this is shown in Figure 1 and can be found from
http://resist.ecs.soton.ac.uk/classifier/manual/; an example of the data gathered is shown in Figure 2.

This activity has led to the training set based on the data collected, which is now being used by IT-T3 to build
the taxonomy and classification services.
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Manual classification of papers

Full paper:
Keywards:

Papear to use as
base for imitial
elassification:

Classification:

Identification of test cases using a formal approach {1999}
P. Sinha, N. Suri, N. Suri

A key featwre In fauwlt Injaction (F1) based validation Is identifying the relevant test
cases to inject. This problem is exacerbated at the protocol level where the lack of
detailed fault distributicns limits the use of statistical approaches in deriving and
estimating the number of test cases o inject. In this paper we develop and
demonstrate the capabliities of a formal approach to protocol valldation, where the
deductive and computational analysis capabilities of formal methods are shown to be
able to identify very specific test cases, and analytically identify equivalence classes
of test cases

PDF & (IEEE membership required) or Google search i
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[ More 55
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Figure 1 - Paper Classification Form
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Figure 2 — IEEE Paper Metadata
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2.2 ResEx — Resilience-Explicit Computing

Further content was provided by way of the ResEx activity, and facilities to support this are provided. Apart
from the simple provision of data, new metadata types can be added to the RKB, and complex structures can
be acquired and represented. Figure 3 shows the form being used, and Figure 4 shows a part of the metadata
collected. These can be accessed by following the links from http://resist.ecs.soton.ac.uk/resex/.
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Figure 3 — Resilence-Explicit Mechanism Input Form (Page 1)
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M-Wersion e AEESEabllity-
Programming 171 comment

W-Wersion resex - duscription-
Frogramming/ 1)1 of-wariants
f-Yarsion rege: Gelailed-

Programming/ 1/ 1 description-pub

H-\argion FEepa s gataibpg-
Pragramiming 1)/ 1 Sescr ptaon-pub

M-Nersicn [ ma Har s L
Programming/ 1)1 description

- Ersion resen- diBgramsa-
Prograsmiming’ 11 pub
M- arsion g diversity-

Prograsmming’ 171 comement

MWersicn PR - v ol kil iy
Pragramming’ 1/ 1 comment

N-Version resex:formal-
Pragramming/ 1)1 description-pub

H-Yersion add :h“i
Programming/1/1 e
M-Yersien FEeA - A

Prograsmiming’ 1/ 1 applicatian-oamaln

P s or T T

For neversion programming to be effective you need diverse
implementations. of the same software module. Thus you
shauld be able to assess the level of diversity betwesn
software modules o artaln confidente thal the modules ane
in Tact diverse.

The basit r-version programming anchitecture i mare
gemEral than the NVPSL/1 mechaniam described hene,
allowing more wersions and vanations in e voling
thneshold and hardware platform. A namber of extensions
and warlations of the basic architecture have also boen
proposed. Clearly, these vanations have a significant
influence on the fault-tolerant capabilities and cost
overteacs of this approach.n”Definiticn and Analysis of
Hardwane- and Softwane-Faut-Tolerant ArchiDacmunes”
describes some of these variants.

Definition and Analyss of Haroware- and Software-Fault-
Tolesant Architectures

The M-Version ADproach Do Fault-Tolerant Software.

The information hene applies to the spedfic vadant of the
maechanism BV L], described Im “Definition and Aralysis
of Hardware- and Softwane-Faut Tolerant Architectures®.
The specific variant considened, NWF/LS1, has three diverse
Implementations of 8 software module.nfor & mare general
overview of the medhanism please see "The N-Versian
Approach b Fault-Tolerast Saltwane”.

Definition and Analysis of Hardware- and Software-Fault-
Tolesant Archileciures

H-version programming uwsed diverse implementations of &
sofTware module In ofder 10 IMmprove (TS reliamliny.

M-verdlon prigramming provides support Tar evalution by
allowing & system designer [0 replace gaploved varianms of
thie sofTwang mipdule in e neviension programming
architeciure with suitable new ones. Such varants could
even be ciscovered at runtime and changed over whilst the
system |2 il FUnMingG.

Softwane Fault Tolerance

The software variangs, whilst having diverse
implementations, should all provide suitably similar service.
In cortain chtes (B IS sstantial that these vaRAMNES Are
functionally icentical.

110, Business

117 piliemey

Figure 4 — Resilience-Explicit Mechanism Metadata Fragment
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2.3 The RKB

There has been significant reprocessing of the data that was gathered in the prototype phase, reflecting
lessons learnt, as well as changes in the technical context. This reprocessing uncovered some further problems
that proved to be more challenging than might have been expected.

The reprocessing falls into three categories, each of which supports the needs of the others, as can be seen in
the descriptions later:

1) Building of a separate knowledge base (KB) for each source of the data;
2) “Minting” of new URIs for each concept constructed;
3) Identification and management of multiple URIs that refer to the same concept (the co-reference

problem).

Separate KBs

The RKB is now divided into a separate KB for each source. This has a number of advantages, including:
individual KBs no longer needs to be co-located with the other KBs;
the KB can be moved to the data provider’s site, or elsewhere;
KB management can be delegated and is easier;
the RDF can be accessed by resolving URIs (see below);
RDF assertion can be more efficient;
querying can be localised, reducing the possibility of future scalability problems.

More  detailed access to the RKB data can be found from the main page at
http://www.rkbexplorer.com/explorer/. From here access is available to the 25 separate but linked knowledge

bases that can be used by the RKB and Explorer.

For each KB, a base page can be found which gives a summary of the KB and lists the facilities available for
access. Taking the example of the ieee.rkbexplorer.com KB, they are listed as follows:

1) All the URIs used are resolvable. This, along with the SPARQL query interface (see (3) below),
enables the RKB data to be exposed for anyone to use, as well as the Explorer and other ReSIST
facilities;

2) It is possible to browse the particular KB, using a raw triple browser;

3) A SPARQL query interface is provided, exposing the RKB in a form that can be used by external
applications;

4) The linkage of this KB with other ReSIST KBs and beyond is exposed in the Consistent Reference
Service (CRS);

5) The full RDF is also published, along with Sitemap information to allow search engines to index it
efficiently.
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New URIs

It became apparent during the building of the prototype that few of the data providers had appropriate URIs
that could be used for concepts in the knowledge base. Where they did, it was not possible to guarantee that
the meaning of the URI would not change, or even if it was correct (see DBLP below). It therefore became
necessary to establish our own URI management, so that we could control the meaning of the data we were
effectively publishing. We therefore chose to “mint” a new URI for each concept, placed at an appropriate
sub-domain referring to a data source KB, as above.

As an example, one of the IEEE papers has a URI of http://ieee.rkbexplorer.com/id/publication-00466948.
This is a real URL that can be used to access the metadata we hold about the paper. This metadata includes the
fact that IEE have a copy of the paper at http://iecexplore.ieee.org/iel5/3246/9797/00466948.pdf. In fact,
the system supports content negotiation on our URI: it will return Atm! or rdf descriptions, according to the
content type requested by the requesting agent (using a 303 redirect). This conforms to the latest standards in
the Linking Open Data initiative.

The use of such resolvable URIs exposes the RKB knowledge in an effective way, avoiding the need to engage
in SPARQL queries or process large RDF files, as before. For example the Tabulator RDF browser
(http://www.w3.0rg/2005/ajar/tab) can explore the RKB by starting with a URI that returns RDF directly, such
as http://ieee.rkbexplorer.com/data/publication-00466948 .

Identification of multiple URIs

In a KB such as the RKB, when multiple datasets are combined, the URIs from different sources must be
processed to determine if they in fact refer to the same real world entities. For D10 we had deployed tools
that performed this analysis, and made the results available to the RKB Explorer.

The most important and disturbing lesson learnt from the prototype was that, although these tools were
effective, the data they were working on was far worse than expected.

In a publication resource such as DBLP (http://www.informatik.uni-trier.de/~ley/db/), it is widely appreciated

that the team has worked hard to ensure that each person is only the subject of one record, and that each
person has a record of their own. When a human browses the data, they find this is largely true, and are able to
discount the cases where mistakes have been made. Unfortunately, when such data is aggregated with other
sources, the network effect which is being created can cause errors to be more significant and pervasive.

For example, when we looking at a particular CORDIS project, the RKBExplorer indicated that there were
some NSF projects that were related, without apparent reason. Further investigation showed the reason: “Tom
Anderson” was named as investigator on both. Clearly these were different “Tom Anderson”s, but
unfortunately DBLP had joined the publications from the two individuals as if they were one (a single URI for
both), and so the RKB had accepted the judgement. Further investigation revealed that the problem was so
widespread that the only way to use this valuable resource was to ignore such judgements that DBLP was
making altogether.

The result was that our system was re-engineered to generate a new URI for each author name on each paper,
each paper, and many other concepts, and the RKB took on the task of doing the entire co-reference
resolution. Such a “cold start” co-reference activity is in fact different from the incremental system available,
and so a new system has been built and is now deployed.

Each KB was augmented with an associated Consistent Reference Service (CRS) to make this co-reference
knowledge available to the RKBExplorer and other users.
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An example of the newcastle.rkbexplorer.com CRS entry for Brian Randell is given in Figure 5. It can be seen
that the URI that has been generated from the Newecastle source has been established as being the same as
many URIs representing authors with the string “Brian Randell” (or similar) in the DBLP source. It can also
be seen that the IEEE papers have the same author, and both LAAS and Ulm University have provided
information including references to him. Finally, the CRS connects all these up with the appropriate person in
the project wiki.

Identifigrs for “Brian Randel® in newoastie. rkbexplorer.com ..,
hitpinewcastie, rebpxplorer comidporson-4

Oithor orifars krown by reweastle. rcoaxploros com in external repostionos
Fip bl T Do plorer comidioeopin- 031 2bbibc06MSeb30 Tddea2Medibace- BdTade T25205052¢a 1 b0 T4abe 736D
Mip. bl rebex plorer comidieopie-0BOBBeITTEI 1a1 de0BBe 7667 TeBdad- 1004 Taldib1 BAIABOM 4181 1510668
Mipfeiblp 1 kbe plorer comidioeopie-0c 2620801 0807747650827 Tead 101528- S1ddb1 TeldBebelaIB6 115150404600
M- feiblp rkbex plorer comidioeopie- 1224221 2es Tdd22afantd | calZ2063e-61 6154004 1 1a2d2e6A 2916 | c 58ab1Be
Mt ffeiblp rbex plorer comidioeopie- 1 3eb1 dafddd 1eBle 560 TAABILAAIBT- 7 e Gde 08IAS T 2221 BEOS0E2aretiBh
Mt ifdiblp rcbex plorer comidipeopie- 1 4eb2he 5074 1 dba 1958630001 o1 5 7- 61 cdSA4bAIBec a1 TAMANLIZ02TS
htp-fidblp rebex plorer comiidipeopie- 16011 200080803 bdalic 1 S albe 1 ablT2-cd0 | andTIAGA5E1 25 IBABeS SEDI TH1 76
httpfidblp rkbex plorer comiidipeople- 1 531 P4a0bdaddec 94721 2abaliBe 855 T o-B48 5408 FIAS Faddlac 4 Tadd2de HobEba
http:fidblp rkbex plorer comid/people- 24043451 ied408850a Toa 1 bS41 ASE2GE- MDSGAL M Dacec be S14M8eA0dEdA A0
http:fidblp rkbex plorer comidipeopie- 29238433 d04cb B8 n 8 e ba S80S 1 pS0-0 T30S 64 2o B EIE2 OB Inde dodic TI0
hittp:fidblp rkbexplorer comid'poopie- 2c 1 566071 008e dbi oS 2cfoMB07 dca - B3 banSERtdabin M a S TRI0HI021E
hittp:fdblp. rkbax plorer comid'peopie- 2051 54 7008 Miebelalddpade T7T51 ab-od 756 20a S8 T eddboc Baliaidafiala
hittp:dblp rkbaxplorer comid'oeopie- 331 fdiod4aZ 451 67 THEHE 0601 1c-035ioi oo TEIGIGHAZIE 1 oo T cddB
hittp:dblpris bax plorar comid'peopie-4208 7 Tio5241 0d 1 bH90C4SE0a08edI0-co 1 02e Tal0aipedali0 T dacic | Go08
Pt bl re Do plorar ComAdipoopin- 4. 220261556340 3660004 07 00670303 DOB0DICHINE50401 40 701 101 04312615
bt bl rebos plorar comidipeopin- 4a3dbBd2 Ta083c 3580 1 70720057700 06806 7400502080 65 3082 Iadbo5od
Pt Vbl T Do ploror Comidipeopie-AbSacd | D0a205c IS 0B 008224201 Do- 0881 4081 oc51 cBFITT 1cad226213Tac
Pl blp 1D ploror Comidooopie- SB15 300530403 5800020000 20 TODSE: - 500051 10581 580680 THIGAE0E1 Totaoe
Pt el T b plor or Comid/ioeopie- 7e00E T b2 odat0ob4140: a5 060134 Te- 343001 008bAla0e 0 1Bal 42001 ecBATE
Pt Vel T be plor or comidioeopie-BOBTE: 713441 a5aa2aded6adT462 13- sdelaBeaste TaTToBoeaBa24a0bn 1 TdS
Pt elblp rbex plor e comidioeopie-B41 De 365 TS462 1 5725243800085 ¢at0-Ddce BlobAale PRO25e 505800 2e bn:
Pt el bex phor e comidiseopie- D523 75006628 6 TN 11 10448 T4e-d141 dEDCB0S0ee4e EREIAR 1 30a0 To44
Pt bl b phor e Eamiddoeapie- B 20C 00SE00ELAI24EIB2E e 12dle- at c JOECIS PIE2DEatdE | B Te50e 21
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Figure 5 — CRS entry in newcastle.rkbexplorer.com for Brian Randell
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3 - RKBEXxplorer

A revised version of the exploration user interface to the RKB, running on the newly-commissioned hardware,
can be found at http://www.rkbexplorer.com/explorer/; details of this interface, in the form of a User Guide,

were given in D10, and can be found at the “Help” link from that page. It was revised to conform to the new
project visual identity, and minor changes were made in response to user comments.

The main change that can be seen from a user’s point of view is that the data displayed in the interface has
become more specialised towards the project subject domain, by the inclusion of ResEx Mechanisms.

The main change that is not clear to see is that it has been re-engineered to present a unified view of the
many KBs that make up the RKB (rather then the single RKB previously). This means that it now also has
the potential to include KBs that are from other sites and other projects.

Figure 6 shows the first screen of the latest version of RKBExplorer.
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4 — Conclusions

We have presented here the status of the RKB and associated mechanisms at the end of year two. The content
has been maintained and expanded, in general terms and specifically, according to the needs of the project
from time to time. Considerable work has been completed to improve the infrastructure so that those past and
the future requirements can be met efficiently.

Future work will continue along the same lines so that the quality and coverage of the knowledge is improved,
as well as the inferences that can be drawn from that knowledge.
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