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Perspective taken on assurance

• Statements that explicitly define the 
dependability and security expectations about a 
system (a set of properties)

•
• Provides justification that the user trust meets 

system trustworthiness, through assurance 
evidence and approvals based on evidence

•
• System mechanisms designed and implemented 

to meet the requirements (enforce the 
properties)
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Autonomous vehicles vs. traditional



Autonomous Vehicles: 
no longer mechanical nor isolated



Case for a holistic approach: 
Individualistic cars will worsen safety



Case for a holistic approach: 
Individualistic cars will worsen safety

Cooperation is key!



Autonomous Vehicle Ecosystem

• Components

S-Vehicles Road Side Unit Trusted Authority

Other
s-Components

Environment

Towards Safe and Secure Autonomous and Cooperative Vehicle Ecosystems. Lima, A; Rocha, 
F; Volp, M; Verissimo, P. in Proc’s 2nd ACM Workshop on Cyber-Physical Systems Security and 
Privacy (2016, October) @CCS, Vienna-Austria



Autonomous Vehicle Ecosystem



Autonomous vehicle ecosystem threat plane
perhaps wider than many think



Autonomous vehicle ecosystem threat plane
perhaps wider than many think

Towards Safe and Secure Autonomous and Cooperative Vehicle Ecosystems. Lima, A; Rocha, 
F; Volp, M; Verissimo, P. in Proc’s 2nd ACM Workshop on Cyber-Physical Systems Security and 
Privacy (2016, October) @CCS, Vienna-Austria



Contributions to certification mindset 
change (I)



Traditional certification mindset



Code-size gap in vehicle ecosystems

S-Vehicles



Safety-security gap in vehicle ecosystems

Towards Safe and Secure Autonomous and Cooperative Vehicle Ecosystems. Lima, A; Rocha, 
F; Volp, M; Verissimo, P. in Proc’s 2nd ACM Workshop on Cyber-Physical Systems Security and 
Privacy (2016, October) @CCS, Vienna-Austria



Safety-security gap in vehicle ecosystems

Towards Safe and Secure Autonomous and Cooperative Vehicle Ecosystems. Lima, A; Rocha, 
F; Volp, M; Verissimo, P. in Proc’s 2nd ACM Workshop on Cyber-Physical Systems Security and 
Privacy (2016, October) @CCS, Vienna-Austria



Perspective taken on assurance:
how does the scenario change it

• Statements that explicitly define the 
dependability and security expectations about a 
system (a set of properties)

•
• Provides justification that the user trust meets 

system trustworthiness, through assurance 
evidence and approvals based on evidence

•
• System mechanisms designed and implemented 

to meet the requirements (enforce the 
properties)
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Perspective taken on assurance:
weakening the trust-trustworthiness link

• Statements that explicitly define the 
dependability and security expectations about a 
system (a set of properties)

•
• Provides justification that the user trust meets 

system trustworthiness, through assurance 
evidence and approvals based on evidence

•
• System mechanisms designed and implemented 

to meet the requirements (enforce the 
properties)
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Perspective taken on assurance:
bringing trustworthiness back high up

• Statements that explicitly define the 
dependability and security expectations about a 
system (a set of properties)

•
• Provides justification that the user trust meets 

system trustworthiness, through assurance 
evidence and approvals based on evidence

•
• System mechanisms designed and implemented 

to meet the requirements (enforce the 
properties)
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Contributions to certification mindset 
change (II)



Divide-and-conquer I: Hybrid models and architectures
Leveraging power at right place right time

T
Ri

Just hardened q.b. payload

Ultimately trusted hybrids

NOTES:
(i) Trusted components must be trustworthy by construction
(ii) But having trusted-trustworthy components is not enough:
(iii) We need a computational model making payload enjoy                

properties of the ‘hybrids’



Divide-and-conquer I: Hybrid models and architectures
Leveraging power at right place right time

P1

P2

P3

P4

T

T

T

T

Leveraging trusted-trustworthy components (aka TEE) with the right set of simple functions (failure 
detectors, monotonic counters, reliable timers and clocks, PRG, signatures, indelible logs, binary cons. 

Formally defined
interfaces

[Paulo Verissimo, “Travelling through 
Wormholes: a new look at Distributed 
Systems Models”, SIGACT News, vol. 
37-1, Mar. 2006. ]

http://www.navigators.di.fc.ul.pt/wiki/Publication:Paulo-verissimo2006travelling-through-170


CORE

CORE

CORE

Hybrid models and architectures for VLSI FIT
Leveraging power at right place right time

3f+1 replicas (f=1 in this example)

HV4

HV3

HV2

HV1

CORE NODE

NODE

NODE

NODE

Hybridisation-aware
distributed algorithms

Replication 
for resilience
(FIT and 
self-healing)

Just hardened q.b. payload
Ultimately trusted hybrids

System
Network
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