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Smart homes — Smart spaces

= Multiple and heterogeneous protocols

standards/proprietary
= Many deployed devices have security vulnerabilities
Mirai, BASHLITE, Remaiten, ...
Patches often not available, difficult to deploy automatically
Too limited resources to implement security mechanisms



loT- State of the art solutions

= Traditional techniques = Dedicated solutions
Firewall, IDS loT Sentinel [ICDCS17]
- Limited scope - loT device identification & isolation

- Only WIFI/Ethernet

loT
sentinel




Approach

= QObjectives
Protocol agnostic
Behavioral anomaly detection system

Nonintrusive

= Monitoring radio communication
Measure radio activities
Space and time analysis

= Machine learning techniques
Model users legitimate behavior
Detect potential deviations
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Ongoing work

Deployment in a smart home and first experiments

Usage scenarios and data collection
Comparative analysis of machine learning algorithms

IDS assessment
Simulated attacks
False positives / false negatives

Fingerprinting of loT devices
Isolation strategies
Complementarity with other solutions



The JOY of Tech.. by Nitrozac & Snaggy

The Internet of ransomware things... 30 BUCKS IN
6 BITCOIN, OR NEXT
SMOKE, T WGHT
ON STRIKE ’
HUNGRY? UNTIL YOU JUsT léEETpYOU
PAY UP AND SL .

I’LL UNLOCK THE NEXT TIME

YOU LEAVE, ITLL MY ALARM

COST YOU 100 SYSTEM IS
BURNING THE BUCKS TO GET GOING TO GO
TOAST IF YOU BACK INTO THE OFF RANDOMLY
DON‘T GET HOUSE, UNLESS THROUGHOUT

ME SOME YOU GIVE ME THE NIGHT,

UNLESS YOU

a —
YOUR DIRTY

EXCUSE US

DISHES CAN
WHILE WE
WIRE MY WAIT, I'M PARTICIPATE I‘M TURNING
HACKER #100 BUSY MINING OFF THE
IN A DDOS
| OR I‘LL REVERSE BITCOINS. ATTACK. HEAT UNTIL
MY MOTOR AND YOU WARM UP

BLOW DIRT ALL
OVER THIS
PLACE!/

MY BANK
ACCOUNT!/

ILL START
YOUR CAR, BUT
ONLY TO TAKE
YOU TO YOUR
BANK TO MAKE
A TRANSFER.

SEND ME $25 OR

IF YOU DON'T
SEND US CASH, I%NTYEOUGREVESOCWSLNE
YOUR REPUTATION NETWORK THAT YOU
WILL BE IN THE WERE STUPID ENOUGH
TRASH. TO BUY AN INTERNET-

CONNECTED BROOM/

Joyoftech.com



