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  check	
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5	
  

Control	
  Command	
  Verifica?on	
  

Zonouz	
  et	
  al.,	
  Network	
  and	
  Distributed	
  System	
  Security	
  (NDSS)’14;	
  	
  
IEEE	
  S&P	
  Magazine’14;	
  IEEE	
  SmartGridComm’15;	
  IEEE	
  Transac?ons	
  on	
  SmartGrid’15	
  



	
  Trusted	
  Safety	
  Verifier	
  
	
  

•  Is	
  this	
  controller	
  program	
  malicious?	
  	
  

-  Can	
  it	
  violate	
  the	
  	
  
infrastructural	
  safety	
  requirements?	
  

Trusted	
  Safety	
  Verifier	
  

Control	
  Flow	
  Graph	
  	
  
Symbolic	
  Execu/on	
  

Automated	
  	
  Temporal	
  
Execu/on	
  Graph	
  Genera/on	
  

Bounded	
  Linear	
  Temporal	
  Logic-­‐Based	
  Model	
  Checking	
  	
  

Concrete	
  Test	
  Case	
  Genera/on	
   Test	
  Case-­‐Based	
  PLC	
  Simula/on	
  

PLC	
  Source	
  to	
  Intermediate	
  Language	
  Transla/on	
  

Binary	
  MC7	
  executable	
  disassembly	
  to	
  IL	
  

Solu?on	
  Overview	
  

6	
  

HMI	
  Server	
   PLC	
  

PLC	
  Code	
  	
  
Uploading	
  

Warning!	
  Viola?on	
  Point	
  	
  
in	
  the	
  Source	
  Code	
  

Infrastructural	
  
Safety	
  	
  

Requirements	
  

NDSS'14	
  



Trusted	
  Safety	
  Verifier	
  

Control	
  Flow	
  Graph	
  	
  
Symbolic	
  Execu/on	
  

Automated	
  	
  Temporal	
  
Execu/on	
  Graph	
  Genera/on	
  

Bounded	
  Linear	
  Temporal	
  Logic-­‐Based	
  Model	
  Checking	
  	
  

Concrete	
  Test	
  Case	
  Genera/on	
   Test	
  Case-­‐Based	
  PLC	
  Simula/on	
  

Solu?on	
  Overview	
  

7	
  

HMI	
  Server	
   PLC	
  

PLC	
  Code	
  	
  
Uploading	
  

Warning!	
  Viola?on	
  Point	
  	
  
in	
  the	
  Source	
  Code	
  

Infrastructural	
  
Safety	
  	
  

Requirements	
  

NDSS'14	
  

PLC	
  Source	
  to	
  Intermediate	
  Language	
  Transla/on	
  

Binary	
  MC7	
  executable	
  disassembly	
  to	
  IL	
  



PLC* 

*The shown device does not represent the one used! 

Reverse	
  Engineering	
  –	
  Cyber	
  HW	
  

8	
  



Binary	
  Executable	
  Disassembly	
  

Linear	
  	
  
Disassembler	
  

Timer Instructions 

 Statement List (STL) for S7-300 and S7-400 Programming 
12-12 A5E00706960-01 

12.7 SP    Pulse Timer 

Format  
SP <timer>  

 
Address Data type Memory area Description 

<timer> TIMER T Timer number, range depends on 
CPU 

Description of instruction  
SP <timer> starts the addressed timer when the RLO transitions from "0" to "1". The 
programmed time elapses as long as RLO = 1. The timer is stopped if RLO 
transitions to "0" before the programmed time interval has expired. This timer start 
command expects the time value and the time base to be stored as a BCD number in 
ACCU 1-L. 

See also Location of a Timer in Memory and Components of a Timer. 

Status word  
 
 BIE A1 A0 OV OS OR STA VKE /ER 

writes: - - - - - 0 - - 0 

 

Example  
 

STL Explanation 
A I 2.0  
FR T1 //Enable timer T1. 
A I 2.1  
L S5T#10s //Preset 10 seconds into ACCU 1. 
SP T1 //Start timer T1 as a pulse timer. 
A I 2.2  
R T1 //Reset timer T1. 
A T1 //Check signal state of timer T1. 
= Q 4.0  
L T1  //Load current time value of timer T1 as binary. 
T MW10  
LC T1  //Load current time value of timer T1 as BCD. 
T MW12  

 

Source	
  code	
  (IL):	
  	
  
Siemens	
  Instruc?on	
  List	
  (.il)	
  

PLC	
  Architecture	
  
	
  
•  Hierarchical	
  addresses	
  

–  Not	
  just	
  integers!	
  Prefixed	
  namespace	
  qualifiers	
  
–  Siemens/Allen-­‐Bradley	
  has	
  1/3	
  qualifiers	
  

•  Mul?-­‐indexed	
  memory	
  
–  Mul/ple-­‐size	
  memory	
  
–  Addressing	
  word-­‐	
  byte-­‐	
  and	
  bit-­‐level	
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IL	
  Source	
  Code	
  Liling	
  

Timer Instructions 

 Statement List (STL) for S7-300 and S7-400 Programming 
12-12 A5E00706960-01 

12.7 SP    Pulse Timer 

Format  
SP <timer>  

 
Address Data type Memory area Description 

<timer> TIMER T Timer number, range depends on 
CPU 

Description of instruction  
SP <timer> starts the addressed timer when the RLO transitions from "0" to "1". The 
programmed time elapses as long as RLO = 1. The timer is stopped if RLO 
transitions to "0" before the programmed time interval has expired. This timer start 
command expects the time value and the time base to be stored as a BCD number in 
ACCU 1-L. 

See also Location of a Timer in Memory and Components of a Timer. 

Status word  
 
 BIE A1 A0 OV OS OR STA VKE /ER 

writes: - - - - - 0 - - 0 

 

Example  
 

STL Explanation 
A I 2.0  
FR T1 //Enable timer T1. 
A I 2.1  
L S5T#10s //Preset 10 seconds into ACCU 1. 
SP T1 //Start timer T1 as a pulse timer. 
A I 2.2  
R T1 //Reset timer T1. 
A T1 //Check signal state of timer T1. 
= Q 4.0  
L T1  //Load current time value of timer T1 as binary. 
T MW10  
LC T1  //Load current time value of timer T1 as BCD. 
T MW12  
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prog ::= inst⇤fun⇤

fun ::= ident(var){inst⇤}
inst ::= cjmp e,e,e | jmp e | label ident | ident := e

| call ident(var=e) | ret | assert e
e ::= load(ident,addr) | store(ident,addr,int) | e binop e

| unop e | var | val | (e)
binop ::= +,�,⇤,/,mod,&,&&,<<,. . . (And signed versions.)
unop ::= � (Negate),⇠ (Bitwise), ! (Boolean)

var ::= ident (: t)
val ::= mem | addr | int (: t)

mem ::= {addr 7! int, addr 7! int, . . .}
addr ::= [int :: int :: . . . ]

t ::= reg1_t . . .reg64_t | mem_t(int) | addr_t

Figure 2: Simplified ILIL Grammar.

operating system’s interrupt vector. OBs are implemented in top-
level code. Second, on some architectures, OBs make additional
calls to function blocks. For each function call, additional ILIL
code is generated to handle the parameter passing.

ILIL uses the two basic Vine types registers and memories. A
single register variable is used to represent each CPU register in a
particular PLC architecture. They are implemented as bit vectors
of size 1, 8, 16, 32, and 64 bits. Memories are implemented differ-
ently than in Vine. ILIL Memories are mappings from hierarchical
addresses (See next paragraph.) to integers. Memory loads return
the integer for a given address. Memory stores return a new copy
of the memory with the specified location modified.

In addition to registers and memories, ILIL adds a third type,
addresses. In Vine, memories are mappings from integers to in-
tegers. This is reasonable as most architectures use 32- or 64-bit
address registers. This is not sufficient for PLCs which use hier-
archical addresses. A hierarchical address has several namespace
qualifiers before the actual byte or bit address. For example, in
Siemens PLCs, addresses have a single namespace qualifier called
a memory area. In Allen Bradley, there are three: rack, group, and
slot. ILIL addresses are essentially integer lists where the leftmost
n entries represent the n namespace qualifiers. We also extend the
memory type to include n. Thus, the ILIL statement:

9

mem := {} : mem_t(1);

initializes an empty memory with a single namespace qualifier. In
some cases, all or part of an address will be stored in memory.
To handle loads and stores of hierarchical addresses, we extend
the Vine cast expression to convert addresses to byte sequences.
Note that the number of namespace qualifiers prefixing an address
is architecturally fixed, so the number of types is finite.

ILIL instructions have no side effects, making all control flows
explicit. As an example, Figure 3 shows the lifted version of the IL
instructions:
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A I 0.5 ;; And input bit 5

= Q 0.1 ;; Store at output bit 1

0. // Initialize PLC state.
1. mem := {} : mem_t(1); // Main memory.
2. I := 0; // Input memory qualifier.
3. Q := 1; // Output memory qualifier.
4. RLO := 1 : reg1_t; // Boolean accumulator.
5. FC := 0 : reg1_t; // System status registers.
6. STA := 0 : reg1_t;
7. ...
8.
9. // A I 0.5

10. STA := load(mem, [I::0::0::0::5]);
11. cjmp FC == 0 : reg1_t,L1,L2;
12. label L1;
13. RLO := STA;
14. label L2;
15. RLO := RLO && STA;
16. FC := 1 : reg1_t; // Side effects.
17. ...
18.
19. // = Q 0.1
20. STA := RLO;
21. mem := store(mem, [Q::0::0::0::1], RLO);
22. FC := 0 : reg1_t; // Side effects.
23. ...

Figure 3: ILIL Code example (IL in Comments).

First, the machine state is configured to have a single main memory
and two memory areas for input and output. Part of the definition of
the system status word is also shown. The And instruction consists
of three parts. The operand is loaded from memory, combined with
an accumulator, and one or more status words are updated. The ad-
dress [I::0::0::0::5] is read, “memory area I, dword 0, word
0, byte 0, bit 5.” This convention of listing offsets of different sizes
allows us to canonically address multi-indexed memories.

The PLC features from Section 2.1, as well as several other is-
sues, are handled by IL to ILIL translation as follows.

Timers. For each timer, an unused memory address is allocated.
During symbolic execution, an attempt to check the timer value
at this address will generate a fresh symbol. In the model check-
ing step, this symbol will be nondeterministic, i.e., it will cause
both paths to be explored if used in a branch condition. A simi-
lar approach was used by SABOT [16], though our semantics are
more flexible in allowing for the case where the timer value changes
within a scan cycle, not just between them.

Counters. Counters are implemented in a straightforward manner.
For each counter, a memory word is allocated to handle the cur-
rent value. ILIL instructions are added to check if the counter’s
condition has transitioned from low to high each time a counter
instruction is executed. Once the counter reaches a preset value, at-
tempts to access its address in the counter memory area will return
the concrete value true.

Master Control Relays. When an MCR section is reached, a con-
ditional branch is generated depending on the MCR status bit. The
false branch contains the original code, and the true branch con-
tains code that modifies instruction results. While the semantics
differ by architecture, typically numerical and Boolean instructions
all output 0 or false when the MCR is active.

Data Blocks. Data blocks are implemented using the hierarchi-
cal address type. When a program opens a data block, a names-
pace qualifier is created with the index of that data block, e.g.,
DB3. When an access is made into the datablock, the address is
prepended with the qualifier, e.g.„ [DB3::20::1] for word 41.

Intermediate	
  level	
  code	
  (ILIL):	
  	
  
Instruc?on	
  List	
  Intermediate	
  language	
  (.ilil)	
  

Why	
  “IL	
  à	
  ILIL”?	
  
	
  
•  Direct	
  IL	
  analysis	
  is	
  difficult	
  

–  IL	
  syntax/seman/cs	
  vary	
  widely	
  by	
  vendor	
  
–  IL	
  instruc/ons	
  have	
  side	
  affects	
  obscuring	
  certain	
  

control	
  flows	
  

•  ILIL:	
  based	
  on	
  the	
  Vine	
  intermediate	
  language	
  
–  Memory,	
  register	
  and	
  address	
  types	
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Symbolic	
  Execu?on	
  Review	
  
Code Segment 
input	
  i;	
  	
  
output	
  o;	
  
if	
  (i<10)	
  

	
  o	
  =	
  i+9;	
  
else	
  

	
  o	
  =	
  i/2;	
  

Control Flow Graph 
	
  

Concrete execution 
Input?	
  ß	
  16	
  
Output:	
  8	
  

input	
  i;	
  	
  
output	
  o;	
  
read(“Input?”,	
  i);	
  
if	
  (i<10)	
  

o	
  =	
  i+9;	
   o	
  =	
  i/2;	
  

print(“Output:”,	
  o);	
  

END	
  

Entry	
  

Symbolic execution 
Input?	
  ß	
  ‘a’	
  
Output:	
  

	
  PC	
  [a<10	
  ]	
  à	
  a+9	
  
	
  PC	
  [a>=10]	
  à	
  a/2	
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prog ::= inst⇤fun⇤

fun ::= ident(var){inst⇤}
inst ::= cjmp e,e,e | jmp e | label ident | ident := e

| call ident(var=e) | ret | assert e
e ::= load(ident,addr) | store(ident,addr,int) | e binop e

| unop e | var | val | (e)
binop ::= +,�,⇤,/,mod,&,&&,<<,. . . (And signed versions.)
unop ::= � (Negate),⇠ (Bitwise), ! (Boolean)

var ::= ident (: t)
val ::= mem | addr | int (: t)

mem ::= {addr 7! int, addr 7! int, . . .}
addr ::= [int :: int :: . . . ]

t ::= reg1_t . . .reg64_t | mem_t(int) | addr_t

Figure 2: Simplified ILIL Grammar.

operating system’s interrupt vector. OBs are implemented in top-
level code. Second, on some architectures, OBs make additional
calls to function blocks. For each function call, additional ILIL
code is generated to handle the parameter passing.

ILIL uses the two basic Vine types registers and memories. A
single register variable is used to represent each CPU register in a
particular PLC architecture. They are implemented as bit vectors
of size 1, 8, 16, 32, and 64 bits. Memories are implemented differ-
ently than in Vine. ILIL Memories are mappings from hierarchical
addresses (See next paragraph.) to integers. Memory loads return
the integer for a given address. Memory stores return a new copy
of the memory with the specified location modified.

In addition to registers and memories, ILIL adds a third type,
addresses. In Vine, memories are mappings from integers to in-
tegers. This is reasonable as most architectures use 32- or 64-bit
address registers. This is not sufficient for PLCs which use hier-
archical addresses. A hierarchical address has several namespace
qualifiers before the actual byte or bit address. For example, in
Siemens PLCs, addresses have a single namespace qualifier called
a memory area. In Allen Bradley, there are three: rack, group, and
slot. ILIL addresses are essentially integer lists where the leftmost
n entries represent the n namespace qualifiers. We also extend the
memory type to include n. Thus, the ILIL statement:
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mem := {} : mem_t(1);

initializes an empty memory with a single namespace qualifier. In
some cases, all or part of an address will be stored in memory.
To handle loads and stores of hierarchical addresses, we extend
the Vine cast expression to convert addresses to byte sequences.
Note that the number of namespace qualifiers prefixing an address
is architecturally fixed, so the number of types is finite.

ILIL instructions have no side effects, making all control flows
explicit. As an example, Figure 3 shows the lifted version of the IL
instructions:
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A I 0.5 ;; And input bit 5

= Q 0.1 ;; Store at output bit 1

0. // Initialize PLC state.
1. mem := {} : mem_t(1); // Main memory.
2. I := 0; // Input memory qualifier.
3. Q := 1; // Output memory qualifier.
4. RLO := 1 : reg1_t; // Boolean accumulator.
5. FC := 0 : reg1_t; // System status registers.
6. STA := 0 : reg1_t;
7. ...
8.
9. // A I 0.5

10. STA := load(mem, [I::0::0::0::5]);
11. cjmp FC == 0 : reg1_t,L1,L2;
12. label L1;
13. RLO := STA;
14. label L2;
15. RLO := RLO && STA;
16. FC := 1 : reg1_t; // Side effects.
17. ...
18.
19. // = Q 0.1
20. STA := RLO;
21. mem := store(mem, [Q::0::0::0::1], RLO);
22. FC := 0 : reg1_t; // Side effects.
23. ...

Figure 3: ILIL Code example (IL in Comments).

First, the machine state is configured to have a single main memory
and two memory areas for input and output. Part of the definition of
the system status word is also shown. The And instruction consists
of three parts. The operand is loaded from memory, combined with
an accumulator, and one or more status words are updated. The ad-
dress [I::0::0::0::5] is read, “memory area I, dword 0, word
0, byte 0, bit 5.” This convention of listing offsets of different sizes
allows us to canonically address multi-indexed memories.

The PLC features from Section 2.1, as well as several other is-
sues, are handled by IL to ILIL translation as follows.

Timers. For each timer, an unused memory address is allocated.
During symbolic execution, an attempt to check the timer value
at this address will generate a fresh symbol. In the model check-
ing step, this symbol will be nondeterministic, i.e., it will cause
both paths to be explored if used in a branch condition. A simi-
lar approach was used by SABOT [16], though our semantics are
more flexible in allowing for the case where the timer value changes
within a scan cycle, not just between them.

Counters. Counters are implemented in a straightforward manner.
For each counter, a memory word is allocated to handle the cur-
rent value. ILIL instructions are added to check if the counter’s
condition has transitioned from low to high each time a counter
instruction is executed. Once the counter reaches a preset value, at-
tempts to access its address in the counter memory area will return
the concrete value true.

Master Control Relays. When an MCR section is reached, a con-
ditional branch is generated depending on the MCR status bit. The
false branch contains the original code, and the true branch con-
tains code that modifies instruction results. While the semantics
differ by architecture, typically numerical and Boolean instructions
all output 0 or false when the MCR is active.

Data Blocks. Data blocks are implemented using the hierarchi-
cal address type. When a program opens a data block, a names-
pace qualifier is created with the index of that data block, e.g.,
DB3. When an access is made into the datablock, the address is
prepended with the qualifier, e.g.„ [DB3::20::1] for word 41.
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Temporal	
  Execu?on	
  Graph	
  

•  State	
  based	
  model	
  
–  Transi/ons	
  denote	
  new	
  cycles	
  
–  Each	
  state	
  store	
  symbolic	
  memory	
  values	
  

•  TEG	
  captures	
  inter-­‐cycle	
  dependencies	
  
–  E.g.,	
  /mers	
  and	
  counters	
  

•  Recursive	
  TEG	
  genera?on	
  return	
  condi?ons	
  
–  Ideal:	
  all	
  states	
  are	
  generated	
  
–  Bounded:	
  finite	
  scan-­‐cycle	
  explora/on	
  

Input	
  ß	
  ‘a’	
  
Output:	
  

	
  PC	
  [a<10	
  ]	
  à	
  a+9	
  
	
  PC	
  [a>=10]	
  à	
  a/2	
  

Symbolic	
  Scan	
  Cycle:	
  	
  
(Path	
  condi?on,	
  symbolic	
  output)	
  

Temporal	
  
Execu?on	
  

o	
  =	
  0	
  

o	
  =	
  i0+9	
   o	
  =	
  i0/2	
  

o	
  =	
  i1+9	
  

i0<10	
   (i0>=10)	
  

i1<10	
  

…	
  
…	
  

Ini?aliza?on	
  

1st	
  scan	
  	
  
	
  	
  	
  	
  	
  cycle	
  

2nd	
  scan	
  	
  
	
  	
  	
  	
  	
  	
  cycle	
  

Temporal	
  Execu-on	
  Graph	
  (TEG):	
  	
  
State	
  no?on:	
  symbolic	
  variable	
  vales	
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Trusted	
  Safety	
  Verifier	
  

Control	
  Flow	
  Graph	
  	
  
Symbolic	
  Execu/on	
  

Automated	
  	
  Temporal	
  
Execu/on	
  Graph	
  Genera/on	
  

Bounded	
  Linear	
  Temporal	
  Logic-­‐Based	
  Model	
  Checking	
  	
  

Concrete	
  Test	
  Case	
  Genera/on	
   Test	
  Case-­‐Based	
  PLC	
  Simula/on	
  

Solu?on	
  Overview	
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HMI	
  Server	
   PLC	
  

PLC	
  Code	
  	
  
Uploading	
  

Warning!	
  Viola?on	
  Point	
  	
  
in	
  the	
  Source	
  Code	
  

Infrastructural	
  
Safety	
  	
  

Requirements	
  

PLC	
  Source	
  to	
  Intermediate	
  Language	
  Transla/on	
  

Binary	
  MC7	
  executable	
  disassembly	
  to	
  IL	
  

Control	
  Flow	
  Graph	
  	
  
Symbolic	
  Execu/on	
  

Automated	
  	
  Temporal	
  
Execu/on	
  Graph	
  Genera/on	
  

Bounded	
  Linear	
  Temporal	
  Logic-­‐Based	
  Model	
  Checking	
  	
  

Concrete	
  Test	
  Case	
  Genera/on	
   Test	
  Case-­‐Based	
  PLC	
  Simula/on	
  



Infrastructural	
  Safety	
  Requirements	
  

•  Formulated	
  using	
  linear	
  temporal	
  logic	
  expressions	
  

•  Example	
  safety	
  requirement	
  

–  English	
  expression	
  
•  Relay	
  R1	
  should	
  NOT	
  open	
  UNTIL	
  Generator	
  G2	
  turns	
  on	
  

–  Logical	
  expression	
  
•  Atomic	
  proposi/ons	
  

–  a1:	
  “Relay	
  R1	
  is	
  open”	
  
–  a2:	
  “Generator	
  G2	
  is	
  on”	
   17	
  

LTL:	
  !a1	
  U	
  a2	
  



Formal	
  Verifica?on	
  
1.  Negate	
  the	
  LTL	
  Spec	
  formula	
  

2.  Generates	
  the	
  TEG-­‐UR	
  product	
  model	
  P	
  

3.  Search	
  for	
  a	
  path	
  in	
  P	
  

4.  Get	
  concrete	
  input	
  values	
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Safety	
  requirements:	
  	
  
!	
  (a1	
  U	
  a2)	
  

a

b

1’

4’ 3’2’
ab

Temporal	
  Execu?on	
  Graph	
  
(TEG)	
  

b
X g

b X g a b

a

X g
a

X g
ba

1
2 3

4 5 6

7 8

Unsafety	
  Requirements	
  
(UR)	
  

Nega?on	
  

X g X gX g
b a

aX g

2,4’ 3,1’ 1,2’

5,3’ 7,1’ 6,2’
a  b

a  b

P	
  =	
  TEG	
  x	
  UR	
  

Req-­‐viola?ng	
  path	
  condi?on:	
  
	
  	
  
(i0	
  <	
  12)	
  	
  &	
  (0	
  <	
  i1)	
  	
  &	
  (i2	
  <	
  20)	
  

Req-­‐viola-ng	
  input	
  vector:	
  
	
  

(i0,	
  i1,	
  i2)	
  	
  	
  =	
  	
  	
  (10,	
  2,	
  15)	
  



Evalua?ons	
  
•  Implementa?ons	
  

–  >30K	
  LOC	
  
–  C/C++	
  

•  Experimental	
  setup	
  
–  Raspberry	
  Pi	
  –	
  Linux	
  3.2.27	
  
–  Desktop	
  –	
  Ubuntu;	
  8	
  GB	
  RAM;	
  Linux	
  3.5	
  

•  Case	
  studies	
  
–  Five	
  real	
  Siemens	
  PLC	
  controller	
  programs	
  

•  Traffic	
  light,	
  Rail	
  Inter-­‐locking,	
  Assembly	
  line,	
  Stacker,	
  Sorter	
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Detailed	
  Performance	
  Analysis	
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Prac?cal	
  Feasibility	
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Fig. 5. Performance Analysis of the Traffic Light Control System.

industrial control system settings. Our examples are runnable
on several of the most popular PLC architectures8.

• PID controller. (Proportional Integral Derivative) The
most common type of controller for real-valued states.
A PID controller attempts to minimize the error be-
tween the actual state, e.g., the temperature in a room,
and a desired state. This is done by adjusting a con-
trolled quantity, e.g., heating element, by a weighted
sum of the error, and its integral and derivative.

• Safety requirement: (i.) The controlled quantity
may not exceed a constant value.

• Traffic light. Traffic lights at a four way intersection
are governed by Boolean output signals, with a single
Boolean value for each color and direction. Light
changes are timer-based.

• Safety requirements: (i.) Orthogonal green
lights should not be ON simultaneously, i.e.,
G¬(g1^g2) where Boolean variable gi denotes
the i-th green light. (ii.) A red light should
always be proceeded by a yellow light.

• Assembly way. Items are moved down an assembly
line by a belt. A light barrier detects when an item
has arrived at an assembly station, and an arm moves
to hold the item in place. A part is then assembled
with the item, and the barrier removed. The process
repeats further down the line.

• Safety requirements: (i.) No arm can come
down until the belt stops moving. (ii.) The belt
should not move while the arm is down.

• Stacker. A series of items are loaded onto a platform
by a conveyor belt. Once a light barrier detects that the
platform is full, the items are combined by a melter,
and the resulting product is pushed onto a lift and
lowered for removal.

• Safety requirements: (i.) The product should
never be pushed out while the melter is work-
ing. (ii.) No more items should be loaded once
the platform is full.

• Sorter. A conveyor belt passes packages by a barcode
scanner. Depending on the scanned code, one of three
arms extends to push the package into an appropriate
bin.

• Safety requirements: (i.) No more than one arm
should extend at each time instant. (ii.) An
arm extends only after the barcode scanning
is complete.

• Rail Interlocking. As opposed to the other programs,
which drive the actions of a system, a railway inter-
locking checks that a sequence of engineer commands
will not cause conflicting routes between two or more
trains.

8Specifically, the Instruction List samples run on Siemens and Rockwell
PLCs accounting for 50% of PLC market share [28].

9

Offline	
  verifica-on	
  does	
  NOT	
  scale!	
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Conclusions	
  

•  Op-mal	
  control	
  vs.	
  safety	
  redlines	
  
–  reject	
  the	
  control	
  that	
  violate	
  the	
  power	
  system	
  safety	
  requirements	
  
–  replace	
  them	
  with	
  security/safety-­‐preserving	
  countermeasures	
  

•  Minimal	
  trusted	
  compu?ng	
  base	
  for	
  infrastructural	
  resilience	
  
–  easier	
  to	
  analyze,	
  verify	
  its	
  correctness,	
  and	
  protect	
  its	
  cyber-­‐security	
  
–  guarantee	
  safety	
  while	
  “huge”	
  SCADA	
  solves	
  for	
  the	
  opAmal	
  plant	
  control	
  

•  JAT	
  verifica?on	
  allows	
  for	
  countermeasure	
  selec-on	
  
–  proacAve	
  tolerance	
  to	
  prevent	
  too-­‐late	
  responses	
  	
  
–  learns	
  decided-­‐upon	
  responses	
  for	
  later	
  similar	
  unsafe	
  states	
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