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*Jim Kurose, Networking Challenges for the Smart Grid, IIT Mumbai, 2013.



Control Command Verification

* Problem
— Malicious control command injection

< [

R > Wiy
e Solution gy 2=

— Verify if the control command is legitimate

* Challenge

— Not having to check every single input?

Power System

Zonouz et al., Network and Distributed System Security (NDSS)’14;
IEEE S&P Magazine’14; IEEE SmartGridComm’15; IEEE Transactions on SmartGrid’15



Solution Overview
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Solution Overview

HMI Server PLC

Binary MC7 executable disassembly to IL
PLC Source to Intermediate Language Translation
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Binary Executable Disassembly

Binary format (MC7): Source code (IL):

Siemens Machine Code (.mc7) Siemens Instruction List (.il)
Offset(h) 00 01 02 03 04 05 06 07 O8 09 OA 08 OC OD OF OF .
STL Explanation
00000000 "O 70 01 01 ClCD 01, 00 00 01 B2 00 00 00 00 2 I 2.0
00000010 03 41 OF C9 2A 498 O3 A1 63 83 21 A7 00 1C 00 OE ° .
00000020 00 1a[01 <0 co 01 CO 01 10 09 41 60 00 18 FB 7C R //Enable timer T1.
00000030 FB 79 00 04 FE €F 00 14 C7 00 41 50 00 00 FB 79 A I2.1
00000040 00 04 7E 53 00 12 FB 79 00 04 7E 57 00 02 FEL OB L S5T#10s //Preset 10 seconds into ACCU 1.
00000050 84 00 00 00 FB 76 00 04 FE 63 00 14 FB 7C 10 OA sp Tl s (e b3l O O s (e
00000060 CO 01 CO 01 10 01 41 60 00 14 3D Ol 70 OB 00 02 A 122
00000070 10 02 CO 01 10 01 41 €0 00 14 3D OA 70 OB 00 02 )
00000080 10 02 CO 01 10 01 41 60 00 14 FB 70 Ol 04 70 OB R Tl //Reset timer T1.
00000090 00 02 10 02 CO 01 10 03 41 60 00 18 FB3 7C FB 79 A T1 //Check signal state of timer T1.
0O00000RAD 00 01 FE &F 00 14 FE OR 24 00 00 OO0 75 01 FE &R = Q 4.0
00 14 FB 7C 10 04 CO 01 10 03 41 60 00 8 FB 7C L T1 //Load current time value of timer Tl as binary.
000000CO FB 79 00 OC FE 6F 00 14 FE 03 84 0D 00 00 75 OA T MWLO
00000CDO  FE 63 00 14 FB 7C 10 04 CO 01 10 03 41 &0 00 18 LC T1 //Load current time value of timer Tl as BCD.
ODQ00CED FB 7C FB 79 (01 04 FE &F 00 14 FE OB 24 00 00 00 T MW12

ODQ00CF0 FB 72 01 04 FE €B €0 14 FB 7C 10 04 CO 01 10 O7

00000100 41 60 00 14 FB 74 00 2B 70 OB 00 02 10 08 CO 01

00000110 1D 01 70 0B 00 02 CO 01 1D OA 70 OB 00 02 CO 01

00000120 FB 71 01 04 70 CB €0 02 CO 01 55 01 CO 01 55 OA

00000130 CO 01 FB 73 01 04 CO 01 3D 01 70 0B 00 0z CO 0O1 .

00000140 3D OA 70 0B 00 02 CO 01 FB 70 01 04 70 0B 00 02 PLC Architecture
00ao0o0iso CO 01 €O 01 75 01 CO 01 75 OA CO 01 FB 72 01 04
00000160 CO 01 & 00 A1 00 OO0 14 00 0N ON 02 O5 02 O 02
00000170 05 02 05 02 05 02 05 05 05 05 05 05 05 0L 05 20
00000180 [05][o0_<0][oo_sz][oo 12][o0 28][00 22| 00 00 00 00 00 Hierarchical addresses

00000190 00 00 00 00 0O ©CO CO 00 OO0 00 00 OD OO0 00 00 00

0D0001R0 00 00 00 00 00 0O 01 00 58 2F 00 0D 00 00 00 00 - Notjust integers! Preﬁxed namespace qua/iﬁers
0

Jonm 0o e — Siemens/Allen-Bradley has 1/3 qualifiers

[CType of Block (OB.FC.FB.SFC.SFB) (always @ 0x05)
Bl_ock Number (always @ 0x06 and 0x07)
D(cSol(zi: of Code + 0x02) (always @ 0x22 and 0x23) Multi-indexed memory

El;‘;‘e”g;‘h"ef“:‘:;‘k‘zﬂi —  Multiple-size memory
JSize of Network n°2 — Addressing word- byte- and bit-level
[]Size of Network n°3 9
[1Size of Network n°4
Size of Network n°5



IL Source Code Lifting

Source code (IL): Intermediate level code (ILIL):

Siemens Instruction List (.il) Instruction List Intermediate language (.ilil)
. 0. // Initialize PLC state.

STL Explanation 1. mem := {} : mem_t(1); // Main memory.

A1z 2.1 :=0; // Input 1ifi

FR Tl //Enable timer T1. : . nput memory quaiilier.

A 121 3. Q =1 // Output memory qualifier.

L S5T#10s //Preset 10 seconds into ACCU 1. 4. RLO := 1 : regl_ t; // Boolean accumulator.

Sp Tl //Start timer Tl as a pulse timer. 5. FC =0 : regl_ t; // System status registers.

A I2.2 6. STA := 0 regl_t;

R T1 //Reset timer T1. 7o

A T1 //Check signal state of timer T1. 8.

= Q4.0 9. // AIO0.5

L T1 //Load current time value of timer Tl as binary. 10. STA := load(mem, [I::0::0::0: :5]);

T MW _ _ 11. cjmp FC == 0 : regl_t,L1,L2;

IC T1 //Load current time value of timer Tl as BCD.

v w12 12. label Li;

13. RLO := STA;
14. label L2;

" ” 15. RLO := RLO && STA;
Why "‘ 9 "‘"‘ c 16. FC := 1 : regl_t; // Side effects.
17. ...
18.
A 3 Ao f oo 19. // =Q 0.1
Direct IL analysis is difficult 2. sea - Bios
— IL Syntax/semanﬁcs vary Wldely by vendor 21. mem := store(mem, [Q::0::0::0::1], RLO);
i i . . . 22. FC := 0 : regl_t; // Side effects.
— IL instructions have side affects obscuring certain 23. ...
control flows

e |LIL: based on the Vine intermediate language
— Memory, register and address types
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Symbolic Execution Review

Code Segment
input 1i;
output o;
if (i<1e)

0 = i+49;
else

o= 1/2;

Concrete execution
Input? < 16
Output: 8

Control Flow Graph \Entry

input i;

Symbolic execution
Input? & ‘a’
Output:
PC [a<10 ] = a+9
PC [a>=10] > a/2




ILIL Symbolic Execution

Intermediate level code (ILIL):

Instruction List Intermediate language (.ilil)

o

00 ~NO O WN -

. FC

. FC

// Initialize PLC state.
mem := {} : mem_t(1); //
I = 0; //
Q =1; //
RLO := 1 : regl_t; //
FC :=0 : regl_t; //
STA := 0 : regl_t;
// ATIO0.5
. STA := load(mem, [I::0::0::0::5]);
. cjmp FC == 0 : regl_t,L1,L2;
. label L1;
. RLO := STA;
. label L2;
. RLO := RLO && STA;
=1 : regl_t; //
. // =Q0.1
. STA := RLO;
. mem := store(mem, [Q::0::0::0::1],
:= 0 : regl_t; //

Main memory.

Input memory qualifier.
Output memory qualifier.
Boolean accumulator.
System status registers.

Side effects.

RLO) ;
Side effects.

Symbolic Scan Cycle:
(Path condition, symbolic output)

Input & ‘a’

Output:
PC [a<10 ] - a+9
PC [a>=10] = a/2

Control flow graph exploration

SMT solver for predicate feasibility checking
E.g., is “(a<10) && (20<a)” satisfiable?

Optimizations

Bounded loop execution (guaranteed correctness)
Indirect function calls w/ symbolic address values
Opcode-based register type inference

Symbolic execution covers a “single” scan cycle

Subsequent 10 scans are treated independently
No temporal considerations, e.g., timers/coutiters
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Temporal Execution Graph

Symbolic Scan Cycle: Temporal Execution Graph (TEG):

(Path condition, symbolic output) State notion: symbolic variable vales
Input & €a’ T
output: Initialization

PC [ak10 ] > a+9

PC [a>=10] = a/2 =
(i°<10) (195=10)
___1*tscan
cycle

e State based model

— Transitions denote new cycles @ =

— Each state store symbolic memory values

o000 nd

* TEG captures inter-cycle dependencies -

— E.g., timers and counters ee e cycle

* Recursive TEG generation return conditions
— Ideal: all states are generated
— Bounded: finite scan-cycle exploration
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Infrastructural Safety Requirements

* Formulated using linear temporal logic expressions

 Example safety requirement

— English expression
* Relay R, should NOT open UNTIL Generator G, turns on

— Logical expression

* Atomic propositions |

— a,: “Generator G, is on”



Formal Verification

1. Negate the LTL Spec formula

Safety requirements:
2. Generates the TEG-UR product model P | (a, Ua,)

\Negation

3. Search forapathinP

4. Get concrete input values

Reg-violating input vector:

(i, it,i2) = (10,2, 15)

T

Reg-violating path condition:

Unsafety Requirements
O (UR) -/

(i°<12) & (0<i') & (i< 20) \_ P =TEG x UR ) .




Evaluations

* Implementations
— >30K LOC
— C/C++

 Experimental setup

— Raspberry Pi— Linux 3.2.27
— Desktop — Ubuntu; 8 GB RAM,; Linux 3.5

e (Case studies

— Five real Siemens PLC controller programs
* Traffic light, Rail Inter-locking, Assembly line, Stacker, Sorter
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PLC Program Analysis and Formal Verification Steps
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Practical Feasibility
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Practical Solution?

Past Work

Offline formal verification and model checking

- Unscalable for large-scale platforms
Runtime monitoring and intrusion detection
- Too late for effective response and recovery

Our Solution

Just-Ahead-Of-Time Verification and Response

+ Remarkably smaller system models to analyze
+ Sufficient time for timely intrusion tolerance

22



Just-Ahead-Of-Time Verification

JCR (minimal TCB)
Just-Ahead-Of-Time

Controller Recovery

HMI Servr

Controller Executable

Executable
> G 10.0

Execution
——
State G 10.1
~ - Eﬁ*ﬁaMal icious

ncontroller

14.7 —
G program?

Inputs

Programmable Logic Controllers

o
N

SRS

current
sensor T SR S I Sty B
-

o0 0
%
H

Measurements

Sensors Power System

any ...y"'_/iw"/”/'/ o
voltage  , ... & &"F & s
ﬁ ¥
sensor i : Toog Area Top ﬁ,h,
20 v AGC ON o«
l 4'"
TN Rew L e
2008w e 2018w N
acc o Area Left Acc on

Area Right

° —
@
Outputs

generator

controller G €

power
relay

Actua

o @
G 00.1

@«

@

tors

Spuewwo) |0J41Uu0)



Generator Reverse Engineering
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Conclusions

* Optimal control vs. safety redlines
— reject the control that violate the power system safety requirements
— replace them with security/safety-preserving countermeasures

* Minimal trusted computing base for infrastructural resilience
— easier to analyze, verify its correctness, and protect its cyber-security
— guarantee safety while “huge” SCADA solves for the optimal plant control

* JAT verification allows for countermeasure selection
— proactive tolerance to prevent too-late responses
— learns decided-upon responses for later similar unsafe states

Saman Zonouz  saman.zonouz@rutgers.edu Thank You!



