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•! Learning as a service 
•! Learning on streams 

UC Berkeley •! Composable architecture 
•! Design, verification, synthesis 
•! Networking 
•! Distributed services 

•! Control synthesis 

UC San Diego 
•! Smart grids 
•! Smart buildings 

•! Context awareness 

•! Localization 

•! Resource 
management 

Michigan Penn 

•! Localization 
•! Smart dust 
•! Energy scavenging 
•! Security and privacy 

•! Mobile vehicles 
•! Privacy 
•! Control synthesis 

Illinois 
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Internet of Things 
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Using Internet 
technology to interact 
with physical devices 
(“things”). 
 
We are interested in 
systems where safety 
and reliability loom 
large. 
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This Bosch Rexroth printing press is a cyber-
physical factory using Ethernet and TCP/IP 
with high-precision clock synchronization 
(IEEE 1588) on an isolated LAN. 
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HTTP 
request response 

URL encodes 
all state info 
(credentials, 
commands, 
etc.) 

Response is 
typically 
asynchronous 
to avoid 
blocking the 
client program. 
 
Response 
handler 
executes 
atomically. Lee, Berkeley 
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// Import a module providing network services
var http = require("http”);
// Construct a URL encoding a request
var url = "http://foo.com/deviceID/...";
// Issue the request and provide a callback
http.get(url, function(response) {
    // ... handle the response ...
});
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request asynchronous 
response 
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From: “Home Automation with 
Node Red, JeeNodes and Open 
Energy Monitor,” Dom Bramley's 
Blog of Maximo and the 'Internet 
of Things’, IBM Developer Works, 
Dec., 2013. 
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Task 2.2: 
Programming 
Models and 
Modeling 
Formalisms 

Swarmlet host (in this case, 
CapeCode, based on Ptolemy II) 
integrates multiple accessors 
and distributed swarmlets under 
an actor model, which 
emphasizes streaming data. 

14 
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Task 2.2: 
Programming 
Models and 
Modeling 
Formalisms 

Task 2.2: 
Programming 
Task 2.2: 
Programming 

Accessor for each 
robot serves as a local 
proxy for the robot, 
accepting commands 
for motion and providing 
sensor data. 

OG=")P5Q=0)*P5H--P5K/&-R5
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Task 2.2: 
Programming 
Models and 
Modeling 
Formalisms 

Accessor interface and 
functionality are given in 
easily-adapted 
JavaScript code. 

Lee, Berkeley 

Programming 
Models and 

Formalisms
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Task 2.2: 
Programming 
Models and 
Modeling 
Formalisms 
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Wait, What? exhibit 
floor, St. Louis, MO, 
September, 2015 

Lucy 

Battery Monitor 

Obstacle 

Customer 
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Task 2.2: 
Programming 
Models and 
Modeling 
Formalisms 

Orchestration of accessors is 
governed by a timed discrete-
event (DE) model of computation 
with strong formal properties. 

Integration of swarmlets with 
foreign services (in this case, 
ALPS localization from a mobile 
phone) is handled by network 
interface accessors (also a 
WebSocketServer in this case). 

OG=")P5Q=0)*P5H--P5K/&-R5

Integration of swarmlets with 
other networked swarmlets (in 
this case, a battery-state 
monitor) is handled by network 
interface accessors (in this case, 
a WebSocketServer). 

18 
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HTTP 
request 

response 
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The order and timing of 
events matters a lot 
when interacting with 
physical processes. 
 
The system at the right 
orchestrates hundreds 
of microcontrollers to 
deposit ink on paper 
flying through the printer 
at 100 kmh with micron 
precision. 

Lee, Berkeley 21 

This Bosch Rexroth printing press is a cyber-
physical factory using Ethernet and TCP/IP 
with high-precision clock synchronization 
(IEEE 1588) on an isolated LAN. 
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Standardization 
can occur with 
either the 
horizontal 
contract or the 
vertical contract. 

E.g. 
asynchronous 
atomic 
callbacks 
(AAC). 

Lee, Berkeley 
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•! HTTP 
•! WebSockets 
•! CoAP 
•! XMPP 
•! MQTT 
•! UPnP 
•! DDS 
•! ! 

Lee, Berkeley 

Vertical contract governs 
the interaction between the 
accessor and the service or thing. 
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Horizontal contact governs actor interactions 
For horizontal 
contracts, my opinion 
is that current work is 
weak. 

Our accessors work 
has put a stake in the 
ground that insists on 
deterministic 
concurrency models 
for composition of 
accessors. 
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If the thing is black box with a RESTful 
interface, then we time stamp the response 

! but if we can 
design the thing, 
we can do much 
better! 

Lee, Berkeley 

We use time-
stamped events 
processed in 
time-stamp 
order, a 
discrete-event 
(DE) model of 
computation 
(MoC). 
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E.g., Intelligent gateway E.g., Intelligent gateway 
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Time-stamped events that are 
processed in time-stamp order. 

This MoC is widely used in 
simulation and HDLs. 

Given time-stamped inputs, it is 
a deterministic concurrent MoC. 

A few texts that use the DE MoC 
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 Proceedings of OSDI 2012 
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Distributed database with redundant 
storage and query handling across data 
centers. 

Update to a record comes 
in. Time stamp t1. 

Query for the same record 
comes in. Time stamp t2. 
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Query for the same record 
comes in. Time stamp t2. 

If t2 < t1, the query response should be 
the pre-update value. Otherwise, it 
should be the post-update value. 

Update to a record comes 
in. Time stamp t1. 
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Query for the same record 
comes in. Time stamp t2. 

When the local clock time exceeds 
t2 + e + d, issue the current record 
value as a response. 

Synchronize clocks 
with error bound e. 

Communication 
latency bound b. 

Update to a record comes 
in. Time stamp t1. 
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Solomon Wolf Golomb 

Engineers all too often conflate 
the model with its target. 

You will never strike oil by 
drilling through the map! 

Lee, Berkeley 35 

Keep Clear the Distinction 
Between the Model and its Target(

But this does not in any way 
diminish the value of a map! 
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Instruction Set Architectures (ISAs) 
38 

Image: Wikimedia Commons 
Waterman, et al., The RISC-V Instruction Set Manual, 
UCB/EECS-2011-62, 2011 
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Image: Wikimedia Commons 
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In engineering, model fidelity is a two-way street! 

For a model to be useful, it is necessary  
(but not sufficient) to be able to be able to  

construct a faithful physical realization. 
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Query for the same record 
comes in. Time stamp t2. 

If after sending a response, we receive 
a record update with time stamp t1 < t2 
declare a fault. Spanner handles this 
with a transaction schema. 

Synchronize clocks 
with error bound e. 

Communication 
latency bound b. 

Update to a record comes 
in. Time stamp t1. 
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