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HiL-CPS — A definition

e “..aloopinvolvingahuman, an embedded system (the cyber component), and the physical
environment. Basically, the embedded system augments a human’s interaction with the physical
world.”
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Source: Schirner, et al. "The future of human-in-the-loop cyber-physical systems." IEEE Computer (2013): 36-45.




HiL-CPS Directions

* Humans, being in the loop, are the key decision makers

* Sensors gather data
* From the human (BCl, EEG, EMG, ECG...)
* From the environment (myriad of sensing technologies)

* Networked and distributed processing: Inference Engine

* Artificial intelligence via machine learning and big data processing
* Make sense of the human and physical environmentdata
* Present optionsto the human, who makes the final decision

* Actuators
e Act upon the human’s decision



HiL-CPS Sample Research

* HiL-CPS to aid patients with locked-in syndrome
* Body/Brain Computer Interface
 Embedded Systems
* Robotics bAa) | |
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Adaptive HiL-CPS for Telemedical Applications

Practitioner Patient
X - Embedded ication-specific medical device
« Controllable via smartphone app and/or auxiliary
— wireless sensor networks
* - « Load/save usage data, therapy regimes, and

D — personalized device calibrations from the cloud
« Real time streaming of therapy data to the cloud
for direct physician monitoring
T ine Pl « Simple, low cost - Constructible and/or
Direct, real-time control of gervicaable by patient

« Example applications - robotic assisted physical
K‘ therapy, portable photodynamic cancer therapy

medical devices by practitioner
« Storage of personalized device
calibrations and diagnostic data
+ Cloud computing - detection and
prediction of public health trends
based on usage data
« Medical record keeping
« Automated therapy tracking &
analysis

4 Cy-Phy Lab *’Op

UMASS CYBER-PHYSICAL SYSTEMS
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Dependability of HiL-CPS

* A key factor considering the safety of humans is paramount
* Considering:

* Availability

* On-demand real-time distributed computing
* Reliability

* Context-sensitive human decision inference engine
e Safety

* Human-CPS isolation/insulation

* Robust models for human-CPS interaction
Integrity

e System-level design
Maintainability and Fault Tolerance

» Graceful failures may be catastrophic



HiL-CPS Availability

 Computing, Sensing, Networking:

* On-demand
e Real-time
e Distributed
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Source: Ying, Goddard, Perez."A prototype architecture for
cyber-physical systems." ACM Sigbed Review 5.1 (2008): 26.



HiL-CPS Reliability

Decisions made by humans are not
always correct/desirable

L]

Context-sensitive human decision
inference engine

L]

Decisions made by algorithms are
not always correct/desirable

[ Information Source | [ D|s<‘z§the§2i2:nel ] |  Destination

@ Brain-ComputerInterface> R

BCI (human)  Transition Model Sensor Model

input (Context) (Human model)
¥ A ¥
Context Sensitive Probabilistic Filter
1
Navigation Stack )
~ ) 2D map. +
Hector SLAM Global Local
. EKF T planner | planner
/X 3
MU | [LDAR Motor
Controller

Source: Northeastern Embedded Systems Lab



HiL-CPS Safety

 Human-CPS isolation/insulation
* Electrical and medical standards
* Physical Human-to-CPS safety buffer

e Robust models for human-CPS interaction
e Human models

* Mechatronic models DESIGN TEST PLAN TESTING TESTING
REVIEW RESULTS DISCUSSED AND 10 60601 SERIES AND REPORTS FOR
TEST LAB ACCEPTABLE? FORMULATED Bl  ACCEPTABLE? IEC 6601 SERIES

* Interaction models

MANUFACTURER LB QTRER ADJUSTMENTS TO
FORMULATION AND RISK ANALYSISAND R CPEPTABL £ MANAGEMENT FILE
S g DEVICE DESIGN DEVICE DESIGN '

*Typically the tests of greatest impact are abnormal
operation, fault conditions, and essential performance.

Source: International Electrotechnical Commission - IEC 60601-1 medical design standards



HIL-CPS Integrity

* System-level design
* Abstraction
* Automation
* Realization

e Standardization of CPS
* Components
* Interfaces
e Comm. Protocols

Abstraction layers
define platforms

Abstractions are linked
through refinement
relations

Abstraction layers allow
the verification of E
different properties / -+

Source: Jianhua, et al. "A survey of cyber-physical systems.” Wireless Communications

and Signal Processing (WCSP), 2011 International Conference on. IEEE, 2011.



Maintainability and Fault Tolerance

* Graceful failures may be catastrophic and are therefore unacceptable
* The keystone to dependability
* Present more questions, and directions

* Thank youl!



