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CONTEXT

Space safety critical systems’ development follows
strict processes, ruled by standards (i.e. ECSS)

Verifications performed to reduce defects

Independent Software Verification & Validation (ISVV)
aims at finding remaining defects

— Performed by an independent entity
— Includes a multitude of different techniques

— Addresses the multiple artifacts of the project
* Requirements Verification
e Design Verification
* Code Verification
* Test Verification
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GOALS OF THE STUDY

Focus on Aerospace Critical Systems development
Goal 1: Understand the relevance of ISVV

Goal 2: Analyze real issues in aerospace critical
systems development

Goal 3: Study the applicability of ODC to classify issues

— ODC is widely used to classify issues that belong to the
software development phases
* Defect Type, Defect Trigger, Defect Impact

— Defines attributes according to which issues can be classified
* Allow for statistical and root-cause analysis
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OVERALL APPROACH

‘ ISVV Issues Selection

Data Clean-Up/Anonymization

‘ Data Classification (ODC)

Results Analysis

‘ Recommendations and Conclusions
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THE SYSTEMS

Related to the space domain (satellite systems)

— Cover different types of systems

e Start-up or boot software, on-board application software, payload
software, full system

— 16 different systems or subsystems
— Analysis of more than 10000 requirements, more than 1
million LoC, and over 1.500 tests

The engineering processes used for the selected
missions had to follow the ECSS standards

— Similar lifecycle and strict requirements imposed by
European Space Agency (ESA)

Anonymous... for reasons you understand!
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ISSUES ANALYZED

Detection Phase Amount of RIDs

Requirements Verification 162

Design Verification 112
Code Verification 378
Test Verification 398
Ground Monitoring 20

Total 1070

14% classified as major issues, 66% as minor and 20% as
improvement comments
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ORIGINAL ISVV CLASSIFICATION
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Build/Package
Timing/Serialization
Assignment
Environment
Understandability
Interface

Checking

Algorithm

Function

Documentation
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ANALYSIS USING ODC (7YPE)

” Only 730 issues (~“68%)
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ANALYSIS USING ODC (TRIGGER)

Test Sequencing

Language Dependencies

Rare Situation

Combinatorial Path Coverage (Complex Path)
Lateral Compatibility

Design Conformance

Operational Semantics (Understanding flow)
Backward Compatibility

Test Coverage

Document Consistency/Completeness (Internal
Document)
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Installibility
Standards
Migration

Usability
Performance
Documentation
Maintainability
Reliability

Capability

ANALYSIS USING ODC (/imMPACT)

= > 73%

250



ANALYSIS ACROSS PHASES

Requirements Design Code Test Ground

Verification Verification Verification Verification Monitoring

Requirements 162 6 10 20 1 199
18.6%

0 106 77 0 6 189
17.6%

Implementation 0 0 289 8 0 297
27.7%

Testing (UT/IT + 0 0 2 370 9 381
System Tests) 35.6%

Operation 0 0 0 0 4 4

0.37%
162 112 378 398 20 1070
15.1% 10.4% 35.3% 37.2% 1.8% 100%
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RECOMMENDATIONS (1)

Reinforced importance of documentation quality
measures

— Namely documentation reviews

Need for improved requirements engineering,
requirements analysis techniques or tools and
requirements testing

Promotion of traceability analysis between every
phase of the engineering process

— If possible automation of these traceabilities...
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RECOMMENDATIONS (2)

Test improvements, test coverage improvement, and
specific validation plan guidelines shall be proposed

— Help engineering in defining better and more complete tests

— Focus on requirements coverage, both functional and non-
functional

Reliability and Dependability analysis shall be
performed in a more efficient way:

— Integrated at all lifecycle phases
— Start earlier

— Become more extensive
— Automated and

— Promote traceability and historical results follow-up
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CONCLUSIONS

Goal 1: Relevance of ISVV

— Confirmed!

— Many relevant issues captured by ISVV in different phases

Goal 2: Real issues in aerospace critical systems
— Large number of issues identified, some during operation
— Standards help, but not completely!

Goal 3: Applicability of ODC

— Needs to be extended

Other safety critical industries may also learn from this
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QUESTIONS?

Marco Vieira
Department of Informatics Engineering

University of Coimbra

mvieira@dei.uc.pt
http://eden.dei.uc.pt/~mvieira
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