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Cybersecurity Experimentation of the Future

Industry Motivation: Research Infrastructure Must 
Keep Pace with Cyber Technology 

• Cyberspace is rapidly evolving with 
nearly every aspect of society moving 
toward pervasive computing and 
networking

• Not even meeting today’s needs
• Need to move quickly to meet 

tomorrow’s needs
– Highly specialized cyber-physical systems (CPS)
– Interdisciplinary experimentation
– Modeling and reasoning about human behavior
– Advanced networking architectures (e.g., SDN
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Cybersecurity Experimentation of the Future

• PC Reviewer Question  “What is your confidence in this work?”
– Problem areas

• Knowledge of relevant prior work
• Good experiment design
• Real world models and data
• Validation to eliminate (possibly unknown) errors

– Design validation prior to execution
– Test apparatus bugs/issues
– Data collection: interference + validity

• Sound, valid analysis 
• Repeatability

• CEF overarching goal for infrastructure  increase researcher EFFECTIVENESS
– Help with above problem areas
– Enable research, not constrain
– Break the mold: rapid cycle: fail early, move on
– Collective capturing/sharing of knowledge to keep pace with technology

Scientific Motivation: Research Infrastructure Should 
Help Researchers Conduct Good Science



Cybersecurity Experimentation of the Future

What We Mean: Cybersecurity Research Infrastructure
• General purpose ranges and testbeds (physical and/or virtual)
• Specialized ranges and testbeds (physical and/or virtual)
• Software tools that supports one or more parts of the experiment life cycle, 

including, but not limited to:
– Experiment design
– Testbed provisioning software 
– Experiment control software 
– Testbed validation
– Human and system activity emulators
– Instrumentation – systems and humans
– Data analysis
– Testbed health and situational awareness
– Experiment situational awareness
– Other similarly relevant tools

• Specialized hardware tools – simulators, physical apparatus, etc.
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Cybersecurity Experimentation of the Future

What We Mean: Experimentation

• Experimentation is about LEARNING
– To explore a hypothesis 
– To perform an evaluation (not formal T&E)
– To characterize complex behavior
– To complement a theory
– To understand a threat
– To probe / understand a technology 

• From case studies to controlled trials

• Highly theoretical to applied research
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Cybersecurity Experimentation of the Future

CEF Study:  Key Findings

Transformational progress in three distinct, yet synergistic, areas is required 
to achieve the desired objectives:

1. Fundamental intellectual advance in the field of experimental 
methodologies and techniques
– Broadly, but also with particular focus on complex systems and human-

technical interactions

2. New approaches to rapid and effective sharing of data, knowledge and 
information synthesis
– That accelerate growth of multi-discipline and cross-organizational knowledge 

and scientific peer review

3. Advanced experimental infrastructure capabilities and accessibility
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Cybersecurity Experimentation of the Future

CEF Study: Approach
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Cybersecurity Experimentation of the Future

CEF Survey: Existing Infrastructure

• Started with 45+ candidates across 10+ domains focused review of 13 
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Cybersecurity Experimentation of the Future

CEF Survey: Existing Infrastructure

• Summary Findings
– Most existing infrastructure centers around traditional IT systems and networks
– Some one-off, domain specific testbeds (most are closed, proprietary use only) 
– Almost all tools focus on setting up/running equipment, data collection
– Little-to-no sharing / reuse of tools between testbeds (some exceptions)
– Relatively few standalone, affordable tools (costly traffic generators, some freely 

available tools)
– Almost NO support for the scientific process:

• Experiment design, validation, analysis, sharing for repeatability / peer review

– Overall, existing capabilities only begin to touch on what is needed – the space of 
what is needed is huge
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Cybersecurity Experimentation of the Future

Hypothesis Planning Implement Validation Execution AnalysisKnow-
ledge

Capture 
hypothesis + 
what must be 
true to prove

Experiment 
design, design 
validation

Orchestrate 
hardware,
software, models, 
data, 
instrumentation

All aspects of 
implementation

Continuous 
validation 
against 
specified 
bounds

Ground truth
Data collection
Statistical 
analysis

Needed Infrastructure Support for Scientific Process

External
Validation

Capture pertinent components and outputs

• Support full life cycle, repeatability – across all relevant domains
• Help with validation – catch errors as early as possible, e.g.,

• Can experiment design prove hypothesis – or is it off base? 
• Are there bugs in the experimental framework?
• Is the analysis method sound? E.g., correct statistical power
• Are we capturing all the right things? E.g., ground truth
• Will data collection interfere and possibly impact validity?



Cybersecurity Experimentation of the Future

Lifecycle Information
Systems

Networking CPS - Power CPS -
Transportation

Medical

Hypothesis / Goals n/a n/a n/a n/a n/a

Design / Planning Low to none Low to none n/a n/a n/a

Design Validation n/a n/a n/a n/a n/a

Implementation High High Low n/a n/a

Implementation
Validation

Low Low One offs n/a n/a

Execution High High Low n/a n/a

Execution Validation One offs One offs One offs n/a n/a

Data collection One offs One offs One offs Low to none n/a

Analysis n/a n/a n/a n/a n/a

* select domains

Existing Infrastructure Support for Scientific Process



Cybersecurity Experimentation of the Future

CEF Eight (8) Core Capability Areas from Roadmap

6.1 Domains of applicability
6.2 Modeling the real world for scientifically sound experiments
6.3 Frameworks and building blocks for extensibility
6.4 Experiment design and instantiation
6.5 Interconnected research infrastructure
6.6 Experiment orchestration
6.7 Instrumentation and experiment analysis
6.8 Meta properties
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Cybersecurity Experimentation of the Future

CEF Core Capability Areas

6.1 Domains of Applicability
– Cross domain (critical infrastructure sectors)
– Multidisciplinary (computer science, engineering, math/modeling, human 

behavior, sociology, economics, etc.)
– Portability of experiments, packaged for sharing and use in cross-discipline 

experiments

6.2 Modeling the Real World for Scientifically Sound Experiments
– Models of real world environments
– Experiments that scale
– Experimentation with systems-of-systems
– Human activity
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Cybersecurity Experimentation of the Future

CEF Core Capability Areas

6.3 Frameworks and Building Blocks for Extensibility 
– Workflow & management (comprehensive, human)
– Open/standard interfaces (API for extensibility, plugins write to API)
– Building blocks (libraries)
– Tool integration framework (to glue pieces together)

6.4 Experiment Design and Instantiation
– Design tools, specifications, ontologies, compiler
– Reusable designs for science-based hypothesis testing
– Automated discovery of local and distributed resources
– Dynamic instantiation of domain-specific test apparatus
– Validation of instantiated test environments and apparatus
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Cybersecurity Experimentation of the Future

CEF Core Capability Areas

6.5 Interconnected Research Infrastructure
– Automated, transparent federation to interconnect resources
– Dynamic and on demand, with sharing models
– Support integrated experiments that include real, emulated (virtual), and 

simulations
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Cybersecurity Experimentation of the Future

CEF Core Capability Areas 

6.6 Experiment Execution and Management
– Experiment orchestration
– Visualize and interaction with experiment process
– Experiment debugging with checkpoint and rollback
– Experiment execution validation

6.7 Instrumentation and Experiment Analysis
– Instrumentation and data collectors
– Transport and protection mechanisms
– Data repositories
– Data analysis
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Cybersecurity Experimentation of the Future

CEF Core Capability Areas

6.8 Meta Properties
– Usability (experiments, owner/operator)
– Confidentiality, availability and integrity of experiment ecosystem
– Social and cultural changes
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Cybersecurity Experimentation of the Future

CEF Study: Overall Recommendations

• New generation of experimental cybersecurity research will help shift the 
asymmetric cyberspace context to one of greater planning, preparedness 
and higher assurance fielded solutions

• Emphasis on equipment and related software infrastructure alone will far 
fall short of achieving the transformational shift in research, community, 
and supporting experimentation required to address cybersecurity in the 
ever escalating cyber environment

• Strong, coupled, and synergistic advances across three key areas
– Fundamental methodological development
– Fostering and leveraging communities of researchers
– Capabilities of the infrastructure supporting that research
will move the field beyond today’s state of the art

18



Cybersecurity Experimentation of the Future

Conclusion
• Science-based experimentation infrastructure is critical to enabling future 

cybersecurity research
• Need revolutionary capabilities for advancing multi-discipline, complex and 

extreme scale, science-based experimentation for emergent cybersecurity 
research areas

• Draft CEF report: February 2015

• Consider: How would you contribute to a collaborative effort to build and 
share this infrastructure?

Cybersecurity Experimentation of the Future
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Contact Information

• David Balenson, SRI International
david.balenson@sri.com, 703-247-8551

• Laura Tinnel, SRI International
laura.tinnel@sri.com, 703-247-8533

• Terry Benzel, USC Information Sciences Institute (ISI)
tbenzel@isi.edu, 310-448-9438

Collaborative effort 
by SRI International 

and USC-ISI

Funded by 
NSF CISE/ACI 
ACI-1346277 
ACI-1346285
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Cybersecurity Experimentation of the Future

6.1 Domains of Applicability
Summary of Current State, Vision, and Needed Research
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Cybersecurity Experimentation of the Future

6.1 Domains of Applicability 
Research Milestones
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Cybersecurity Experimentation of the Future

6.2 Modeling the Real World for Sound Experiments
Summary of Current State, Vision, and Needed Research
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Cybersecurity Experimentation of the Future

6.2 Modeling the Real World for Sound Experiments
Research Milestones
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Cybersecurity Experimentation of the Future

6.3 Frameworks and Building Blocks for Extensibility
Summary of Current State, Vision, and Needed Research
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Cybersecurity Experimentation of the Future

6.3 Frameworks and Building Blocks for Extensibility
Research Milestones 
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Cybersecurity Experimentation of the Future

6.4 Experiment Design and Instantiation
Summary of Current State, Vision, and Needed Research
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6.4 Experiment Design and Instantiation
Research Milestones
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Cybersecurity Experimentation of the Future

6.5 Interconnected Research Infrastructure
Summary of Current State, Vision, and Needed Research
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6.5 Interconnected Research Infrastructure
Research Milestones
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Cybersecurity Experimentation of the Future

6.6 Experiment Execution and Management
Summary of Current State, Vision, and Needed Research
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Cybersecurity Experimentation of the Future

6.6 Experiment Execution and Management
Research Milestones
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Cybersecurity Experimentation of the Future

6.7 Instrumentation and Experiment Analysis
Summary of Current State, Vision, and Needed Research

34



Cybersecurity Experimentation of the Future

6.7 Instrumentation and Experiment Analysis
Research Milestones
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Cybersecurity Experimentation of the Future

6.8 Meta Properties
Summary of Current State, Vision, and Needed Research
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6.8 Meta Properties
Research Milestones
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Cybersecurity Experimentation of the Future

Example Envisioned Usages

• Integrated Experimentation Environment (IEE)
• Model Extraction Tool

39



Cybersecurity Experimentation of the Future

Envisioned Usage – Integrated Experimentation 
Environment (IEE)

• Assume researcher has:
– Identified problem to be solved
– Developed the experimental approach
– Captured science-based hypothesis (or experimentation goal)

• (Semi-)automated tools and methodology to support experiment design
– Organize the required building blocks, including network topology, host 

configurations, services, behaviors, etc. 
– Apply real-world models
– Specify proper instrumentation to capture ground truth 
– Validate experiment design

• Analogous to an Integrated Development Environment (IDE)
– Automatically compile to check syntax and convert to actionable representation, 

link required libraries, and load into testbed or other experimentation 
infrastructure
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Cybersecurity Experimentation of the Future

Envisioned Usage – Model Extraction Tools

• (Semi-)automatically extract salient features from a real operational 
environment
– Including network topology, host configurations, services, procedures, team 

workflow, usage, goals, etc. 
• Populate a model of that environment 
• Use the model to create a virtual instance or replica of the environment in 

a testbed 
• Use the replica to experiment with and test cybersecurity characteristics, 

including adversary attack models and potential protection mechanisms
• I.e., a “virtual sandbox”

• For example, smart transportation – inject the tool and extract the 
dynamic, mobile ad hoc environment and reproduce it in a testbed to 
explore adversary models and dynamic defenses within autonomous 
vehicles and roadways
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Cybersecurity Experimentation of the Future

Community Support and Consensus

• Two Advisory Group meetings (Dec 2013 and Apr 2014) (next one in Jan 2015)
• Three multi-day Study Group meetings (Mar, May, and Jun 2014)

– 75 participants from 50 organizations
• Two extended team offsite meetings (Jul and Oct 2014)
• A number of additional presentations and meetings

– NSF SaTC team (Jan 2014), CSET Panel (Aug 2014), AFRL (Aug 2014),
MIT-LL (Sep 2014), CSIA-IWG (Sep 2014),
NSF and DHS Mgmt (Oct 2014)

• Report schedule:
– Sep 2014: Extended Outline
– Oct 2014: Partial Draft Report
– Feb 2015: Draft Report
– Mar 2015: Community Review
– Apr 2015: Final Report
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Advisory Group

• Goals
– Ensure the study wide set of participants from relevant areas and disciplines
– Ensure the study answers the important, forward-seeking questions and issues

• Roles
– Identify existing infrastructure 

and user communities
– Clarify and refine study groups 

and topics
– Identify and invite key community 

members
– Review plans for structure and 

content of report
– Review and provide feedback on 

draft report

• Members
– Michael Bailey, U. Michigan
– Steve Corbato, U. Utah
– Steven King, ASD(R&E)
– John Lowry, Raytheon BBN
– Doug Maughan, DHS S&T
– Bill Sanders, UIUC
– Patrick Traynor, GA Tech
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Cybersecurity Experimentation of the Future

Study Group Participants (1 of 2)

• Aaron Johnson, NRL
• Alefiya Hussain, USC-ISI
• Andre Weimerskirch, UMTRI
• Angelos Keromytis, NSF
• Anil Somayaji, Carlton University
• Anita Nikolich, NSF
• Anthony Joseph, UC Berkeley
• Anup Ghosh, Invincea
• Benjamin Edwards, U. New Mexico
• Bill Scherlis, CMU
• Brad  Martin, ODNI
• Brandon Schlinker, USC
• Brian DeCleene, BAE Systems
• Bryan Lyles, NSF
• Charles Palmer, IBM Research
• Dale Johnson, MITRE
• Damon McCoy, GMU
• Dan Cantu, Sandia
• David Balenson, SRI International
• David Corman, NSF

• David Nicol, U. Illinois at Urbana-Champaign
• Donna Dodson, NIST
• Elaine Shi, U. Maryland
• Ersin Usun, Xerox PARC
• Ethan Katz-Bassett, USC
• George Kesidis, Penn State
• Gianluca Stringhini, UC Santa Barbara
• Gideon Juve, USC-ISI
• Grant Wagner, NSA Research
• Gregg Schudel, Cisco
• Herb Lin, National Academies
• James St. Pierre, NIST
• Jean Camp, Indiana U.
• John Baras, U. Maryland
• John McHugh, UNC and Redjack
• John Sebes, TrustTheVote Project
• John Wroclawski, USC-ISI
• Josiah Dykstra, NSA, UMBC
• Kevin Butler, U. Oregon
• Kevin Sullivan, U. Virginia
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Cybersecurity Experimentation of the Future

Study Group Participants (2 of 2)

• Kevin Thompson, NSF
• Laura Tinnel, SRI International
• Lee Rossey, MIT-LL
• Luke Berndt, DHS S&T
• Manimaran Govindarasu, Iowa State
• Marshall Brinn, Raytheon BBN
• Mary Denz, AFRL
• Matthew Elder, Symantec
• Maverick Woo, CMU
• Micah Sherr , Georgetown
• Miles McQueen, INL
• Paul Boynton, NIST
• Phil Porras, SRI International
• Ritu Chadha, Applied Communication Sciences
• Roy Maxion, CMU
• Ryan Goodfellow, Washington State
• Sam Weber, CMU/SEI
• Sami Saydjari, Cyber Defense Agency (CDA)
• Sandy Clark, U. Penn
• Scott Lewandowski, The Wynstone Group

• Sean Peisert, UC Davis
• Sonia Fahmy, Purdue
• Steve Corbato, U. Utah
• Steve Schwab, USC-ISI
• Ted Faber, USC-ISI
• Terry Benzel, USC-ISI
• Terry Champion, Skaion
• Thanassis Avgerinos, CMU
• Thomas Carroll, PNNL
• Thomas Edgar, PNNL
• Tim Yardley, U. Illinois at Urbana-Champaign
• Vaibhav Garg, Drexel
• Vincent Urias, Sandia
• Von Welch, Indiana U.
• Zach Tudor, SRI International
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Cybersecurity Experimentation of the Future

CEF Study: Roadmap

• Presents requirements, objectives and goals in key areas over 3, 5, and 10 
year phases
– Some phases build upon each other and others require new fundamental 

research over a long time period 

• Key capabilities consider:
– Current experimental cybersecurity research and its supporting infrastructure
– Other types of research facilities
– Existing cyber-domain “T&E” capabilities (primarily DoD)

• Presumes advances in key computer science disciplines 
– Ontologies, meta-data, libraries, and corresponding resource discovery
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Preliminary Set for Inclusion in CEF Report
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Domain Infrastructure Name Owning Organization
Transportation: System Connected Vehicle Testbed Department of Transportation

Transportation: Automotive OCTANE George Mason University

Networked Systems: Internet FIRE European Union

Networked Systems: LAN/WAN DETER USC-ISI

Networked Systems: LAN/WAN GENI National Science Foundation

Networked Systems: LAN/WAN NCR DARPA / TRMC / LMCO

Networked Systems: LAN/WAN PlanetLab Princeton

Networked Systems: LAN/WAN LARIAT MIT Lincoln Laboratory

Networked Systems: LAN/WAN Skaion TG Skaion Corporation

Networked Systems: Cloud Open Cirrus Intel

Networking StarBed/JGN2+ National Institute of Information and Communications Technology 
(NICT) – Japan

Networking: SDN ON.LAB Stanford & Berkeley

Networking: Wireless Orbit / WINLAB Rutgers University

Telecomms: Smart Phones PhoneLab University of Buffalo

Electric Power: Smart Grid Trustworthy Cyber Infrastructure 
for the Power Grid (TCIPG)

University of Illinois Urbana-Champaign

Electric Power: Smart Grid powerNet Pacific Northwest National Laboratory

Electric Power: Smart Grid PowerCyber Iowa State
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