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The	  Challenge:	  Providing	  Trustworthy	  Smart	  Grid	  Opera;on	  in	  
Possibly	  Hos;le	  Environments	  

•  Trustworthy	  
–  A	  system	  which	  does	  what	  is	  supposed	  to	  do,	  and	  nothing	  else	  
–  Availability,	  Security,	  Safety,	  …	  

•  Hos,le	  Environment	  
–  Accidental	  Failures	  
–  Design	  Flaws	  
–  Malicious	  AGacks	  

•  Cyber	  Physical	  
–  Must	  make	  the	  whole	  system	  trustworthy,	  including	  both	  physical	  &	  
cyber	  components,	  and	  their	  interac;on.	  
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TCIPG	  Vision	  and	  Research	  Focus	  

Vision:	  Create	  technologies	  which	  improve	  the	  design	  of	  a	  
resilient	  and	  trustworthy	  cyber	  infrastructure	  for	  today’s	  and	  
tomorrow’s	  power	  grid,	  so	  that	  it	  operates	  through	  aGacks	  
	  
Research	  focus:	  Resilient	  and	  Secure	  Smart	  Grid	  Systems	  

–  Protec;ng	  the	  cyber	  infrastructure	  
–  Making	  use	  of	  cyber	  and	  physical	  state	  informa;on	  to	  
detect,	  respond,	  and	  recover	  from	  aGacks	  

–  Suppor;ng	  greatly	  increased	  throughput	  and	  ;meliness	  
requirements	  for	  next	  genera;on	  energy	  applica;ons	  and	  
architectures	  

–  Quan;fying	  security	  and	  resilience	  



TCIPG	  Sta;s;cs	  

•  Builds	  upon	  $7.5M	  NSF	  TCIP	  CyberTrust	  Center	  2005-‐2010	  
•  $18.8M	  over	  5	  years	  ($3.8M	  cost	  share)	  
•  Funded	  by	  Department	  of	  Energy,	  Office	  of	  Electricity	  and	  

Department	  of	  Homeland	  Security,	  Cyber	  Security	  Division,	  HSARPA,	  
Office	  of	  Science	  and	  Technology	  

•  4	  Universi;es	  
−  Dartmouth	  College	  
−  University	  of	  California	  at	  Davis	  
−  University	  of	  Illinois	  at	  Urbana-‐Champaign	  
−  Washington	  State	  University	  

•  23	  Faculty,	  17	  Technical	  Staff,	  38	  Graduate	  Students,	  9	  Ugrad	  
Students,	  2	  Admin	  Staff	  worked	  on	  the	  project	  in	  FY	  2013	  

	  



TCIPG	  Technical	  Clusters	  and	  Threads	  

Trustworthy	  
Technologies	  for	  Wide	  
Area	  Monitoring	  and	  

Control	  

Communica;on	  and	  Data	  
Delivery	  

(5	  ac;vi;es)	  

Applica;ons	  
(2	  ac;vi;es)	  

Component	  Technologies	  
(2	  ac;vi;es)	  

Trustworthy	  
Technologies	  for	  Local	  
Area	  Management,	  

Monitoring,	  and	  Control	  

Ac;ve	  Demand	  
Management	  
(3	  ac;vi;es)	  

Distribu;on	  Networks	  
(1	  ac;vity)	  

Responding	  To	  and	  
Managing	  Cyber	  Events	  

Design	  of	  Semi-‐automated	  
Intrusion	  Detec;on	  and	  
Response	  Techniques	  

(6	  ac;vi;es)	  

Trust	  Assessment	  

Model-‐based	  Assessment	  
(3	  ac;vi;es)	  

Experiment-‐based	  
Assessment	  
(5	  ac;vi;es)	  



Power	  and	  Energy	  applets	  
32,000	  visits	  in	  the	  past	  year	  
1000	  CD’s	  distributed	  

Tesla	  Town	  for	  the	  iPad	  and	  Android	  
5500	  iTunes	  downloads	  
Available	  in	  Google	  play	  store	  

Lesson	  plans	  
Posters	  	  
Trading	  cards	  
Hands-‐on	  kits	  

	  



TCIPG	  Testbed	  

•  A	  lab-‐contained	  but	  true-‐to-‐reality	  implementa;on	  of	  cri;cal	  
infrastructure	  

•  Leverages	  over	  $6.5	  million	  worth	  of	  hardware	  and	  soiware	  (much	  
of	  which	  is	  donated)	  

•  Brings	  together	  power	  system	  equipment,	  emula;on,	  and	  simula;on	  
–  Supports	  cujng-‐edge	  research	  on	  grid	  topics	  from	  genera;on	  to	  
consump;on	  	  

•  Automated	  for	  efficient	  and	  effec;ve	  provisioning	  of	  power	  and	  
cyber	  assets	  per	  experiment	  

•  Used	  for	  internal	  TCIPG	  research,	  collabora;on	  with	  na;onal	  labs,	  
and	  projects	  with	  industry	  









TCIPG	  Collaborators	  and	  Event	  AGendence	  
ALLI
ED	  	  
PAR
TNE
RS	  

Na,onal	  
Security	  Staff	  



Process	  Control	  Network	  Security	  Assessment	  Needs	  

•  Complexity	  of	  network	  infrastructures	  is	  growing	  every	  day	  
–  Security	  policies	  become	  too	  large	  to	  be	  manually	  verified	  
–  U;li;es	  do	  not	  have	  IT	  resources	  to	  manage	  incidents	  	  

•  Lack	  of	  situa;onal	  awareness	  solu;ons	  to	  understand	  the	  impact	  
of	  poten;al	  threats	  

•  High	  cost	  to	  comply	  with	  security	  regula;ons	  
–  Cri;cal	  Infrastructure,	  Protec;on	  (CIP)	  Reliability	  standards	  

•  Even	  higher	  cost	  when	  infrac;ons	  are	  found	  



Team	  #292	  

what	  we	  learned	  

Energy	  U;li;es	   Audit	  
Auditors	  

Interview	  count:	  30	  



Team	  #292	  

what	  we	  learned	  

Compliance	  Officers	   Auditors	  

Subject	  MaGer	  Experts	  
(Network	  &	  Security)	  

Request	  	  
evidence	  

Request	  documenta;on	  

Provide	  evidence	  for	  compliance	  

Interview	  count:	  40	  



Team	  #292	  

what	  we	  learned	  

Compliance	  Officers	   Auditors	  

Subject	  MaGer	  Experts	  
(Network	  &	  Security)	  

Request	  	  
evidence	  

Request	  documenta;on	  

Provide	  evidence	  for	  compliance	  

Consultants	  

Request	  review	  

Request	  review	  

Work	  
together	  

Review	  

Interview	  count:	  50	  



Team	  #292	  

what	  we	  learned	  

Compliance	  Officers	   Auditors	  

Consultants	  Subject	  MaGer	  Experts	  
(Network	  &	  Security)	  

Request	  documenta;on	  

Provide	  evidence	  for	  compliance	  

Review	  

Request	  review	  

Request	  review	  

Work	  
together	  

Request	  	  
evidence	  

Asset	  Owner	  

Manager	  

Manager	  

Interview	  count:	  60	  



Team	  #292	  

what	  we	  learned	  

Compliance	  Officers	   Auditors	  

Consultants	  Subject	  MaGer	  Experts	  
(Network	  &	  Security)	  

Request	  documenta;on	  

Provide	  evidence	  for	  compliance	  

Review	  

Request	  review	  

Request	  review	  

Work	  
together	  

Request	  	  
evidence	  

Asset	  Owner	  

Manager	  

Manager	  

Save	  ;me	  

Save	  ;me	  

Find	  
discussion	  
point	  

Reduce	  
stress	  

Reduce	  stress	   Avoid	  fine	  

Interview	  count:	  70	  



Approach	  
•  The	  NP-‐View	  tool	  performs	  a	  comprehensive	  security	  policy	  

analysis	  	  
–  Solve	  complex	  interac;ons	  in	  a	  system	  where	  mul;ple	  
firewalls	  are	  deployed	  

–  Access	  policy	  implementa;on	  misconfigura;on	  of	  security	  
mechanisms	  is	  a	  major	  source	  of	  security	  vulnerability	  	  

•  Highly-‐usable	  GUI	  with	  	  
network	  mapping	  and	  	  
explora;on	  capabili;es	  

•  Automate	  most	  of	  the	  
repor;ng	  process	  	  
required	  during	  an	  audit	  



Key	  Features	  
•  Automated	  topology	  inference,	  even	  for	  complex	  configura;ons	  
•  Scalable	  and	  complete	  state	  space	  explora;on	  to	  iden;fy	  network	  access	  

viola;ons	  exhaus;vely	  in	  few	  minutes,	  even	  for	  very	  large	  networks	  
•  Patent	  issued	  in	  June	  2012	  on	  core	  engine	  algorithm	  (US	  8209	  738	  B2)	  



Benefits	  

•  Significantly	  reduces	  resources	  needed	  to	  comply	  with	  CIP	  
regula;ons	  
–  Cut	  firewall	  rule	  analysis	  ;me	  

•  Improves	  accuracy	  of	  security	  analysis	  
–  Reduces	  aGack	  surface	  and	  mi;gates	  human	  errors	  
–  Automates	  documenta;on	  effort	  
–  Reduces	  likelihood	  of	  gejng	  fined	  

•  Provides	  metrics	  to	  assess	  vulnerabili;es	  and	  op;mize	  network	  
changes	  
–  Describe	  the	  network’s	  defensive	  posture	  (reachability	  metrics)	  
–  Facilitate	  audit	  process	  (IP	  and	  service	  usage	  metrics)	  



Framework	  Overview	  
Host-‐based,	  router-‐based	  dedicated	  
firewalls	  or	  OS-‐based	  access	  control	  

	  

Securely	  import	  rule-‐sets	   1.	  Parse	  Na;ve	  Configura;on	  Files	  

2.	  Infer	  topology:	  
-‐  Inspec;ng	  routes	  
-‐  Crea;ng	  primary	  networks	  
-‐  Marking	  VPN	  networks	  
-‐  Crea;ng	  nodes	  from	  group	  defini;ons	  
-‐  Building	  border	  cloud	  of	  unmapped	  IP	  
-‐  Saving	  results	  to	  XML	  files	  

3.	  Load	  model	  into	  engine:	  
-‐  Looking	  up	  dynamic	  IP	  addresses	  
-‐  Crea;ng	  data	  structures	  to	  store	  rules	  
-‐  Genera;ng	  graph	  to	  store	  topology	  



Path	  Analysis	  
Queries	  can	  be	  sent	  from	  the	  GUI	  towards	  the	  engine	  
The	  engine	  keeps	  a	  model	  of	  the	  network	  in	  memory	  
Type	  of	  path	  analysis	  queries:	  
•  Exhaus,ve	  path	  analysis	  

–  Return	  all	  possible	  paths	  in	  the	  network	  
–  Prone	  to	  scalability	  issues	  for	  large	  networks	  

•  End	  point	  (a	  network	  or	  a	  host)	  
–  Return	  all	  possible	  paths	  origina;ng	  or	  ending	  at	  the	  selected	  end	  point	  

•  Firewall	  
–  Return	  all	  possible	  paths	  permiGed	  by	  a	  selected	  firewall	  
–  Can	  be	  refined	  for	  a	  specific	  ACL	  and	  a	  specific	  rule	  

•  Tunnel	  
–  Return	  all	  possible	  paths	  that	  go	  through	  a	  selected	  tunnel	  

•  Pair	  analysis	  
–  Return	  all	  possible	  paths	  going	  from	  a	  selected	  source	  to	  a	  selected	  

des;na;on	  
–  Provide	  a	  “path	  halt”	  mode	  to	  troubleshoot	  why	  a	  path	  doesn’t	  reach	  its	  

des;na;on	   22	  



End	  Point	  Classifica,on	  

• Users	  can	  refine	  the	  analysis	  by	  selec;ng/deselec;ng	  categories	  of	  
end	  points:	  
•  Internal	  networks	  and	  hosts	  are	  directly	  connected	  to	  a	  primary	  device	  
•  External	  networks	  and	  hosts	  are	  not	  directly	  connected	  to	  a	  primary	  device	  
•  Peripheral	  networks	  and	  hosts	  are	  men;oned	  in	  route	  tables	  and	  connected	  
through	  a	  gateway	  

•  Networks	  can	  be	  marked	  as	  “target”	  and	  “border”	  for	  further	  refinement	  	  



Addi,onal	  Analysis	  Op,ons	  
•  Fast	  paths	  

–  Only	  explore	  network-‐to-‐network	  paths	  
–  Stops	  analyzing	  a	  pair	  of	  networks	  as	  soon	  as	  a	  path	  is	  found	  
between	  them	  

•  Protocol	  filtering	  
–  Can	  include/exclude	  protocols	  taken	  into	  account	  



Network	  Vulnerability	  Analysis	  
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Network	  Percep,on	  Startup	  Incorpora,on	  
•  Support	  from	  the	  University	  research	  park	  

–  Grant	  to	  cover	  ini;al	  legal	  and	  accoun;ng	  costs	  
–  Entrepreneur	  mentor	  
–  Resources	  for	  logo	  and	  website	  design	  
–  Assistance	  to	  find	  funding	  (e.g.,	  SBIRs)	  



Product	  Refinement	  

•  Accepted	  in	  NSF	  Innova;on	  Corps	  program	  
–  hGp://www.nsf.gov/news/special_reports/i-‐corps/	  

	  
Intense	  1	  week	  session	  in	  San	  Francisco	  in	  January	  2014	  
	  

100+	  poten;al	  customer	  interviews	  
	  

Refinement	  of	  tool	  focus	  
	  
	  





Publica,ons	  
Patent	  
•  S.	  Singh,	  D.	  M.	  Nicol,	  W.	  H.	  Sanders,	  and	  M.	  Seri.	  Analysis	  of	  Distributed	  Policy	  Rule-‐

Sets	  for	  Compliance	  with	  Global	  Policy.	  Provisional	  Patent	  Applica0on	  in	  TF070703,	  
BHGL	  10322-‐99,	  Serial	  Number	  60/941,	  132,	  June	  2007.	  

Papers	  
•  D.	  M.	  Nicol,	  W.	  H.	  Sanders,	  S.	  Singh,	  and	  M.	  Seri.	  Usable	  Global	  Network	  Access	  

Policy	  for	  PCS.	  IEEE	  Security	  and	  Privacy,	  6(6),	  November-‐December,	  2008,	  pp.	  30-‐36.	  
•  D.	  M.	  Nicol,	  W.	  H.	  Sanders,	  S.	  Singh,	  and	  M.	  Seri.	  Experiences	  Valida;ng	  the	  Access	  

Policy	  Tool	  in	  Industrial	  Sejngs.	  In	  Proceedings	  of	  the	  43rd	  Annual	  Hawai’i	  
Interna0onal	  Conference	  on	  System	  Sciences	  (HICSS),	  Koloa,	  Kauai,	  Hawaii,	  January	  
5-‐8,	  2010,	  pp.	  1-‐8.	  

•  R.	  K.	  Cunningham,	  S.	  Cheung,	  M.	  Fong,	  U.	  Lindqvist,	  D.	  M.	  Nicol,	  R.	  Pawlowski,	  E.	  
Robinson,	  W.	  H.	  Sanders,	  S.	  Singh,	  A.	  Valdes,	  B.	  Woodworth,	  and	  M.	  Zhivich.	  
Securing	  Process	  Control	  Systems	  of	  Today	  and	  Tomorrow.	  In	  Proceedings	  of	  the	  IFIP	  
WG	  11.10	  Interna0onal	  Conference	  on	  Cri0cal	  Infrastructure	  Protec0on,	  Hanover,	  
NH,	  March	  2007.	  

•  S.	  Singh,	  D.	  M.	  Nicol,	  W.	  H.	  Sanders,	  and	  M.	  Seri.	  Verifying	  SCADA	  Network	  Access	  
Control	  Policy	  Implementa;ons	  Using	  the	  Access	  Policy	  Tool.	  In	  Proceedings	  of	  the	  
IFIP	  WG	  11.10	  Interna0onal	  Conference	  on	  Cri0cal	  Infrastructure	  Protec0on,	  
Hanover,	  NH,	  March	  2007.	  
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To	  Learn	  More	  about	  TCIPG	  

•  www.tcipg.org	  
•  Bill	  Sanders	  

whs@illinois.edu	  
•  Request	  to	  be	  on	  our	  

mailing	  list	  
•  AGend	  Monthly	  

Public	  Webinars	  
•  AGend	  our	  Industry	  

Workshop	  Nov.	  
12-‐13,	  2014	  

•  AGend	  the	  TCIPG	  
Summer	  School	  June	  
15-‐19,	  2015	  


