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The Challenge: Providing Trustworthy Smart Grid Operation in
Possibly Hostile Environments

Trustworthy

— A system which does what is supposed to do, and nothing else
— Availability, Security, Safety, ...
Hostile Environment
— Accidental Failures
— Design Flaws
— Malicious Attacks
Cyber Physical

— Must make the whole system trustworthy, including both physical &
cyber components, and their interaction.
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TCIPG Vision and Research Focus

Vision: Create technologies which improve the design of a
resilient and trustworthy cyber infrastructure for today’s and
tomorrow’s power grid, so that it operates through attacks

Research focus: Resilient and Secure Smart Grid Systems
— Protecting the cyber infrastructure

— Making use of cyber and physical state information to
detect, respond, and recover from attacks

— Supporting greatly increased throughput and timeliness
requirements for next generation energy applications and
architectures

— Quantifying security and resilience
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TCIPG Statistics

Builds upon $7.5M NSF TCIP CyberTrust Center 2005-2010
S18.8M over 5 years ($3.8M cost share)

Funded by Department of Energy, Office of Electricity and
Department of Homeland Security, Cyber Security Division, HSARPA,
Office of Science and Technology

4 Universities
— Dartmouth College
— University of California at Davis
— University of lllinois at Urbana-Champaign
— Washington State University

23 Faculty, 17 Technical Staff, 38 Graduate Students, 9 Ugrad
Students, 2 Admin Staff worked on the project in FY 2013
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TCIPG Testbed

* A lab-contained but true-to-reality implementation of critical
infrastructure

e Leverages over $6.5 million worth of hardware and software (much
of which is donated)

* Brings together power system equipment, emulation, and simulation

— Supports cutting-edge research on grid topics from generation to
consumption

 Automated for efficient and effective provisioning of power and
cyber assets per experiment

 Used for internal TCIPG research, collaboration with national labs,
and projects with industry
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TCIPG Collaborators and Event Attendence
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Approach

 The NP-View tool performs a comprehensive security policy
analysis

— Solve complex interactions in a system where multiple
firewalls are deployed

— Access policy implementation misconfiguration of security
mechanisms is a major source of security vulnerability

* Highly-usable GUI with
network mapping and
exploration capabilities

 Automate most of the
reporting process
required during an audit
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Key Features

* Automated topology inference, even for complex configurations

* Scalable and complete state space exploration to identify network access
violations exhaustively in few minutes, even for very large networks

* Patentissued in June 2012 on core engine algorithm (US 8209 738 B2)

NetAPT Analysis
Engine

NetAPT Graphical
Front-end

SSL/TLS

Network topology description (1)
or
Request for preloaded topology and rule-sets (2)

il oy Configuration information captured from Analysis Engine

access control elements on the network (1)

« Writtenin Java + Writtenin C++

+ Alight-weight and highly
portable management
console that can be run from
any workstation

+ Visualizes and customizes
network topology, rule-sets,
policies, and analysis setup
and results

or
Inferred topology and rule-sets converted to
NetAPT’s XML format, if preloaded at the engine (2)

<

Analysis request (= topology + rulesets + policies)

______________________________ >
Results

<

Modified rule-sets and/or policy

______________________________ >

Results

* Runson Mac OS X, Linux

and Windows
+ Canbe run from a suitably
accessible and powerful
server
+ Uses captured system state
(firewall configs) to
« infer network topology
« generate connectivity
map
+ find exceptions to global
policy
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Benefits

e Significantly reduces resources needed to comply with CIP
regulations

— Cut firewall rule analysis time
* Improves accuracy of security analysis
— Reduces attack surface and mitigates human errors
— Automates documentation effort
— Reduces likelihood of getting fined

* Provides metrics to assess vulnerabilities and optimize network
changes

— Describe the network’s defensive posture (reachability metrics)
— Facilitate audit process (IP and service usage metrics)



Host-based, router-based dedicated
firewalls or OS-based access control

—

Securely import rule-sets
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Framework Overview

1. Parse Native Configuration Files

2. Infer topology:
Inspecting routes
Creating primary networks
Marking VPN networks
Creating nodes from group definitions
Building border cloud of unmapped IP
Saving results to XML files

3. Load model into engine:
Looking up dynamic IP addresses
Creating data structures to store rules
Generating graph to store topology
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Path Analysis

Queries can be sent from the GUI towards the engine
The engine keeps a model of the network in memory
Type of path analysis queries:
* Exhaustive path analysis
— Return all possible paths in the network
— Prone to scalability issues for large networks
* End point (a network or a host)
— Return all possible paths originating or ending at the selected end point
* Firewall
— Return all possible paths permitted by a selected firewall
— Can be refined for a specific ACL and a specific rule
* Tunnel
— Return all possible paths that go through a selected tunnel
* Pair analysis

— Return all possible paths going from a selected source to a selected
destination

— Provide a “path halt” mode to troubleshoot why a path doesn’t reach its
destination 2
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End Point Classification
C:J 172.30 prefix

>
172.30.0.15 CORPorate - I * Peripheral
nterna

— Target network

@ 192f7Tors
Internal —— @~ @——-
172.30.0.0/24

Internet-Gateway » Border network

192.17.2.0/24
Q 0.0 prefix |

92.17 prefix

Unmapped ;B.s.?.s u
- Users can refine the analysis by selecting/deselecting categories of
end points:

CORP10
- Internal networks and hosts are directly connected to a primary device

» External

VA

singlenet

- External networks and hosts are not directly connected to a primary device

- Peripheral networks and hosts are mentioned in route tables and connected
through a gateway

- Networks can be marked as “target” and “border” for further refinement



1 CSL COORDINA TD
e SCIENCE LA

Additional Analysis Options

* Fast paths
— Only explore network-to-network paths

— Stops analyzing a pair of networks as soon as a path is found
between them

* Protocol filtering
— Can include/exclude protocols taken into account

Protocol Include Exclude
All protocols/services @ (]
ANY 4 ()
EIGRP 4 (]
GRE 4 ()
ICMP (] (V]
P 4 (]
TCP 4 ()
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Import configurations 9
« Cisco, type the command: show running-gonfig
«  Check Point, export the files: /etc/fw/conf/objects_5_0.C
A (import the containing folder) /etc/fw/conf/rulebases_5_0.fws
Z ¢ Fortinet, type the command: show full-configuration

You can also import snapshots of your routing tables. Save the output of the routing table
into a text file named with the hostname of the device from which it was exported.
Review the topology
Adjust the layout, expand subnets and right-click on your assets to change colors and labels
Run a path analysis
Right-click on firewalls, ACLs, rules, networks, hosts to run a path analysis
Export results to Excel
Go to the “End Traffic” tab, review and annotate the paths before exporting them to a CSV file

Please note that parsers are still in beta version and may not import your configuration right away.

Review the log panel for errors or warnings when importing. If an error occur, make sure that your

configurations have not been manually edited or altered. If the problem persists, send the error logs to

support@network-perception.com so that we can help you.
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Network Perception Startup Incorporation

* Support from the University research park
— Grant to cover initial legal and accounting costs
— Entrepreneur mentor
— Resources for logo and website design
— Assistance to find funding (e.g., SBIRs)

NN network

perception
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Product Refinement

* Accepted in NSF Innovation Corps program
— http://www.nsf.gov/news/special reports/i-corps/

Intense 1 week session in San Francisco in January 2014
100+ potential customer interviews

Refinement of tool focus
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Publications

Patent

S. Singh, D. M. Nicol, W. H. Sanders, and M. Seri. Analysis of Distributed Policy Rule-
Sets for Compliance with Global Policy. Provisional Patent Application in TF070703,

BHGL 10322-99, Serial Number 60/941, 132, June 2007.

Papers

D. M. Nicol, W. H. Sanders, S. Singh, and M. Seri. Usable Global Network Access
Policy for PCS. IEEE Security and Privacy, 6(6), November-December, 2008, pp. 30-36.

D. M. Nicol, W. H. Sanders, S. Singh, and M. Seri. Experiences Validating the Access
Policy Tool in Industrial Settings. In Proceedings of the 43rd Annual Hawai’i
International Conference on System Sciences (HICSS), Koloa, Kauai, Hawaii, January
5-8, 2010, pp. 1-8.

R. K. Cunningham, S. Cheung, M. Fong, U. Lindgvist, D. M. Nicol, R. Pawlowski, E.
Robinson, W. H. Sanders, S. Singh, A. Valdes, B. Woodworth, and M. Zhivich.
Securing Process Control Systems of Today and Tomorrow. In Proceedings of the IFIP
WG 11.10 International Conference on Critical Infrastructure Protection, Hanover,
NH, March 2007.

S. Singh, D. M. Nicol, W. H. Sanders, and M. Seri. Verifying SCADA Network Access
Control Policy Implementations Using the Access Policy Tool. In Proceedings of the

IFIP WG 11.10 International Conference on Critical Infrastructure Protection,
Hanover, NH, March 2007.
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