Design and security assessment of a
protocol for continuous user identity
verification
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Sample CASHMA scenario: online

banking
Online Banking
A . .-, Service
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App
Y
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m(S,, t;):
trust in the subsystem S, at time t;
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g(u, t,): trust in the user
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g(u, t;): global trust level
T;. timeout
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Summit, NJ, pp. 59-64, 1999.
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Definition of the adversaries

(oono)

T. CBQ,EHJeauQEIm)Bry Helps Identify Information Security Risks”, White Paper, Intel Corporation, 2007.

Technology Generic
Adverse . .
Oraanization Master (malicious) Insider
J Individual individual
Access external external external internal
Limits extra-legal extra-legal extra-legal | extra-legal
Resources | government moderate individual | organization
: . none to none to
Skill-Hack | operational adept - -
minimal minimal
Skill- . none to none to
. operational none - -
Spoofing minimal minimal
. . overt or .
Visibility covert clandestine . clandestine
clandestine
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Evaluation of the initial authentication -
scenario
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Attackers description
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Attackers description - parameters

Generic Individual Ir?dei\r/]i?:lﬂ; Telc\:/lhansti(laorgy Advgrsg
(face) : . Organization
i (face + voice) | Individual
SkillSpoofing_Voice 1000 1000 200 600
x | SkillSpooting Face 200 900 200 600
% % 1 SkillSpoofing_Fingerprint 200 200 200 600
FraudMastery 200 200 200 600
| HackSkill 200 200 800 600
% m " FakeVoice Y Y N N
S 5 | FakeFace N Y N N
S S | FakeFingerprint N N N N
< L DatabaseLocation N N Y N
» | WeightCost 0.3 0.3 0.25 0.05
S 4 WeightDetection 0.3 0.3 0.25 0.05
8 | WeightPayoff 0.4 0.4 0.5 0.9
~ PlanningHorizon 7 7 7 7
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Evaluation and Results - 1

" 1 .
Probability that, at time t, the attacker has been successfully authenticated Probability that, at time t, the attacker has been successfully authenticated
Authentication requires 2 biometric traits Authentication requires 3 biometric traits
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Evaluation and Results - 2

Probability that, at time t, the attacker has been successfully authenticated
"Technology Master Individual" adversary profile
Authentication requires 3 biometric traits
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Evaluation of the continuous
authentication - scenario
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Attack Execution Graph

SessionOpen HackSkill LastSensor

3 skills | A
SpoofingSkill |

Lawfulness

A <\ A
6 access \%"%a"

<@ ==
domains TS T
Compromise_Voice Comprom ise_Fingerprint
/ el

3 attack "

steps

)

OK_Fingerprint

A. Ceccarelli RenewSession 22



SAN model of the continuous

authentication protocol
subsystem trust level
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Effectiveness for different attackers

[Left] Probability that the attacker is able to keep the session alive until time t

[Right] Mean time for which the attacker is able to keep the session alive
(s=90, k=0.003, g,in=0.9)
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Effectiveness of tuning thresholds on
TMA attacker

[Left] Probability that the attacker is able to keep the session alive until time t
[Right] Mean time for which the attacker is able to keep the session alive
("Technology Master Individual" attacker, s=90, k=0.003)
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Conclusions
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