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Technologies for implementing security services in the physical and
In the electronic domain are both stable and mature, but they have
been developed independently of each other.

Technologies for implementing security services in the physical
domain encompass a whole variety of solutions, ranging from simple
tools such as spiked walls to sophisticated products such as Physical
Security Information Management (PSIM) systems.

Security-enabling technologies for the electronic domain are also very
varied, ranging from anti-virus programs for Personal Computers to
enterprise wide installations of Security Information and Event
Management (SIEM) products.

Security Operation Centres (SOC) have been created for diversified
and tailored needs, with vertical approaches for separate physical
and logical security purposes
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SAWSOC:

Objective: to identify, implement, and validate techniques

for achieving the convergence of physical and cyber security
solutions. By "convergence" we mean: effective cooperation
(l.e. a concerted and results-oriented effort to work together)

between previously disjointed functions

- To develop techniques for correlating physical and logical security

services from the physical and electronic domains

- To achieve a consistent view and to be able to produce an irrefutable

record of who did what, where, and when

- To demonstrate and validate project results in three example areas of

Critical Infrastructure Protection, specifically: Air Traffic Management,
Energy Production and Distribution, Crowded Events
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WP1 - Project Management

(SE)

[]
.H: Use-case driven approach

WP5 - Specification, demonstration, and validation
(IEC, SE, ISS, ESA, CMR, CINI, ENAV, LONIX)

Use Case 1: Use Case 2: Use Case 3:
Maintenance Impacts and Protection of a Critical Crowded Events Safety
Attack Recognition on  Infrastructure for Energy & Security (CES&S)

Critical Infrastructures Distribution and

(MIARCI) Production (EDPCI)

- WP2- Techniques for correlating physical

and logical security
(CINI, SE, FHG-IOSB, INTRCED, ESPION, CMR)

WP3 - Implementation of SAWSOC components
(INTRCED, SE, CINI, FHG-IOSB, ESPION, CMR)

WP4 - Implementation of the SAWSOC platform
(LONIX, SE, CINI, INTRCED, IEC, ESA, CMR)
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WP6 - Dissemination and Exploitation
(SE, CINI, FHG-IOSB, IEC, ENAY, INTRCED, ESPION, LONIX, ISS, ESA, CMR)
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Luigi Romano

e-mail: luigi.romano@uniparthenope.it
Cell: +39-333-3016817
Tel: +39-081-5476700
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