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wee A two-hour study

® 3 out of 5 nurses enter incorrect data
® All 5 confused by setup or selection of mL/hr
® ) out of 5 confused by programming

® 3 out of 5 confused by decimal point
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ISO 62366

Medical devices— Application of usability engineering to medical devices

_~y Correct use

Following good
practice

Bad training
Unqualified use
Sabotage

Rule-based error

Knowledge-based error
Workaround

> Intended  mmmeg sy ADNOIrMal USE oo
ACtiOn - ,u Mistake ________________________________
:t. Un|ntended , ,"i;i s o « LaPSe --------------------------

Memory failure

Attentional failure
Execution failure

Use error
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Computerized approaches are 1deal for

eliminating error because reliability
can approach [00%

D W Bates et al, “Incidence of ADEs and potential ADEs,” JAMA,
274:29-34, 1995.
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L) THOMAS 1. CORMEN | 292 pages
CHARLES § LRSS ON

ROWALD L, 41VES) “beautifully written introduction to
o el S design of algorithms”

“the bible of the field”

“best textbook ever seen”

‘“We do not address
error-handling”
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Sociology...

delay & deny

bad apple

stories & statistics
impossible error

swiss cheese

__ but what can we do?
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Hazards

Bugs...

Device...

Swiss Cheese

Nurse
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Engineering...




errors
preventable errors




errors
noticed errors
managed errors




user slip

unnoticed
bad result




harm
noticed harm
managed harm




hazard
noticed hazard
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Seeing blindspots

"Safety in numbers”
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Lift recadver and press any button once
Ask for COASTGUARD
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Seeing blindspots

"Safety in numbers”
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4° visual angle

Ignores
fills in
accommodates

unaware
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System 1

System 2

Perception & response

Conscious thinking
planning, reflection
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Finished scientific

papers follow

years of fascinating fundamental
scientific research.




inished scientific
papers follow
years of fascinating fundamental
scientific research.




Saturday, 30 June 12

48



Saturday, 30 June 12 )




System 1

System 2

Perception & response

Conscious thinking
planning, reflection
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Prescription
- Documentation

Training

Miscalculation

Other

10%

< S S

Procedures

10% =~ 35,000 US people pa*
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Patient arrests

| 0og shows 55 mg/hr
Should be 5.5 mg/hr
Nurse at rault




Task — enter 5.5 mg/hr
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Nurse thinks §es
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EXTERNAL BEAM PLANNING: Norm Point Off-axis Distances and Off-axis Ratios for OMP Plans
Modality:  GMV X.ray

Orientation of Patient:

Name. Heas Y .
o={ ] Hes|
Prep: )
Date: 17 Jun-12
Ceordinates of isotentre: : 1.7 |om
Chkd: Coordinates of Norm Point:. 110 D) 55 |om
Date:
Flald1 Fleld2 Flekdl FeM4

122 Q Q
25 Q 0
0 0 0

Combined Wedge DAR,: 1184 1168 1.014
Radial Distance:| 18 '8 25
Fiekd 1 Fiwld 2 Field 3
Y X ¥ X Y X
Norm Point at Isocentre Level [ 1.7 O3 | 18 02 | oo 25

—— Y — T ﬁ—A.‘—T_’

Off-axis Ratio OAR [ 1184

108 | 1188

1017 | 1.014

1026 | 1014 1028 |
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System 1

System 2

Environment

Perception & intuition

Conscious thinking
planning, reflection
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System |
thinks these
things work

System 2
has a blindspot

AT

Designers Users Lawyers  Policymakers




System 1

{ learning

System 2

Perception & intuition

Conscious thinking
planning, reflection
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blocks 35 types
of hazard

Wil Coarier =

ml per hour calculator
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makes hazard visible

is it any good?
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Reducing number entry errors:
solving a widespread, serious problem

Harold Thimbleby!’* and Paul Cairns?

' Future Interaction Technology Laboratory, Swansea University, Swansea SA2 8PP, UK
*Department of Computer Science, University of York, York YO10 5DD, UK

Number entry is ubiquitous: it is required in many fields including science, healthcare, edu-
cation, government, mathematics and finance. People entering numbers are to be expected

to make rs, but shockinglymfew systems make any effort, to ct, block or otherwise
manage Wo ITO begien but pro itrar s, with
unintend : d fined C by 10
error’, w 18 €a ¢ in al p 0 I -critical
domains, "Such , O y 1 genera a se ences.

Here, we expose the extent of the problem of numeric errors in a very wide range of sys-
tems. An analysis of better error management is presented: under reasonable
assumpti we show that the probability of out by 10 errors can be halved by better

user 1 design. We ide Mo ion user interface to show t he approach
o é
er \% imes bet t b f
a new truth or fact.
2008] )

(Charles Darwin 1879 [2008], p. 229

Keywords: number entry; human error; dependable systems; user interfaces
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make their devices safer.

1. INTRODUCTION

Best practice for designing effective and safe inter-
active systems uses methodologies that were de-
veloped primarily in office and consumer domains:
iterative design, user evaluation (using both labora-
tory and field experiments), and so forth; international
standards, e.g., 1ISO 9241, summarise current best
practice. However, safety critical and dependable
applications should be designed not just to be usable,
but to be safe; design should reduce risk to be As
Low As Reasonably Practical, ALARP, which is a
legal requirement under the UK Health & Safety At
Work Act (1974) and under similar legislation in other
countries.

Dependable interactive applications, we argue in
this paper, require different methodologies than
conventional usability approaches. For example, a
standard laboratory experiment may find that users
prefer one system to another, or that they make
fewer errors or are faster. This is certainly useful

School of Electronic Engineering and Computer Science

Differential formal analysis is a new user interface
simulation. The method is particularly valuable for eva
subtle programming issues. The approach starts with
define the design space to be explored. Two or more
design features by simulating keystroke sequences CO
numerical values that rank the design combinations on t
systematic discussion of the simulation results is performed for assessing the causes of any discrepancy,
s is iterated until outcomes are agreed upon. In short, the
approach combines rigorous simulation of user slip errors with diversity in modelling and analysis methods.
of user interface, itis demonstrated through a case study
safety critical user interface style found in many medical
infusion pumps and elsewhere. The results uncover critical design issues, and are an important contribution
of this paper since the results provide device manufa

either in numerical values or rankings. The proces

Although the method can be applied to other types
of 5-key number entry systems, which are acommon

Safer “5-key” number entry user interfaces
using Differential Formal Analysis

Abigail Cauchi Andy Gimblett Harold Thimbleby
Future Interaction Technology Lab Future Interaction Technology Lab Future Interaction Technology Lab
Swansea University Swansea University Swansea University
csabi@swansea.ac.uk a.m.gimblett@swansea.ac.uk harold@thimbleby.net
Paul Curzon Paolo Masci

School of Electronic Engineering and Computer Science

Queen Mary University of London
paolo.masci@eecs.ac.uk

analytic evaluation method based on stochastic user
luating safety critical user interfaces, which often have
the identification of operational design features that
analysts are required to analyse all combinations of
ntaining keying slip errors. Each simulation produces
he basis of their sensitivity to keying slip errors. A

cturers guidelines to update their device firmware to

Number entry, stochastic simulation, medical devices, interactive systems, blocking errors.

information, but (except for very simple systems) a
lab study cannot cover all features (let alone all states
and transitions) of a system. If the interaction design
has bugs — actual software bugs or poor boundary
cases in the user interface __then human participant-
pased evaluation may not help enough. For complex
systems, and for critical applications, reliance on user
testing alone may not be good enough to assure a
system has as few design defects as possible.

A common approach to assessing human factors
is via empirical studies. With any method, its
validity is an important issue. In a typical usability
experiment researchers try to achieve validity by
managing participant variability. For example, if
the only participant was a university student, the
results would not be representative of a typical
consumer population; in general the smaller (and
less representative) the population of participants the
less reliable it is to estimate the significance of any
results. In addition, running large trials is prohibitively
expensive.

Saturday, 30 June 12

0]

83




® open source
® open access

® open verification




User Friendly Interface

Featuring the same
intuitive user interface
as the Asena® Syringe
Pumps, the GP
Volumetric Pump
requires minimal
additional training
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MUTE button - Press to silence alarm for (approximately) 2 minutes. The
alarm will resound after this time.

For future implementation

PRIME/BOLUS butto

CHEVRON keys - Double or single for faster / slower Increase / decrease of
values shown on display.

BLANK SOFTKEYS - Use in conjunction with the prompts shown on the
display.
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® open testing




without contacting the Haemophilia Centre

Nurses: Ext 4248 (bleep 328 Sot/Sun Sam - 1pm)
Spf: Bleep 811
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EU directive 1992

Safe

q Unsafe
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EU directive 210

INIMGA TR
INERTN - INERGLA
ENERGTY IR T

280

kKWh/annum
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EMERGENCY USE ONLY
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ELECTRICAL SAFETY TEST

APPLIANCE 1D BY

FAILED DATE

Able Labels Eleclricians | 8844 371 2423

® 30 people die per year from shock (in UK)
® ~|50in the US

ELECTRICAL SAFETY TEST

AFPPLIANCE 1D

PASSED DATE NEXT TEST DUE

Able Labels Elecinicions | 8844 371 2423
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Seeing blindspots

@ Visual check
@ Differential leakage
@ Substitute |leakage

® Protective earth resistance
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Seeing blindspots

@ Visual check
® Unnoticed error rate

@ Error blocking

@ Eye tracking
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Knurled diopter ring

Sliding interpupiliary adjustment,
arips located on both left and right

Widefield 10x18 side of diopter scale
eyepiece
Mark on side of eyeplece tube for
indexing diopter reading
Interpuplllary scale
Viewing head of microscope / Ny« Knurled head locking screw

Revolving nosepiece | 2 <4—  Amm of microscope stand
Objective lenses

Two knurled locking screws for
Specimen holder securing specimen holder to stage

{mechanical stage)

Stage Abbe condenser locking screw

Abbe condenser 1.25 NA.

P\ 4———  Coarse focus knob
Irts diaphragm leves

y <4— Fine focus knob
Filter holder for 32mm filter —7mM8 ——

Recess for 45mm fiker

IBuminator condenser

Knobs controlling X and Y
movement of mechanical
stage

Y — Light intensity
control knob
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Seeing blindspots

"Safety in numbers”




