FACULDADE
DE CIENCIAS

DE LISBOA

z
=
=
g

e

.

- -




o

o

o

s

-

.

L
’

o

.

5

.

o

Information and Communication Technologies Institute

Carnegie Mellon | PORTUGAL

s

t components

.

»

.

o

|

-

"

=

.

o

o

-

o
.

ions an

s

o

o

o

.

s

s

5

-

de arch

o

P i




MASSIF - European IP Project

MAnagement of Security information and events in Service Infrastructures
 |P project FP7 e -
. alienvault
» Project dur: G me
Oct 2010 — Sep 2013 orange” g 6cure

. Overall budget: =xa e {8« s SYSTEMS .
~ Fraunhofer

~ 6 Mio. € o
el (O | ggseiRras °
=TT i

MASSIF Introduction



SEVENTH FRAMEWORK

N

KARY

t

PROGRAMME

-

-

-

‘.

ironmen

ission

-

- :
o .

-

lated and real sensors

-

T

that autonomously cooperate and interact in an open and uncertain env

Expected

1on

imu
ion

fs
to ISO 26262 safety standard

ics

t percept
ion o

ion

UAS/Aircraft flight m
Coordinated lane change

Simulations

Av

-

Automotive
Adaptive cruise control

ironmen

ing
based demonstrat

-

taogy e Fore Ran? caira el vilit g

ion-

lat

imu

T Fanza

remote sensors & cooperat

€ EMBRAER

ble and trustworthy env

ia
ion o
f safety assurance accord

D LIS

prototypes and a s

the rel
tegrat
ion o

LDADE

OTTO VON GUERICKE

b

tecture for safety/performance management
in
in
for evaluati

NIVERSIDADE

FAC
CHALMERS

SMEs and Industry

concept

results

of

-

.

iddleware for

M
Tools

Improvements

Proof

A system arch

=

.



.

E &

-

E
;

2
-

/|

oy

:

-

-
-

.

P

-

-

.

_

.

|

.
-

o

B

-

.

-

-

.

-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-

.

o

e

|

.

-

.

|

-

.

.

.

-

S

-

i

]

.

s

.

o
.
.

T
i

=

i

4

-

i

]

-

.
.

-

s

-
-

-

5

=

o
[

-
]

-
-

-
-
|

L

=

.

-

.
.
.

.
.
.

.
.
.
.

.
.
.
.

2011.10.1 EU-Brazil Future Internet - security
Research and Development cooperation

L

Future Internet - security

Irac

Michel Bet

Michel.Betirac@ethertrust.com

mnating person

MName of the coord

.

-

.

.

.

-

.

-

.
-

-

.

-

-

-

-

.

-

.

-

-
-

.

-

.
-

-

.

-

-

-

-

.

-

-

.

-

-
-

.

-

-
.

-

i

|
i

|

|

|

-
.

-

.

-

-

-

-

-

-

-

.
.
.
.

-

-

Country

France

Poland

France

France

France

Germany

Germany

Germany
Portugal

Brazil

Brazil

Brazil

Brazil

Brazil

Brazil

Braz

Part. short

name

uUuPmMcC

TPT

EMS

IMP

TUM

INF
FFCUL

UFPE

UFRIJ

UECE

UFAM

UFSC

UFRGS

DWW A

Participant organisation name

EtherTrust

Twinteq

-LIP&

ie Curie

et Mar

iversite Pierre

Un

Telecom ParisTech

erieure

Ecole NMormale Sup

Implementa

Technische Universitdat Mdnchen

Fundacdo da Faculdade de Ciéncias da
Universidade de Lisboa

Infineon

Universidade Federal de Pernambuco

Universidade Federal do Rio de Janeiro

Universidade ktstadual do Ceara

Universidade Federal do Amazonas

Universidade Federal de Santa Catarina

Universidade Federal do Rio Grande do Sul

DWW A

Participant no.

1 (Coordinator)

6

8
9

10 (Coordinator)

11

12

13

14

15

16

.

.

-

-

-

.

-

-

.

-

-
-

.

-

.
-

-

.

-

-

-

-

.

-

-

.

-

-
-

.

-

.
-

-

.

-

-

-

-

.

-

-

-

-

-

.

-

-

-

.

-

-

.

-

.




TClouds

SEVENTH FRAMEWORK

PROGRAMME

e

-

i

2

o

-

-

-

-

-

.eu/

t

projec

/[Iwww.tclouds-

http

nt
s from

(=
ands, Germany,

e

iffe

rs from 7 d
[=

[5

tuted of 14 partn

onsti

s

onsortium

The ¢

ormpa i

sed

recogmn
MNethe

and

a5

rsit
state

ive

»n member

n
nd th

e u

eputabl

European

Portugal

=5

oumntri

rl

ia,

(Austr

5

K

i

Un

SIX

Switzerland. All

-
5

u

pl
rtnersh

]

e United Kingdom
field is p
inasu

YV a

Ita
S are

experienced

f

I o

al

Th

experts in their
s

artner:

P

sful project.

cces.

ed to result

ipat

TECHNIKMON

is anti

5

ional

55

profe

-

.

-

.

.

IEM Research GmbH

{ Zurich

und

Technikon Forschungs-

ISwitzerland)

Planungsgesel lschaft mbH

fAustria)

Villach

TECHMISCHE

Fi

Sir
ty techinolog

SECUIT

UMIWERSITAT
CARMMSTADT

AG

X

es

Fundac¢ao da Faculdade de Cign
cias da Universidade de Lisboa

Technische Universitit
Darmstadt
Darmstadt/Germany)

Sirrix Aktiengesellschaft
[Homburg/Saar/Gearmany)

A"

Philips Electronics Nederland B
{Amsterdam/MNetharlands)

M ek Dot s

Friedrich-Akaxaadar-UniversitEn
Wirnberg

Erlaagen

tat

AlexanderUniversi
Niirmbara

Erlanoan-

Friedrich

Torino/ltahy)

Politecnico diTorino

The Chancellor, Master and
el b ol s Bl ds e e e o o

iges Landeszentrum

Eng
fiir Datenschutz Schleswig-

Unabh

T TR

(e

LT

B Ay

¥l

fGerman

Holstein (Kiel

UNU-MERIT

Energias de Portugal Universieit Maastricht-Merit

Fondazione Centro San Raffaele

BFACEC Engenharia e Sistemas, 5.0

del Monte Tabor (Milan/1taly)

L E BN ENT EA PN G

(Maastricht/Netherlands)



EEEEEEEEEEEEEEEEE
g U S RRRRRRRRR
| .

+ Cansecurity- and privacy-critical
applications be housed in the
clouds? TCLOUDS says yes!

Paulo Esteves Verissimo
Faculdade de Ciéncias da Univ. de Lisboa (FCUL), LaSIGE, Portugal,
pjiv@di.fc.ul.pt http://www.di.fc.ul.pt/~pjv

A 61st IFIP WG 10.4 Meeting, Sainte-Luce — France A
January 26-30, 2012




Moving to Clouds

» Data are moving to the cloud
> Main reason: costs (pay-per-use model)

> Still hesitation for critical applications (e.g., smart energy
grids), but it's a matter of time...

Servers Servers Cloud

: Storage
"
) - e.g., Amazon S3




Critical applications on the cloud?

> depending on one cloud (or provider thereof) is
not enough to build trust

> E.g., privacy- and security-critical data storage
— Medical records

— Company financial data
— Critical infrastructures data (e.g. smart grid

Critical Cloud
System Storage

é g
3¢




Trusted-Trustworthy Clouds

commodity cloud
or
Option 1: Client

- federated clouds
1) Rely onimproved cloud
infrastructure by single or federated

cloud providers

CON: dependence on actual provider(s)

trustworthiness (single point of
failure, lock-in, collusion)




Trusted-Trustworthy Clouds

commodity cloud

" . or
Option 1: federated clouds
1) Rely onimproved cloud -
infrastructure by single or federated

cloud providers

CON: dependence on actual provider(s)
trustworthiness (single point of
failure, lock-in)

Client

Option 2:
2) cloud-of-clouds — use multi-cloud
environments independently

PRO: be your own master w.r.t. trust



Status-quo

» Existing Technologies:

e “cloudified” scenario has availability +
security needs that cannot be met by
application layer alone.

e proprietary approaches to security can
create exclusion and make
interoperation difficult and expensive

» single-cloud solutions, even if open, will
not address high resilience objectives,
since they are a single point of failure

« A solution - resilient cloud-of-

clouds infrastructure:

e automated computing resilience against
attacks and accidents in complement or
in addition to commodity clouds

TClouds No. 257243
Trustworthy Clouds -

Applications using (untrusted) Cloud
Services

/ TCLOUDS \

Resilient Cloud-of-clouds
Infrastructure

2

IISasic |\i|ulti-C|3Ld Untrustec Efervifes

CLOUD A CLOUD N

iinssani

28/01/2012

Privacy and Resilience for Internet-scale Critical Infrastructure



TCLOUDS big challenge

> How to allow a swift migration path from current
commodity insecure clouds to future natively resilient
(secure and dependable) clouds?

> How to promote, along and at the end of this road, a
diverse and open ecosystem?

> How about a coherent architecture, with modular and
reusable artefacts?







Overview of the TCLOUDS CoC architecture

(interfaces)
«The TCLOUDS architecture thus

provides applications with a wealth App'icatiO”Sp‘isggye'sgérzirg:;e‘j UEDENL

of interfaces to produce

incremental resilience solutions Cloud-of-Clouds Trusted Interface (T-PaaS, T-laaS)
with single or multipleclouds: -~~~ ™7 ,l,_ reas |1 |

ﬁ Trusted Platform Services
e TCLOUDS Trusted Platform services

¢ T-laaS

(T-PaaS) on top of the middleware layer

e TCLOUDS Trusted Infrastructure Multi-Cloud ‘1,
services (T-laaS) from within the g —~ JaaSinterface ¥ _ s | _ _ Y _
middleware layer lIBasic I\ilulti-CI:)Ld Untrustec Efervifes

CLOUD A CLOUD N

* Infrastructure services (laaS) from . . I.c. . -
available commodity untrusted clouds
TClouds No. 257243

Trustworthy Clouds -
Privacy and Resilience for Internet-scale Critical Infrastructure

28/01/2012




TCLOUDS design approaches

« The TCLOUDS architecture allows
several solutions for resilience based on
Trusted Platform or Infrastructure services
(T-Paas, T-laaS), with essentially a re-use

: : Cloud-of-Clouds Trusted Interface (T-PaaS, T-laaS
of the same basic algorithmsand === ———— — i i - ),
mechanisms: (T Vo TPaas | D

_ _ Trusted Platform Services T.C LOUPS

e T-PaaS, T-laaS implemented with a Middleware
TCLOUDS resilient middleware layer on top of ¢ -
commodity clouds — ]

_ . Trusted Infrastructure Services
* Native TCLOUDS where resilience may also be \ ) Y,
built from scratch in the bare resources (e.g. Multi-Cloud ¢
with local low-level VM FIT mechanisms) _ Yiaasinterface =V s | W
e TCLOUDS middleware is by nature cloud-of- IIZasic I\ilu’ti—CI sud Udtrustec Efervifes
clouds, and T-PaaS, T-laaS can be
implemented with any mix of native TCLOUDS, C¢LoYA CLOUD N

“T-cloudified” commodity clouds with local . . I.C. . -
resilience layer, and commodity clouds

TClouds No. 257243
Trustworthy Clouds -
Privacy and Resilience for Internet-scale Critical Infrastructure

28/01/2012




TCLOUDS design approaches

« The TCLOUDS architecture allows
several solutions for resilience based on
Trusted Platform or Infrastructure services

(T-Paas, T-laaS), with essentially a re-use
Cloud-of-Clouds Trusted Interface (T-PaaS, T-l1aaS)

of the same basicalgorithmsand = = === = - — -
mechanisms: (F Tracs by | )
Trusted Platform Services
-Paa5, T-laaS implemented with a
TCLOUDS resilient middleware layer on top of =
commodity clouds —
, o Trusted Infrastructure Services

* Native TCLOUDS where resilience may also be \ J

built from scratch in the bare resources (e.qg. Multi-Cloud ‘&

with local low-level VM FIT mechanisms) _ Y laasinterface _ ¥V _ |mas | _ _ WY _

e TCLOUDS middleware is by nature cloud-of- IIZasic I\ilu’ti—CI bud Udirlisted Efervifes

clouds, and T-PaaS, T-laaS can be

implemented with any mix of native TCLOUDS, C¢LoYA CLOUDN

“T-cloudified” commodity clouds with local . . I.C. . -

resilience layer, and commodity clouds

TClouds No. 257243
Trustworthy Clouds -
Privacy and Resilience for Internet-scale Critical Infrastructure

28/01/2012




TCLOUDS design approaches

e The TCLOUDS architecture allows
several solutions for resilience based on
Trusted Platform or Infrastructure services
(T-PaaS, T-laaS), with essentially a re-use

. : Cloud-of-Clouds Trusted Interface (T-PaaS, T-l1aaS)
of the same basic algorithmsand = o e e e e e - = -
mechanismes:

Trusted P Services

* T-PaaS, T-laaS implemented with a
TCLOUDS resilient middleware layer on top of
commodity clouds

T-laaS
structure Services

* Native TCLOUDS where resilience may also
built from scratch in the bare resources (e.g. Multi-Cl
with local low-level VM FIT mechanisms) V laaS Inte

* TCLOUDS middleware is by nature cloud-of- lIZasic I\II
clouds, and T-PaaS, T-laaS can be
implemented with any mix of native TCLOUDS, ©¢LOUDA

“T-cloudified” commodity clouds with local . .

resilience layer, and commodity clouds

V_ el v

d Untrustec Efervifes

CLOUD N

TClouds No. 257243
Trustworthy Clouds -
Privacy and Resilience for Internet-scale Critical Infrastructure

28/01/2012




TCLOUDS design approaches

« The TCLOUDS architecture allows
several solutions for resilience based on
Trusted Platform or Infrastructure services
(T-Paas, T-laaS), with essentially a re-use

. : Cloud-of-Clouds Trusted Interface (T-PaaS, T-laaS
of the same basic algorithms and _Cloud-oClouds Trusted Interface (T-Paas, Taas)
mechanisms: g
_ _ Tﬁlnsted P Services
* T-PaaS, T-laaS implemented with a —

TCLOUDS resilient middleware layer on top of
commodity clouds

* Native TCLOUDS where resilience may also be
built from scratch in the bare resources (e.qg. Multi-Cl
with local low-level VM FIT mechanisms) V laaS Inte

("« TCLOUDS middleware is by nature cloud-of-\ lIZaSiC |\I|

Trust

‘& laaS | _! -
d Untrustec Efervifes

clouds, and T-Paa$, T-laa$ can be
implemented with any mix of native TCLOUDS,| ©LOUDA

“T-cloudified” commodity clouds with local . .

\resilience layer, and commodity clouds J

CLOUD N

TClouds No. 257243
Trustworthy Clouds -

28/01/2012
Privacy and Resilience for Internet-scale Critical Infrastructure fo1/
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TClouds No. 257243

Trustworthy Clouds -
Privacy and Resilience

TCLOUDS Arc

Q
TIS — key to modularity a nd e

TCLOUDS can either be deployed by
final users, third-party providers, or Applications using e.g. Trusted Web and
commodity providers wishing to FAMES) SErfiees

directly offer some form of cloud
resilience

ncapsulation

Cloud-of-Clouds Trusted Interface (T-PaaS, T-l1aaS)

To allow seamless deployment of

these instantiations, we introduce the TIS/TIA — TCLOUDS

TIS — TCLOUDS Information Switch Information

concept, which encapsulates all or part

of the services defined in the SWItch/Agent
TCLOUDS architecture v 1aas Interface

These units, with the adequate *asic |\i|u’ti-C|3Ld Untrustec Et;ervifes
configuration and placement, CLOUD A CLOUD N

materialize the several TCLOUDS
incarnations in a modular way

28/01/2012

for Internet-scale Critical Infrastructure
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A concrete proof-of-concept result with the TCLOUDS architecture:
DepSky — Dependable and Secure Storage in a
Cloud-of-Clouds

[Bessani et al., ACM Sigops
. Eurosys 2011]

TClouds No. 257243
Trustworthy Clouds -

Privacy and Resilience for Internet-scale Critical Infrastructure



DepSky Design Principles

1. No trust on individual cloud providers

Distributed trust is built by independent mechanisms over
commodity multi-cloud environments

2. Use storage clouds as they are
No server-side code needed on the cloud

3. Data is updatable
Quorum replication protocols for consistency
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DepSky Latency (100kb DU) | 4 (avail +integrity)

CA (+confidentiality)

[ DepSky read latency is close to the cloud with the best latency ]

10 T T T T T T T

Read Latency (seconds)

Brazil US-PA US-CA New Zealand Japan China Spain UK

Write Latency (seconds)

Brazil US-PA US-CA New Zealand Japan China Spain UK

‘ DepSky write latency is close to the cloud with the worst latency \
TClouds




F Other results:
Byzantine Fault-Tolerant MapReduce:

Faults Are Not Just Crashes
[Costa et al., IEEE CloudCom 2011, job =

- Best Paper Award |
|j‘ cluster

copy file
to HDFS

FIFIE
IFEIEm

Tasktracker
@

TClouds No. 257243
Trustworthy Clouds -

Privacy and Resilience for Internet-scale Critical Infrastructure




MapReduce

(Map perspective - original)

| output |

: . HDFS |

: i»{ part 0 F——3p HDFS

E : ¢ replication
N part 1 == HDFS

i ¢ replication

TClouds No. 257243
Trustworthy Clouds -
Privacy and Resilience for Internet-scale Critical Infrastructure

28/01/2012




MapReduce
(Map perspective - BFT)

{output |
| HDFS

> part 0 feiego HDFS
: : ¢ replication

--------------------------------------------------------------

\

part 1 == HDFS
:  replication

Replicas

/

______________________________________________________________

TClouds No. 257243
Trustworthy Clouds -
Privacy and Resilience for Internet-scale Critical Infrastructure

28/01/2012




MapReduce

(Reduce perspective - original)

| output |
| HDFS |

L HDFS

replication

TClouds No. 257243
Trustworthy Clouds -
Privacy and Resilience for Internet-scale Critical Infrastructure

28/01/2012




MapReduce
(Reduce perspective - BFT)

e rEm s -

| output i

4' ---------------- 1

[
L)
L]
i
v
i
"
1
]
"
1
1
i

HDFS
replication

____________________________________________________________

HDFS
{__replicatic:n

o
/ i‘-:'
HDFS
replication

TClouds No. 257243
Trustworthy Clouds -
Privacy and Resilience for Internet-scale Critical Infrastructure
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. Other results: .

-~ JPA(*)-compatible Cloud-of-Clouds ~J
Dependable Storage System for Smart Grid
applications (together with Efacec and EDP)

‘ (*) Java Persistence API ‘

TClouds No. 257243
Trustworthy Clouds -

Privacy and Resilience for Internet-scale Critical Infrastructure




Smart Lighting Use Case Components

- —— - - - - - - e e -

Command Centre

- —— -

Smart Lighting Server

TClouds No. 257243

Trgstworthy Conds - N 28/01/2012
Privacy and Resilience for Internet-scale Critical Infrastructure




Custom JPA-compatible storage

BFT
State Machine
Replication

(BFT-SMART)

TClouds No. 257243
Trustworthy Clouds -

Privacy and Resilience for Internet-scale Critical Infrastructure

Service
Replica
(BFT-SMART)

Bervice
Replica
(BFFT-SMART)

Service
Replica
(BFT-SMART)

28/01/2012
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