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Self Regenerative Systems (SRS):
The Fourth Generation

Prevent Intrusions
(Access Controls, Cryptography,

 Trusted Computing Base)  

But intrusions will occur

 But some attacks will succeed

Detect Intrusions, Limit Damage
(Firewalls, Intrusion Detection Systems,

Virtual Private Networks, PKI)

Tolerate Attacks
(Redundancy, Diversity, Deception, Wrappers,

Proof-Carrying Code, Proactive Secret Sharing)

1st Generation: Protection

2nd Generation: Detection

3rd Generation: Tolerance
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Restore System
(Diagnosis, Learning, Reconfiguration, S/W

Rejuvenation, Natural Immunity, Reflection)

 So the system must reconstitute

4th Generation: Regeneration
Diagnosis Learning Reconfiguration

ReflectionSelf-Aware

Multiple Security Levels



PROGNOSTICATIONS

“Making predictions is hard

……..especially, about the future.”

- Anon.



Defending against Attacks

• In 2031, we will still be fortifying our defenses.

• Threat is not going to disappear
– Intent,

– Capability, and

– Exploitable Vulnerabilities, will all be there.

• Unless there is a fundamentally new architecture
construct, secure by design, systems will always
be exploitable.

• Unfortunately, the situation is more analogous to
a arms race between attackers and defenders.

• Can Cognitive Systems technologies help?



Accidental Faults

• For safety-critical systems (or at least mission-critical
systems), we may revert to a radical (old) idea:
– The Apollo Approach

• Is it possible to make systems nearly perfect and defect
free yet affordable?

• Can the Apollo GN&C approach be scaled to the
demanding functionality of today’s and future
applications?



Simplicity + Moore’s Law= Dependability?

• Can the results of Moore’s Law and a smart approach to
limiting “bells & whistles” be combined to create single-
string dependable computer systems?
– Effect of Moore’s Law: This laptop is about 105 more powerful

than the Apollo computer in raw power.
• But its functionality and usefulness has not increased proportionally.

– Simplicity: If unnecessary bells and whistles were stripped from
all hardware, firmware, OS, middleware (get rid of middleware?),
and applications, could this laptop should provide 105 more
functionality than the AGC?

• Has there been sufficient progress in specification &
production processes, verification, and validation
technologies to assure acceptable residual defects?


