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Applications requiring
Fault tolerance in Grid

Domains (grid applications connecting databases, supercomputers,
Instruments, visualization tools) -
e Finance,
e Health care,
e eScience, Cyber Infrastructure (EGEE, Virtual
observatory, TeraGrid, etc.)
e Nature and industrial disasters prevention and
management
e etc.

Key technology:
e Web Services (with some extensions: WSRF)
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Th e EG EE p rOj eCt (Enabling Grid for E-SciencE)

Building and Maintaining a large scale computing
infrastructure
eProvide support for Scientists using it.
Size:
Users: 3000 Duration: 2 years
Institutes: 70 Cost: 32M L7 O~
Countries: 27 Next: EGE uj;;;,w. T b " o
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Biomedical experiments:
- Security, Ease of use, dlstrlbuted data base
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JOb StatiSti CS i n EG EE (Enabling Grid for E-SciencE)

e Successful
V0O Stats VO Stats jobs are jobs

(Production testbeds global) (Production testbeds global) hnse
3egin date (ddfmmiyyy): 01/01/2005

Success/ (Registered-Cancelled) Jobs = 64 ¥ execution is
nd date (ddimmiyyyy): | 27/06/2005

13806 success jobs per day (g_yerage) terminated
r=-1 r 100\
Months Months Change the date ]

770000 ' (done jobs)
AND whose
done status
is OK.

e Registered
johs are
registered by
the User
Interface.

e Cancelled
johs are jobs
indicated as
cancelled hy
user.
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EGEE Issues and problems

Hardware / Software issues

Heterogeneous hardware, software, OS are a BIG problems !
Example: User Interface

Example: floating point accuracy
Example: dynamic libraries
Example: distributed application across diffferent platforms

Revival of the interpreter, JIT ?
Security and accounting — IntraGrid vs. InterGrid
Submission times ?77?
Political Issues
Different communities — different agendas / hidden agendas

coordination between partners

typical problems of large, heterogeneous organisations

small and dynamic vs. large and powerful organisations
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Job Efficiency in EGEE

Execution time : ET = D3-D2 , Waiting Time :WT = D2-D1
Grid Efficiency : GE = ET/(ET+WT)

Overall

[Month |[Short jobs [[Medium jobs |[Long jobs |[Infinite jobs
EG=062 % EG= 30.06 % EG=54.88% EG=78.81%
2005-01 YWT=54.05 min WT=54.71 min WT=54.77 min YWT=312.42 min
ET=0.34 min ET= 23.52 min ET= 66.61 min ET=1162.22 min
EG=0.69 % EG=543% EG=38.96 % EG=60.25%
2005-02 WT=65.71 min WT= 364.81 min WT=115.38 min WT=682.46 min
ET=0.45 min ET= 20.96 min ET=73.63 min ET=1034.21 min
EG=389% EG=19.47 % EG=41.14 % EG=77.38%
2005-03 WT=18.72 min WT=85.03 min WT=109.18 min WT=212.17 min
ET=0.76 min ET= 20.56 min ET=76.30 min ET=725.83 min
EG=323% EG=16.14 % EG=3279% EG=73.22%
2005-04 WT=21.28 min WT=111.94 min WT=154.33 min WT=263.64 min
ET=0.71 min ET= 21.55 min ET=75.28 min ET=720.90 min
EG=072% EG=717 % EG= 2264 % EG=7579%
2005-05 WT=62.89 min WT=251.74 min WT=326.08 min WT= 336.64 min
ET=0.46 min ET=19.44 min ET=95.45 min ET=1053.97 min
EG=139% EG=10.85% EG=28.24 % EG=71.56 %
Average Results WVWT=41.46 min WT=170.72 min WT= 211.58 min W= 379.74 min
ET=0.58 min ET=20.78 min ET=83.28 min ET=955.28 min
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Software Status iIn TERA GRID 1/2

Summary of Common TeraGrid Software and Services 2.0
Page generated by Inca: 06/27/05 10:24 CDT

This page offers a summary of results for critical grid, development, and cluster tes
test results are available by clicking on the resource name in the "Site-Resource" ¢

Grid Development | Compute Total Pass

Pass: 13
Fail: 18

anl-ia64
41% passed

Pass:26
anl-viz Fail: 5

83% passed

Pass: 25

caltech-ia64 Fail: 6

80% passed

. Pass: 30
TeraGrid: indiana-avidd Fail: 1

-integrated, persistent computational | | 96% passed
resource. | pass: 31
-Deployment completed in September E— 100% passed
2004, | pass: 15
-40 teraflops of computing power Fall: 13
-nearly 2 petabytes of storage, |

-interconnections at 10-30 gigabits/sec. Fais

) ) . psc-tcs
(via a dedicated national network.) | | 71% passed

Pass: 29
Fail: 2

53% passed

purdue-linug

http://tech.teragrid.org/inca-prod/cgi-bin//primaryhtmlmap.cgi? mapfile=/var/www/tech.teragrid.org/inca/T G/html/preload.state&topkey=exec




ion  Affichage Favoris Outils  ?

Software Status in TERA ERIID=ye

globus um est gatekeeper 0_caltech-iabF
globus unit test gridftp_to purdue -sp
globus unit test duroc_helloworld_to_jobmanager-batch

. . globus unit test fgdn_hostname_to_jobmanager-batch
@ Inca Status Page - Microsoft Internet Explorer . globus unit test env_test_to_jobmanager-interactive

. vy ; . p = . globus unit test gridftp_to_ornl-login
Fichier ~ Edition  Affichage Favoris  Outils 7 globus unit test gridftp_to_sdsc-datastar

- . A | \ ) » : 21. globus unit test gatekeeper_to_psc-gs1280

(D Précédente ~ ¢ [2] o ) Rechercher < Favors &9 : 3 22, globus unit test gridftp_to_tacc-lonestar

5o globus unit test gatekeeper_to_purdue-linux

e globus unit test gatekeeper-ping
e . globus unit test env_test_to_jobmanager-batch
mpich-g2-gcc ooad T T s = help : lpurdus- | sdsc 26. globus unit test gridftp_to_purdue-linux
yersion anl-viz : il | e - sc-tes urdue-linux : ~27. globus unit test gris_guery _
iat4 avidd ia64 |gs12g0 | P P sp datastar 23, globus unit test gatekeeper_to_ncsa-ia64

[2.4.3 2 29, globus unit test gridftp_to_anl
subpackages) 30. globus unit test du_rec_mpi_heIIowe_rld_te_jebmanager—batch
' anl- [caltech- [indiana-| ncsa- | psc- ' [purdue-| sdsc- S.: Globus unittest gridftp_to_caltech-iac4

unit tests ! anl-\nz : : . sc-tcs urdue-linuy . globus unit test gatekeeper_to_tacc-lonestar
iab4 iab4 avidd ia64 |gs12g0 | P P sp |datastar 330 globus unit test gatekeeper_to_anl

mpicc EFFEENN SSSSSEN SESSSEN SSSSEHN SSSSEtN SSSSEr SSSsEr SSSsSEHNN— SESSU SESSSE o olobus unit test oriditp_to_ncsa-cobalt

mpich-p4-gcc download help 35. globus unit test gatekeeper_to_sdsc-ia64

T - I [ 36. globus unit test gridftp_to_indiana-ia32
version 4an|- anl-viz CE!|tECh- 'nd"?na' MEDE ol psc-tes | purdue-linux purdue-| sdsc- . globus unit test date_test_to_jobmanager-interactive
1364 ia64 avidd ia64 |gs1280 sp datastar 33, globus unit test gatekeeper_to_psc-tes

>=1.25.2 SR DS SR S SR EFET EEEr DS S SN . olcbus unit test gatekeeper_to_ncsa-cobalt

anl- caltech- |indiana-| ncsa- psc- purdue-| sdsc- 40. globus unit test gatekeeper_to_tacc-viz

unit tests
— . globus unit test giis_query
mpicc EEEEE BESSEEN SSSSEEN BSSSEwN SSESEHN SFEE EEEr SESSEE EESEE B - .- et oriditp o taccoviz
44. myproxy version check

anl- [caltech- [indiana-| ncsa- SC [ urdue-' sdsc- 45. openssh unit test openssh_to_sdsc-ia64
¥ersion ia64 anl-viz ia64 avidd EEa gsp1280 psctes | purdue-inux | P datastar 46. openssh unit test openssh_to_psc-gs1280

~=0.6 . openssh unlt test openssh_to purdue linux
me@ 49, openssh unit test openssh_te_caltech ia64
openssh download hel 50. openssh version check

) » N e _ ~ [ | _ 51. openssh unit test openssh_to_ncsa-ia64
version ;%I4 anl-viz calggih mgf;; T;gi gsplszcElD psc-tes | purdue-linux purdue d:gassctar 52. openssh unit test openssh_to_purdue-sp

. 53. openssh unit test openssh_te_indiana—ia32
[ 55. openssh unlt test openssh to ncsa-cobalt
anl- [caltech- [indiana-| ncsa- psc- purdue- sdsc- — e

unit tests 364 anl viz | " oa4 o iab4 |gs1280 psctcs purdue-linux T ——

jopenss|  [download v v v v v help v v v v ‘ back to top
- anl- ._ |caltech- |indiana-| ncsa- psc- - purdue-| sdsc- sdsc- tacc- -
HESIEl ia64 anl-viz ia64 avidd ia64 |gs1280 psc-tes | purdue-linux sp datastar| ia64 |lonestar |“3CCY1Z
0.9.* 0960 0.9.60 0.96i 09.6a 0.9.6m 0.96m 0.9.6m 0.96m  0.96i 096i 0960 097d 0.97d
python  [download v v v : v help v v v v v back to top
: anl- ._ |caltech- |indiana-| ncsa- psc- - purdue-| sdsc- sdsc- tacc- :
WEElEl ia64 anl-viz ia64 avidd ia64 |gs1280 psc-tes | purdue-linux sp datastar| ia64 |lonestar | “3CCYI1Z
=22 221 221 233 221 221 223 222 235 240 220 221 234 233
softeny  [download v v help v v back to top

‘ . . I . . 5 . ' : = — : ‘ .
¥ersion :Eirlla anl-viz Ca;_t?'fh 'n_q'.ana nesa- | P, | psctes | purduedinux pur_d.ue J_SES_E_.. S:?,SE ._.t_a_cﬁ_,. tacc-viz

® Internet

ia64 anl-viz ia64 avidd iab4 |gs1280 psc-tes purdue-linux sp datastar 41 globus unit test gatekeeper_to_ornl-login

http://tech.teragrid.org/inca-prod/cgi-bin//primaryhtmlmap.cgi?mapfile=/var/www/tech.teragrid.org/inca/TG/html/preload.state&topkey=stack_compute



Why FT in Grid is difficult (1/2)

e Grids are installed, administered and controlled by humans
-local priority may lead to stop or freeze jobs
-modifications and updates take times and introduce
configuration inconsistencies
-upgrades and modifications may introduce errors

e Heterogeneity (hardware and software, availability)

e Instability (hardware and software)

+ Resources belong to different administration domains!

IFIP WG 10.4 on dependable Computing and Fault Tolerance




Why FT in Grid iIs difficult (2/2)

Vertical complexity _ |
and consistency Sitel Site2

Application Application
Application Runtime Application Runtime
Grid Middleware (WS) Grid Middleware (WS)
Services Services
Operating System Operating System
Networking Networking

Horizontal interoperability AND consistency

- When running applications on dynamic and
heterogeneous Grid, we may experience many software
failures
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Research in Grid Fault Tolerance
(some aspects)

Computing models (application runtimes):
e Very few work (RPC-V, MPI: MPICH-V, MPICH-GF)

Infrastructure:
e Server fault tolerance (GridServices, Webservices, WSRF)
e Fault detectors (few results, Xavier’talk)
e High performance protocols (content distribution: BitTorrent)
e Resource discovery (DHT: Kadelmia)

FT techniques:
e Self stabilization (crash may append during stabilization)
e Consensus (impossibility result on asynchronous network)
e Majority voting (decisions may apply to a majority of nodes
absent during the vote...)

Fault tolerance iIs one research topic of the CoreGrid NoE
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Grid still raises many ISssues
on fault tolerance,

BUT also on other topics:
performance, scalability, QoS,
resources usage, accounting,

security, etc.

No environment or tool
to test REAL Grid software
at large scale
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We need Grid experimental tools

In the first /2 of 2003, the design and development of two
Grid experimental platforms was decided:

- Grid’5000 as a real life system

log(cost)

AS 2

Data Grid eXplo VIR

: PlanetLab
WANInLab :
Challefiging Naregi Testbed

Grid < AIST —

MicroGrid SuperCluster

Reas@nable Bricks
NS,

log(realism)

math simulation emulation live systems
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4+ X ** The largest research
- Instrument to study
) ¢ ’
* Gr|9 5000 Grid Issues

***

= RENATER




Grid’5000 foundations:
Collection of experiments to be done

Networking
e End host communication layer (interference with local communications)
e High performance long distance protocols (improved TCP)
e High Speed Network Emulation
Middleware / OS
e Scheduling / data distribution in Grid
Fault tolerance in Grid
Resource management
Grid SSI OS and Grid 1/0
Desktop Grid/P2P systems
Programming
e Component programming for the Grid (Java, Corba)
e GRID-RPC
e GRID-MPI
e Code Coupling
Applications

e Multi-parametric applications (Climate modeling/Functional Genomic)

e |Large scale experimentation of distributed applications
(Electromagnetism, multi-material fluid mechanics, parallel optimization
algorithms, CFD, astrophysics

IFIP WG&L0.-Medicalhimadges P @ullabidoratinetoels in virtual 3D environment




Grid’5000 goal:

Experimenting fault tolerance
and many other topics on
all layers of the Grid software stack

Application

Programming Environments

Application Runtime

Grid Middleware

Operating System

Networking

A highly reconfigurable, controllable and
monitorable experimental platform
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Confinement / isolation

2 fibers (1 dedlcated to Grid’5000)

— e = =
- =~ -~

-

Probe (GPS) Router _ MPLS e Grid5000 site
(level 2) N

Router RENATER . . Router ENATER_ 8 VLANS per site
/ /

G5k site . / —»
LAb Aormal _ :
RENATE conhection ‘ Switch Grid

Router RENATER | to'Renater / \
: I Switch/router lab. | Ganglia
G5k site | J
\

\/ Controler
Routeur RENATER Grid’5000 (DNS

User access ’ LDAP,

point NFS,
i /home,
LAR Firewall{nat Reboot,
DHCP,
Boot server)

Grid5000 site

-’
.~ “Reconfigurable
nodes
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Observation & Monitoring

— g,
~~

Router » :
Probe (GPS) <ta | Grid5000 site

@)

Router RENATER
Router RENATER (‘ . . 8 VLANS per site

G5k site /' —>
. LAb Aormal

(F ) conhection ‘ Switch Grid
Router RENATE |

to Renater / \
; |
| ' _ Ganglia
G5k site : Switch/router lab g
\

\\/ Controler
Grid’5000
I (DNS,

User access LDAP,
point NFS,
: /home
Fir INnat ;
LAB ewa a Reboot,
DHCP,
Boot server)

Grid5000 site

-’
.~ “Reconfigurable
nodes
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Workload/Traffic & Fault injection

Router _—_--i"‘_ :
Probe (GPS) . Grid5000 site
N\

8 VLANS per site

Router RENATER
(‘ / —» /
LAb hormal ‘

conhection
to Renater

| Switch Grid
| / \

Controler

Router RENATER |

Ganglia

G5k site

|
I Switch/router lab.
|
\

Routeur RENATER

Grid5000 site

Grid’5000

User access

point

LAB

<\\§ Injectors (process, communication)
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Grid’5000 Global Observer

gdx0117(0, 216)
As reported at
2005/06/27 13:43:46

Idle

x86_64 Linux
2.6.9-10-amd64-ks-

smp

Net input{highest IF):
6461.78 bytes/sec

Net output(highest IF):
16.00 bytes/sec
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Grid’5000 Monitoring tools

Network traffic
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Grid’5000 Reser
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Grid’5000 Reconfiguration time

Time to reboot 1 cluster of Grid’5000 with Kadeploy

User Kernel reboot

User Environment
deployment

—~
&
QO
n

~—
Q

E

i}

< Partition prep.

Deploy. Kernel reboot

100 120 140 160 180
# nodes
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Grid’5000 Reconfiguration time

Time to reboot 2 clusters (Paris + Nice) of Grid’5000 (Kadeploy)
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Grid’5000 Fault Generator: Fail

Objectives

eProbabilistic and deterministic
(reproducible) fault injection.
eExpressiveness of scenarios.
*No code modification.
Scalable.

Concepts

execution ime (in seco nds)

A dedicated language for fault
scenario specification

(FAIL: FAult Injection Language).
Fine control of the code execution
(through a debugger)

IMPACT OF FAULTS

Daemon ADV2

{

time_g timer = 5;

node 1 :
always int rand = FAIL_RANDOM (1,10);
timer && rand < 2 -> halt, goto 2;

node 2 :
always int rand = FAIL_RANDOM (1,10);
timer && rand > 7 -> restart, goto 3;

node 3 :

+

Addad 1 +
Added 2 -

Compla®ld 1 ~-+-
Compleed?2 =

01001
10011 ‘

01001
10011

\fail-exec.run




x X **
* Grid’5000
*

***

Summary:

e Grid still raises many Issues about fault tolerance

 Grid’5000 will offer a large scale infrastructure to study some
of these issues (operational in September 2005)

e Grid’5000 will be opened to international collaborations
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