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Component-based software development

« Vision: development of systems using pre-fabricated components.
Reuse custom components or buy software components available
from software manufactures (Commercial-Off-The-Shelf: COTS).

 Potential advantages:

+ Reduce development effort since the components are already
developed, tested, and matured by execution in different contexts

o Improve system quality
¢ Achieve of shorter time-to-market
+ Improve management of increased complexity of software

« Trend — use general-purpose COTS components and develop
domain specific components.
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Some potential problems

« COTS

+ In general, functionality descrition 1s not fully provided.

+ No guarantee of adequate testing.

o COTS must be assessed in relation to their intended use.

¢ The source code 1s normally not available (makes 1t 1impossible
white box verification & validation of COTS).

« Reuse of custom components in a different context may
expose components faults.

Using COTS (or reusing custom components) represent a risk!
How to assess (and reduce) that risk?
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A real example:
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Case-study 1: I-don’t-care-about
software architecture diagram
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Case-study 2: I-really-don’t-care-about
software architecture diagram
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uestion 1

This is a COTS!
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This is custom component previously built!
What's the risk of reusing it in my system?
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Question 3

Fesout e M O] Abrary SHTURADON Resputa jladi N0 g gy SULADON
Dinectony CEMLY Bbeany Dinectiony CEMLY BEwiny
R .[ T i .[ T depioy
logkup ooHp— lookoup g —
N B S B
1]
- Joo Joo il
[ ey = Composition Campasition
i socurmy 1 L Simulation Conbrod |
E_ _: retrheyE rERE
- jlamkup rr.IA:h rr.IA:h
D e 1
| b sehp Job sehp . Sehver
okup Sunmiss ion [[4] S| 50N jol
| ! e S SLEEMng L SLEering
| coemmancs) 18 pArAmEEre 18 pETATIE Ty
fenaback TROIEE [ROEE Fode
Daia
e maoritoring | manitoring
metadata state state e
il qh i
"- I—t ————— o ] | Data Control |
1
L dEa
cmosf Poatiet 2 setun
Brorrser roack Server — ';rmui— Eu;rln:hrnt 4| ® o
- [ — s 1S 1S 4 New custom componen
porta : O
]
I ’ [ ] [ ] [ ]
! at's the risk of using 1t
e d
COETImeands! Data
fenihack Maragemnent  feg—7T— lo0kup—o
+ ith f h 1 ?
without further testing:
Data
*Mining"
L T g
e fenchiack Lk TeLCE R | T T
Yisuaiz ation Pipoing
Wisusz i WisLaT aion |
Contrel Control Fiter Map J— Ferser I
- L .
FEMJIE FEMalE - r
S BN - 5y

Henrique Madeira

48th Meeting of IFIP Working Group 10.4, Hakone, Japan, July 1-5, 2005




Experimental risk assessment

Component 1

(= Component 2
° | Custom \. COTS °

e -

Component 3
COTS

Component 4
Custom

Exception

handler C.

Example of question:

What's the risk of using Component 3 in my system?

_— _h\
Risk = éob. of bué*
\_/

rob. of bug activation * impact of bug activation
Software complexity Injection of

metrics software faults
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Two possible injection points

1. Injection of interface faults in software components
(classical robustness testing: Ballista, Mafalda, ...)

Input | sw component Output

> under test ’
Interface faults/

Injection of realistic software faults inside software
components (new approach)

Input Target SW Output
component

Software faults ‘I
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Why injection or real software faults?

Injection of SW faults

S

Component 1 “**1-@emponent 2 /-
. Custeqyr ===" Wrﬂvrr(‘rrrrrrrrr ...... COTS " "mnafirnnnna, k’i’--.
A "I *@Mnponent 4
. Custom
C’ P “'{“‘]’ A
Compthents | .=
Exception /‘ €oTs | et
handler \Q CRPPPLY Ll

Injection of SW faults w

* Error propagation through non conventional channels is a reality.

* Faults injected inside components are more representative.
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How to inject software faults?

e Use G-SWFIT (1SSRE 2002, DSN 2003, DSN 2004)

¢ Injects the top N most common software faults.

o This top N 1s based on field data (our study + ODC data from
IBM) and corresponds to ~65% of the bugs found 1n field data.

+ Injects faults in executable code.

o Largely independent on the programming language, compiler,
etc that have generated the executable code.

« G-SWFIT Is now a reasonably mature technique.
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G-SWHIT
Generic software fault injection technique

Target Low-level code Low level
executable  mytation engine mutated versions
code
01X11 01011
01011 00010 | [0X010
00010] ———> 01001 01001
01001

01011~y (01011
Library of software fault 0001X 00010

Injection operators 01001 0X001

\, Emulate common

programmer mistakes

The technique can be applied to binary files prior to execution or to
In-memory running processes
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Experimental risk assessment (again)

Component 1 (= Component 2
° ‘ Custom \. COTS °

e -

Component 3
COTS

Component 4
Custom

Exception

handler C.

Example of question:

What's the risk of using Component 3 in my system?

_— _h\
Risk = éob. of bué*
\_/

rob. of bug activation * impact of bug activation
Software complexity Injection of

metrics software faults
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Estimation of the probability of residual
bugs

Component 1 f Component 2
®— custom \® coTs o—
Component 4
Custom
(e
Componen
Exception / COTS
handler \'

* Many studies indicate that fault
probability correlates with the software
module complexity

* Metrics of software complexity base on:

e Static feature of the code;

—
o
=
)

* Dynamic features;

* Possible information on the development
process (type of tests, etc);

\
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Estimation of bug activation probability
and bug impact

Component 1

Component 2

° | Custom

COTS

—(o—

Exception
handler

"
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Custom
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Software faults

* Test campaigns to evaluate the activation prok
the impact of software faults (bugs) inside the

the rest of the system.

e Use software metrics to choose the modules
and define trigger locations accordingly.

N
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Conclusions and current work on
experimental risk assessment

« Experimental software risk assessment seems to be viable.

- Risk 1s a multi-dimensional measure. Many software risks
can be assessed, depending on the property I’'m interested 1n.

 Current work:
o Improve the G-SWFIT technique:

— Improving current tool.
— Expansion of the mutation operator library
— Construction of a field-usable tool for software fault emulation in Java
environments
+ Study of software metrics and available tools.
+ Define a methodology for experimental software risk assessment.

+ Real case-studies to demonstrate the methodology.
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